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Abstract. The issues of confidentiality and privacy have lmeeadncreasingly

important as Grid technology is being adopted imlipusectors such as
healthcare. This paper discusses the importance puftecting the

confidentiality and privacy of patient health/meicrecords, and the
challenges exhibited in enforcing this protectiona Grid environment. It
proposes a novel algorithm to allow traceable/lbi&aidentity privacy in

dealing with de-identified medical records. Usihg &lgorithm, de-identified
health records associated to the same patient eoergted by different
healthcare providers are given different pseudonyswever, these
pseudonymised records of the same patient canbstilinked by a trusted
entity such as the NHS trust or HealthGrid manadée paper has also
recommended a security architecture that integrtitesproposed algorithm
with other data security measures needed to achievelesired security and
privacy in the HealthGrid context.

Keywords. HealthGrid, security analysis, security architeetuprivacy and
accountability.

1. Introduction

A HealthGrid allows the gathering and sharing ofngnanedical, health and clinical

records/databanks maintained by disparate hosphtalalth organisations, and drug
companies. This large-scale sharing of medicalroscaia network connections has the
potential to bring us numerous benefits. It woutdlge real-time and remote access to
large quantities of medical and clinical data rétgss of the original healthcare setting
in which they were acquired, and regardless of whand when the access is
performed. This will, in turn, allow us to improeénical decisions and diagnoses and
to provide better patient care. HealthGrid aggregdbngitudinal healthcare data
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giving a more complete history of patients no nrattaere the care was provided,
allowing real-time monitoring of trial results amesearch outcomes as well as early
detection of disease and health problems. Health@wuld be expected to reduce
costs and improve healthcare efficiency. It shal&b permit a wide range of clinical
and bio-science research to be performed more yeasdrticularly where large
populations of patients are being reviewed or stdi

While this HealthGrid vision enables us to providgter healthcare, it also brings
security and privacy risks and challenges. Indiglduedical records contain intimate
and sensitive personal details, such as employniiéestyle, diseases, disabilities,
medication and healthcare history, even includiagify details. Moreover, records
can include information about mental health or psymgical stability, etc, which
patients may wish to limit disclosure. Large-scadélections of medical records from
multiple sources managed in disparate administadivmains, but accessed and used
by a diverse range of medical professionals andceli researchers, create enormous
risks for the inappropriate disclosure of privateoersonalised information.

The adverse effects of inappropriate disclosure larvery damaging, and can
potentially influence a patient’s ability to obta@mployment, medical insurance, etc.
Failure to protect the confidentiality and privasf medical records can damage the
trust between patients and health professionalsimgupatients to withhold sensitive
information from their care providers in the futufiéhis in turn will affect the quality
and safety of health care. It will also affect timical data underpinning research, as
incomplete or inaccurate data may contaminate tlwevledge base for health research
outcomes [1]. Therefore, the ability to enforce quade confidentiality and privacy
control in HealthGrids is both an ethical issueeetiihg patient care and a matter
directly affecting the outcome of medical and daliresearch.

In addition, protecting patients’ privacy is a legasponsibility. The importance
of protecting citizens’ privacy has been recognisgdjovernments in many countries.
For example, the US, Europe, and some of the Asiamtries have introduced, or in
the process to introduce, laws and regulationgfegsiard personalised information for
protecting citizens’ privacy. In Europe, a cornengt EU Directive [6] has led to the
passing of Data Protection laws in all Europeamtides, such as the UK [7]. The US
HIPAA (the Health Insurance Portability and Accaabitity Act of 1996) healthcare
law is another example of such legislation.

This Data Protection legislation enshrines the tegbf citizens to control the
movement and processing of their personal datayhaiéh health care records are a
particularly sensitive example. Health records rieelle created and managed with the
consent of each data subject (i.e. each patiemd)paly subsequently used in pursuit of
the purposes for which that consent was obtaineuilst\there are specific clauses to
permit some disclosure of the data in the vita¢riests of the patient or of society, the
use of identified patient data for research oughté formally permitted through
explicit consent.

In both Europe and the US there is specific Datadetion exemption for data
that is anonymous: the data subject cannot be ifiehtfrom the anonymised data
directly and the data cannot be linked to any otheilable data that identifies the
subject. There are many situations where explaiisent cannot be gained for research
use of health data: for example, if existing clatidatabases are to be mined for novel
research questions, it is often not possible tdback to former data subjects to obtain
new consent.



The creation of anonymised repositories of longitatihealth data by removing
highly identifying data fields from electronic h#alrecords is a logical approach to
enabling future research, but is in practice vefficdlt to achieve.

Confidentiality and privacy control in Grid envinments is a complex and
challenging task. It requires the use of effectlegal, administrative as well as
technical measures. In this paper, we focus omteahconsiderations in the protection
of patient record confidentiality and identity paty. The paper discusses security and
privacy requirements in this context, and examioesntermeasures to satisfy these
requirements. In detail, Section 2 gives the teand notation used in the paper.
Section 3 outlines confidentiality and privacy reggments in HealthGrids. Section 4
proposes a novel algorithm for achieving traceadstity privacy. Section 5 gives a
security architecture enforcing the identity andadprivacy requirements. Finally,
Section 6 concludes the paper.

2. Notation and Terms

For the sake of clarity, the following summariskes terms, notation, and pretexts used
in the remaining part of this paper:

» The termHealthGrid is used as a generic name referring to a datasitepp of
medical, health or clinical records generated dtipiel points of care. It is linked
to administrative and research databanks.

» De-identification (sometimes also callggseudonymisationr anonymisediata)
refers to the process by which all privacy sensitiformation that can be used to
identify the real identity of a patient is remové@m the patient’s records.
Examples of such sensitive information are nameyess$, dates for admission,
discharge, birth and death, NHS number, socialrggawmber, etc [4].

* A patient refers to a subject of care who has a medicakdeiosthe HealthGrid.

* A health record refers to all the data related to a patient stimeatde HealthGrid.

It may include genetic data, medical records, samptonsent forms, and some
other items. This can be denoted HmalthRecord = {Genetic Data, Medical
Record, SamplesConsent Forms Other Items}. Different items of a patient’s
HealthRecord may be generated or supplied by eéiffeccare providers. We
assume, in this paper, that patients’ HealthRecsta®d in the HealthGrid have
already been de-identified.

» A care provider refers to an entity or an organisation that presitiealthcare to a
subject/patient. Care providers are also the seygpéf HealthRecords (or items of
HealthRecords) to the HealthGrid. They are also ubkers of the HealthGrid.
Examples of care providers are GPs, NHS trust kalspiprivate healthcare
organisations, and pharmacists.

» Usersof the HealthGridcan be care providers, health and/or medical rekear
professionals/organisations, or drug companiesave @rovider can only link a
patient’s health record or an item of the healttord to the real identity of the
patient (i.e. patient re-identification) if and gnif the care provider is the
originator of the record/item. Any other users dtilawt be able to link multiple
records of a same patient but generated by diffecare providers or link a
patient’s record(s) back to the real identity o gatient.



3. Confidentiality and Privacy Requirements

The following discusses key confidentiality andvady requirements in the context of
HealthGrids and the challenges in satisfying thiegeirements.

De-identification (or Pseudonymisation)

In order to protect a patient’s privacy, his/heeltie record needs to be de-identified
before being passed outside the premises of tleeprarider [3] or outside a dedicated
regional or national healthcare network, and useddsearch or other purposes. This is
a complex challenge for many reasons:

1. Health data often contains rich and quite persdeatriptions of an individual’s
health or social circumstances, which are not abyagorded in sections that can
be predicted and removed;

2 Some patterns of health and health care are umigeasily recognised as relating
to an individual, such as unusual family historm@sthe management of rare
conditions;

3 Some kinds of personal data are in themselvesgiathgly identifying and of too
great a research importance to be removed: ddigtbf occupation, x-ray images
and genomic data are examples of this;

4 There is a need to join up contributions to a landjnal anonymised record from
multiple providing healthcare sites, over time:stieannot be done if there is no
common identifier to link new contributions to axisting anonymised record.

This paper focuses on item 4 in this list. Othesesech projects such as CLEF [8] are
exploring the other challenges listed.

Assuming that patient records can be de-identifieel personally disclosive
information is removed), we need a pseudonym tatifiethe patient and his/her de-
identified record for continued healthcare. Oneg&sgion is to use a universal patient
identifier (UPI) [3].

Merely using a UPI for identifying a patient and/hier record(s) has security and
privacy weaknesses. Firstly, this solution is wéakcoping with patient mobility.
Nowadays, medical personnel are more specialised, matients are increasingly
mobile. For reasons such as seeking specialist delprivate healthcare, a single
patient may have several health records generateduitiple care providers. Using a
single identifier to index these multiple recordlswas easy linkage of the records, and
this direct linkage is the weakest point for priyaattacks. Any compromise of a
patient’s UPI would expose all the medical detafishis patient. In addition, the fact
of using a single UPI for one’s multiple medicatoeds may actually help perpetrators
to crack the patient’s identity.

In Section 4 of this paper, we propose an altereaatipproach to patient
identification, which uses a cryptography-basedhoetfor identity privacy, record
linkage, and identity re-identification without cpromise privacy.

HealthGrid user authentication and authorisation

Enforcing controlled access and operations on healtords in HealthGrid is rather
complex due to the diversified nature of Grid us&tsictly speaking, patient records
should only be used fantended healthcare purposddowever, for various obvious
reasons, many other organisational or individudities, such as medical support
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personnel, medical researchers, insurance compaeies have certain legitimate
needs to access certain information from a pasdmalth record [2]. Conditions under
which these entities are permitted to actbesneeded informatioim a timely manner
so that their professional responsibilities cariuiiiled while at the same time security
and privacy are not compromised are complex andldhoe better understood. The
general access policies that actually determihe should be allowed to retrieve what
from patient records need to be defined by hedthices, usually at a national level,
and supplemented at a fine grained level by pdidiefined by individual patients and
healthcare enterprises.

The authentication and authorisation mechanismd skeuld address the above-
mentioned complexity. The Fame-Permis prdjeist currently in the process of
developing an integrated authentication and authtian framework to cope with Grid
authentication and authorisation needs [5]. Diffierauthentication tokens used with
different authentication protocols provide differelevels of assurance (LoA) in
identifying a Grid user. The project is trying iod a user’'s access privileges to the
authentication token used by the user along witieoattributes such as his/her role,
time of access, etc.

HealthGrid user accountability and non-repudiation

User authentication and authorisation mechanisnasildhbe linked to an auditing
facility so that information such agho has accessed (or supplied) which recand at
what timeis recorded and enjoys integrity protection. lis tiwvay, neither a data
consumer nor a data supplier is able to later faldeny that a specific action on the
HealthGrid has taken place. This security requirgnret only ensures data usage
accountability, but also is essential for resount@nagement and service charge if
necessary.

Patient re-identification

Once medical records are collected, pseudonymegghegated and analysed/studied
by researchers, there is sometimes a need to Feedesearch outcome back to the
patients involved for continued healthcare, forabhihe identity of a patient needs to
be re-identified. This process can be repetitivd st throughout the lifetime of a

patient.

Patient consents

A health Grid system should be able to enforceep#&i consents (or a patient’s
individual privacy preference such lado not want entity x to see my data itgrimjits
access control facility and do so in an automaanner.

4. A Linkable Identity Privacy Algorithm (LIPA)

4.1. The Key Challenge

As discussed in Section 3 above, from time to tifresh de-identified health records
may need to be uploaded into the HealthGrid by qan@viders, and patient re-
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identification can only be achieved by the origiredord supplier, or record generator.
Simply using a UPI, or a NHS number, for indexingatient's HealthRecord in the
HealthGrid is not sufficient to achieve such linkaldentity privacy. Therefore, we
need a viable solution that can address the foligwjuestionHow to assign a unique
pseudonym to a de-identified patient record prodidg a specific care provider such
that the de-identified records associated to thmegatient but supplied by different
care providers (therefore with different pseudonyoa still be linked together in the
HealthGrid? In other words, a patient will have different pseagns with different
care providers, so by merely looking at these psewas, one (a HealthGrid user or a
care provider) can not associate together alleéberds of the same patient supplied by
different care providers. However, the HealthGhdwd be able to link all the records
of the same patient provided by different care ens without knowing the real
identity of the patient. LIPA is such an algoritli@signed to accomplish this objective.
This is what we call thenkable (or traceabl§ identity privacyalgorithm.

4.2. The Algorithm

Before presenting our proposed solution, we finglime the structure of identifying
patients or patients’ records used in our modethénUK, in addition to NHS Numbers
(NHSNOo), there may be other identifiers (OtherlBed by pharmaceutical companies
or research labs to index their respective patientsals. Every person in this country,
who is not necessarily a patient, has an NHS numid&s here introduce another
identifier, HealthGridID, to index each patientoet or each set of records associated
to the same patient, including the patient’s higdgysitive record items such as genetic
data, in the HealthGrid.

Figure 1 below gives a diagrammatic view of thedentifiers in relation to the data
items.

Patient Health Records

HealthGrid A patienthealth record contains

- almost everything (except genetic
Each patient has information):

aNHS Number U _ . o0 e == == == p| Name; Date of Birth; Health and
|

(NHS-No) treatment details; Employment detail L1
/ | Home address; Phone numbers; Socjal
/ benefit information; etc.
An identifier
used by the / ;
\ yi - -v| Genetic data |
HealthGrid, g
i ~ .
GPs and hospitalé HealthGridID N = Physical samples
useNHS-Noas a S
patient record ‘l Consent form |
index

A pharmaceutical company may useQimerID to refer to a
patient in their trials, and this OtherID may bedsn the query
processes made to the HealthGrid.

Figure 1.ldentification structure



As mentioned earlier, preserving identity privasysually achieved through the use of
a pseudonym for each patient. The simplest and aimgbus solution is to re-encode a
patient's NHS Number into a fixed pseudonym thatused throughout different
practices and hospitals. In this way, the datareoba patient can easily be identified,
traced and upgraded by different care providergs @pproach, though straightforward
in achieving the traceable property, does not pil®van adequate level of identity
privacy and identity-to-data unlinkability. This liecause a care provider could easily
link different medical conditions to the same patiby making repeated queries using
the patient’s pseudonym.

A better solution is to give different pseudonynfishe same patient to different
care providers. However, a question here is hofadditate the linkage of a patient’s
records provided by different care providers. Faaireple, when two care providers,
Hospital_A and Hospital_Booth enter data related to patiédice into the HealthGrid
using two different pseudonyms, how could the Hwatid know that these two
pseudonyms actually point to the same patidite and make sure that two sets of
input are associated in the databank?

To enable this data linkage, we need to map diftepseudonyms of the same
patient to his/her HealthGridID before any data rguprocessing. There are two
possible approaches to such mapping. One is t@ausapping table that is securely
protected by the HealthGrid. This mapping table pistentially a security and
performance bottleneck. Should this table be comfged, the security of the entire
system will be compromised. Moreover, the sizehefdatabase at the HealthGrid may
grow as time passes, and if the mapping table nedoks searched for each query, then
the performance of the database access will beedgvaffected. This means that the
mapping table is not a cost-effective approach.

The second approach is to use a cryptographicitiigoto establish the mapping
from the different pseudonyms of a single patiertiis/her HealthGridID. This method
can avoid the weaknesses of the first approachiamstt above. Our LIPA solution
has been designed using the second approach &vadhe following objectives:

» Identity privacy Without permission, it is computationally diffi¢dor any user of
the HealthGrid (except for the original record digspand the pseudonym issuer)
to be able to link a patient's data/record/samgiesed in the HealthGrid database
to the real identity of the patient.

e Unlinkable pseudonymMultiple pseudonyms of the same patient can net b
linked without collusion between care providers.

» Patient mobility When a patient changes a care provider, his/air bcord in the
HealthGrid can still be linked and upgraded witha@msmpromising the real
identity of the patient.

As shown in Figure 2, LIPA consists of two functidmodules: th&NHSNoto-
Pseudonym(N2P) Conversion Module and thHeseudonynrto-HealthGridID (P2H)
Conversion Module.

4.2.1. NHSNo-to-Pseudonym (N2P) Conversion Module

The N2P Conversion module can either be run bystworthy HealthGrid manager or
by an independent Trusted Third Party (TTP) sucthadNHS Trust. Its role is to re-
encode a patient's NHS number into a pseudonymighie function of the following
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parameters: the patient's HealthGridID, a randommber Rand, a hash value of a
master secretMasterSecretknown only by the HealthGrid manager or the TTP),
timestamp (when the pseudonym is issued), andares grovider's name and address.
Other factors such as the pseudonym validity peciaxd also be taken as part of the
hash input if other conditions are imposed on tlse wf the pseudonym. The
conversion process assumes that the encoding (artthe HealthGrid manager or the
TTP) maintains a mapping table dfHSNo vs. HealthGridID. More formally, a
pseudonymPseudonym for patienti looked after by care providgr(CP) can be
expressed as the following:

Pseudonym
= f(HealthGridID, Rand, H(MasterSecrg¢lCPnam¢|CPaddresg{Timestamp)) (1)

Here, f(w) is the conversion function defined in Figure F2) is a secure hash
function, such as SHA-1 [9], with the following jrerties: (a) for any, it is easy to
computeH(2); (b) givenz, it is hard to findz’ (# 2) such thatH(z) = H(z’); and (c) given
H(2), it is hard to compute “y||z’ is the concatenation of data itemsndy.

It is worth noting that we can get rid of thiHSNovs. HealthGridID mapping
table, and instead use another secret for the latiors between NHSNo and
HealthGridID. The reason for keeping this mappiable in this model is that some
existing medical/health databanks already havetdhie in place.

Initialisation stage

A ) When making a query to tte HealthGrid
(Before becoming a user of the HealthGrid)

distributed database management system (DBMS)

S5 I
o @ I
o2 NHSNcvs 3 Pseudonym-to-
g3 HealthGridID = HealthGridl D HealthGric
&3 mapping @Q | (P2H) Conversion DBMS
2 o o
do T HealthGridID
o NHSNo-to-Pseudonym !
(N2P) Conversion Pseudonyn, 1, PseudonynAljy
A * CP;'s name, CP's name,
NHSNGs -~ NHSNoy »  NHSNo, - CPy's address CPf's i‘fress
Pseudonym ; Pseudonym, Pseudonym;
y'e A 4 4 SubjectA cared b SubjectA cared by
SubjectB SubjectA cared SubjectA cared Ch, Ch
cared by CP by CR by CR Pseudonym ; Pseudonym;

A request to convert a subjectNHSNc into
a unique pseudonym that is also depende{nt
on the requesting entity's information.

CP: Care Provider

Figure 2. LIPA modules

Function (1) shows that the pseudonym is not ondpethdent on the patient's
HealthGridID (linked to NHSNo), but also the infoation related to the care provider
with which the patient is being cared for, and ad@m number associated to the
patient as well as the care provider. The use of paovider related information as
input parameters to the function ensures that simespatient cared by different care
providers will have different pseudonyms. In thiaywthe linkage between a patient's
pseudo identity and his/her HealthGridlID (or NHSNw®) effectively broken.

Additionally, a secret number, thMasterSecretis used in the generation of
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pseudonyms to enhance the security of the wholeesso Any entity without the
possession of this MasterSecret will not be ablganerate a valid pseudonym for a
patient. The possibility of pseudonym clashes ighir reduced by the use of the
random number,Rand which should be discarded without disclosure rattge
pseudonym is generated.

4.2.2. Pseudonym-to-HealthGridID (P2H) Conversiooddle

When a care provider accesses, or uploads a patidata into the HealthGrid
database, he/she needs to use the pseudonym pétiket together with his/her (i.e.
the care provider's) name and address. The querfrsis directed to the P2H
Conversion Module that converts the pseudonym btckthe patient's unique
HealthGridID, and then the query is indexed by HealthGridID and sent to the
Database Management System (DBMS). In other waodspdate a patient’s record in
the HealthGrid, a care provider must possess d pakudonym for the patient.

Upon the receipt of a query request, the P2H CawerModule calculates
HealthGridID, using the pseudonymseudonymsubmitted and the requester's name
and address, together with the secidisterSecret that is only known to the
HealthGrid or the TTP, as shown in Function (2)bel

HealthGridID = f'l(Pseudonyrin H(MasterSecrd¢lCPnamg|CPaddresg[Timestamp))
(2)

Once theHealthGridID is recovered, the P2H module uses it to indexddta items of
the patient in the HealthGrid repository.

Figure 3 defines the LIPA algorithm described aboVe summarise, our
proposed solution has the following merits and props:

Let:
y(x) =(@a+b*x) modn
wheren should be a large prime number, and mod is the mi@dperator.

We can set:
a = HealthGridID;, (Patienti’s identifier in HealthGrid)
b = Rand;, (arandom number dependent on patieabdCP))

Timestamp = this pseudonym’s issuing date & time
h; = H(MasterScreffiCPnamg|CPaddresg[Timestamp)
h, = H(MasterScrefiCPnameg|CPaddresg1|[Timestamp)

N2P Conversion:

Given HealthGridID, Rand andh; andh,, the N2P Conversion Module computg@,)
andy(h), and defines y(h,)||y(h,)||Timestamp as a pseudonym for the subject with the
HealthGridID.

P2H Conversion:

Given {y(h))|ly(h;)|ITimestamp as well as the care providerGPnamg andCPaddress,
the P2H Conversion Module computesandh,, and then works outiealthGridID; by
solving the following equations:

(HealthGridID; + Rand; * hy) modn = y(h,)
(HealthGridID; + Rand; * h,) modn = y(h,)

Figure 3.Linkable Identity Privacy Algorithm (LIPA)

» The same patient will have different pseudonyms different care providers.
9



» Different pseudonyms of the same patient can bevesed back to his/her unique
and secret HealthGridID that is then used to inglexhe data record(s) related to
the patient in the HealthGrid repository.

* The patient's HealthGrid internal identifier, ildealthGridID, is secured through
the use of a modular arithmetic function and a erestcret.

* The most innovative part of the LIPA solution isithhe method can link multiple
pseudonyms of the same patient back to his/hemenitpalthGridID through the
use of this master secret, instead of using a magppble that, we believe, creates
performance and security bottlenecks in the systemthermore, the only item
that the HealthGrid needs to memorise or securelse s the master secret, so
almost no extra storage is required for the implaatéon of the proposed method.

5. A Security Architecture for HealthGrid

This section explains how the LIPA solution mayilkegrated into the HealthGrid to
achieve identity and data privacy. We first additbssissue of data privacy. There are
two data level privacy requirements related toHlealthGrid:

DP1 HealthGrid data level privacyAssume that a patient's data record in the
HealthGrid database consists of four data itemefbjlisted in the order of
descending sensitivity:

HealthRecord for patient x = {Genetic-Datg, Medical-Record,, Samples,
Other-Items}.

Access control is performed based upon differeméa densitivity levels. In
other words, different data items will require difnt access privileges that
are mapped to the roles of an access entity. Fample, Genetic-Daja
which is the most sensitive, can only be accesgeghlentity with a role such
as a "genetic specialist". On the other hand, shisject's Medical-Recoyd
may be accessible to a wider user base such aswhithsthe role "Nurses".

DP2 Individual privacy preferenceData items with the same level of sensitivity
form a single superset that may be accessed deéfctFor example, a query
with the role of "Consultants for Genetic Diseaggly request for Genetic-
Data of 100 patients. This operation should beh&rrisubject to individual
privacy preferences. For example, a patient whiedaio sign a consent form
should not be included in this 100 patient superset

To fulfil these two data privacy requirements, weed two additional modules,
Data Filter andPatient Consent Manageto work together with those shown in Figure
3. This results in the security architecture iltastd in Figure 4.

The Data Filter module enforces privacy requireni2htl, making sure only an
authorised entity with a specific role could accesa specific data item(s) associated
to a patient record. Once the entity is securegniified and authenticated, the P2H
module translates the pseudonym into the subjelgtathGridID, and then the Data
Filter module takes over. The Data Filter moduléomeswhat operation(s) on which
data item(s)this entity is allowed to perform on the data recindexed by the
HealthGridID with respect to the privacy policy diéed in the HealthGrid Data
Privacy Policy Repository. If the queried items amatvith the policy, then the query

10



processing proceeds. Otherwise, the Data Filtatelelthe unauthorised items from the
qguery before passing it to the Data Query Procgssiodule.

— Pseudonymto- HealthGrdiD - HealthGrid Dat
A query for patieni's HealthGridl D —> Data Filter Privacy Policy
data: (P2H) Conversion Repository
Pseudonyij's — . —
authentication j is authenticate
credential with role x A
Usel Data Quer Patient Conse
ificati icati B Processin > Manager
Identification/Authentication g g
& Authorisation Service A
n v
User j v
*“’ NH SNo-to-Pseudonym (N2P} ,
4 Conversion (incl. NHSNo- HealthGric Patient Conse
HealthGridID mapping) Databas Data
Repository
»”

Figure 4. A Security Architecture with LIPA

The Patient Consent Manager module, together wi¢ghRatient Consent Data
Repository, fulfils data privacy requirement DP2efe is a real need for data items
with the same privacy sensitive level to be batobcessed or accessed. The Patient
Consent Manager ensures that all the data accassés conformance to individual
patients' privacy preferences detailed in the cotfeems.

The User Identification/Authentication & Authorigat Services module is
responsible for identifying/verifying a claimed usend granting varying levels of
access privileges to different user groups at thevice level. For example, the
HealthGrid may only open the NHSNo-to-Pseudonymveasion service to data
suppliers, not to data consumers.

6. Conclusions

In this paper, we have analysed confidentiality pridacy requirements in the context
of HealthGrids. A novel algorithm for achieving ¢emble identity privacy has been
proposed, and a security architecture embracing ttheeable identity privacy
algorithm is recommended. More work is needed thepto address all the privacy
requirements identified in the paper, and the ¢fferf these countermeasures on
operational requirements need to be investigated. WM pursue these tasks in our
future research.
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