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Abstract—In covert communications, the position of the war-
den has a variety of situations, which leads to different scenes
that require different covert communication schemes to ensure
the security. In response to this situation, in this paper, a
beamforming optimization method of covert communications
for multi-position warden is proposed. Firstly, we formulate a
general optimization problem and optimize it to maximize the
covert communication rate of the user based on Dinkelbach’s
transform. Subsequently, according to the optimized general
optimization problem, we propose three schemes for three scenes
corresponding to different fixed warden positions, using appro-
priate technologies for assistance in each scheme. Specifically,
the intelligent reflecting surface (IRS) is used in Scene 1 and
the integrated communication and jamming (ICAJ) is used in
Scenes 2 and 3, and these technologies can assist the covert
communication. Moreover, we propose an alternate optimization
(AQ) algorithm to solve the optimization problem of Scene 1
for its optimal covert communication performance. Additionally,
we also propose an AO algorithm to solve the optimization
problems of Scenes 2 and 3 to optimize the active beamforming.
Simulation results demonstrate the effectiveness of all three
proposed schemes, that outperform their respective benchmark
schemes.

Index Terms—Beamforming optimization, covert communica-
tions, integrated communication and jamming, intelligent reflect-
ing surface, multi-position warden.

I. INTRODUCTION

IRELESS communication has brought a lot of conve-
W nience to our life for its rapid developments and wide
applications [1], such as the Internet of Things (IoT) and the
intelligent transportation system (ITS) [2], [3]. However, the
wireless communication channel is an open channel, allowing
all legal users and illegal eavesdroppers to receive information
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from it [4]. This situation provides illegal eavesdroppers with
the opportunity to eavesdrop on confidential information sent
to the legal users. Therefore, wireless communication faces
serious security threats, and safeguarding confidential informa-
tion in the open channel becomes a significant challenge [5].
The traditional research on wireless communication security
primarily focuses on protecting communication content to
prevent eavesdropping such as physical layer security (PLS)
and cryptography [6]-[8]. However, these methods only se-
cure the content of the information and do not protect the
information transmission process. Consequently, if the infor-
mation content is inadequately encrypted, its security will still
be compromised. Furthermore, since the information can be
accessed by anyone, the privacy of the information is not
guaranteed. To address the limitations of traditional wireless
communication security methods, the covert communication
technology has been presented as a method to protect the in-
formation transmission process [9], [10]. The purpose of covert
communications is to transmit the communication information
without being detected by the warden when the warden is
monitoring the channel, thereby concealing the communication
process while ensuring that legitimate users can decode [11].
Therefore, covert communications have the advantage of not
being alarmed by warden and have been applied in a variety of
scenes, such as multiple access channels, interweave cognitive
radio networks, and discrete memoryless channels [12]-[14].

Recently, covert communications have been extensively
studied [15]. For example, reference [16] used two unmanned
aerial vehicles (UAVs) to assist covert communications, one
as a communicator to send information and the other as a
jammer to jam the monitor. Reference [17] studied the relay
selection in covert communications and proposed a safe zone
scheme, which has the advantages of covert transmission
and device-to-device (D2D) communication simultaneously.
In the covert millimeter-wave (mmWave) communication sys-
tem, reference [18] proposed a dual-decomposition successive
convex approximation algorithm for the joint design of beam
training and data transmission. On multi-carrier channels,
finite blocklength covert communication was studied in [19] to
maximize the covert communication rate under the constraint
of a finite power budget. In [20], a method of using a jammer
to generate intermittent artificial noise (AN) for the warden
to enhance covert communications was proposed. Reference
[21] proved that faster-than-Nyquist (FTN) signaling has a
better maximum transmitting power and covert communication
rate than Nyquist signaling in a Rayleigh block fading chan-
nel, demonstrating the advantage of FTN signaling in covert
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communications. In addition to the study of the optimization
problem, reference [22] studied the repetitive coding of bi-
nary phase shift keying (BPSK) modulation, thus obtaining
the influence of channel coding on covert communications.
Reference [23] considered two scenes in which the warden
knows and does not know the transmitter’s position, and it
used random frequency diverse array-directional modulation
(RFDA-DM) to enhance covert communications.

Moreover, to enhance covert communications, intelligent re-
flecting surface (IRS) is proposed as a low-cost technology that
can improve the performance of wireless communication in
the channel [24]-[28], and it is divided into many types, such
as passive IRS and active IRS. For IoT networks, reference
[29] proposed a multiple-input-multiple-output (MIMO) covert
communication system assisted by IRS to jointly optimize pre-
encoder and IRS passive beamforming with the goal of maxi-
mizing the minimum signal-to-noise ratio (SNR) at receivers.
The robust transmission design of the covert communication
system in the presence of hardware impairments (HWIs) was
carried out in [30] with the assistance of IRS, where the
transmitting power and IRS passive beamforming were jointly
optimized. Reference [31] studied covert communications in
satellite communication systems to maximize the minimum
user covert communication rate under limited resource con-
straints in the multi-user scene. Reference [32] used IRS to aid
covert communications and invoked the Gauss-Poisson process
(GPP) to simulate the position of certain nodes. In [33], aiming
at maximizing the effective covert throughput (ECT), two IRS-
assisted covert communication schemes with finite blocklength
were proposed under the condition of equal and unequal
transmit prior probabilities. Different from traditional passive
IRS-assisted covert communications, reference [34] studied
the covert communication system based on the active IRS and
solved the problems brought by active IRS. Reference [35]
studied the use of simultaneously transmitting and reflecting
IRS (STAR-IRS) assisted covert communications in a multi-
antenna scene, and it used a friendly full-duplex receiver with
two antennas to assist covert communications. Reference [36]
proposed a novel covert communication scheme with the as-
sistance of the UAV-IRS, and it used the alternate optimization
(AO) algorithm to effectively achieve the maximization of the
covert communication rate.

From above works, we can see that most existing researches
on covert communications do not consider the diversity of the
warden’s position and also overlook the protection of com-
munication content. Traditional covert communications work
effectively under the condition that the covertness constraint
is satisfied. Further, if the warden is near the transmitter or
the warden’s distance from transmitter is between near and
far, integrated communication and jamming (ICAJ) can be
used to protect the content of the communication information
while achieving covert communications. Therefore, this paper
studies a covert communication system with a multi-position
warden and proposes three corresponding covert communica-
tion schemes for three scenarios corresponding to three fixed
positions of warden. Furthermore, to enhance the performance
of covert communications, we optimize the beamforming
under appropriate constraints in each proposed scheme. Simu-

lation results show that the three proposed schemes have better
performance than that of their respective benchmark schemes.

The main contributions of this paper can be summarized as
follows:

« We innovatively consider a covert communication system
with a multi-position warden. The fixed positions of the
warden in three scenarios are given as: the warden is
far from the transmitter (scheme 1), near the transmitter
(scheme 2), and the warden’s distance from transmitter
is between near and far (scheme 3);

e We firstly formulate a general optimization problem
and optimize it based on Dinkelbach’s transform, and
then propose three corresponding covert communication
schemes for three scenarios corresponding to three fixed
positions of warden based on the optimized general
optimization problem. In each scheme, we optimize the
beamforming to achieve the best performance of covert
communications. Specifically, in scheme 1, Alice only
transmits the communication signal with the assistance
of IRS, and beamformings of communication and IRS
are jointly optimized for better performance of the covert
communication system. In scheme 2, Alice transmits the
ICAJ signal, and the beamforming of communication and
jamming is optimized. Based on scheme 2, scheme 3
changes the objective function to the sum of communi-
cation and jamming performance (overall performance),
and removes the lower bound of jamming tolerance in
constraints for better feasibility;

o For the optimization problem of scheme 1, we optimize
the active beamforming and the passive beamforming
using the proposed AO algorithm under the constraints of
transmitting power, jamming tolerance, minimum covert
rate, and covertness. In addition, we also propose an AO
algorithm to solve the optimization problems of schemes
2 and 3.

The remainder of this paper is organized as follows. In
Section II, the system model is given. Section III formulates
and optimizes the general optimization problem, proposes
three schemes for different positions of warden, and proposes
two AO algorithms to optimize the optimization problems of
schemes 1, 2, and 3. Section IV gives the simulation results
and analysis. Finally, Section V concludes this paper.

Notation: The symbols used in this paper are represented
as follows. Scalars, vectors, and matrices are represented by
letters without boldface, boldface lowercase, and boldface
uppercase, respectively. A¥ denotes the conjugate transpose
of A. tr(A) stands for the trace of A. rank(A) denotes
the rank of A. diag(a) refers to a diagonal matrix where the
diagonal element is a. a ~ CN (i, 0%) means that a follows
the complex Gaussian distribution with mean p and variance
o2, Pr(-) represents the probability of an event. A = 0 means
that A is positive semidefinite. C"**" denotes the space of
m X n complex matrices or vectors.

II. SYSTEM MODEL

A. System Structure

This paper studies a covert communication system with a
multi-position warden, and the covert communication system
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ooo Alice and Willie, Alice and Bob, IRS and Bob, and IRS
ooo and Willie are denoted by hay € CM*! h,p € CM*1
ooo hip € CN*1 and hyy € CNX!, respectively. In addition,
H, IRS His all channels are composed of large-scale path loss and small-
. . h, O scale Rayleigh fading to give
4B ““ > /\/\ d: —oy
---------------- L) Bob h; = — -h;,i € {AI,AW,AB,IB,IW}, (2
hAW _______________ > (@ i QO <d0> iyl { 5 3 5 ) }7 ( )
Alice V&7i11ie where Q¢ stands for the path loss at the reference distance dy,
(a) Scene 1: Willie is far from Alice. d; represents the distance. between nodes, «; denot'es the pgth
loss exponent corresponding to d;, h; ~ CN(0,1) is Rayleigh
fading, and when i = AI, h; becomes H;.
A O B. Signal Model
=~ > AN Let Ho denote hypothesis that Alice does not transmit the
;xA( @ Bob ICAIJ signal, and H; denote hypothesis that Alice transmits the
: TISA ICAJ signal to Bob. So the ICAJ signal that Alice transmits
Alice Willie can be written as
(b) Scene 2: Willie is near Alice. 0, Ho
x = 3)
Wesi + wpq, Hy
where w, € CM*1 and w, € CM*! are beamforming vector
h,, - f@\ for transmitting communication data symbol s; ~ CN'(0,1)
--Detween neg, v Bob and beamforming vector for transmitting jamming signal g ~
}1;;""”-(1-':?* ( 6\ CN(0,1), respectively.
Alico (A The received signal at Bob can be represented as follows:
Willie ”
(c) Scene 3: The Willie’s distance from Alice is between near and far. yp = {eB’H H I 0
Fig. 1. Three scenes of the covert communication system with a multi-position (HAI @ hip +has ) T+ep, Hi 4)
warden.
_ Jen, Ho
{(h?Bq)HAI +hip)x+ep, M

has three scenes, which are shown in Fig. 1. From Fig. 1, in
Scene 1, the covert communication system consists of a trans-
mitting base station (Alice), a user (Bob), a warden (Willie),
and an IRS. Alice wants to transmit the communication signal
to Bob without being discovered by Willie, while Willie
monitors the transmission environment and detects whether
Alice is transmitting the communication signal to Bob, and
the IRS is deployed to enhance the covert communication
rate at Bob. In Scenes 2 and 3, the covert communication
system consists of Alice, Bob, and a warden. Alice wants to
transmit the ICAJ signal to Bob without being detected by
Willie, while Willie monitors the transmission environment
and detects whether Alice is transmitting the ICAJ signal to
Bob.

Assume that Alice is equipped with M antennas, the IRS is
equipped with N reflecting elements, and both Bob and Willie
are equipped with a single antenna. The phase shift matrix of
the IRS can be given by

® = diag(e’?1, €12, ..., eI9N), (1)

where @ € CV*N and ¢; € (0,27] denotes the phase shift
of the IRS reflection element with j € {1,2,..., N}.

To facilitate the processing, we assume that the channel state
information (CSI) of all links in the covert communication
system is known. The channel matrix between Alice and IRS is
expressed as H 1 € CN*M and the channel vectors between

where ep ~ CN(0,07) stands for the noise at Bob.

The signal to interference plus noise ratio (SINR) at Bob
can be expressed as:

(hip ®H [} + hiip)w.|?
|(hip®HE; + hip)wy|* + of
Using SIN Rp, we can obtain the covert communication rate
as follows:

R, =logy(1+ SINRg)

SINRp = (&)

~log (1 L+ (hip®H + hilpJw.|? ) - ©®
2 (his®HY; + hlp)wp|* + of
Also, the received signal at Willie can be given by
_ Jew, Ho
w (HfI(I)HhIW +hAw)H:B+ew, Hq o
_ Jew, Ho
(hlw ®Har + hify)z +ew,

where ey ~ CN(0,02) stands for the noise at Willie, and
the received effective jamming power at Willie can be given
by
Py, = |(hily ®HL; + hify)wy|*. ®)
If Alice only transmits the communication signal, the term
related to w,, in the ICAJ signal should be removed, and the
ICAJ signal becomes the communication signal.

Authorized licensed use limited to: University College London. Downloaded on January 13,2026 at 12:54:28 UTC from IEEE Xplore. Restrictions apply.
© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Journal on Selected Areas in Communications. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/JSAC.2025.3647611

4 IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS, VOL. XX, NO. XX, XX 2025

C. Covertness Requirement

Willie is a non-emitting warden who only monitors the
received signal to determine if Alice is transmitting the signal.
According to (7), we can obtain the likelihood function of the
received signal at Willie under H, as

1 2
po(yw) = — OXP ( ‘Wj ) ; )

0 )

where 02 = 02. Similarly, the likelihood function of the
received signal at Willie under 7{; can be given by

p1lyw) = . exp | — lyw (10)
71'0'% O'% ’
where
ot =|(hiy ®HY, + hiy)w.|’ (11

+[(hiw ®HY, + Ry )w,|* + 0.

Generally, we assume that the prior probabilities of H, and
H, are equal. Willie wants to minimize the detection error
using the likelihood ratio test as
D
p1(yw) > 1
< )

12
po(yw) Do (12

where Dy and D; are binary decisions that correspond to
hypotheses Hgp and H;, respectively. In addition, the total
detection error probability of Willie is the sum of the false
alarm probability and the missed detection probability, which
can be expressed as:

§ = Pr(D1|Ho) + Pr(Do|H1)
= Pr(p1(yw) = 1Ho) + Pr(po(yw) < 1[H1).

However, (13) cannot be used in the optimization problem, so
we use the lower bound of £, which can be expressed as [30]

13)

1
§>1- \/QD(Po(yW)HM(yW)), (14)
where D(po(yw)||p1(yw)) denotes the Kullback-Leibler (KL)
divergence from po(yw ) to p1(yw) with

2 2
Dt (o) =1 (%) + % -1 as)

0 1

Property 1. The KL divergence can be calculated using (15).
Proof. The proof is given in Appendix A. O

In covert communications, the covertness constraint is ex-
pressed as

E>1—¢,Ye >0, (16)

where ¢ is used to determine the required covertness level
with a small value. The smaller the value of ¢ is, the higher
the required covertness level will be. According to [37], we
can obtain a much stricter covertness constraint as follows:

D(po(yw)|[p1(yw)) < 2€2. (17)

Propose the general optimization problem
and optimize it

specialize
\ 4 \ 4 \ 4
Scheme 1 | | Scheme 2 | | Scheme 3 |
solved by solved by
\ 4 y
Proposed AO algorithm Proposed AO algorithm
(Algorithm 1) (Algorithm 2)

Fig. 2. Flow chart of the beamforming problem and solution.

III. BEAMFORMING PROBLEM AND SOLUTION

A. General Optimization Problem Formulation

In the covert communication system with a multi-position
warden, since Willie’s positions are different, we need to
propose corresponding schemes according to different fixed
positions of Willie to achieve the optimal covert communica-
tion. There are three scenes corresponding to three possible
fixed positions of Willie: Willie is far from Alice, Willie is
near Alice, and the Willie’s distance from Alice is between
near and far. We propose three corresponding schemes for the
three scenes.

Therefore, we will firstly propose an optimization problem
called the general optimization problem and optimize it, then
specialize it to three specific schemes (three optimization
problems). The flow chart of the beamforming problem and
solution is shown in Fig. 2.

For the general optimization problem, we aim to maximize
the covert communication rate under the transmitting power
constraint, effective jamming power constraint, covert commu-
nication rate constraint, and covertness constraint. The general
optimization problem can be expressed as follows:

w?ﬁf,@ R, (18)
st Jwe)? + |lwpl? < Praxs (18a)

Py < Pyu, (18b)

Py > Py, (18¢c)

Re > Rpin, (18d)
D(po(yw)llp1(yw)) < 262, (18e)

where (18a) is the transmitting power constraint and P4,
stands for the maximum transmitting power threshold at Alice.
(18b) is the effective jamming power upper limit constraint,
(18c) denotes the effective jamming power lower limit con-
straint, P,, and P,; stand for upper and lower limits of
jamming tolerance, respectively. (18d) represents the covert
communication rate constraint and R,,;, is the minimum
covert rate threshold. Moreover, (18e) denotes the covertness
constraint.
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(hiw ®HY + by we]? + [(hiyy ®HY, + Ry )w, > < (R — 1)o7}, 2n

H ‘PHH H 2
max_ log, (1 n |}(1th ar Fhip)wel 2) (22)
We,wp, P (h{p ®H} + hi{p)w,|* + of
st Jwe)? + |wpl? < P, (22a)
|(hi @HT + ki )w,|* < 2\(h w®HL, + hily )we|, (22b)
|(hilw @ H L} + by )w,|* > *\(h w®H T + iy )w|?, (22¢)
H (}H 2
log, (1 4 |}(Ih13 = Al +HhAB)wC| 2) > Ryvin, (22d)
[(hip R H; + hiip)wy|* + op
(hiw ®HL, + by )we|* + (R @H I} + Ry )w,|* < (R - 1)o7, (22e)
Using (15) in (18e), we can obtain In addition, we can obtain the following expression:
o2 o2
1n< 1>+ —1< 2% (19)
o o?
0 : ! ) |(h (I>HA1+hAW)’wC|2
Let 02/02 = a and f(a) =Ina+ 1/a — 1, one can obtain —(hH, ®H s + Ry ywew (FTE " By + haw) (27)
fla) < 2¢°. 20)  =hIW,h,.
Since f(a) increases monotonically over [1, +00), let R be the
only solution of f(a) = 2% on [1,+00), so a = 0% /0% <R, .
and o7 < Rag. Thus, (18e) becomes (21) at the top of this So (22) can be rewritten as
page.
Property 2. f(a) increases monotonically over [1,+00). ) (1 L+ tr(h hiTW,) ) (28)
max lo —
Proof. The proof is given in Appendix B. O We,wp &2 |h{'wp|? + o7
Then, the general optimization problem can be rewritten as s.t. tr(We) +tr(Wp) < Praa, (28a)
(22), which is given at the top of this page. tr(hohiW,) < 2tr(hohiIW,), (28b)
1
tr(hohiIW,) > ~tr(hoh¥ W), (28¢)
B. Active Beamforming Optimization at Alice 2
. . t’/‘(hlh{{Wc)
Using the given ®, we let logo | 1+ —57—5—5 | = Bmin, (28d)
0 oen |hy" wp|? + oy
hy = Hy®" hip + has, (23) tr(hoh W.) + tr(hahiIW,) < (R — 1)02,
where h; € CM*! denotes the combined channel vector (28e)
between Alice and Bob. And we let W, = w.w!, where W.=0,W, =0, (28f)
W, € CM*M gatisfies W, = 0 and rank(W,) = 1, so we rank(W,) = 1,rank(W,) = 1. (28g)

can obtain
[(hiz®Har + hlip)w.|*

=(hiz®Ha; + hip)ww (HY;®"hip + hap) (24) The fraction in the objective function of (28) is difficult to
:hfl W.h,. solve. Since |h{{wp\2 is the jamming signal term, the objective
function is maximum when it is minimum, so we let h{l wy, =

Similarly, we let 0, which is w, € null(hil), so (28) can be rewritten as

hy = H;®" hiw + haw, (25)
where hy € CM*1 represents the combined channel vector tr(h hHW,)
between Alice and Willie. And we let W, = 'wpwf , where max  log, <1 + 1216> (29)
W, € CM*M gqatisfies W, = 0 and rank(W,) = 1, so we Wewp UbH
. tr(hithy' W,
can obtain st log, (1 g Irluh We) C>> > Ronin,  (292)
|(Rw ®Har + hify )w,[? 7
hi'w, =0, (29b)

=(hfly ®Ha; + hiy)w,w! (HY; @7 hiw + haw) (26)

—hY W, hs. (28a), (28b), (28c), (28e), (28f), (282), (29¢)
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then we can rewrite (29) as follows:

tr(hlhfWC)
Wrg‘a/ém log, (1 + 705 (30)
st. tr(We) +tr(Q¥ QW) < Pras, (30a)
tr(Q" hohl QW,,,) < 2tr(hohi'W,),  (30b)
1
tr(Q7hh¥ QW) > §tr(h2hf W,), (30c)
(29a), (30d)
tr(hohd W,) + tr(Q" hoh' QW)
< (R -1y, (30e)
W,z 0,Wp, =0, (30f)
rank(W,) = 1,rank(Wp,,) = L. (30g)
Property 3. (29) can be rewritten as (30).
Proof. The proof is given in Appendix C. O

From (30), only the rank-one constraint (30g) makes (30)
non-convex, so we can remove the rank-one constraint (30g)
and obtain a convex problem. If the obtained solution satisfies
the rank-one constraint, the desired solution can be obtained
by eigenvalue decomposition. If the rank-one constraint is
not satisfied, the rank-one solution can be recovered by
Gaussian randomization. However, this may cause significant
performance loss or the obtained solution may not meet some
constraints, and the computational complexity is high when
the number of iterations is large. To avoid these problems, we
use the method based on penalty term. First, we rewrite the
rank-one constraint (30g) as follows

||Wc||*_”W6H2:0= 31

Han”*_Hanl|2:0a (32)

where || - ||« and || - ||2 represent the nuclear norm and the
spectral norm, respectively. At the same time, || || is the sum
of all singular values of the matrix and || - || is the largest
singular value in the matrix. In the case of W), because the
rank of a matrix is equal to the number of its non-zero singular
values, so when rank(W,,) = 1, we can obtain

Wnlls = [[Whpnll2, (33)
and we can know that (32) holds. Otherwise, we have
||anH* > HanHQa (34)
which is
[[Wonlls = [[Wpnll2 > 0. (35)

In a maximization problem, we can introduce the penalty term
into the objective function to obtain the high-performance
rank-one solution. In this paper, the penalty term of W, can
be given as:

(||an|‘* - ||W[)'VLH2)) (36)

1
Ui
where 1 denotes the penalty factor and n > 0. When n —
0, % — 400, so when W), is not a rank-one matrix and
n — 0, the penalty term is infinitesimal, which leads to an
infinitesimal value of the objective function introducing the

penalty term, so a rank-one solution satisfying (32) can be
obtained. In addition, —||Wp,||2 is non-convex, so we can
obtain the upper bound of it by using the first-order Taylor
expansion of point W, as follows [38]:

—[[Whanlla < Wy,

= _||VV;nnH2 - tr[Amam(Amax) (WPTL - an)]V
where A7, stands for the eigenvector corresponding to the

largest eigenvalue of W, . Similarly, W, also satisfies the
above analysis. (30) can be rewritten as follows:

max  fi(We, W) (38)
s.t. (30a), (30b), (30c), (30d), (30e), (30f),  (38a)
where
fl (Wc; an)
B tr(hithTW,)\ 1 —
—10g2 (1+O'§ _;(HWCH*—*—Wc) (39)

1 —
o (1%l + W5,)

It is obvious that (38) is a standard convex problem, which
can be effectively solved with the CVX toolbox. After solving
(38), the optimal solutions of W, and Wp,, can be obtained.
Then, through eigenvalue decomposition and w, = Qwyp,,
the optimal solutions of w. and w, can finally be obtained.
They are denoted as w¢ and wy.

C. Passive Beamforming Optimization at IRS
Next, given wg and wy, we optimize ®. First, we let b =
(71,6792 ... eI?N)H with b € CV*1, so we can obtain

® = diag(e’?, 7?2, ..., eIV ) = diag(b™). (40)

And we let W2, = w?, (w?,), where W2, satisfies W9, =
0, rank(W2) = 1, and {ab} € {c,p}. Thus, we can obtain
(41), which is given at the top of the next page. where

diag(h¥)H ,; = T € CN*M | (42)
and we let
= bl » IWaObIH IWShap
b= |:1:| 7‘/:1b - [thW(beH 0 ) (43)

where b € CNV+1x1 and V,, € CN+1XN+1 g5 we can obtain
(44), which is given at the top of the next page.
Similarly, we let

I, = diag(h¥, ) H sy € CV*M, (45)
and we have
|(Rity @Har + hijy)w,|?
=" Vb + by Wohaw, o
where V% € CN+1XN+1 and
Rl i Tt B
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[(h{p®H ar + hiip)w, |
=(b" diag(hi's)Har + hiip)Wa,(H  diag(hrp)b + hap)

(41)

=("I + hY{p)W5,(I"b + hap)
=b"IWS T + b IWS hap + R ;W TP + R ;WO ha,
BHVabE +h WO hap
=" IWo I + K W, 1% )b + b IWS hap + R ;W hap (44)
=[(his®Has + hi{p)wg|*.
tr(V.B) + hil ;W°h
max log, | 1+ T(Z )+ hasWehas (48)
B tr(V,B) + hl{gWehap + o}
st. tr(V,"B) + hiyWehaw < 2(tr(V"B) + hly Wohaw), (48a)
P— 1 P—
tr(V,*B) + bl Wohaw > 5(w(vg'fB) + L Wehaw), (48b)
tr(V,B) + h ;W°h
10g2 1+ T(i ) i AB 7 c DAB > Rmina (48C)
tr(VpB) + h{gWeohap + o}
tr(VB) + hiy Wehaw + tr(V," B) + by Wohaw < (R - 1)02, (48d)
B0, (48e)
rank(B) = 1, (48f)
Bun,=19Yn¢e{1,2,.,N+1}. (482)
logy (1 +tr(V.B) + hf s Wehap — B (tr(V,) + thW;hAB +03)), (49)

In addition, we let ] € CNHIXN+1 where B satisfies
B = 0 and rank(B) = 1. Thus, we can rewrite (22) as (48),
which is given at the top of this page.

It is clear that (48) is a single-ratio fractional programming,
so we use Dinkelbach’s transform to rewrite the objective
function of (48) as (49), which is given at the top of this
page. where §; stands for the introduced auxiliary variable
and it follows

(s = (tr(V.B) + R, Wehap|m

[tr(V,B) + h{ ;Wehap + 0}|m
where m represents the index of the iteration. When m reaches
a certain number of the iteration or the modulus of the
difference between two iterations of . is less than a certain
threshold, the optimal solution of B can be obtained. Similar
to the active beamforming vector optimization at Alice, we
rewrite (48) using the penalty-based method as follows:

max fo(B) (51
B

» o (50)

s.t. (48a), (48b), (53), (48d), (48e), (48g), (51a)

where fo(B) satisfies (52), which is given at the top of the
next page. And (53) is expressed as follows:

log, (1 + tr(ffcﬁ) + hQIBWC"hAB—

/ - (53)
ﬂk(tr(‘/P) + h,{—IIBW;hAB + 0—[2;)) Z Rmin~

We can know that (51) is a standard convex problem, which
can be effectively solved with the CVX toolbox. After solving
(51), the optimal solution of B can be obtained, and through
eigenvalue decomposition, (43), and (40), the optimal solution
of ® can eventually be obtained.

Remark: The scenario corresponding to the proposed gen-
eral optimization problem uses the ICAJ signal and IRS
simultaneously, but this scenario is not within the scope of
this paper’s research, so it is not studied in detail in this paper.
However, subsections A, B, and C of Section III and the idea
of AO can provide a feasible method for the realization of this
scenario, which is also one of the contributions of this paper.

D. Beamforming Optimizations in Different Covert Communi-
cations Scenes

From the previous two subsections, we can know that the
beamforming optimization problems given in schemes 1, 2,
and 3 below are standard convex problems, which can be
effectively solved by CVX toolbox. Specifically as follows.

1) Scheme 1: When Willie is far from Alice, Alice trans-
mits the communication signal to achieve covert commu-
nications. Respectively, the active beamforming and passive
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_ o Y 1/ —
f2(B) = logy(1 + tr(VeB) + hipWhap — B, (tr(V, B) + hi{pWyhap + o)) — p (llBll* +B ) . (52
H g
max  log, (1 N tr(V.B) +:2ABWC hAB> 1 <||B||* +Bn> (55)
b
H o
S.t logz (1 + tr(‘/;B) ks hQABWC hAB) Z Rmin; (553)
Ty
tr(V"B) + iy Wohaw < (R —1)o2, (55b)
(48e), (482). (55¢)

beamforming optimization subproblems of this scheme are
given as (54) in the following and (55) at the top of this page.

tr(h hTW,)\ 1 .
10g2(1+0_2 _g(HWCH*J’_Wc)

W p
(54)
s.t. tr(We) < Prax, (54a)
(29a), (54b)
tr(hoah¥ W) < (R —1)02, (54¢)
W, = 0. (544d)

To solve the optimization problem of scheme 1, we propose
an AO algorithm. By solving (54) and (55) alternately, we
can finally obtain the optimal solutions of w, and ® for
the optimization problem of scheme 1. The procedure of the
proposed AO algorithm for solving the optimization problem
of scheme 1 is summarized in Algorithm 1.

Algorithm 1 The proposed AO algorithm for solving the
optimization problem of scheme 1

Require: &) : the initial IRS phase shift matrix; ¢ : the
iterative threshold.

Ensure: The optimal solution of the beamforming vector for
transmitting communication data symbol and the phase
shift matrix of the IRS.

1: Let ] =0

2: repeat

3 Use @ to solve (54) to obtain the optimal solutions
of wglﬂ);

4:  Use wng) to solve (55) to obtain the optimal solution
of <I>(l+1);

5: Letl=1[1+1;

6: until | reaches the maximum number or the modulus of
the difference between the objective function values of
two adjacent iterations is less than 9.

7: return The optimal solution of the beamforming vector
for transmitting communication data symbol wﬁl) and the
phase shift matrix of the IRS &),

2) Scheme 2: When Willie is near Alice, Alice can transmit
the ICAJ signal to maximize the covert communication rate
while ensuring that the effective jamming power is sufficient.

At the same time, the covertness constraint is also satisfied.
In this way, we can realize covert communications while
protecting the content of communication information, which
improves the security of covert communications. The active
beamforming optimization problem of this scheme is the
problem obtained by removing IRS-related terms in h; and
hy from problem (38).

3) Scheme 3: When Willie’s distance from Alice is between
near and far, we propose the overall performance to balance
the communication performance and jamming performance. In
addition, we introduce a scale factor £ to make the commu-
nication performance and jamming performance dimensions
consistent, and the overall performance is calculated as the
sum of the covert communication rate and the effective
jamming power at Willie after scaling. And we define the
overall performance as the objective function to be maximized.
Additionally, we eliminate the lower bound of the jamming
tolerance for better feasibility. We firstly give an optimization
problem as follows:

LW, W) + k- tr(Q¥ hoh QW)

max
w,

cy¥¥Vpn

(56)

st (30a), (30b), (30d), (30e), (30), (56a)

so the optimization problem for this scheme’s active beam-
forming is the problem obtained by removing IRS-related
terms in h; and hs from problem (56). To solve the opti-
mization problems of schemes 2 and 3, we also propose an AO
algorithm. By solving the optimization problems of schemes
2 and 3, we can finally obtain the optimal solutions of w,
and w), for the optimization problems of schemes 2 and 3.
The procedure of the proposed AO algorithm for solving the
optimization problems of schemes 2 and 3 is summarized in
Algorithm 2.

IV. SIMULATION RESULTS AND ANALYSIS

In this section, we conduct MATLAB simulations to eval-
uate the performances of the three proposed schemes for the
covert communication system with a multi-position warden.
For scheme 1, IRS and Willie are located at (50,30) m and
(80,-10) m, respectively. For scheme 2, Willie is located at
(10,-10) m. For scheme 3, Willie has 6 positions, which is
located at (20,-10) m, (30,-10) m, (40,-10) m, (50,-10) m, (60,-
10) m, and (70,-10) m, respectively. In addition, the common
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Algorithm 2 The proposed AO algorithm for solving the

optimization problems of schemes 2 and 3

Require: ¢ :
problem.

Ensure: The optimal solution of the beamforming vector for
transmitting communication data symbol and the beam-
forming vector for transmitting deception jamming signal.

1: Let [ = 0;

the iterative threshold; Pb : the optimization

2: repeat
3:  Solve Pb to obtain the optimal solutions of wglﬂ) and
(1+1),
wp

4. Letl=1+1;

5: until | reaches the maximum number or the modulus of
the difference between the objective function values of
two adjacent iterations is less than 9.

6: return The optimal solution of the beamforming vector
for transmitting communication data symbol wgl) and the
beamforming vector for transmitting deception jamming
signal w,(,l).

TABLE I
COMMON PARAMETER SETTINGS FOR SCHEMES 1, 2, AND 3

Parameters Values
Position of Alice (0,0) m
Position of Bob (100,0) m
Reference distance do=1m
Path loss at the reference distance Qo = —30 dB
Path loss exponent corresponding to d 4 aar =24
Path loss exponent corresponding to d oy asw =4.2
Path loss exponent corresponding to d4p aarp = 4.2
Path loss exponent corresponding to drp arp =3
Path loss exponent corresponding to dryy arw =3
Penalty factor n=0.1
Variance of the noise at Bob af = —90 dBm
Variance of the noise at Willie 02 = —90 dBm
Minimum covert rate threshold Roin = 0.5 bps/Hz
Required covertness level e =0.001
Scale factor kE=10'2
Iterative threshold §=10"*

parameter settings for schemes 1, 2, and 3 are listed in Table
I. Since the channel vector between Alice and Bob is related
to the distance between them, if the positions of Alice and
Bob are not fixed, the results of the optimization problem for
each time slot need to be discussed in each time slots. To
simplify the optimization problem, this paper does not discuss
the case of multiple time slots. Therefore, we assume that the
positions of Alice and Bob are fixed. If the positions of Alice
and Bob are varying, it is necessary to assume that the different
positions of Alice and Bob in different time slots are fixed,
then the proposed method can be used in each time slot.

All benchmark schemes in this paper are expressed as
follows.

1) Scheme 1 benchmark: Similar to scheme 1 but the IRS

5.5

451

Covert communication rate (bit/s/Hz)

=—6— Scheme 1-N=10

Scheme 1-N=20 4
—h— Scheme 1-N=30

+ Scheme 1 benchmark
.

2 . . . .
0 5 10 15 20 25 30

Iteration number

Fig. 3. Convergences of scheme 1 under different N and scheme 1
benchmark.

assistance is removed.

2) Scheme 2 benchmark: Similar to scheme 2, the separate
design is adopted, that is, the number of antennas at Alice
for communication and jamming is M /2, respectively. And
the transmitting power constraint becomes two constraints: the
transmitting power of communication and jamming at Alice
should be less than or equal to P, /2, respectively.

3) Scheme 3 benchmark: Similar to scheme 3, the separate
design is adopted.

A. Covert Communication Performance in Scene 1

In Fig. 3, we show the convergence of scheme 1 and scheme
1 benchmark. From Fig. 3, we can see that scheme 1 can fully
converge when the number of iterations is about 25, which
verifies the effectiveness of scheme 1. In addition, the covert
communication rate of scheme 1 is higher than that of scheme
1 benchmark, indicating that the covert communication system
can have higher covert communication rate with IRS assistance
than without IRS assistance when Willie is far from Alice.
Moreover, with the increase of N, the covert communication
rate of scheme 1 also increases. This is because the increase
in N improves the IRS’s ability to use space resources to
be able to reflect the signal more focused to Bob. However,
the increase of N will lead to the increase of the cost of the
system, so the number of N can not be too large in practical
applications.

In Fig. 4, we demonstrate the convergence of scheme 1
and scheme 1 benchmark under different M. From Fig. 4, it
can be seen that as the number of Alice’s antennas increases,
the covert communication rates of scheme 1 and scheme
1 benchmark both increase, indicating that the increase of
M can improve the performance of covert communications
when Willie is far from Alice. This is because more M
improves the utilization of space and increases the gain of
transmitting beamforming, thus improving the performance of
covert communications. In addition, under the same M, the
covert communication rate of scheme 1 is always better than
that of scheme 1 benchmark.
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Fig. 5. Covert communication rates of scheme 1 and scheme 1 benchmark
under different M and different P, q.

In Fig. 5, we show the covert communication rate of scheme
1 and scheme 1 benchmark under different M and different
P4z From Fig. 5, we can see that with the increase of P4,
the covert communication rates of both scheme 1 and scheme 1
benchmark increase. The reason is that when Willie is far from
Alice, increasing P,,,, can raise the upper limit of Alice’s
transmitting power, thereby increasing Alice’s transmitting
power while ensuring that the transmitting signal is not de-
tected by Willie, and thus improving the covert communication
rate. At the same time, the covert communication rate of
scheme 1 is always better than that of scheme 1 benchmark,
which indicates the effectiveness of scheme 1.

B. Covert Communication Performance in Scene 2

In Fig. 6, we demonstrate the convergences of scheme 2
and scheme 2 benchmark under different M and P,,,,. From
Fig. 6, we can know that when P,,,, = 30 dBm, scheme
2 can converge completely when the number of iterations

Iteration number

Fig. 6. Convergences of scheme 2 and scheme 2 benchmark under different
M and Pp,qz.

is about 25, demonstrating the effectiveness of scheme 2.
When P,,,, = 32 dBm, scheme 2 can basically converge
when the number of iterations is about 30. This is because
the increase of P,,,, leads to a larger optimization space,
so the convergence of scheme 2 will be a little bit slower. In
addition, the covert communication rate of scheme 2 is always
significantly higher than that of scheme 2 benchmark, so the
ICAJ signal has better covert communication performance than
that of the separate design signal when Willie is near Alice,
which proves the superiority of the ICAJ design.

In Fig. 7, we study the covert communication rates of
scheme 2 and scheme 2 benchmark under different M when
Por = 30dBm and P,,,, = 32 dBm. From Fig. 7, it can be
seen that with the increase of M, the covert communication
rate of scheme 2 and scheme 2 benchmark also increases,
indicating that when Willie is near Alice, increasing M
can enhance the covert communication performance, and the
reason is the same as the explanation of Fig. 4. Additionally,
under the same P, the covert communication performance
of the ICAJ signal is better than that of the separate design
signal, which shows the excellence of scheme 2.

In Fig. 8, the covert communication rates of scheme 2 and
scheme 2 benchmark under different P,,,, when M = 10 and
M = 12 is shown. From Fig. 8, we can see that when M = 10,
with the increase of P,,,., the covert communication rates of
both scheme 2 and scheme 2 benchmark increase, indicating
that when Willie is near Alice, increasing P,,,, can improve
the covert communication performance. And when M = 12,
scheme 2 benchmark shows the same trend as its M = 10 case
while the performance of scheme 2 rises first and then remains
stable. The reason of the above increase in performance as
P4, increases is the same as the explanation of Fig. 5, and
the reason for the above stability is that for scheme 2, when
M = 12 and after P, reaches 36 dBm, the increase of P,,,q4
can only increase the upper limit of Alice’s transmitting power,
but Alice cannot increase the actual transmitting power due to
the limitation of the covertness constraint, so the performance
of scheme 2 keeps stable. Moreover, the covert communication
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performance of scheme 2 consistently surpasses that of scheme
2 benchmark, which proves that scheme 2 is superior to
scheme 2 benchmark.

C. Covert Communication Performance in Scene 3

In Fig. 9, we analyze the relationship between Willie’s x-
coordinates and the overall performances of scheme 3 and
scheme 3 benchmark under different M. From Fig. 9, it can
be seen that the overall performance of both scheme 3 and
scheme 3 benchmark is getting higher as Willie gets farther
from Alice. This is because the farther Willie is from Alice, the
looser the constraints on the beamforming of communication
and jamming under the constraint of covertness, so the higher
the transmitting power at Alice (when the transmitting power
does not reach P,,,,) or more freedom in optimizing the
beamforming of the communication and jamming, or both,
thus finally leads to the improvement of the overall perfor-
mance. Moreover, the overall performance of scheme 3 is

7.5 T

=6— Scheme 3-M=10

7+ +Scheme 3-M=12

Scheme 3 benchmark-M=10
Scheme 3 benchmark-M=12

Overall performance
o

IS
T

3™ n . . .
20 30 40 50 60 70

Willie's x-coordinate (m)

Fig. 9. Overall performances of scheme 3 and scheme 3 benchmark under
different Willie’s x-coordinates when M = 10 and M = 12.
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Fig. 10. Covert communication rates and the effective jamming power at
Willie after scaling under different M of scheme 3 and scheme 3 benchmark.

always far better than that of scheme 3 benchmark when
Willie’s distance from Alice is between near and far, which
reflects the effectiveness of scheme 3.

In Fig. 10, we study the impact of M on the communication
performance and jamming performance of scheme 3 and
scheme 3 benchmark. From Fig. 10, we can see that the
communication and jamming performances of scheme 3 are
always better than that of scheme 3 benchmark, and with the
increase of M, the covert communication rate and the effective
jamming power after scaling of both scheme 3 and scheme
3 benchmark increase, which indicates that when Willie’s
distance from Alice is between near and far, increasing M
not only effectively improves communication performance, but
also improves the jamming performance, so the security and
the performance of the covert communication are enhanced.
Therefore, scheme 3 has good validity.

In Fig. 11, the impact of P,,,, on the covert communication
rate and the effective jamming power of scheme 3 and scheme
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Fig. 11. Covert communication rates and the effective jamming power
at Willie after scaling under different Pp,q, of scheme 3 and scheme 3
benchmark.

3 benchmark is presented. From Fig. 11, we can see that
the communication and jamming performances of scheme 3
are always greater than that of scheme 3 benchmark, and
with the increase of P4, the communication and jamming
performances of both scheme 3 and scheme 3 benchmark
increase, indicating that when Willie’s distance from Alice is
between near and far, increasing P, is beneficial to both the
communication and jamming performances. However, a higher
Pq; will bring more resource consumption, so the balance
between the resource consumption and the performance im-
provement should be considered in practical applications.

V. CONCLUSION

This paper studies the beamforming optimization for covert
communications with a multi-position warden. Firstly, a gen-
eral optimization problem is proposed and optimized based on
Dinkelbach’s transform to maximize the covert communication
rate under the constraints of transmitting power, effective
jamming power, covert communication rate, and covertness.
Then, based on the optimized general optimization problem,
we propose three corresponding schemes for warden’s three
kinds of fixed positions, and we propose their own optimiza-
tion problems. Scheme 1 is assisted by IRS to improve the
covert communication performance. Schemes 2 and 3 use the
ICAJ signal to enhance security for covert communications.
Furthermore, three optimization problems corresponding to
three schemes are solved using the proposed two AO algo-
rithms. Simulation results demonstrate that all three proposed
schemes have good effectiveness in their respective scenes,
and their covert communication performances are better than
that of their respective benchmark schemes.

variance of the likelihood function satisfies

Var = /LE2f(I)d.’,E -y, (58)

where f(x) stands for the likelihood function, u denotes

the mean of the likelihood function. In the meantime,

since we have already obtained po(yw) as po(yw) =
2

L exp (_Iy;vzl

as follows:

), so we can calculate the first term of (57)

[ oot (ool
=/p0(yw)ln (Wig exp (— Iy:é|2)> Ay
o () e {on (5

1
/ Po(Yu)dyw — — / Y200 (Y ) Ay

0

(59)

In addition, we have already obtained pi(yw) as p1(yw) =

ﬁ exp (—M) Therefore, we can obtain the second term
O'l [ea
of (57) as

/ P0(Yw) NP1 (Y)Y

:/po(yw)ln (7;% exp (— |y;”%|2)) dy,
:/po(yw) (ln (Wi%) +1n (eXp (— |y;”%|2))) Yo
=In (%) /po(yw)dyw - Ulrf/yipo(yw)dyw

1 2
()%
X% o7

(60)
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Substitute (59) and (60) into (57), the KL divergence can be
given by

D(po(yw)llp1(yw))

1 1 2
:1n<2) —1—ln(2) +ig
TOog TOo3 o3
2 2
=In (Zé) + % -
0 1

Therefore, Property 1 is proved.

(61)

APPENDIX B
PROOF OF PROPERTY 2

From the definitions of o7 and o, we can obtain

o5 > 0,01 >0, (62)

and we know
(63)

so we can obtain a > 0. Then, take the derivative of f(a), we

ki
can know 1 1

fla)=+— 2=

a a? a?

a—1

(64)

From (64), we know that when a € [1,400), f'(a) > 0,
so f(a) increases monotonically over [1,+00), Property 2 is
proved.

APPENDIX C
PROOF OF PROPERTY 3

First, we set

null(hi') = Q € CM*M=1, (65)
thus we can obtain
wp = Qwpy, (66)
where w,,, € CM~1*1 Tn addition, we assume that
Wy wihy, = W, € CM-XM1L (67)

where W, satisfies Wp,,, = 0 and rank(W,,) = 1. Thus,
(29) can be given as (30), Property 3 is proved.
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