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Accounts all the time!

(What if “online” is just another “line of credit”?)
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Most modern digital payments are custodial...
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...but third-party custody is not a law of nature
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Purely custodial payments are incompatible with privacy

Current efforts by the ECB and other central banks  assume  that money
used for payments must only be held by third-party custodians.
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Purely custodial payments are incompatible with privacy

Current efforts by the ECB and other central banks  assume  that money
used for payments must only be held by third-party custodians.

B For the transaction to succeed, custodians must share information.

B Therefore, if the payer’s custodian implements KYC, then the
payment is linkable to the identity of the payer.

B The chain of custody created by successive custodians links all
successive payees to the history of transactions.

B There is no privacy with third-party custodial payments.
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What about “dual-offline” payments?

Fair exchange requires a mutually trusted third party, but it is a | mistake to
rely on secure elements or secure enclaves at the system level:
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What about “dual-offline” payments?

Fair exchange requires a mutually trusted third party, but it is a | mistake to
rely on secure elements or secure enclaves at the system level:

B (1) Security risk. Any sufficiently powerful state actor or organised crime
can compromise any hardware device in its possession.

B (2) Treacherous computing. The device serves a second master that is not
the user; can the user really trust it?

B (3) Chilling to innovation. Users or businesses cannot create their own
devices that would work without special, authorised hardware.

B (4) Surplus capture. Fabrication carries high fixed costs, so the market for
trusted device manufacturers will be concentrated.

B (5) Still third-party custody! The trusted device  de facto operates
within the security envelope of an asset custodian.

It is better to focus on ways to | hold money offline and | transact online .
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What about using balances and transacting with ZKP?

Zero-knowledge proofs can be used to avoid revealing information about
the identity of the payer in a transaction.

For example, proposals such as Platypus and PEReDi employ open-source
wallets that maintain balances and send transactions along with ' proofs
that the payer’s balance is greater than zero following the transaction.
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What about using balances and transacting with ZKP?

Zero-knowledge proofs can be used to avoid revealing information about
the identity of the payer in a transaction.

For example, proposals such as Platypus and PEReDi employ open-source
wallets that maintain balances and send transactions along with ' proofs
that the payer’s balance is greater than zero following the transaction.

B But: Payers must maintain historical evidence to generate the proofs.
B Payers can be blackmailed to provide this evidence on demand.

B Recipients also accumulate evidence that can be cross-referenced to
information held by the payer.

B Money held in the form of a balance is unsafe for privacy , even if
privacy-enhancing technologies are used to transact.

We need e-cash tokens, outside accounts
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E-cash tokens, outside accounts
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Chaum (1981)
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Chaum (1981)

Issuer

blinded anonymous
token token

Alice

Y

Bob

anonymous
token

W Issuer is in the “hot loop” (race condition & risk for Alice)
B Issuer must maintain a database of received tokens (operational risk)

B Issuer can equivocate about transactions (security risk)
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Goodell, Toliver, Nakib (2022)
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B Bob's bank facilitates the transaction without knowing who Alice is

B Commitments are , containing nothing to identify counterparties
B Any entity mutually trusted by the counterparties can run a relay

B Users still have bank accounts, but payments are unlinked
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Goodell, Toliver, Nakib (2022)
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B Recipients can also use non-custodial wallets to hold assets

Alice’s

Y

B Regulators | may require transfers to include the identity of the payee

B A DLT system may be used to address the risk of relays equivocating
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Some misconceptions
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Misconceptions about digital payments

MYTH 1

"A consumer’s balance must always be managed in an account.”
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Misconceptions about digital payments

MYTH 1

"A consumer’s balance must always be managed in an account.”

B Accounts imply accountability for account holders.

B [t is technically possible for consumers to hold bearer tokens directly,
outside accounts.

B If desired, rules may require that bearer tokens can be transferred
only to accounts.
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Misconceptions about digital payments

MYTH 2

“Holding limits are necessary to prevent bank runs.”
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Misconceptions about digital payments

MYTH 2

“Holding limits are necessary to prevent bank runs.”

B Protection against bank runs involving CBDC can be realised with
withdrawal limits instead (cf Greece 2015).

B Withdrawal limits are more effective anyway, since runs comprise
withdrawals, not aggregate holdings. What matters are the changes

in holdings!
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Misconceptions about digital payments

MYTH 3

“The payer must always be identifiable.”
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Misconceptions about digital payments

MYTH 3

“The payer must always be identifiable.”

B Consumers have human rights.

B With cash, payers can be anonymous and not discoverable provided
that certain rules are met (e.g. concerning transaction size).

B Ensuring that payees are identifiable (and preventing them from
becoming payers without authorisation) is sufficient to enforce tax,
sanctions, and anti-fraud compliance.

B The FATF “Travel Rule” | was created during an era when most retail
transactions were done with cash, and was fundamentally about
preventing custodians from misbehaving.
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Misconceptions about digital payments

MYTH 4

“To prevent abuse, the issuer must know where all the tokens are.”
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Misconceptions about digital payments

MYTH 4

“To prevent abuse, the issuer must know where all the tokens are.”

B [t is sufficient to ensure that tokens are unforgeable and that rules
for transactions are satisfied.

B Rules for transactions may include requirements that payees have
authorisation to receive payments, or that such payments must be
reported.
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Misconceptions about digital payments

MYTH 5

“Consumers must always have the option to ask their banks
to unwind a transaction.”
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Misconceptions about digital payments

MYTH 5

“Consumers must always have the option to ask their banks
to unwind a transaction.”

B Not all consumers want credit.

Vendors generally want transaction finality.

B CBDC designs can allow consumer devices to verify payees before
sending money.

B Additional fraud protections can be implemented outside the payment
channel, where consumers can volunteer to provide information about
problematic transactions.

B Have banks replaced police in resolving fraud claims?
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Conclusion
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Conclusion: Separating payments from banking

What are banks really for?
B Traditionally, taking deposits and making risky investments (banking)

B Increasingly, payment services, with revenue from fees and data
harvesting (not banking), not to mention police functions

B These functions can (and should) be separated

Payments are largely a telecommunications problem
B Banks have a role in payments because of the use of accounts

B But digital currency allows for digital money outside accounts

Service providers can collect revenues from facilitating transactions (even if
they are oblivious to what they are facilitating)

B Maybe a first step toward separating payments from the assumption that
both parties to a transaction must use custodial accounts

B We can put money for payments back under the control of asset owners
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Thank You

Contribute to a better payments landscape!

The UCL Future of Money Initiative
https://fmi.cs.ucl.ac.uk/
Collaboration and partnership opportunities

g.goodell@ucl.ac.uk
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