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Abstract—Integrated sensing and communication (ISAC) is
seen as a future solution to frequency congestion due to its
excellent ability to simultaneously support target sensing and
information transmission. However, it also introduces a potential
security threat due to the sensing behavior. In this paper,
we propose a covert ISAC scheme against collusive wardens.
In particular, a dual-function base station continuously sense
an aerial target while communicating with a ground receiver.
First, we derive a closed-form expression of each warden’s
detection outage probability to obtain the global detection
outage probability. Then, we jointly optimize the communication
and sensing beamformings to maximize the covert transmission
rate under the worst case that all wardens can collusively adjust
their detection thresholds to achieve the best detection. To tackle
this non-convex optimization problem, an iteration scheme is
proposed. Numerical results demonstrate the validity of the
proposed covert ISAC scheme.

Index Terms—Integrated sensing and communication, covert
communication, collusive detection.

I. INTRODUCTION

With the rapid development of mobile networks, the
communication and radar devices are proliferating, putting
tremendous pressure on the limited spectrum resource [1].
Integrated sensing and communication (ISAC) emerges as
a promising technology to address this issue due to its
particular ability to realize the communication and sensing
services on a unified hardware platform simultaneously, and
allow the communication and radar systems to share the same
spectrum resource [2], [3]. Due to its high compatibility,
ISAC can be combined with a variety of advanced techniques
to improve performance, such as non-orthogonal multiple
access [4], intelligent reflecting surface (IRS) [5], unmanned
aerial vehicle [6], and so on. Nowadays, ISAC has been
applied in various scenarios due to the above advantages,
such as autonomous vehicle networks, smart home networks,
and Internet of Things [7].

Recently, security issues have attracted considerable at-
tention due to the inherent openness of wireless channels,
which makes them highly susceptible to eavesdropping. To
overcome this challenge, information encryption and physical
layer security have been widely adopted in wireless networks
to protect the transmitted information from being decrypted
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[8]. However, with the increasing security requirements, the
transmission behavior should be hidden in some specific
scenarios [9]. As a result, covert communication emerges to
provide a higher level of security [10].

For ISAC, it is also threatened by unlawful interception,
and how to design a covert ISAC has sparked a hot discussion
[11]. At present, research on covert ISAC is in its infancy,
and there are only a few initial works [11]-[14]. Ma et al.
proposed a basic covert beamforming framework to maximize
mutual information (MI) and covert rate in [11]. In [12],
Hu et al. maximized the covert throughput while ensuring
a high probability of radar sensing, thus achieving the trade-
off between radar sensing and covert transmission. Zhang
et al. formulated an alternative optimization method for the
IRS-aided covert ISAC to maximize the covert rate in [13].
However, the above works only focus on the case of a
single warden, and the covert ISAC towards multiple wardens
receives less attention. Ghosh et al. proposed a covert ISAC
scheme with multiple wardens in [14], but the wardens can
not cooperative with each other.

Motivated by these, we focus on the covert ISAC against
collusive wardens. Specifically, the transmitter communicates
with the legitimate user while sensing an aerial target, and the
wardens are collusive to detect the legitimate transmission.
First, we analyze each warden’s detection performance and
derive its optimal detection threshold to minimize the global
detection outage probability. Then, we propose an iteration
scheme to maximize the covert transmission rate via jointly
optimizing the transmission and sensing beamformings.

Notation: Pr(A) is the probability of the occurrence of
an event A. E(x), f(z) and F(x) are the expectation, the
probability density function (PDF) and the cumulative distri-
bution function (CDF) of a random variable x, respectively.
Tr(S) and Ra(S) respectively denote the trace and rank of
the square matrix S.

II. SYSTEM MODEL

As shown in Fig. 1, we consider a covert ISAC network
against randomly distributed Willies which are cooperate to
detect. A dual-functional transmitter Alice with M anten-
nas communicates with a single-antenna legitimate receiver
Bob while keeping sensing an aerial target. In addition,
a clustering-based detection is considered, where multiple
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Fig. 1. Covert ISAC against randomly distributed collusive Willies.

single-antenna Willies collaborate with each other to monitor
the communication. We employ a three-dimensional cylin-
drical coordinate system, where Alice, Bob and the target
are located at A = (0m,0,0m), B = (rs,¢p,0m) and
G = (ry, 1, H), respectively. Assume that the 7' Willies
are independently and uniformly distributed in a circular
area with radius of D centered at Alice. The location of
the ¢-th Willie is denoted as Wi (Twt, @uwt, 0m), t € T, T =
{1,2,...,T}, which follows a binomial point process (BPP),
ie., W; ~ ®@,,. The channel from Alice to Bob follows the
large-scale path loss and Rayleigh fading, and the complex

channel gain can be given as g, = \/por,, “hap € CMX1,

where hy, ~ CN(0,I) is modeled as complex Gaussian
distributed, po denotes the power gain at the reference dis-
tance of 1 m, a is the terrestrial path-loss exponent, and 7,
is the distance between Alice and Bob.

To sense the target, Alice consistently generates sensing
signal and receives the echo. Assume that x4[i] is the
deterministic sensing signal of the i-th channel use with
E (|zs[i]]*) = 1, and u, € CM*! denotes the precoding
vector for sensing, ¢ € L, L = {1,2,..., L}, where L is the
number of available channel uses. Thus, the received signal
at Bob with sensing signal can be expressed as

yeli] = gliuszs[i] + npli,i € L, (1)

where ngli] ~ CN (0,07) is the additive white Gaussian
noise (AWGN) at Bob with the mean 0 and variance crg.

When the communication and sensing signals are simul-
taneously transmitted, the received signal in the i-th channel
use at Bob can be described as

YB [7/] = gfbusxs[i] + gﬁyucxcm +np [7/]’ (2)

where z.[i] is the transmitted communication signal with
E (|zc[d]|?) = 1, and Alice precodes the communication
signal with the vector u, € CM*1,

Accordingly, the signal-to-interference-plus-noise ratio (S-
INR) at Bob ~4; can be obtained, and the transmission rate
between Alice and Bob can be expressed as

H 2
|gabuc| > . (3)

Without loss of generality, we consider to adopt the trans-
mission rate in (3) subject to the covertness constraint as
a measure of covert communication quality, which is also
known as the covert transmission rate (CTR).

Similarly, the channel between Alice and the ¢-th Willie is
also determined by both the large-scale path loss and small-
scale Rayleigh fading, which can be modeled as gg.,, =

\/ PoTarod Naw, € CMX1 ¢ € T, where hg,, ~ CN(0,1),
and 74, denotes the distance between Alice and the ¢-th
Willie. Therefore, the received signal in the i-th channel use
at the ¢-th Willie with sensing signal can be expressed as

th [Z} = gfwt UsTs [Z] + nwt [7’]77’ € ‘Cv (4)

where n, [i] ~ CN (0,02,) denotes the AWGN at the ¢-
th Willie. When the sensing and communication signals are
both transmitted, the corresponding received signal at the ¢-th
Willie can be represented as

th [Z] = gé{wtusxs[ﬂ + gfwtuc‘rc[i] + nwt [1]77’ € 'C (5)

Consider that the channel between Alice and aerial target
is line-of-sight. In addition, due to the terrestrial environment,
the echoes reflected from Bob and Willies can be negligible.
Accordingly, the echo signal at Alice can be expressed as

yali] = Zuszs[i] + Euere[i] + nalil, (6)

where = = uaTag , and p is the complex amplitude related
to the round-trip path-loss and the reflection factor of tar-
get. Moreover, ar and ap respectively denote the transmit
steering vector and receive steering vector, which can be
expressed as ar = ap = [1,ew,...,e(M_1)ﬂT € cMx1
with ¢ = M, and ¢ represents the azimuth angle.
Note that d denotes the spacing between the adjacent an-
tennas, and A denotes the carrier wavelength. In addition,
nafi] ~ CN(0,021,,) denotes the AWGN at Alice.

Without loss of generality, MI is adopted to assess the
quantity of information acquired by the transmitter from the
echoes. Given y4[i] in (6), MI can be expressed as

1 u, =" 2ug
I = log, (HungH” ) : 7

It is demonstrated that increasing MI results in greater in-
formation acquisition of transmitter, consequently improving
recognition capability [11]. To ensure sensing performance,
we should guarantee that the MI is above a preset threshold.

III. DETECTION ANALYSIS AND OPTIMIZATION

Assume that Willies have full knowledge of CSI, as well
as the prior transmission probability and transmit power,
which creates the worst case for Alice. Besides, Willies can
analyze the received power to determine whether Alice is
transmitting. Therefore, the ¢-th Willie has to address a binary
hypothesis testing as

H . .

gfwt usxsm + gfwtuc%[i] + nw, M» Hi,



where H, is the null hypothesis suggesting that Alice does
not engage in transmitting, while #; is the alternative hy-
pothesis proposing that Alice performs transmitting. Based on
the average received power P, = (Zle ‘}’wt [l |2) /L, the

_ Dy _
decision rule of the ¢-th Willie can be described as P, 21 &,
Do

where &, > 0 is the ¢-th Willie’s detection threshold.
Considering L — oo, P,, can be approximated as a
stationary statistical random variable expressed as

Sql/f(‘ + Swts + Uu;,a Hlv

Suwe, + 00, Ho, ©)

P,,= lim P,, :{
L—oo

where Swt(‘_p0|hawf uC| /Tawt and Swti‘_p0|haw1 u5|2/rg1%t

are the average statistical powers of the sensing and commu-

nication, respectively.

Willies will inevitably make two kinds of errors during the
detection, including the miss detection and false alarm. Based
on the decision rule, the probability of the ¢-th Willie making
a wrong detection can be given as

Pw, = Pr{H1}Pr{Do|H1} + Pr{Ho}Pr{D:1|Ho}
_ 07 Swts < gt < Swtc + Swts7
=\ 05,

otherwise,
where & =&, — o2 .
Without loss of generality, we define the probability that
Willie makes error decision as detection outage probability
(DOP), and the t-th Willie’s DOP can be formulated as

Pd, = lfPr{pwt = O}
=1—(Fs,,, (&) = Fs,, +5.,.(€)) -

Due t0 hq, w, ~ CN(0,1), |hgyw,uc|? and |hg,,us|? both
follow an exponential distribution, indicating

Taih Tai
Sy, ~ €Xp ( ¢ ) y Sw,. ~ exp ( t ) , (12)
poPac POPas

where P,s £ ||u,||3 and P,. £ |lu.||3 denote the powers of
sensing and communication, respectively. Thus, with a;. =
Taw, /(poPac) and ags = 744, /(poPas), the CDF of S,,,. can
be calculated as Fg, (&) = 1 — e =, and the CDF of

(10)

(1)

Sw,. + Sw,. can be calculated as
&t p—o+Ee
F Syt S (ft):/ / arse” “Tae” e Ydydx
0 Jo
at 4eats — at. 6(1“ (13)
1— %7 Ate 7 Qts,
= (atc - ats) est

- (1 + atcft)e_atcgta Qe = Qts-

Therefore, the closed-form expression of p4, can be given as

Gts (e—ats& _e—atugt)

P, = 1-— 7atc7éa/tsa
dy = Qtc — Qs

—a
1-— atcgte mgta

(14)
Atc = Qts-
Willies collaborate on detecting the legitimate transmission

with the covert transmission outage taking place when at
least one Willie successfully detects it. With this context, the

global DOP (GDOP) is defined to quantify the likelihood of
all Willies failing to detect the transmission as

pezE%[Pr{ N pwt#OH =Eq, det]. (15)
w EPy,

Wi €Dy
As Willies are independent and identically distributed and
follow a BPP with PDF expressed as f,,(r,0) = r/(xD?),
(15) can be calculated with 74, = 7 as
d ]

T 27 p
de T

It is evident that the detection threshold significantly im-
pacts the GDOP. Thus, each Willie aims to identify its own
optimal detection threshold to minimize the GDOP. We derive
the first-order derivative of p. with respect to &; defined as
p/dt (&), and calculate the zero point of p/dt (&). Thus, the
optimal detection threshold of each Willie can be detailed as

QPdt

(16)

— Ina.

In a;,
; Qe 7£ Qs

& =

Ats — Qtc
1

a7

; Qtc = Qts-
Qe

Adopting the optimal detection threshold in (17), the mini-
mum DOP achieved by the ¢-th Willie can be calculated as

p:;t - { 1 - ((ztlc/ats) GtsTAte aatciatsv (18)
—€ Qte = Qs
accordingly, the optimal GDOP can be calculated as
Pas  \T
1= (Pas/ Pac PQC_PQS) s Pac# Pas,
pl = ( ( 4 ) a (19)
(1_6_1) ) P,.=P,.

When p;f exceeds a specified threshold, the collaborative
detection fails. It can be observed from (19) that the optimal
GDOP is not related to M, indicating that increasing or
decreasing the number of antennas have no impact on Willies’
collaborative detection.

IV. CTR MAXIMIZATION

In this section, we jointly optimize the sensing vector
u, and communication vector u. to maximize CTR while
ensuring that MI remains above a preset threshold, with all
Willies adopting the optimal detection thresholds.

A. Problem Formulation

The joint optimization problem can be formulated as

Pl:max R (20a)
st. I>uv, (20b)
pl>1—¢, (20¢)

[ucl3 < Pemax, (20d)

Hu3||§ < Psmax- (206)



Note that (20b) serves as the MI constraint to guarantee the
sensing performance, and 1 — € in (20c) is the minimum
required GDOP with ¢ denoting the covertness level. Py ax
and FP,n.x represent the maximum available sensing and
transmission powers, respectively.

Due to the highly coupled vectors, and non-convex objec-
tive function and constraints, it is difficult to solve P1. To
address this challenge, P1 can be converted into a standard
semi-definite programming.

The channels can be reformulated as G,, = gabgfb and
Gr = aTaJH . The Hermitian matrices of ug and u. can also
be obtained as U, = u.uX and U, = u ull satisfying

U. = 0,U; = 0,Ra(U,) = Ra(U;) = 1. 21)
Moreover, P,. and P, can be expressed as
P,. = Tr(U,), P,s = Tr(Uy). (22)

According to the above transformation, P1 can be recast as

P2: maéc R (23a)
s.t.  (20b), (20c) and (21), (23b)
Tr(UC) S Pcma)u (230)

Tr(Us) < Panax- (23d)

Due to the complex expression of CTR, we can rewrite
R at the top on the next page in (24), which is a concave-
minus-concave expression. Thus, a global upper estimator of
the concave expression R(Uy) can be afforded via the first-
order Taylor expansion, which can be described with a given
local point as

R(U,) <R™(U,) =R (U@) +
T (V5 £ (U) (0. - 02)).
where p denotes the iteration index, and ng ) represent the

optimized Uy in the p-th iteration. Note that E(ng )) can be
calculated by substituting ng ) into (24) as

(25)

R(UP) =log, (Tr (GuUP) +07) . (6)
In addition, Vggmﬁ (ng)) can be given by
~ 1 G
H ) = __— ab
Voo RO ) =— . @N
Us ( ) In2 Tr (Gabng)) + U?
Thus, (23a) can be transformed into
B _ plin
dax R — R'PI(Uy). (28)
Moreover, (20b) can be converted as
2
Tr (GrUyg) >
WPTe (GrU,) > 09)

(2" = 1) (|jul*Tr (G7U,) + 02 /Tr(Gr)) .

which is convex.
For (20c), because of the complex expression of pl, it

is difficult to judge whether (20c) is convex. Thus, we first
rewrite it as

Pas
1- (Pas/Pac)m Z T\/l -

which can be simplified as

(30)

(Pas/Poc) PP 49 <0,0= YT—c—1<0. (1)

To handle the exponential function, the logarithmic func-
tion is introduced to transform (31) into
P(IS l (P(Lé
————1In
P as — P ac P ac
Unfortunately, it is still difficult to determine whether
Pac In( %5) is a convex or concave function. There-

Pas_Pac lac . . . .
fore, we will solve the problem in two classifications, i.e.,

P,,—P,,>0and P,;, — P,. <0.
1) P,y — P,. > 0:
With P,; — P,. > 0, (32) can be transformed as

Po)In(—0) >0.  (33)

For convenience, we define f(P,s; Pac) = PasIn (Pys/Pac),
and the Hessian Matrix of f(P,s; Pa.) can be calculated as

) +1n (=) > 0. (32)

Pus ln(Pas/Pac) + (Pas -

1 1
V2 f(Pas; Pae) = | T1 Ao | =0 (34
“P. P2

According to (34), we can conclude that 2 f (Pas; Pac) is
a positive semi-definite matrix, indicating that f(P,s; Pa.)
is convex. However, it is obvious that (P, — P,.)In (—9)
is linear, and (33) is convex-plus-linear, which is not convex.
Thus, we can similarly approximate f(P,s; Ps.) via the first-
order Taylor expansion described as (35) at the top of next
page. In the same way, p denotes the iteration index, and
Pég) = Tr(ng )), chg) = Tr(ng )) represent the optimized
communication and sensing powers in the p-th iteration.

Based on the above conversion, (33) can eventually be
transformed as

~

f(Tr(Us); TI‘(UC))—F(TI‘(Ué) _Tr<Uc)) In (_19) > 0. (36)

2)P,, —P,.<O0:
Similarly, with P, — P,. < 0, (32) be converted as

f(Pas;Pac) + (Pas - Pac) ln(iﬁ) S 07
which is a convex constraint, and can be rewritten as

f(Tr(Us)a Tr(Uc))+(Tr(Us) - Tr(Uc)) In (_19) <0. (38)

(37

Henceforth, all the constraints are transformed into convex
ones except for the rank-1 constraint, which can be relaxed
to tackle the non-convex obstacle. Based on the above trans-
formation, P2 can be converted as

P3.1: max R — RI"(U,) (39a)
U:;=0,U.=0

st (23¢),(23d), (29), (36) (39b)

Tr(U, — U,) > 0, (39¢)



Tr (G4 U,)
=1 1
R = log, ( + T )

(GabUs) + O'g

~

= logy (Tr (Gap (Ue + Uy)) + 02) — logy (Tr (GupUs) +07) 2 R— R(U,). (24)

F(Pas; Pa) > f(PD; PP 4 [ In =2 41| (P — P®)) — =2
as ac (p) as

)

(35)

and
P3.2: max R — RI"(U,) (40a)
U:=0,U.>0
st (23¢),(23d), (29), (38) (40b)
Tr(U, — U,) < 0, (40c)

which are both convex, and can be tackled via a standard
convex optimization solver such as CVX. Due to the relax-
ation of rank-1 constraint, Ra(U?%) = Ra(U?%) = 1 may not
be satisfied. Gaussian randomization process can be adopted
to address the issue to attain a high-quality rank-1 solution.

With the identical channels, solving P3.1 and P3.2 can
yield their own optimal solutions, and we can obtain the
final solution to P2 by comparing the optimal CTR achieved
by the two sets of optimal solutions. The specific steps
are detailed in Algorithm 1, where ¢ is the convergence
estimation sign.

Algorithm 1 - the iteration for (23)

1: Initialization: Initialize ugo), ugo) and ¢ , and set the

iteration index [ = 0, @ = 0. Calculate R(® with the
initial settings.
repeat
Update: | =1+ 1.
Optimize the beamforming vectors via (39).
until R — RU-D < ¢,
repeat
Update: a = a + 1.
Optimize the beamforming vectors via (40).
until R@ — Rla-D < ¢
If RO > R@, R* = RO, v =u and uf = ul’,
. If RO < R, R* = R(9), u* = u'® and ul = u'®,
Output: u}, u} and R*.

R A S o

— = =
N e

V. SIMULATION RESULTS

In this section, we evaluate the performance of the pro-
posed covert ISAC scheme through simulation results. Unless
explicitly specified, the relevant parameters are set accord-
ing to the following defaults. Alice, Bob and the target
are located at A = (Om,0,0m), B = (50m, §,0m) and
g = (60m,%,150m), respectively. The radius is set as
D = 300 m. The number of antennas equipped at Alice is
M = 8, and the number of Willies is 1" = 5. Without loss
of generality, the spacing between two adjacent antennas is
assumed to be d = 0.5, and the azimuth angle is given as

09r,

P)

O
=3
©

— — — Theoretical value Pys

o
3

Theoretical value Paz |

Theoretical value Pys

o
o
T

——— Theoretical value p,

o
3
T

Theoretical value Pgs|

—%— The optimal GDOP
A Simulated GDOP P,

O  Simulated value Py

I
~

o
w

Simulated value Py2

Detection Outage Probability (D

o
o

Simulated value Pys

%  Simulated value Pys |
* FHK ekt

Simulated value Pys

0.1r

*
*

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Detection Threshold & (W) x10M1

Fig. 2.
threshold.

Comparison of the DOP and GDOP under different detection

¢ = %. In addition, the air-to-ground and terrestrial path-
loss exponents are set as o, = 2 and oy = 2.8, respectively.
The path-loss gain at the reference distance is established as
po = —40 dB. Moreover, the noise power at Alice, Bob and
the ¢-th Willie can be assumed as o2 = o7 = 05, = —110

dB, and the covertness level is € = 0.1.

The theoretical and simulated DOP p4; and GDOP p, with
respect to the detection threshold &, are presented in Fig.
2 with P,, = 30 mW and P,. = 10 mW. In addition,
the optimal GDOP is also displayed in Fig. 2 with Willies’
optimal detection thresholds. First, we can observe that the
theoretical and simulated values of DOP and GDOP can fit
perfectly, proving the derivation in Section III. Moreover, the
DOP varies with &, and there exist different optimal detection
thresholds for Willies to minimize the DOP. Furthermore,
the GDOP is smaller than any DOP, indicating that Willies’
cooperation is effective. As each Willie adopts the optimal
detection threshold, we can find that the optimal GDOP is
smallest that improves the detection performance effectively.

Fig. 3 portrays the impacts of sensing and communication
powers on GDOP with different number of Willies 7. First,
it can be observed that the GDOP decreases monotonically
with increasing 7', and a larger 7" leads to a much lower
GDOP, suggesting that the choice of 7' should be based on
a comprehensive consideration of both GDOP and detection
efficiency. Furthermore, we observe that GDOP decreases as
P,. increases, which is due to the fact that higher P, results
in greater received power at each Willie, thereby improving
the correctness of its binary hypothesis testing. In contrast,
the GDOP increases as P, increases, due to the fact that
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the sensing signal is seen as interference to the Willies.
Increasing P, leads to more uncertainty for Willies, and
consequently decreases detection performance.

We further investigate the influence of number of antennas
on CTR in Fig. 4 with P.ax = 5 mW and Pypax = 20 mW,
where ¢ = 0.1, ¢ = 0.2 and € = 0.3 are considered. It can
be observed that the CTR increases with M, however, this
trend tends to be slow. The results remind us that although
increasing M does not pose an additional threat to the covert
communication while increasing the transmission rate, it is
essential to take into account the transmission efficiency
in practical scenarios. In addition, the covertness and CTR
should be traded off, and the improvement of covertness
can inevitably lead to the decrease of communication perfor-
mance, and vice versa. The CTR increases with ¢, because an
increase in ¢ indicates that the requirement of covertness is
relaxed, thus, Alice can appropriately increase P, to improve
the communication quality. Moreover, we also study the
impact of MI threshold on CTR in Fig. 4. As can be observed,
the MI and CTR are a pair of metrics that constrain each
other, which can not be both enhanced. The CTR decreases
with increasing MI threshold, which can be attributed to
that the communication signal is considered as interference

during the sensing. Consequently, as the threshold becomes
more stringent, Alice has to lower P, to satisfy the sensing
requirement, resulting in a detrimental effect on the CTR.

VI. CONCLUSIONS

In this paper, we have investigated the covert ISAC of
a dual-functional transmitter towards collusive wardens. MI
and CTR are adopted as the metrics of sensing and com-
munication, respectively. The detection performance of each
Willie is analyzed and the optimal detection thresholds are
derived to achieve the minimal GDOP. Under this worst
situation, we jointly optimize the communication and sensing
beamformings to maximize the CTR while ensuring the
covertness and effective sensing. Hence, a non-convex opti-
mization problem is formulated, and a scheme applying first-
order Taylor expansion is leveraged to address it. Simulation
results demonstrate that the proposed scheme can achieve the
trade-off among the covertness, communication and sensing.
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