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Abstract. Qualitative research methods from psychology and social
sciences are feasible tools to gain deep understandings of people’s IT
security behaviour, knowledge, sentiments and routines. One of these
methods, individuals’ own expression in the form of drawings, sketches,
charts and other visual representations, are important to understand
deep knowledge and mental models. However, those methods are, to some
degree, dependent on the artistic skills of the participants — those that
are not confident in their handwriting and drawing might engage less.
Building Blocks (sets of interlocking bricks) require less artistic ability
and it is very easy to engage participants — they can just start building.
IT security researchers already used such bricks to model participants
thoughts, but in heterogeneous ways. We on the other hand used the
LEGO® SERIOUS PLAY® (LSP) method — that describes a structured
way on how to build models — to conduct four workshops (with n = 48
participants in total), in which the participants were asked to build mul-
tiple models of everyday IT security in different contexts. We performed
a first initial coding of the pictures we took during the workshops. In
this paper we report our research method, what we did to improve the
workshops and data collection and what we learned so far by using LSP.

Keywords: Building Blocks Workshop - Building Blocks in
IT-Security - Qualitative Research Methods + Human-Centred
Security * Security Workshops

1 Introduction

To collect and analyse knowledge and to understand the mental models of people
in IT security, researchers often use well established methods from social science
and psychology like interviews [20], diary studies [8], questionnaires [11], interac-
tive group sessions [1], or even ethnographic observations in the field [14]. Those
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methods have been established for decades but they do not necessarily encour-
age participants to fully engage in the research process. Here, more interactive
and game-based methods come into play. LEGO® SERIOUS PLAY® (LSP) is
used in different areas and for diverse purposes, such as individual coaching or
in an organisational context to promote team building or to develop the corpo-
rate culture [13]. It defines a strict way of using interlocking bricks to collect
thoughts and knowledge of participants. The advantage over more traditional
methods, like drawing on boards or creating mind maps, is the low hurdle for
active participation.

Interlocking bricks were in different forms already used in previous IT security
studies, foremost by Coles-Kemp et al. [6,7,9,10]. The used building methods
were heterogeneous (e.g. modelling by coloured bricks, modelling based on com-
munication flows) as were the data collection and analysis methods (coding of
participants explanations, video and audio transcripts of the workshops). In this
paper we outline a new, more structured way of using those bricks for quali-
tative data collection: by using the LSP method that has a clear pathway and
set of rules on how to build models and engage participants. We organised 4
independent in-person workshops with n = 48 participants, where we tasked the
participants to build and explain models of bricks that describe different forms
of everyday security. In a first attempt we coded the pictures we took of the
models. In this paper we report our work-in-progress with this method and how
far we came to answer our research question: QI1: Can LSP be used to gener-
ate qualitative in-depth knowledge of IT security from workshop participants, to
learn more about their everyday and work-related experiences and challenges in
the context of IT security measure, and to activate them to approach and deal
with the topic of IT security in a creative and cooperative way?

Fig. 1. (I) Participants discussing a group model, (II) the coding process in MaxQDA,
(III) the LSP bricks arranged at a central table.

2 Related Work and Background

2.1 IT Security and Interlocking Bricks

Interlocking bricks were used in IT security research but we are the first to use the
structured LSP method to collect qualitative data. Among other things, Coles-
Kemp [6] developed a study approach based on “creative security”, described
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as a technique for participatory and playful engagement. A total of 55 secu-
rity practitioners used kits of interlocking bricks to model technical, security
and social impacts of IoT surveillance. Data analysis was based on handwrit-
ten annotations and photos of the models. Heath et al. [10] describe that these
creative methods include participatory physical modelling for co-creation and
representation. By having participants build models with coloured bricks, it is
possible to model relevant issues into tangible scenes. In another study aimed at
better understanding the conditions under which a smart city brings benefits to
citizens, Heath et al. [9] again used a methodology based on creative safety. In
addition to a standardised protocol, modelling components in the form of Lego
were introduced. The study participants worked with interlocking bricks on sce-
narios and questions related to smart technologies. To address the difficulties
that the human dimension is often glossed over in the context of cybersecurity
studies and that different degrees of trust and solidarity lead to different per-
ceptions of security, the authors [7] describe that a four-stage case study was
undertaken. During the last two stages of this process, participants were given
interlocking bricks selected so as to encode the movement of shared information
and data, actors and devices.

2.2 LEGO® SERIOUS PLAY®

Hillmer describes the LSP method in his practice guide as a format that follows
a clear process [13]. Participants have the opportunity to present their thoughts,
concepts and feelings. At the heart of each process is a specific question or prob-
lem that relates to the topic of IT and information security in the workshops
described here. Participants are “forced” to radically simplify in the LSP pro-
cess, as they have to present complex models and concepts with the Bricks. This
is especially helpful to prioritize and structure their own thoughts [13]. In this
case, the simplification can primarily serve to make the seemingly abstract sub-
ject area of IT security more tangible. In addition, this method is suitable for
a more reserved group member, since they share their models with the others.
The flow state also plays a crucial role in connection with the LSP method. Zenk
et al. [23], investigated whether LSP workshops lead to improved flow experi-
ence components as well as higher creative output than traditional meetings.
Their results show that two components of the individual flow experience were
significantly higher in LSP and the group experience component — continuous
communication — was significantly lower, as expected. In terms of creative out-
put, their study showed that LSP teams outperformed traditional meeting teams.
A crucial role is assigned to the LSP moderator since, in addition to the tasks of
preparation, follow-up and implementation, they also take on the role of support
and mediator during the process. In the case of the workshops described here,
the two authors assume this role. They have familiarised themselves with this
method in advance, in particular through literature, and have prior experience
in the counselling context with individuals and groups. At the beginning of the
LSP process there is skill building, which serves to familiarise oneself with the
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method and the material. This is followed by the main part, which consists of
two required and a third optional building stage.

A few authors report how they used LSP for scientific purposes, but only
to transfer knowledge. Mccusker [17], presents her findings on the LSP method
in the educational domain. In order to identify hazardous situations in group
models, exchange ideas and discuss alternative proposals, the LSP method of
Cerezo-Narvéez et al. [5] was used by student engineers as a tool for teaching
industrial risk prevention skills. In their exploratory study, Kranawetleitner et
al. [15] addressed the problem that the digitisation process in organisations is
often dependent on the size of the organisation and the sector. The majority of
the 21 participants did not know the LSP method and had never used it before.
The playful element of LSP was adopted by the clear majority of participants.
The method also helped employees become aware of the practical implications
of digitalisation, with some even learning through their participation. Further-
more, Uslar and Hanna [21] discuss how they have applied the LSP method in
the context of domain-specific requirements engineering in industrial projects.
Similar to the authors of this article, Asprion et al. [2] approached the topic of
cybersecurity using LSP and used the method to teach core topics of cybersecu-
rity and resilience in higher education. The initial results of their study indicate
that LSP has a positive impact on learning and increases student engagement.

3 Method

We conducted 4 workshops, where the in total n = 48 participants were asked to
solve IT security tasks with the LSP method. We then did a first initial coding.

3.1 Workshops

All 4 workshops were embedded in other events. Workshop I, IT and IV were
part of lectures or seminars at our university. Workshop III was part of a secu-
rity training event we co-organised with a large European industrial corporation
with more than 25,000 employees where we are currently performing research
about Human Centred IT security. The participants were informed beforehand
about the LSP method and our intent to use the results for our research. The
workshops differed from each other in the type of participants and in the tasks
given to the participants (see also Table 1). The general structure was a short
introduction by the researchers (also acting as moderators — or as they are called
in LSP: Facilitators), followed by the task to build a (I) model of a tower or
bridge, (II) an abstract model of an IT security concept (e.g. VPN, phishing,
ransomware, firewall), (ITT) models of workshop specific tasks — which were all
created around the topic of everyday IT security the participants faced
themselves or were in a given case study — that are end-user routines like
authentication processes, VPN usage but also the communication with the IT
security department or the prevention of tailgating. We did not define what we
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understood as IT security and left it open to the interpretation of the partic-
ipants. With this task we aimed to get insights into the mental models that
participants have about the interplay of security (department) and users, e.g.
whether they would model security friction? The participants created the mod-
els individually, in pairs, or in bigger groups. We used 1,5 full sets of LSP bricks'
that were arranged at a central table all participants had access to.

During each workshop we collected three types of data: (I) We took pictures
of every model the participants built. (II) We took notes on the participants’
explanations of their models. (III) We asked the participants for feedback in
a short online survey directly after three of the workshops. From the second
workshop on the participants also had to explain their models on small cards,
which we included in the data collection.

3.2 Coding

Our coding process is still in progress. So far we have used MaxQDA to code
the pictures we took of the models built during the main tasks, following [19].
We have also used MaxQDA to partially code the participants’ notes as well
as our own and the pictures of the warm-up tasks. We deductively defined the
following categories of codes: (I) persons, (II) everyday security, (III) structures
and (IV) technologies. The data was then inductively coded by two researchers
(two workshops per researcher). We are planning to rerun our coding process
and try to follow Kuckartz’s [16] approach, which is more collaboratively on
the one hand (including the calculation of the intercoder reliability), and on
the other hand we then will create code-sets that span all the workshops. We
have not done that so far, as we wanted to focus first on the improvement of the
workshops and the respective data collection between the workshops. In order to
evaluate the workshops and improve them for the following workshops, we used
the evaluations and feedback from the online surveys and took the comments —
if possible — into account in the design and implementation.

3.3 Ethics and Data Privacy

Our institution does not yet have an institutional review board (IRB) nor an
ethics review board (ERB) that we could consult for our study. We got con-
sent from all participants to take pictures of their models and use them in our
research. In the first workshop we took pictures of the participants themselves,
for what we got their consent (see Fig.1). Except these pictures, no personal
data of the participants was collected at any time.

3.4 Limitations

Our study has several limitations. Foremost, we report work in progress, espe-
cially regarding the coding strategy, therefore all results should be taken with

! Bach consisting of thousands of interlocking bricks.
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care. The tasks were changed slightly between each workshop to match the par-
ticipants’ context, which reduces the comparability between the results. The time
we had available per workshop made amendments to the LSP method necessary,
therefore we reduced the warm-up phase to two tasks each. Our participant
sample is in no way representative and hence, generalisation of our results is not
possible. Within the framework of the evaluation, it would have been desirable
to also go into conversations as well as discussions of the participants during the
individual construction phases. However, since we as facilitators had to respond
to the participants’ questions during the construction phases, accompany the
process and prepare the other phases, it was not possible to include this aspect
in the documentation. Furthermore, we did not want to create an impression of
control and and evaluation of the discussions among the participants.

4 Results

4.1 Demographics

We did not ask the participants for demographic data. What we can report,
based on the context of the workshops, is that all participants were less than
35 years of age, more than 1/3 were female, all were German speaking and
all had a connection to IT security (either due to their education or due to
their interests). The educational backgrounds of the participants are tied to the
respective workshops (see also Table 1).

4.2 Workshops

All 4 workshops conducted have a common basic structure: The bricks were
arranged on a central table, warm-up tasks had to be solved by participants
individually and in teams and the main tasks were designed around the topic
of everyday security (see also Table 1). We selected the main tasks in each
workshop according to the background of the event and prior knowledge. In the
following we report the results drawn from our coding process of the main-task
model. The participants’ explanations of their models and/ or individual bricks
are summarised by us in a descriptive way based on our notes.

Workshop 1. The first workshop was conducted in April 2022. It was part of
a graduate school program. The n; = 8 participants were PhD students with
interdisciplinary research areas related to I'T security topics. The workshop lasted
90 min. In total five building tasks had to be completed, with the main task
being: Build a model that shows how IT security should work in your everyday
life. Despite this positive framing, some participants showed how IT security does
not work for them: crumbling (fire-)walls, multiple different path for attackers
to reach assets, no help by IT security experts (modelled as an user left alone
in the rain) and unintended data leaks. IT security was exclusively understood
as a technique to protect either communication channels (by tunnelling them or
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placing guards at the entrance points) or assets (data or money). Attackers were
in all cases modelled as outsiders that try to circumvent the security measures.
One participant showed that I'T security is a bottomless pit at the moment: just
throwing more money on security will not improve the level of security. In two
cases the users were shown on lonely islands together with their assets, where
attackers will not reach them.

Workshop 2. The second workshop was conducted in May 2022 with ny = 19
IT security master’s students as part of a lecture series. In the lecture series the
students worked with a case study in a hospital setting. We used this case study
to model the primary task of the workshop: Build a model that shows how IT
security does work/ does not work in the hospital. Firewalls and gates were the
most frequently used concepts appearing on 6 and 7 occasions, respectively. In all
models where defenders were represented the defence was exclusively represented
as a task for security specialist, never for employees. On the other hand, in 7
models the employees (doctors and nurses) circumvented security in some regard
(password sharing, RFID card sharing, single account usage). None of the models
described that this might be the case due to task overload, as was described in
the case study — a typical form of an exhausted compliance budget [3]. Only
once was the blame put on the security staff when technical problems with
the hospital IT were displayed. Overall, participants exclusively chose to show
problems with IT security routines in the hospital, despite the task description
being open to positive examples as well. Attackers were in all cases modelled as
outsiders (behind walls or in front of gates) that would use tools to infiltrate the
hospital. Only in some cases did the models show the intention of the attackers
(e.g., to disturb a surgery or steal assets — in form of money bricks). In one
case, the attacker was modelled as a spy, overseeing the hospital routine from
a “watchtower”. In another case, the hospital’s CISO was sitting on a throne
and was unreachable for other hospital employees. And in a third case, the
IT department was stealing time from employees through useless technological
innovations.

Table 1. The 4 workshops differ in their context and in the models the participants
had to build.

Workshop 1 Workshop 2 Workshop 3 Workshop 4

n 8 19 17 4
Setting Graduate school Lecture Inter- Seminar
Organisation

Participants PhD researchers IT security MA multidisciplinary Psychology BA
(different  disci- students apprentices Students
plines)

Duration 1.5h 1.5h 1h 3h

Content IT security in ev- IT security in a IT security in the IT security at
ery day life case study (hos- participants or- work and/or at

pital) ganisation university



Work in Progress — Brick by Brick 141

Workshop 3. The third workshop was also conducted in May 2022. It was organ-
ised within a 3-day, in-person workshop hosted by a German corporation that
partners with us. At this workshop apprentices were educated on different aspects
of corporate information security. ng = 17 apprentices participated in our work-
shop. The group was divided into two groups. Both groups participated in our
workshop one after another independently. Both sessions lasted 60 min. The task
considered for this evaluation was the following: Build a model of IT and infor-
mation security as it should work in your everyday working life. The participants
focused their models on generic IT security measures, but also on specific mea-
sures including two-factor authentication, passwords, password managers, virus
scanners, firewalls and face recognition. In addition, the coding process revealed
that they built different types of data worth protecting. IT security staff and
attackers were also frequently represented in the models. A participant in the
second group tried to show, through his model, that IT security departments
that are slow in their responses lead to delayed learning and working in the
organisation. Another participant from group one presented as desirable in his
model that IT security should be a simple and linear means to achieve the goal
of “secure behaviour”. In his model, he used several figures to show that this
goal could only be achieved as a group. In another model, it was impressively
shown how employees stand waiting behind the wall (firewall) and neither know
nor understand what is actually happening in the context of IT security.

Workshop 4. The fourth and last workshop was held with ny, = 4 psychology
students as part of a seminar in which they dealt with the topic of IT security in
organisations in the beginning of July 2022. The LSP workshop took about three
hours. The main task of a total of five consisted of: Build a model that shows
how IT security should work in your everyday work/ study life. These students
dealt with the topic of IT security in an organisational context for the first time.
Among other things, they were familiarised with the security learning curve [12]
as part of a theoretical introduction. None of the participants had previously
been involved with LSP or gone through an LSP workshop. The coding process
showed that the participants mainly chose IT security staff, employees, users
and animals (for attackers or protection) for their models. Generic IT security
measures, firewalls and (organisational) data requiring special protection were
represented especially often. In the group model, the participants built a model
that contained parts from all four individual models. Threats were presented
in the form of attackers who were placed in front of the organisation. Security
measures were presented in both generic and detailed forms (anti virus, password
manager, etc.). They used connecting elements to show that the different security
mechanisms must “work together” and not interfere with each other. A gap in
the “corporate wall” was built to show that an organisation can never experience
100% security, as technology is always evolving and so are attackers. The students
used green bricks to depict a room with two employees, symbolising that it is
important and helpful to have a protected place to talk to each other in peace
about the topic of IT security, to ask questions and to be able to talk about
challenges. A comprehensive IT security/ awareness training was presented on
a black board and concrete instructions for the employees were symbolised with
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the help of a white board. It was shown that only three out of four employees
represented can undergo a security training. One employee is not able to do so
because he is busy following a security measure.

4.3 Post-workshop Survey Results

Of the n = 48 participants, 38 took part in the post-feedback online survey.
Some of the participants reported back that by approaching the topic of IT
security through the LSP method, they had become aware that the reason some
employees do not participate in awareness and I'T security training may be that
they cannot, because they are not given the necessary time by their employer.
Some have also noticed that the model they have built presents IT security in
organisations in a very positive way.

5 Discussion

Here we discuss a) substantive results: the models the participants created, and
b) methodological results: what we learnt about conducting model workshops.

What We Learned about IT Security from Participants’ Models. Having a back-
ground in IT security does not necessarily lead to a deeper understanding of
everyday security (routines). For example, did the IT security master’s students
in the second workshop had a very narrow perspective on how security works
for security staff (defender at the walls of the fortress) versus employees (bad
guys circumventing security) and those differ not from models from the other
groups. In multiple models, communication problems between different secu-
rity stakeholders were shown — something we want to investigate in more detail
in future rounds of coding and further workshops. Interestingly, independent
of whether the task was formulated negatively or positively, the majority of
models showed problems with security: Flaws in the security itself, blaming of
others (e.g. employees) and communication problems between security staff and
users/employees. This fits into the image that IT security is rarely seen as an
enabler and with a positive connotation [18].

The evaluation also showed that in several models, the topic of interaction
and collaboration — on different levels — was taken into account and consid-
ered relevant. This relates firstly to the technical side: the individual security
mechanisms should function together. Furthermore, this concerns the human-
technology interaction, as individual models emphasised the relevance of the
fact that the IT security mechanisms and the IT security staff must also “work
together”. On the other hand, the human level was presented and it was shown
that both users and organisations are only protected if the IT security staff and
the employees communicate and work together.

Learnings from the Method. Comparing results from the four workshops, it
becomes clear that having enough time is an important factor for the success of
LSP. As there was more time available at the fourth, the participants were able
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to share and reflect on the individual and group models in more detail. It was
very helpful to introduce the rules for sharing the models in detail (do not tell
a story but explain the model; tap the bricks you are telling about beforehand,
etc.) and to repeat them during the process. These insights made the authors
aware of the central role of the facilitator — already described in the literature [13]
— who is responsible for the process.

The quality of our data collection is limited to the pictures and our notes. It
seems promising to also record the complete workshop with a camera as in [10],
where individual interactions and discussions among participants could be anal-
ysed as well. We decided not to record these sessions because we did not want to
put off participants concerned about privacy; the company of the participants in
Workshop 3 only agreed on the condition that individual participants remained
anonymous.

Without explanations and notes by the participants it is hardly possible to
reconstruct the content later. We found that the models are not self-explanatory.
Therefore, the focus of the evaluation was not exclusively on the representational
value of the models, but rather on observing and recording the participants’
explanations about their models and the exchange about them.

The Chances of LSP. LSP has the advantage to be a structured method — com-
pared with so many other (creative or brick-based) methods. This makes (I) the
single steps and results reproducible (like we did between the four workshops),
(IT) the method teachable to other researchers (like we thought ourselves based
on the description by Hillmer [13]), (III) it easier to transfer it back to the
industry, where it already used for teaching purposes.

In our workshops even participants who did not previously know each other
quickly interacted with each other through the LSP method, and a productive
working atmosphere characterised by mutual respect was established in a very
short time. Even participants who had not previously dealt with the topic of IT
security were able to approach this topic under these conditions with the help
of this method. This means it works as a communication focus as intended in
participatory design [4,22].

6 Conclusion and Further Work

We report work-in-progress from qualitative research with LSP. So far we con-
ducted four workshops with n = 48 participants. We coded the collected data,
but are still in the process of improving this strategy and will report the final
coding strategy. Our preliminary results show that participants model IT secu-
rity as a hurdle for users/employees — independently of whether they have an
IT security background. LSP is a promising research method than engages most
people and could serve as an alternative to focus group or as a method in action
research. To be able to answer our research question, we still need to compare
LSP with other qualitative data collection methods. We are planning to per-
form workshops with the same tasks but other creative methods (like drawing,
creating mind maps, etc.) and then compare the coding results.
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