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Abstract

Anomaly detection is the task of identifying unusual instances that deviate from typical ap-
pearances or behaviours. Use cases include fraud detection, medicine, and fault detection.
Effective automated systems can identify anomalies in situations that are too challenging
or costly for humans. However, satisfactory detection performance relies on underlying
representation space that depicts the training data. In this thesis, we investigate what char-
acteristics form a good representation. We conduct experiments on images, text, speech,
and tabular data to examine how well anomalies can be detected in each case and to find

commonalities across the modalities.

We find that no representation learning scheme performs well across all modalities. How-
ever, our results suggest that low-dimensional embeddings are best for anomaly detection.
Using embeddings from pre-trained networks is an effective starting point and fine-tuning
boosts performance. We also analyse how the anomaly detection architectures affect re-
sults. We show the detector is unimportant as long as the representation space is reason-
able. The choice of representation should consider prior knowledge about the anomalies
and how they contrast with the benign distribution. Overall, our findings suggest anomaly
detection research should focus on representation learning objectives rather than modify-

ing architectures or scoring functions.



Impact statement

The need for automated safety systems is becoming more pronounced in a world of con-
tinuous technological innovation. As technology moves at lightning speed, the data sup-
porting this technology becomes more complex. The increasing scale and complexity of
this data are overwhelming for humans. This creates a need for automated safety sys-
tems. These systems are necessary for detecting accidental faults and to guard against the
actions of increasingly sophisticated adversaries. In many cases, safety-critical tasks are
equivalent to anomaly detection problems. These tasks range from locating firearms in

airport luggage to identifying disinformation.

We demonstrate how difficult these safety-critical tasks are for humans. We conducted a
large-scale study to measure how well humans could detect speech deepfakes. This was
the first study to examine capability in English and Mandarin as we recognised that deep-
fakes are a global problem. We found humans cannot reliably detect speech deepfakes
even when primed for the task. Our work resonated with the public and received cov-
erage across international media, including The Guardian, New Scientist, and the BBC.
Following this, we have continuously engaged with the media to explain how Al can im-
pact daily lives. We have fact-checked disinformation, explained how deepfakes work on

podcasts, and created spoofs for a radio programme on Al-enabled fraud.

Although automated systems are imperative for decision-making, the work shows that
supervised classifiers are insufficient. They do not generalise well to new test conditions,
such as different speakers. Our findings signal the need for alternative approaches, espe-

cially as issues like non-consensual deepfake proliferation increasingly affect society.

This thesis examines the capabilities of anomaly detectors, which do not need labelled
anomalies for training. We study their performance across different modalities to find po-
tential synergies. The results show that the choice of representation is the most crucial

component in an anomaly detector. Simple detectors work, provided the underlying be-



nign embedding is low-dimensional. This property is achievable by adapting pre-trained
neural networks trained on diverse data. We also provide instances where particular de-

tectors and architectures work better than others.

The findings will interest practitioners who want to deploy anomaly detectors in produc-
tion to address safety-critical problems. Our work signals promising directions and areas
to disregard in anomaly detection research. We establish a time and environmentally-
efficient baseline for anomaly detection by showing that a detector with pre-trained em-

beddings performs reasonably.

Future work could build on the thesis by curating training datasets to improve pre-trained
neural networks or testing the resilience of anomaly detectors in more challenging set-

tings, such as corrupted input data.
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1 Introduction

Malicious actors are constantly innovating in this era of rapid technological advancement.
As security systems learn to counter the modus operandi of criminals, new strategies to
bypass defences emerge. One example is identity fraud. Previously, a fraudster might
impersonate a victim using a crude mask to mimic their appearance and mannerisms [2].
Nowadays, fraudsters can use deepfakes (synthetic media produced in the likeness of a per-
son using deep learning technology) to do so. These technologically-enhanced activities
have already caused harm. The FBI has issued warnings about malicious actors creating
explicit deepfakes to harass victims [3] and to apply for sensitive jobs [4]. There have
even been multiple reports of deepfakes convincing victims to part with the equivalent of

hundreds of thousands of pounds [5, 6].

Barriers to accessing signi cant computational resources will only make it easier for ad-
versaries to scale these activities. One report on deepfakes estimates that 90% of online
content may be synthetically generated by 2026 [7]. The volume of data produced means
it will be challenging for humans to vet everything without assistance. The nature of syn-
thetic media is likely to diversify. One may primarily think of images when considering

threats like deepfakes, but malicious actors will branch into other modalities like audio.

Humans are also inconsistent assessors. Studies suggest humans are overcon dent in their
abilities to detect falsi ed media [8, 9, 10]. Investigations also suggest human performance
is unreliable for other safety-critical tasks. For instance, studies of X-ray baggage screeners

suggest their hit rates decrease with higher workloads [11].

These results highlight the need for automated anomaly detectors to complement man-
ual detection processes. Binary machine learning classi ers are a common but imper-
fect approach. Although they are highly accurate at classifying examples similar to those

seen during training, their performance on out-of-distribution samples is more unreliable
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[12, 13, 14]. This phenomenon means adversaries can defeat binary classi ers by slightly
modifying existing threats. Collecting more threats to retrain detectors is a solution, but

leads to a cat-and-mouse dynamic stalemate.

One-class classi ers aim to address the shortcomings of binary classi ers. They only use

benign data to build an exemplar embedding. At inference, samples that do not resemble
the exemplar features are deemed unusual. This approach is potentially more cost-e cient

than binary classi ers as it does not require example threats for training. As one-class clas-

si ers cannot over t on anomalous training data, they should generalise better to unseen

anomalies.

One-class classi ers have two core components: the underlying representation and the
detector. Research on natural images suggests the former aspect is more important for
performance than the latter [15, 16]. However, the questions of what a "good" representa-

tion is and how to quantify it are still unresolved.

One-class detection research also tends to focus on images. It is unclear whether these
ndings transfer to other modalities, which is crucial as security applications go beyond

images. Therefore, this thesis aims to address the following research questions:
RQ1. What representations best facilitate anomaly detection?

RQ2. Is the choice of representation more important for performance than the choice

of anomaly detector?
RQ3. What are the characteristics of good representations?

RQ4. Do similar principles for designing anomaly detectors and representations apply

regardless of input modality?

In addition to revisiting one-class detectors on natural images, we analyse performance on
X-ray imagery, text, speech and tabular data. Our results indicate no solution for anomaly
detection that works across modalities exists. Likewise, measures of representation quality

depend on the anomaly detection setup and have their caveats.

Nonetheless, our ndings suggest a reasonable benign representation is low-dimensional
compared to the learnt feature space. Learning representations from pre-trained neural

networks trained on vast amounts of data similar to the benign and anomalous classes can
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enable this.

Self-supervised methods enable the extraction of suitable representations for image, text,
and speech data. We demonstrate these results through empirical studies in each of these
modalities. Simple self-supervised tasks (such as encouraging benign data to match a cen-
tral exemplar embedding) work reasonably, raising questions on whether more compli-

cated tasks are necessary for anomaly detection.

However, appropriate learning schemes for tabular data are unknown. Like the other
modalities, we conduct detailed ablation studies on tabular data to test the e ectiveness of
di erent self-supervised approaches. Self-supervision - and broadly representation learn-

ing - is unhelpful in improving tabular anomaly detection performance.

Finally, we recon rm that representation choice is more important than the detector, al-

though detectors with minimal distributional assumptions are preferable.

The structure of the thesis is as follows. In Chapter 2, we provide an overview of one-
class anomaly detection and representation learning. Chapters 3, 4, 5, 6, and 7 investigate
anomaly detection behaviour on images, text, speech, and tabular data respectively. We

summarise the ndings, outline limitations, and conclude in Chapter 8.
The work in this thesis has contributed to the following publications:

1. Kimberly T. Mai, Toby Davies, and Lewis D. Grin. Brittle features may help
anomaly detectionWomen in Computer Vision Workshop at Computer at the Confer-

ence on Computer Vision and Pattern Recogr@®1. (Chapter 3).

2. Kimberly T. Mai, Toby Davies, and Lewis D. Gri n. Self-supervised losses for one-

class textual anomaly detectioarXiv preprint arXiv:2204:0562022. (Chapter 4).

3. Kimberly T. Mai, Sergi Bray, Toby Davies, and Lewis D. Gri n. Warning: Humans
cannot reliably detect speech deepfak®.0S One 18 (8), e028532823. (Chapter
5).

4. Kimberly T. Mai, Toby Davies, and Lewis D. Gri n. Understanding the limitations
of self-supervised learning for tabular anomaly detectidtattern Analysis and Ap-

plications 2024, (Chapter 7).

Beyond the thesis, we have contributed to the following:
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1. Kimberly T. Mai, Toby Davies, Lewis D. Gri n, Emmanouil Benetos. Explaining
the decisions of anomalous sound detectdfhe 7th Workshop on the Detection and

Classi cation of Acoustic Scenes and Ey&22.

2. Lewis D. Gri n, Bennett Kleinberg, Maximilian Mozes, Kimberly T. Mai, Maria Vau,
Matthew Caldwell, Augustine Mavor-Parker. Large language models respond to in-
uence like humans.Social In uence in Conversations Workshop at the 61st Annual

Meeting of the Association for Computational Lingus2i@23.

3. Kimberly T. Mai, Lorenzo Pasculli, Shane D. Johnson, Lewis D. Gri n. Generative

Al and homeland security: rethinking risk and responddnder review2024.



2 Background

In this Chapter, we recap the anomaly detection landscape and the various ways to mea-

sure the properties of embeddings

2.1 Anomaly detection

Anomaly detection is the task of identifying unusual instances. We label these instances
as "anomalous" and the remaining instances as benign. Using the de nition per Ru et al.

[1], it can be characterised as follows:

Let X E R represent the data space. We assume the benign data is drawn from a distri-
bution P on X. Anomalies are data points E X that lie in a low probability region inP.
AssumingP has a corresponding probability density functigmx/, the set of anomalies

can be de ned as follows:

A=EX®d.x/w ; xO0 (2.1)

Where is a thresholdP on X transforms toP on'Y according toP . .x// = d §where
Jis the Jacobian of. If is an e ective mapping, then . A/ will still be a low probability

of P and .A/ will have a simpler boundary ir¥ thanA in X.

Often, the original input space is not used, as anomaly detection performance can be im-
proved by using a di erent representation space. In the context of deep learning, a neural
network parameterised by : X P Y (whereY ERM™ is used to transform the input

data. The anomalies are assumed to lie in a low-probability region in the new space.

Essentially, the decision - anomaly or benign - is a binary choice. The most straightforward

1This thesis di erentiates between the terms "representation” and "embedding". Representation refers to
the learnt space, whereas embeddings are the samples that map into the representation space.
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way of facilitating this is with a supervised binary classi er. However, supervised models
come with disadvantages. They require labelled anomalies for training. Collecting such
samples can be costly and challenging as anomalies rarely occur. Moreover, supervised

classi ers require re-training to categorise unseen anomalies correctly.

In light of the shortcomings of supervised classi ers, we focus on one-class models. One-
class models only use benign data for training. We can train a model directly on the data, or
pre-process the data to extract relevant features. Traditional feature engineering pipelines

were hand-crafted. Nowadays, one can use neural networks.

The model compares the embedding of a test datum to the exemplar training embedding
at inference time. The more dissimilar the datum is, the more likely it is an anomaly. The
degree of acceptable dissimilarity depends on a set threshold. This threshold is a trade-o

between false accepts and rejects.

Appropriate thresholds are task-dependent. For example, it may be more acceptable to
have higher false reject rates when inspecting baggage at the airport compared to fa-
cial veri cation systems to unlock personal smartphones. We use the area under the re-
ceiver operating curve (AUROC) as the primary evaluation metric to avoid tuning di er-

ent thresholds for each application mentioned in the thesis and for consistency with other
work. The receiver operator curve is a graphical depiction of the true positive against
the false positive rate at various thresholds. We can consider AUROC as the probability
that a randomly selected anomaly will be ranked as more abnormal than a benign sample.
Scores fall between 0% and 100%. A score of 50% indicates a detector cannot distinguish
between anomalies and benign data points, while a score of 100% signals perfect anomaly

discrimination.

Although AUROC tends to be more stable for imbalanced datasets than accuracy, it may
not fully re ect model performance in situations of extreme imbalance. AUROC may fail
to highlight incorrect classi cations of rare anomalies. As a result, a high AUROC score
in an imbalanced dataset could signal that a model only learns to correctly identify benign

samples.
Anomalies can be of di erent types. Two important categories are [17]:

1. Semantic: The instance is an unusual object category (e.g., rearms in baggage).
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2. Fine-grained: The instance is a typical object category. Instead, the instance con-
tains unexpected patterns in speci c segments [18], such as unusual textures in bag-

gage due to power explosives [19].

This thesis focuses on semantic anomalies. Future work could extend our investigations

to ne-grained anomalies.

Anomalies are further categorised by how far they deviate from benign data. The distri-
bution of near out-of-distribution (OOD) samples resembles the benign distribution more
closely than far OOD points [20]. As a concrete example, if the training data contained X-
ray images of airport baggage, then X-ray images of baggage with rearms would be near
OOD. In contrast, camera photos of luggage containing rearms would be far OOD as they
are from a di erent domain. We primarily focus on near OOD samples by partitioning ex-

isting classi cation datasets to construct anomalies (for example, we treat the "automobile"

class in CIFAR-10 [21] as anomalies and the remaining nine classes as benign).

Benign data also fall into two main categories: unimodal and multimodal. The data points
in the unimodal setting are more similar to each other than the multimodal instance. Using

CIFAR-10 as an example, an unimodal con guration might only include "cat" as the benign
class, whereas a multimodal con guration mightincorporate all animals (i.e., cat, deer, dog,

frog, horse). We use both con gurations.

2.1.1 Related elds

—| Anomaly detection |

One-class H
—| Novelty detection |
Out-of-distribution
sample detectors | Out-of-distribution
Multiple classes |— detection

—| Open-set recognition |

Figure 2.1: Taxonomy of out-of-distribution sample detectors.

Anomaly detection closely aligns with novelty detection, open-set recognition and out-of-
distribution detection [22]. Although all elds involve detecting OOD samples, the litera-
ture uses out-of-distribution detection to refer to models explicitly designed to distinguish

between multiple classes.
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All elds assume only benign data are available at training. However, anomaly and novelty
detection group training data into one class. In contrast, semantic labels are available for

the benign subclasses in open-set recognition and out-of-distribution detection.

Anomaly and novelty detection di er in their treatment of OOD samples. Anomaly de-
tection treats them as abnormal, whereas novelty detection views them as merely unseen.
Consequently, future iterations of novelty detectors may incorporate previously identi ed

unseen data points into training.

Open-set recognition and out-of-distribution detectors assess test data in di erent ways.
Open-set models simultaneously classify known classes of in-distribution data while ag-
ging unseen classes. In contrast, out-of-distribution detection solely focuses on identifying

unseen samples. They use the subclasses to aid decision-making.

Methods designed for one eld are adaptable to another. One can use metadata or aug-
mentations to create new subclasses to turn a one-class con guration into a multiple-class

one [23]. Conversely, one can combine the subclasses into one group.

We provide further details on OOD sample detectors in Appendix A.

2.2 Representation learning

Representation learning is a machine learning paradigm that aims to transform a raw data
space into one with concise and meaningful features. Previous one-class anomaly detec-
tion methods that used representation learning relied on traditional feature engineering,
such as Mel spectrograms for audio [24] and histograms of gradients for images [25]. How-
ever, using features from neural networks is now the default choice and has improved

performance signi cantly [26].

Features from pre-trained classi cation networks transfer well to other tasks, even when
the downstream modality is di erent [27]. For instance, Palanisamy et al. [28] showed that
convolutional neural networks (CNNSs) trained on ImageNet [26] are a strong baseline for
audio classi cation. Fine-tuning the neural network with the target dataset can boost per-
formance. However, supervised learning may not be feasible because labels might not be
available. For instance, the exact contents of benign luggage seen in X-ray scanners may

be too complicated to annotate. The range of items varies widely, depending on a pas-
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senger's travelling purposes. Therefore, using the OOD con dence of a model classifying

di erent items inside luggage may be infeasible.

Self-supervised learning overcomes this issue by using intrinsic properties of the data as
labels. They use pretext tasks to generate labels from unlabelled data [29]. Examples
of pretext tasks include colourising greyscale images [30] or predicting the next word in

a sentence [31, 32]. Understanding the typical characteristics of a domain allows one to
create an appropriate pretext task. For instance, colourisation requires knowledge of object

boundaries and semantics. These aspects are useful for image classi cation [33, 34].

2.2.1 Self-supervised pretext tasks

Some categories of pretext tasks are as follows. Balastriero et al. [29] covers these in more

detail.

Classifying perturbations : Each training datum is subject to a perturbation randomly
selected from a xed set, such as rotating the input data [35] or reordering patches in an

image [36]. A classi cation model then learns to predict which perturbation was applied.

Conditional prediction . A neural network sees pieces of the input data and learns to
complete the remaining parts. Examples include predicting the next word given a portion

of a sentence [31] or lling in masked areas of an image [37, 38].

Clustering . Under this category, models learn to group semantically similar instances and
place them far away from observations representing other semantic categddieseans

clustering is a classic example that measures similarity in Euclidean space.

More modern techniques learn a similarity metric using neural mappings. One popular
loss function that enables this is INfoNCE [39, 40]. InfoNCE takes augmented views of
the same data point as positives and learns to group them while pushing away other data
points. Augmentations are usually in the form of transformations. In the case of images,
these can involve adding noise, colour jittering, or horizontal ips. However, InfoNCE
relies on large batch sizes to enable su ciently challenging comparisons. Augmentation
choices are also vital, as aggressive transformations could remove relevant semantic fea-

tures.

VICReg [41] attempts to overcome some of the issues of INfoNCE by enforcing specic
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statistical properties. It encourages augmented views to have a high variance to ensure the
neural mapping learns diverse aspects of the data. It also regularises the covariance matrix
of the embeddings. This regularisation ensures the neural mapping covers complementary

information across the representation space.

2.2.2 Measuring embeddings

Di erent pretext tasks learn di erent features. Variances across tasks can make it unclear
what features are more desirable than others. Understanding the importance of features
would help us understand how neural networks work and how to improve them. For exam-
ple, it would help us recognise whether the model would bene t from data augmentation

or architectural changes.

Neural networks are less interpretable than shallow machine learning models like linear
regression, partly due to the large number of parameters and nonlinearities [42]. The eld
of adversarial machine learning highlights the di culty of interpreting neural networks.
For example, adding imperceptibly small amounts of noise can cause an image classi er

to label a panda as a gibbon [43].

The one-class anomaly detection setup adds another layer of complexity. Embedding qual-
ity is only measurable with benign data. Yet, a good representation space needs to gen-
eralise poorly to out-of-distribution data. Hence, measures that rely on the training data

might be misleading.

There are still ways to measure embedding quality in the one-class setting. These meth-
ods fall into two categories: explainability (analysing task outputs) or interpretability
(analysing the internal properties of embeddings) [44]. Analysing task outputs involves
studying how the extracted embeddings perform on particular tasks. These embeddings
are not necessarily from the nal layer of neural networks. Some representation learn-
ing studies nd that using intermediate embeddings can be better for anomaly detection
because the later layers of neural networks specialise in the training task, while earlier
layers learn more generalised features [40, 45, 46]. In contrast, measures that analyse in-
ternal properties look at the properties of data after they have been transformed by neural

networks. We summarise some examples relevant to one-class anomaly detection below.
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Downstream task
performance

a Explainability | Ablations |

Comparisons
to humans

Methods to
measure embeddings| |

Visualisations

Covariance-based

—‘ Interpretability

| |
| |
| Gradient-based |
| Similarity metrics |

Figure 2.2: Diagram showing methods for assessing neural network embeddings.

Downstream task performance . We freeze the neural network of interest and extract
relevant features. We use these features to train a detector and evaluate a downstream
task, like anomaly detection or classi cation. We use performance metrics like accuracy
to implicitly measure embedding quality. This setting relies on having a validation set
that faithfully re ects the test conditions. For example, if the trained model was a spam
detector, the spam emails in the validation set should contain content similar to spam in

real-life settings.

Ablations observe how outputs change following input or architecture modi cations. For
example, the work of Geirhos et al. [33] showed that ImageNet-trained CNNs were biased
towards texture by training ResNets to classify the ImageNet categories and varying the
input features (natural colour, greyscale, silhouettes, canny images and textures). Per-
forming ablations allows us to understand if trained models have biases or limitations.
However, extensive ablation studies involve consistently training new models, which is
expensive. Additionally, using ablations for hyperparameter tuning raises the prospect
of over tting. This over tting can be problematic if there is a misalignment between the

ablations and the ultimate purpose of the model.

Human comparisons . Models that make the same classi cations or mistakes as humans
indicate they use similar characteristics for decision-making. For example, RotNet, which
encourages a model to predict the correct orientation of input images, relies on the reg-
ularity that many semantic classes have a non-uniform distribution of orientations [35].

One instance is cars, where wheels are generally in contact with the ground.
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Human comparisons can be as primitive as measuring how well models perform on an
annotated dataset, such as classifying ImageNet. More sophisticated studies involve re-
cruiting participants and comparing their responses to the model's outputs. The texture
study by Geirhos et al. recruited 97 participants to classify the same input features used
to train the ResNet models [33]. Unlike the ResNet models, human participants could still
categorise images with altered textures. From these results, Geirhos et al. concluded that

ResNet models relied more on texture to make classi cation decisions.

However, human studies come with considerations. Human participants can be costly to
recruit. Their decisions are also often error-prone and biased. One study suggests Ima-
geNet and CIFAR-100, two widely used datasets in computer vision research, contain an-
notation errors close to 6% in their test sets [47]. Another study on out-of-distribution de-
tection suggests a 50% overlap between in-distribution ImageNet-1K and commonly-used
out-of-distribution test sets [48]. These results imply the performance of classi cation or
out-of-distribution detectors may not faithfully indicate if one model is indeed better than
another. Human responses can also encode biases. One open-source large-scale dataset, 80
Million Tiny Images [49], was withdrawn after a study found the annotations contained
derogatory terminology. As a result, models trained on this dataset exhibited o ensive

biases [50].

Visualisations are useful in illustrating embedding behaviour. They aim to present em-

beddings in a way humans can understand. Dimensionality reduction techniques like PCA
and t-SNE aim to capture the most crucial data directions [51]. For example, Gao et al. vi-
sualised word embeddings from a vanilla transformer using singular value decomposition
and found they occupied a narrow space [52]. Concurrent and subsequent works con-

rmed this phenomenon [53, 54, 55, 56].

However, dimensionality reduction techniques have caveats. They use assumptions that
might not apply. PCA is a linear method that disregards the nonlinearities encoded in deep

neural networks.

T-SNE assumes the data follows a t-distribution in the lower dimensional space and is bet-
ter at modelling local relationships. It is also not deterministic. Re-running the algorithm
generates di erent results. In addition, t-SNE cannot transform unseen data and has to be

run on test data. Therefore, the visualisations can be misleading in a one-class setup.



Background 13

Covariance-based methods typically summarise the eigendecomposition of the covari-
ance matrix to a scalar value. Other works have used these scalar values to inform model

and hyperparameter selection.

The rst measure mentioned in this review,-ReQ, takes inspiration from neuroscience. A
2019 study by Stringer et al. analysed the encoding dimensionality of naturalimages in the
visual cortex of mice [57]. The encodings were high dimensional, and correlations obeyed
an - power law, where U 1. They computed the correlations by plotting the eigenvalue
spectrum of the covariance matrix of the encodings on a log-log scale and measured the
gradient. This gradient is termed. The correlations were not due to the power spectra of
natural images [58], as this behaviour persisted after whitening the stimuli presented to the
mice. An less than 1 indicates a dense encoding, whereas éarger than 1 indicates
sparser encodings. Stringer et al. argue thati 1 is desirable. Slower eigenspectrum
decays would increase sensitivity to small changes in input stimuli while faster decays

would decrease sensitivity to changes in input stimuli.

-ReQ used the approach to measure the quality of learnt embeddings in self-supervised
image classi cation models [59]. They found arcloser to 1 was a "sweet spot” for down-
stream classi cation performance. However, they emphasise this value is necessary but
insu cient for good downstream performance. Self-supervised models using CNNs as
backbones exhibited positive correlations between classi cation accuracy amehereas
transformer-based models showed negative correlations. In addition, the authors found
that correlations between and performance were weaker in the earlier layers of the
models and hypothesised this is due to earlier layers learning more broad task-invariant

features.

RankMe evaluates embedding quality by estimating the rank of the embeddings [60]. They
hypothesise larger values are better because they exhibit less dimensional collapse. The

score is as follows:

min.N;K/
RankMeZ/=exp * E  pglogpk (2.2)
H k=1 [

ozl
38,2159 (2:3)

with  pg =
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Where Z are the training embeddings, is the k-th singular value ofZ and is a sta-

bility constant. The study used RankMe to perform self-supervised model selection and

showed the metric correlated with classi cation accuracy. The authors demonstrated that
-ReQ and RankMe exhibited similar performance when used as a model selection metric

but found that RankMe outperformed-ReQ in cases of dimensional collapse. However,

RankMe cannot be used to compare architectures. The authors emphasise itis only usable

when comparing identical architectures.

Another similar metric is the area under cumulative explained variance (AUCEV). Li et
al. [61] used AUCEYV to establish why non-contrastive self-supervision approaches (like
BYOL [62] or SimSiam [63] that use stop-gradients instead of contrastive losses to learn
embeddings) perform well even though the global minimum is a collapsed embedding.
They found that model capacity closely aligns with classi cation performance. If the model

is too small compared to the dataset, it leads to dimensional collapse. They use AUCEV to

measure the extent, where there akesingular values in total:

13K 3i
AUCEV=M (2.4)

Values closer to 50% indicate no collapse, whereas 100% indicates severe dimensional fail-
ure. Hence, AUCEVs closer to 50% are more desirable. UnliReQ and RankMe, Li et
al's experiments only cover non-contrastive self-supervised models and use ResNets as

backbones.

Gradient-based methods rely on the backpropagation aspect of deep neural networks.
They examine gradient magnitudes given some input data. A sizeable gradient update
suggests the model is learning a new concept. Therefore, if a model trained on a particular
semantic class encounters a datum seen previously, the gradient should be smaller. Con-
sequently, gradient magnitudes are proxies for measuring the tightness of an embedding.
Simon-Gabriel et al. show thg norm of gradients calculated at the loscorresponds to
vulnerability to adversarial perturbations [64]. Higher norms correspond to higher vulner-
ability. This method cannot be applied to non-neural anomaly detection methods because

it requires a model that can backpropagate.

Similarity metrics correspond to the assumption in anomaly detection that benign em-
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beddings should be compact [65, 66, 67]. One way to measure this is by calculating the
cosine similarities across the training samples [68]. Another variation involves calculating

the average cosine similarity against a mean embedding [66, 67].

Similarity metrics can also compare embeddings from di erent models or layers. Alter-
native methods like centred kernel alignment (CKA) [69] commonly measure cross-model
similarities. Unlike cosine similarity, CKA is invariant to linear transformations. Therefore
CKA can compare di erent representation spaces. However, CKA is more complicated to
run than cosine similarity. The rst step involves computing kernel matrices for the two
embeddings. IX™ and X™ are two embeddings with dimensionalities; and m, their

similarity matrices after the kernel step are as follows:

K™ = kXM XM/ KM = kXM XM/ (2.5)

The matrices are zero-centred tdK™ and HK™, whereHK is the centred matrix. The

two matrices undergo comparison using the CKA score. The CKA score typically uses the
Hilbert-Schmidt independence criterion, which measures the independence between two
distributions and is normalised. CKA scores range between 0 and 1. Scores closer to 1

suggest higher alignment.

HSIC X™; XM/ = tr. HK™HK™/ (2.6)

.n*1/2

t
CKA. XM XM/ = HSICX™; XM/ HSICXM; XM/HSIC X™M2; X M2/ (2.7)

The kernel operations mean CKA is more expensive to compute than cosine similarity and
is less interpretable. The population characteristics of the input data can also confound
CKA and lead to misleading similarities. Cui et al. propose a x by regressing out the

input features [70].
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2.3 Landscape of representation learning for anomaly detec-
tion
Representation learning approaches for anomaly detection use deep neural networks end-

to-end or as feature encoders. Both rely on the same assumption: the embeddings learnt

by the neural networks can characterise benign data but not anomalies.

End-to-end approaches work on the principle that neural networks behave di erently on
benign data and anomalies. When dealing with anomalies, losses are higher [46, 71, 72],
predictions from discriminative models should be more uncertain [13], or log-likelihoods

in generative models are lower [73]. However, this assumption does not always hold in

practice.

Nalisnick et al. [73] trained generative models to reconstructimages from multiple datasets
(MNIST, FMNIST, SVHN, CIFAR-10, CIFAR-100). They used the log-likelihood to score
samples, anticipating that OOD samples should have lower values. The log-likelihood
scores for the OOD datasets were oftigher than the training datasets across several
generative models. Possible reasons include poor calibration between the actual under-
lying distribution and the tted distribution, the bias of deep generative models towards
low-level statistics, and the curse of dimensionality [74, 75, 76]. Alternatively, the OOD
datasets could have more straightforward characteristics than the training set. The gen-
erative models might contain the features to generate these out-of-distribution samples.
For example, Zenati et al. [77] combined the losses from the generator and discriminator
of a generative adversarial network (GAN) to score anomalies. When training their GAN
on MNIST, the model treated digits of the anomalous class "1" as more typical than the

training set classes ("0", "2",...,"9").

Feature extraction approaches feed neural network outputs into a shallow anomaly detec-
tor. k-nearest neighbourskfNNs) are a popular choice due to their nonparametric nature
[15, 16, 67, 78, 79], but other approaches like one-class support vector machines (OCSVMs)

and Gaussian mixture models (GMMs) have also been used [80].

Embeddings do not always originate from the nal layer. Intermediate embeddings have
also demonstrated good performance [80]. For instance, Andrews et al. [45] extract in-
termediate embeddings from a sparse autoencoder to train OCSVMs. They found these

embeddings worked better on average than using input features or the residuals from the
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autoencoder. However, there is no method for identifying which intermediate embeddings
work best. Intermediate embeddings are also not guaranteed to work better. For instance,
Xu et al. [81] trained OCSVMs with intermediate embeddings of BERT [82] and RoOBERTa
[83] to detect OOD samples on two datasets. They found the penultimate layers worked

best on one dataset but there was no best-performing layer for the second dataset.

There is no consensus on whether end-to-end methods are better than feature extraction
approaches. Using models end-to-end removes the need to assemble and tune di erent
components in the anomaly detection pipeline (for example, selecting the best-performing
shallow detector). In contrast, outputs from shallow detectors are more straightforward

to interpret and diagnose.

Benchmarking studies that compare di erent OOD detectors shiMN can outperform
end-to-end models on near OOD but not far OOD instances when using a ResNet-50 pre-
trained on ImageNet as a backbone [84]. However, these benchmarking studies concen-
trated on the scenario where multiple labels are available for the training data, which

di ers from the one-class focus in this thesis.

More broadly, representation learning methods for anomaly detection focus on computer
vision and use ImageNet as the benign distribution. Follow-up studies would bene t from

applying representation learning methods to more diverse scenarios.



3 Images

Reviewing images is a common way of assessing safety. Examples include identifying
bogus biometric attempts [85], agging unusual vehicle movements [86], and pinpointing
suspicious items in parcels [17]. The contents of images can vary greatly and it can be
challenging for humans to keep up with the changing nature of anomalies. Therefore,

complex and varied images emphasise the need for automated detectors.

One might use supervised classi ers as an initial option. However, it is challenging to col-
lect a su cient number of anomalies for training. For instance, a training set for a super-
vised rearms classi er su ers from this problem. Finding rearms in the wild is rare. The

di culty of collecting training anomalies motivates the use of one-class anomaly detec-
tors. Regardless, there might not be su cient data to train a one-class model from scratch.
For instance, X-ray images of luggage have vastly di erent characteristics from natural
images and require specialist equipment to collate. One could adapt features from models
specialising in processing natural images for a domain like X-rays. Pre-trained models
trained with natural images are widely available. However, it is unclear whether using

them to evaluate X-ray images would result in a domain shift that a ects detectability.

We compare how di erent representation spaces a ect anomaly detection performance.
To do so, we use knowledge distillation [87] to construct a setting where the model should
be able to represent benign data but not anomalies. We select a teacher network trained
on a pretext task. This task originates from a more complex pre-trained classi cation
task or self-supervised learning. A student network that only sees inlier training data
learns to match the internal embeddings of a frozen teacher network. Using the idea that
regression models extrapolate poorly to unseen data, we expect the embeddings of the
student and teacher to di er more on anomalous images compared to benign images [88].
We use mean squared error to score anomalies, as the extent of disagreement between

student and teacher should show through higher regression errors. Although there have
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been works that have used this failure-to-extrapolate idea [88, 89, 90], these works have
xed the teacher representation spaces and have not explored how varying the teacher

can a ect detection.

We derive representation spaces from various sources, including an X-ray security dataset
containing staged threats [17]. Our approach outperforms the previous best anomaly de-

tection scores for that dataset, boosting the AUROC score from 92.65% to 96.41%.

In addition, our results suggest embeddings with features susceptible to adversarial pertur-
bations may be better candidates for anomaly detection. To summarise, our contributions

are as follows:

1. We conduct an empirical study to compare the suitability of multiple candidate em-

beddings for anomaly detection.

2. We con rm the choice of representation space is more important than the anomaly

detection method.

3. We demonstrate that separability between anomalies and benign data does not en-

sure reasonable detection performance.

4. We show that embeddings more prone to adversarial perturbations may be more

suitable for anomaly detection. We also propose a score to measure the vulnerability.
This work was presented at the Women in Computer Vision Workshop at CVPR [91].

We outline the anomaly detection literature in Y3.1 and describe our approach in Y3.2. We

analyse our results in Y3.3. Finally, we summarise and conclude in Y3.4.

3.1 Background

Earlier approaches for image-based anomaly detection used hand-crafted feature engi-
neering (such as colour histograms [92] or textural features [93]) to pre-process high-

dimensional images.

The advent of deep learning enabled the learning of features that specialised more to the
training distribution [43]. Generative models, particularly autoencoders, are popular end-
to-end approaches that simultaneously learn relevant features and assess anomalousness

[45, 71, 72]. However, evidence showed that these models often deem OOD data less
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anomalous than benign data [73]. One explanation speculates that generative models fail

to model the actual distribution su ciently [74].

Instead of using the sampled training data to learn representation spaces from scratch,
later works use transfer learning [94]. Representations formed from models pre-trained
on mass amounts of data should have fewer discrepancies between the modelled and actual
distributions. The diversity of large-scale natural image datasets like ImageNet [95] makes
transfer learning a sensible starting point for image-based anomaly detection. Transfer
learning methods use the pre-trained models directly or ne-tune with the benign data
before feature extraction. Anomaly detection methods feed the embeddings through shal-
low detectors [94, 96] or apply feature engineering (such as binarisation [17]) to enhance

the di erence between benign and anomalous inputs.

The size of pre-trained models means it can be expensive to extract features directly.
Knowledge distillation is a technique closely linked to transfer learning that addresses
this issue [87]. This technique involves two models: a teacher and a student. The stu-
dent model tends to be more computationally e cient while retaining salient features of

the teacher. Instead of training the student from scratch, the student learns to mimic the
outputs of the teacher. These outputs can be the teacher's predictions or intermediate

embeddings.

Knowledge distillation has improved both classi cation and anomaly detection [89, 97].
Works hypothesise knowledge distillation is helpful because the teacher logits provide

more information about how classes relate to each other than discrete labels [87, 97].

Anomaly detectors that use knowledge distillation assume the student network represents
benign data similarly to the teacher but diverges on anomalies. Bergmann et al. pro-
pose an ensemble-based method for ne-grained anomaly detection [89]. An ensemble of
students learns to mimic the pre-trained teacher output by minimising the patch-based
distance between the mean student embedding and the teacher embedding. The anomaly
score combines the reconstruction loss between each student and teacher with the average
amount of disagreement between the students. As this method is for ne-grained anomaly

detection, it relies on combining pixel patch embeddings, which is expensive.

Neural networks tend to be susceptible to adversarial perturbations. An imperceptible

change to the input data can alter neural network outputs. Studies suggest vulnerability
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is related to the magnitude of the loss gradient [64, 98]. The occurrence of adversarial
examples suggests neural networks rely on brittle features for learning representations
[43]. Works argue that these brittle features are not at odds with downstream performance.
Instead, they claim brittle features are a direct product of a model's sensitivity to well-

generalising features in data [99, 100].

3.2 Method

Although several works use pre-trained embeddings for anomaly detection, embeddings
from ImageNet-based classi ers are the most common choice [13, 17, 96, 89]. These em-
beddings may not be suitable when there are domain shifts, for instance, from natural

images to X-rays. Therefore, our research questions are as follows:
1. What representations and embeddings are best for image-based anomaly detection?
2. What are the properties of the most suitable embeddings?

Our anomaly detection setup relies on a reconstruction principle. A good embedding
should contain features su cient to reconstruct benign instances but insu cient to re-
construct anomalies. Our approach is similar to using autoencoders and a reconstruction
loss as the anomaly score [71] but xes a aw with autoencoders. Some works show that
vanilla autoencoders can construct more rudimentary OOD classes [73, 77]. For example,
Zenati et al. [77] showed that autoencoders can reconstruct the anomalous class "1" in

MNIST if the remaining numbers are benign.

Ren et al. [74] suggest this behaviour happens because the reconstruction relies on short-
cut features. For example, in MNIST, the proportion of zeros (the number of pixels be-
longing to the background in an image) is a confounding factor and a ects reconstruction.
They term this proportion of zeros a "background" representation. Ren et al. propose x-
ing this issue by introducing likelihood ratios. The likelihood ratio statistic compares a
representation that only models benign data against a background representation that can

model other semantic classes beyond the benign class.

Our teacher-student approach uses a similar principle. We train the teacher on more com-
plex pretext tasks, sometimes on more diverse data. The student only uses benign data

speci ¢ to anomaly detection. Its task is also simple. It learns to match the teacher's out-
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puts. As a result, the student learns a representation space more speci c to the benign
data, whereas the teacher learns a representation that captures background information.
We emulate the likelihood ratio scenario by passing a test datum through the teacher and
student and comparing embeddings. The student and teacher should output similar em-
beddings for benign data and divergent embeddings for anomalies. We visualise our ap-

proach in Figure 3.1.

Compare difference

Input Image

Figure 3.1: Schematic of the knowledge distillation architecture.

First, we train a teacher network on a pretext task. We outline all pretext tasks in Y3.2.1. In
all cases, the teacher does not encounter any anomalies during the training stage. We then
freeze the teacher weights and randomly initialise a student network. We feed the same
input image to the student and teacher. The student learns to match their output with the
teacher. We optimise the student using mean squared error (MSE). We experimented with

ensembling and other loss functions but did not notice signi cant improvements.

Our inference pipeline is similar. We pass a test image through both networks and use the
MSE as the anomaly score. For an input datupiet the output of the student bé.x/ and

the output of the teacher ba.x/. The anomaly scoré.x/ is then de ned as:

A.x/ = dax/* f.x/& (3.1)

3.2.1 Pretext tasks

We use generative and discriminative tasks to cover the range of learning objectives. The

tasks are as follows:
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Classi cation from other datasets . We train neural networks to classify a dataset sep-
arate from the one we use for anomaly detection. We use a standard classi cation training

regime: we use the provided annotation labels and train with cross-entropy loss.

RotNet uses a perturbation-type self-supervised task [35]. Each input image rotates by a
multiple of 90 degreesd; 90; 18¢; 270". The model learns to predict the rotation using the
angle as the label. RotNet learns orientations and subsequent features that are important

for identifying semantic classes. The networks use cross-entropy loss.

SIMCLR is a self-supervised clustering task for images [40]. It trains a Siamese neural
network to distinguish between two augmented views of the same image. The training
process uses a contrastive loss function called NT-Xent. NT-Xent compares images in a
minibatch. Two di erently augmented views of the same image are the positive pair, while
the remaining samples in the minibatch are negative. This loss encourages the network to
learn the semantic features in images and makes the network invariant to factors irrelevant
to semantic classi cation, such as sharpness and colour. In the original implementation,
the authors experimented with di erent augmentations. They found random cropping,

ipping, colour distortion and Gaussian blur worked best. We use the same augmentations.

Autoencoders (AE) are unsupervised networks that learn to reconstruct the input data
[101]. An autoencoder typically includes a bottleneck in its architecture. It projects the
input data through this bottleneck so that it is encouraged to learn more e cient embed-

dings of the data and to ignore irrelevant noise. We optimise the autoencoders using MSE.

Denoising autoencoders (DAE) are extensions of AEs. They learn to reconstruct the data
using a corrupted version as input [102]. By learning to remove the noise in addition to
recreating the data, DAEs should be more robust to noise and irrelevant variations in input
data. However, adding noise makes the training process more computationally expensive
than AEs. We optimise the DAEs with MSE and apply Gaussian noise 1) to the input

data.
We also include two control representations:

Random weights (Random) . We randomly initialise the teacher weights. We apply
the default Glorot initialisation [103] because we use PyTorch to implement the models.

Glorot initialisation aims to preserve the variance of the input signal as it passes through
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a network to prevent vanishing gradients by ensuring zero means and maintaining the
value of the variance of the input in every layer. Random weights provide a oor for

performance.

Supervised anomaly detection (Supervised) uses a teacher network that classi es be-
nign and anomalous training samples. Although this is not a realistic representation for
one-class anomaly detection, this setup provides a ceiling for the best teacher represen-
tation. The network speci cally learns to categorise typical samples and anomalies from

the same distribution as the test distribution.

3.2.2 Comparisons

We compare our knowledge distillation framework to shallow anomaly detectors trained
directly on embeddings extracted from the teacher. We use AUROC to benchmark all

anomaly detection methods.

Mean squared error. We pass all the training data through the teacher and extract the
newly transformed embeddings. We calculate the mean embedding across the training
samples. We use the MSE between a test datum (transformed by the teacher) and the
mean embedding as the anomaly score. This scoring method uses the same assumption
as the centre loss setup [66]: benign data should be close to the prototypical (teacher)

embedding.

Mahalanobis distance . In addition to the mean embedding, we calculate the covariance

of the training data from the newly transformed embeddings. We calculate the full and
diagonalised covariance to understand whether including correlations between variables
improves performance. We use the Mahalanobis distance between a test datum and these

values to calculate anomaly scores.

We also compare the performance of the anomaly detectors to the supervised classi cation
performance. We freeze the teacher networks, append a linear head and ne-tune the
networks to classify between benign samples and anomalies. CIFAR-10 is the exception:

we ne-tune the network to categorise all ten classes.

3.2.3 Datasets

We evaluate anomaly detection performance on the following datasets:
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Cats vs. Dogs (CvD)contains 25,000 coloured images of cats and dogs split equally be-
tween the two classes [104]. For each class, we allocated 10,000 images for the training set
and the remaining 2,500 images into the test set. As image sizes vary, we resize each image
to 32 « 32pixels. The anomaly detectors only used one class for training. The images of

the other class are deemed anomalous.

CIFAR-10 contains 60,0082 « 32colour images split equally across ten classaisglane,
automobile, bird, cat, deer, dog, frog, horse, ship) {2tk In total, there are 50,000 train-

ing images and 10,000 testimages. There are no overlaps between the classes. We evaluate
unimodal and multimodal con gurations for all ten classes, resulting in twenty con gura-

tions overall. For example, for the unimodal con guration, we could piakplaneas the

benign class and set the remaining classes as anomalies.

Plant Pathology 2020 is a Kaggle dataset. It contains 3,651 colour images of apple leaves
taken under di erent light, angle, and noise conditions [105]. Of those, 1,821 images were
labelled and categorised into one of four categories for the Kaggle competition: healthy
(516), containing apple scabs (592), containing cedar apple rust (622), or containing multi-
ple diseases (91). We use 80% of the labelled healthy images for training and the remaining
20% for testing. We sampled an equal number from the other classes to serve as anomalies
during testing. We do not use the unlabelled images. The original image2@4@& « 1065

pixels. We resize each image 224 « 224to t computational constraints.

The X-ray dataset consists of 5,000 stream-of-commerce (SoC) and 234 staged threat
(threat) parcels collected from a UK parcel distribution centre [17]. The SoC parcels con-
sist of benign objects, whereas the threat parcels include a rearm. All parcels have dual
views, which show the same contents at perpendicular angles. They are false-coloured
with dual-energy imaging. The images are 764 pixels high, while the width varies. SoC
parcels have a median width of 676 pixels, whereas threat parcels have a median width of

990 pixels. We show examples from the dataset in Figure 3.2.

We use the same pre-processing steps as Grin et al. [17], who initially introduced the
dataset (Figure 3.3). We cropped the images to remove extra air and split therd2d4a224
patches using a stride of 112 or less so that both views were fully covered. We only use SoC
patches for training. The models only encounter the threat patches during the evaluation

stage. As we fed patches into the networks instead of full images, we used the maximum
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