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Physical Layer Security Performance of Cooperative Dual
RIS-aided V2V NOMA Communications
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Abstract—This paper investigates the performance of physical
layer security (PLS) in a vehicle-to-vehicle (V2V) communication
system, where a transmitter vehicle exploits a dual reconfigurable
intelligent surface (RIS) to send confidential information to
legitimate receiver vehicles under the non-orthogonal multiple
access (NOMA) scheme in the presence of an eavesdropper
vehicle. In particular, it is assumed that an RIS is near the
transmitter vehicle and another RIS is close to the receiver
vehicles to provide a wider smart radio environment. Besides,
we suppose that the channels between two RISs suffer from
the Fisher-Snedecor F fading model. Under this scenario, we
first provide the marginal distributions of equivalent channels
at the legitimate receiver vehicles by exploiting the central limit
theorem (CLT). Then, in order to evaluate the PLS performance
of the considered system model, we derive analytical expressions
of the average secrecy capacity (ASC), secrecy outage probability
(SOP), and secrecy energy efficiency (SEE) by using the Gauss-
Laguerre quadrature and the Gaussian quadrature techniques.
Moreover, to gain more insights into the secrecy performance,
the asymptotic expression of the ASC is obtained. The numerical
results indicate that incorporating the dual RIS in the secure
V2V communication under the NOMA scheme can significantly
provide ultra-reliable transmission and guarantee more secure
communication for intelligent transportation systems (ITS).

Index Terms—V2V secure communications, RIS, NOMA,
Fisher-Snedecor F fading channels, secrecy performance.

I. INTRODUCTION

THE advent of the sixth generation (6G) of wireless
communication systems heralds an era where the seam-

less interconnectivity of devices is paramount [1]. Among
the various types of connections, vehicular communications
stand out for their critical role in enhancing road safety,
traffic efficiency, and the provision of infotainment services
[2]. Vehicle-to-everything (V2X) communications, a subset
of which includes vehicle-to-vehicle (V2V) interactions, are
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essential components of future intelligent transportation sys-
tems (ITS). These systems utilize the exchange of information
between vehicles and various entities in the traffic ecosystem
to support autonomous driving and smart mobility solutions
[3]–[5]. In the pursuit of hyper-connectivity and intelligent
network solutions proposed for 6G, reconfigurable intelligent
surfaces (RIS) has appeared as a transformative technology
[6]. RIS-aided communication networks can intelligently alter
the propagation environment to enhance signal quality, extend
coverage, and increase spectral and energy efficiency [7].
Moreover, to broaden the utility of RISs across the complete
spatial domain, the concept of simultaneously transmitting
and reflecting RISs (STAR-RISs) that possess the ability to
concurrently transmit and reflect signals has been suggested.
[8]–[10]. As vehicular networks become more interconnected,
the security of transmitted information becomes increasingly
vulnerable to interception and unauthorized access [11]. It
has been a significant challenge for maintaining the secrecy
of sensitive data. Physical layer security (PLS) approaches
have been advocated to exploit the inherent randomness of
communication channels to enhance security, providing an
additional layer of protection that complements upper-layer
encryption methods [12]. The performance of PLS is primar-
ily determined by the unpredictability and variability of the
wireless channel. This is due to the fact that the security in
PLS is achieved by ensuring that the signal quality at the
legitimate receiver is significantly better than that at the po-
tential eavesdropper. Recently, it has been shown that the PLS
performance is greatly enhanced by advanced technologies
such as RIS [13]–[17]. RIS can intelligently manipulate the
propagation environment to improve the signal quality at the
legitimate receiver while degrading it at the eavesdropper. This
not only strengthens the security of the communication but
also improves the overall spectral efficiency of the network.
Moreover, with the evolution of multiple access schemes,
non-orthogonal multiple access (NOMA) has emerged as a
superior alternative to traditional orthogonal multiple acess
(OMA) techniques [18]. NOMA leverages the power domain
for user multiplexing, allowing multiple users to share the
same frequency resources but with different power levels,
thereby increasing spectral efficiency and supporting massive
connectivity–a key requirement in dense V2V networks [19].

A. Related Works

There have been great efforts in recent years focusing on
RIS-aided communications in vehicular networks for various
scenarios. The authors in [20] evaluated the optimization of
socially aware V2X networks augmented with RIS technology.
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They focused on maximizing the sum capacity of vehicle-to-
infrastructure (V2I) links under the constraints of reliable V2V
communications, through joint optimization of power alloca-
tion, RIS reflection coefficients, and spectrum allocation. Their
proposed algorithm demonstrates significant improvements in
vehicular communication quality, illustrating the transforma-
tive impact of RIS in enhancing vehicular network perfor-
mance. In [21], the authors investigated robust transmission
strategies for RIS-aided millimeter wave (mmWave) vehicular
communications. They proposed a transmission scheme that
adapts to quickly changing channel state information (CSI),
crucial for high-mobility scenarios. The focus on statistical
CSI rather than instantaneous CSI addresses the challenge of
high signaling overhead in RIS-aided systems. Their results
confirmed the effectiveness of their approach, highlighting the
potential of RIS in elevating mmWave vehicular communi-
cation under dynamic conditions. By considering the phase
error and mobility of vehicles in RIS-assisted communication
systems, the author in [22] employed a new scheme to demon-
strate the distribution of the resultant channel and then derived
analytical expressions of average bit-error-rate (BER) under
the generalized-K shadowed fading distribution. The authors
in [23] focused on mitigating passive attacks in 6G vehicular
networks from a PLS perspective. They presented analytical
expressions of OP and secrecy outage probability (SOP),
considering vehicular to infrastructure scenarios aided by RIS.
Their findings suggested that RIS can enhance the secrecy
performance more effectively than traditional access points,
indicating its pivotal role in securing future vehicular networks
against eavesdropping threats. In [24], the authors explored the
performance of partial RIS selection versus partial relay selec-
tion in vehicular communications. They derived closed-form
expressions for different performance metrics, such as EC and
average secrecy capacity (ASC). Their comparison showed the
advantages of partial RIS selection over single RIS architecture
and traditional relay systems, especially in high mobility and
high quality of service (QoS) requirement scenarios of wireless
vehicular networks. The secrecy performance of RIS-aided
vehicular communications by considering both V2V and V2I
scenarios was analyzed in [25]. The authors derived closed-
form expressions of the SOP, confirming the potential of RIS
in enhancing secure communications in vehicular networks.
Their work underscored the versatility of RIS in different
vehicular communication scenarios, bolstering the security
against the passive eavesdroppers. Besides, the authors in [26]
analyzed the SOP and ASC for different two scenarios in RIS-
aided secure communication systems, where one is that the
eavesdropper distributes close to the transmitter without the
RIS orientation, and the other is that the eavesdropper locates
close to the legitimate receiver and in the presence of the
RIS. Moreover, by assuming two models that the full CSI
and statistical CSI are available at the transmitter in a secure
STAR-RIS-aided NOMA communication system, the sum-rate
maximization and SOP minimization problems were evaluated
in [27].

Aiming to cover more users and enhance the QoS, a multi-
RIS wireless system was considered in [28], where the authors
derived tight approximate closed-form expressions for the OP

and ergodic capacity (EC), exploiting the central limit theorem
(CLT). Their results indicated the superiority of using the
exhaustive RIS-aided scheme over the opportunistic RIS-aided
model. In addition, an optimization problem was evaluated
in [29] to minimize the mean-squared error of the recovered
data in the presence of timing offsets and phase shifts in a
multi-RIS-aided communication system. Assuming that the
direct link between the transmitter and receivers exists, the
author in [30] derived the closed-form expression for symbol
error probability (SEP) in a multi-RIS-aided communication
system under Nakagami-m fading channels, where their results
showed that considering the multi-RIS is more beneficial com-
pared with using the single-antenna system. Additionally, in
[31], the multi-RIS scenario was applied to the D2D commu-
nication system under the NOMA scheme, where the outage
and throughput performance were theoretically analyzed over
the Rician fading channels. In this regard, numerical results
revealed the significant advantages of using the multi-RIS
model in comparison to the single-RIS model in terms of the
OP and system throughput. By assuming an unmanned aerial
vehicle (UAV) as a transmitter, compact analytical expressions
of the OP and achievable data rates (ADR) were also derived in
[32] for a multi-RIS-aided NOMA system under Nakagami-m
fading channels. Moreover, based on the effect of transceiver
hardware impairments, the authors in [33] obtained the OP,
throughput, ADR, and SEP expressions of the multiple-RIS-
assisted wireless systems over Nakagami-m fading channels.

The aforesaid contributions mainly analyzed the perfor-
mance and optimization problems for single-RIS or non-
cooperative multi/dual RIS-aided communication setups. How-
ever, analyzing a cooperative multi/dual RIS-aided scheme
has received attention over recent years to extend the cov-
erage region and support cell-edge users. For this purpose,
[34] considered a cooperative multi-RIS scenario to design
beamforming, solving a sum-rate optimization problem. In this
model, the multiple RISs cooperate with each other in order
to assist the downlink communications from a transmitter to
its users. Following the proposed model in [34], the authors
in [35] considered a cooperative dual-RIS-aided multi-user
multiple-input multiple-output (MIMO) communication sys-
tem, where the mean-square-error (MSE) minimization prob-
lem by jointly optimizing the active transmit beamforming,
the receive equalizer, and the passive beamforming at each
RIS was investigated. Moreover, a cooperative double-RIS-
aided multi-user mmWave uplink communication system was
considered in [36], aiming to maximize the system throughput
by jointly optimizing multi-user transmission power, active
beamforming, and passive beamforming. Besides, [37] consid-
ered a double cooperative-RIS-assisted uplink NOMA system
with inter-RIS reflections and then formulated an optimization
problem for minimizing the total transmission power for the
proposed model. From the performance analysis viewpoint, by
examining V2I communication aided by a dual RIS, the au-
thors in [38] derived analytical expressions for the OP, energy
efficiency (EE), and spectral efficiency (SE) under Nakagami-
m fading channels. Their results indicated that considering
the cooperative dual RIS instead of single RIS can signifi-
cantly enhance the system performance in ITS. Moreover, by
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TABLE I
COMPARISON BETWEEN THE RELATED WORKS AND OUR WORK

Works Single RIS Multi/dual RIS Cooperative multi/dual RIS V2V PLS NOMA Performance Optimization
[20], [21] ✓ × × ✓ × × × ✓
[22], [24] ✓ × × ✓ × × ✓ ×
[23], [25] ✓ × × ✓ ✓ × ✓ ×

[26] ✓ × × × ✓ × ✓ ×
[27] ✓ × × ✓ ✓ ✓ × ✓

[28], [33] × ✓ × ✓ × × ✓ ×
[29], [30] × ✓ × × × × × ✓
[31], [32] × ✓ × × × ✓ × ✓
[34]–[36] × × ✓ × × × × ✓

[37] × × ✓ × × ✓ × ✓
[38] × × ✓ ✓ × × ✓ ×
[39] × × ✓ ✓ × ✓ ✓ ×
Ours × × ✓ ✓ ✓ ✓ ✓ ×
✓: Item is supported, ×: Item is not supported.

considering both NOMA and OMA schemes, the authors in
[39] evaluated the performance of cooperative RIS/STAR-RIS-
assisted V2V communications, where they obtained closed-
form expressions of the OP, EC, and EE under Fisher-Snedecor
F fading channels, exploiting the CLT. They revealed that
the NOMA approach under the consideration of RIS and
STAR-RIS can provide better performance in comparison with
OMA scenario for ITS. Table I shows the differences between
previous studies and our research, especially highlighting that
this is the first work that studies the PLS performance of
(cooperative) dual RIS-aided communication system.

B. Motivation and Contributions

It is widely known one of the key reasons of using the
RIS is to extend the coverage region, especially in a case
where the direct links between the transmitter and receivers
are blocked due to obstacles. In this case, a single RIS-
aided communication system can be beneficial to support
those receivers. However, especially in urban dynamic ultra-
dense cellular networks such as V2V, V2I, and device-to-
device (D2D) communications, mobile users or vehicles can
be located very far from the transmitter or even the RIS so that
the links between the corresponding RIS and them (cell-edge
users/vehicles) are blocked and the RIS cannot cover those
users. In such a likely practical scenario, considering addi-
tional RIS (two or more) to serve the far users can be beneficial
since each RIS can cooperate with its previous nearest RIS to
extend the network coverage area. This model mainly referred
as cooperative multi/dual RIS-aided communication systems.
Motivated by the significant impact of using cooperative RISs
in extending coverage area and providing high spectral/energy
efficiency over the next generation of intelligent V2V com-
munications, the remarkable advantages of exploiting PLS to
guarantee secure and reliable transmission, and the key role
of Fisher-Snedecor F distribution in precise modeling and
characterization of the simultaneous occurrence of multipath
fading and shadowing, in this paper, we consider a cooperative
dual RIS-aided V2V secure communication under the NOMA
transmission scheme, where the fading channels is modeled
as Fisher-Snedecor F distribution. It is worth mentioning that
this proposed model is totally different from the multi-RIS

scenario defined in the literature. In the most previous multi-
RIS communication systems, the RISs did not cooperate with
each other to extend the coverage area; instead, a large number
of RISs were deployed near each group of users so that each
RIS could separately support those associated groups. In other
words, for each group of users, one RIS is required, where
it’s like the case that many single-RIS without cooperation
are considered in the system model. Hence, in this case, the
coverage region will not be extended in comparison with the
single-RIS or cooperative dual-RIS models, and only more
groups of users can be supported thanks to increasing the
number of single-RIS. Therefore, to the best of the author’s
knowledge, no prior studies have addressed the PLS over
cooperative dual RISs-aided vehicular communications under
NOMA scheme. In particular, we assume a transmitter vehicle
aims to send a confidential message to legitimate receivers by
employing two RISs, while an eavesdropper vehicle tries to
decode the information. Moreover, we assume that the RISs
are close to the legitimate and eavesdropper vehicles so that
the corresponding links can be represented as deterministic
line-of-sight (LoS) channels. In this regard, we first derive the
marginal distributions of the equivalent channels at legitimate
receiver and eavesdropper vehicles, and then we develop
analytical formulations for key secrecy performance metrics to
assess the secrecy performance of the proposed system model.
Hence, the key contributions of our study can be outlined as
follows

• First, we provide the marginal distributions of the signal-
to-noise ratio (SNR) and signal-to-interference-plus-noise ratio
(SINR) at the legitimate receiver and eavesdropper vehicles
with the help of the CLT.

• Next, we derive the analytical expressions of the ASC,
SOP, and secrecy energy efficiency (SEE) by utilizing the
Gauss-Laguerre quadrature and the Gaussian quadrature meth-
ods.

• Then, to acquire deeper understanding of the performance
of the obtained secrecy metrics, we derive the asymptotic
expressions of the ASC in the high SNR regime.

• Finally, we evaluate the secrecy performance of the
considered system model in terms of the ASC, SOP, and SEE.
To this purpose, we validate the validation of the analytical
expressions with the Monte-Carlo simulation; namely, the
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numerical findings validate the effectiveness of incorporating
dual RIS in V2V communication can significantly provide a
more secure and reliable transmission for ITS.

C. Organization

The reminder for this paper is organized as follows: Section
II describes the channel model and the statistical character-
ization. In Section III, the secrecy performance metrics are
analyzed. The numerical results are also presented in Section
IV, and the conclusions are provided in Section V.

II. SYSTEM MODEL

A. Channel Model

We examine a secure wireless V2V communication within
the framework of NOMA as illustrated in Fig. 1, where a
transmitter vt aims to send a confidential signal 1 with the help
of two RISs to the legitimate receiver vehicles vri , i ∈ {1, 2},
whereas an eavesdropper vehicle ve attempts to decode the
desired information 2. We assume that the direct links between
vt and both vri and ve are blocked due to obstacles such
as buildings, etc. Hence, we assume that the first RIS with
M1 elements is located near the transmitter vehicle vt and
the second RIS with M2 elements is deployed close to the
legitimate receivers vri and eavesdropper ve. We also consider
that the distance between vt and the first RIS, dvtR1 , as well
as the distance between the second RIS and vri , dR2vri

, and
ve, dR2ve , are small, and thus, the respective channels can
be appropriately modeled as determinist line-of-sight (LoS)
channels. Meanwhile, we assume that the distance between
two RISs, dR1R2

, is large enough; thereby, the corresponding
links between the k-th elements of the first RIS and the l-
th element of the second RIS are quasi-static fading channels.
According to the NOMA scheme, let the transmitter vehicle vt
exploits superposition coding, i.e., to simultaneously transmit
the corresponding signals to vri over the power domain.
Specifically, without loss of generality, we consider vr1 as the
near receiver vehicle (i.e., strong receiver vehicle) and vr2 as
the far receiver vehicle (i.e., weak receiver vehicle). By doing
so, more power is always allocated to the weak receiver vehicle
vr2 , i.e., pr2 ≥ pr1 , due to the user fairness, where pri is the
power allocation factor that satisfies pr1 + pr2 = 1. Therefore,
the received signal at the vehicle n ∈ {ri, e} can be expressed
as

yn =
√
P

(
M1∑
k=1

M2∑
l=1

ejϕkhk,le
jψn,l

)(√
pr1xr1 +

√
pr2xr2

)
+ zn,

(1)

1In V2V communication systems, the types of confidential messages that
usually require to be transmitted over a wiretap channel can vary depending on
the specific application and context. However, confidential information such
as safety-critical messages, traffic conditions, cooperative driving strategies,
privacy-preserving location sharing, lane change and merging intentions, etc.,
are the most critical common information that needs to be protected from
eavesdropping to prevent malicious manipulation or interference.

2In this scenario, we assume that the vehicles move at nearly constant
speed or low speed (e.g., traffic conditions), which leads the constant Doppler
frequency. By doing so, the effect of vehicle speed or the user mobility speed
is mainly ignored [25], [38]

Fig. 1. System model indicates a secure dual RIS-aided V2V NOMA
communication.

where P is the total transmit power, xri denotes the symbol
sent by the transmitter vehicle vt to vn, and zn ∼ CN

(
0, δ2n

)
denotes the additive white Gaussian noise (AWGN) at the
vehicle vn that is modeled as a zero-mean complex Gaussian
distribution with variance δ2n. Besides, the fading channel
from the first RIS to the second RIS is defined by hk,l =
ηk,ld

−κ
R1R2

e−jζk,l , where ηk,l and ζk,l denote the amplitude
and the phase of hk,l, respectively. The term κ > 2 is also
the path-loss exponent. Moreover, ϕk and ψn,l are the variable
phases generated by the k-th element of the first RIS and the
l-th element of the second RIS 3, respectively. Additionally,
regarding the assumption of LoS between vehicles and RISs,
the corresponding path-loss for a link distance d at the carrier
frequency of 3 GHz can be expressed as [41]

D (d) [dB] = −37.5− 22 log10 (d/1m) . (2)

B. Instantaneous SNR/SINR

Regarding the NOMA scheme, the successive interference
cancellation (SIC) is conducted at the strong receiver vehicle
vr1 to gain high rate performance, whereas the weak receiver
vehicle vr2 decodes its signal directly by considering inter-
ference as noise Hence, we can define the SINR of the SIC
process as

γsic =
γ̄pr2Dd−κR1R2

∣∣∣∑M1

k=1

∑M2

l=1 ηk,le
j(ϕk+ψr1,l−ζk,l)

∣∣∣2
γ̄pr1Dd−κR1R2

∣∣∣∑M1

k=1

∑M2

l=1 ηk,le
j(ϕk+ψr1,l−ζk,l)

∣∣∣2 + 1
,

(3)

in which γ̄ = P
δ2r

is the average transmit SNR. Next, after
successful SIC, vr1 eliminates the message of vr2 from its
received signal and deciphers its necessary information with
the subsequent SNR.

γr1 = γ̄pr1Dd−κR1R2

∣∣∣∣∣
M1∑
k=1

M2∑
l=1

ηk,le
j(ϕk+ψr1,l−ζk,l)

∣∣∣∣∣
2

. (4)

3In this work, without loss of generality, we assume that an ideal, sophisti-
cated synchronization algorithm that dynamically adjusts the phase shifting of
each RIS in response to real-time changes in channel conditions is exploited,
ensuring that synchronization is maintained even amidst rapid fluctuations
[40].
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Meanwhile, the weak receiver vehicle vr2 decodes its own
signal and it has no power to remove the signal of vr1 from
the combined transmitted message. Hence, by considering the
signal of vr1 as extra interference, the corresponding SINR at
vr2 can be expressed as

γr2 =
γ̄pr2Dd−κR1R2

∣∣∣∑M1

k=1

∑M2

l=1 ηk,le
j(ϕk+ψr2,l−ζk,l)

∣∣∣2
γ̄pr1Dd−κR1R2

∣∣∣∑M1

k=1

∑M2

l=1 ηk,le
j(ϕk+ψr2,l−ζk,l)

∣∣∣2 + 1
.

(5)

On the other hand, by considering the multiuser detection
ability of the eavesdropper, we assume that it can exploit
the parallel interference cancellation approach to intercept the
different vehicles’ signals. Therefore, the received SNR at ve
can be formulated as

γe = γ̄epr1Dd−κR1R2

∣∣∣∣∣
M1∑
k=1

M2∑
l=1

ηk,le
j(ϕk+ψr1,l−ζk,l)

∣∣∣∣∣
2

, (6)

in which γ̄e = P
δ2e

is the average SNR at ve.

C. Statistical Characterization

In order to evaluate the performance of secrecy metrics such
as SOP and ASC, we first need to characterize the distributions
of γri and γe.

1) Distribution of γri : In order to optimize the SNR and
SINR at the receiver vehicles vri , we consider that the CSI
of vri is available at the RISs, thereby, the RISs can set an
ideal phase shifting, i.e., ζk,l = ϕk + ψri,l, in (3)-(5). Hence,
regarding the CLT when M1,M2 ≫ 1, the random variable
U =

∣∣∣∑M1

k=1

∑M2

l=1 ηk,l

∣∣∣ is approximated as a Gaussian random

variable with mean µU =
∑M1

k=1

∑M2

l=1 µk,l and variance
σ2
U =

∑M1

k=1

∑M2

l=1 σ
2
k,l. Given that we consider the legiti-

mate channels following the Fisher-Snedecor F distribution4,
µk,l = m2

m2−1 and σ2
k,l =

m2
2(m1+m2−1)

m1(m2−1)2(m2−2)
can be defined

as the mean and variance of the random variable ηk,l for all
k = {1, . . . ,M1} and l = {1, . . . ,M2}, respectively. The
terms m1 and m2 are fading parameters that represent the
fading severity and the amount of shadowing of the root-
mean-square (rms) signal power, respectively. Therefore, the
corresponding CDF for the random variable U is defined as

FU (u) =
1

2

[
1 + erf

(
u− µU

σ2
u

√
2

)]
, (7)

where erf(s) = 2√
π

∫ s
0
e−t

2

dt is the error function. Addition-
ally, the mean µU and variance σ2

µ under Fisher-Snedecor F
can be expressed respectively as

µU =
M1M2m2

m2 − 1
, (8)

4The Fisher-Snedecor F model is able to accurately capture the main
fading distribution models such as Rayleigh (i.e., m1 = 1,m2 → ∞) and
Nakagami-m (i.e., m1 = m,m2 → ∞) distributions. Besides, experimental
results showed the superiority of the Fisher-Snedecor F fading distribution
rather than the than the Generalized-K fading model, especially in D2D
communications, where the mobility of users is momentous [42].

σ2
U =

M1M2m
2
2 (m1 +m2 − 1)

m1 (m2 − 1)
2
(m2 − 2)

. (9)

Then, by applying the transformation of random variables into
(7), the CDF of γr1 and γr2 are respectively given by

Fγr1 (γr1) =
1

2

[
1 + erf

(√
γr1 − µU

√
γ̄A1

σ2
U

√
2γ̄A1

)]
, (10)

Fγr2 (γr2) =
1

2

1 + erf


√

γr2
γ̄A2−γ̄A1γr2

− µU

σ2
U

√
2

 , (11)

in which Ai = priDd−κR1R2
for i ∈ {1, 2}.

2) Distribution of γe: By optimizing the phase shifts of
the RIS elements according to the conditions of the legitimate
link, the phase shifts experienced by the eavesdropper’s link
can end up being uniformly distributed. Moreover, we assume
that the CSI of ve is not known and the RISs cannot maximize
the SNR of the eavesdropper. Then, according to the CLT, γe
can be estimated by an exponential random variable. Thus, the
PDF and CDF of γe can be respectively defined as [43]

fγe (γe) = λee
−λeγe , (12)

Fγe (γe) = 1− e−λeγe , (13)

in which λe = 1
γ̄eA1µu

.

III. SECRECY METRICS ANALYSIS

In V2V secure communication systems, important secrecy
metrics such as ASC, SOP, and SEE need to be analyzed
in various practical applications. Generally speaking, such
secrecy metrics can be utilized in different scenarios, like
traffic management, safety applications, privacy protection,
etc., to achieve insights for designing V2V networks. Spe-
cially, in V2V secure communication systems, safety-related
messages, such as collision warnings or emergency brake
alerts, traffic flow information such as congestion alerts and
route recommendations, and personal or sensitive information
such as location data and driver behavior patterns, need to
be transmitted securely to prevent tampering or spoofing by
eavesdroppers. Therefore, in this section, we first derive ana-
lytical expressions of the ASC, SOP, and SEE, by exploiting
the obtained CDF and PDF. Then, we derive the asymptotic
expressions of the ASC in the high SNR conditions.

A. ASC Analysis

One of the main goals of PLS is to guarantee secure
communication between transmitters and receivers. Therefore,
in order to achieve such secure transmission in the considered
dual RIS-aided NOMA V2V system, the data rates of the
confidential messages xri for receiver vehicles vri need to
be set based on the channel conditions and decoding process
at the respective receiver and eavesdropper vehicles. To this
end, secrecy capacity is defined as the difference between
the channel capacities corresponding to legitimate and wiretap
links. In particular, the secrecy capacity for the transmission
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of information from transmitter vehicle vt to receiver vehicle
vri is mathematically given by

Cri
s (γri , γe) = [Cri − Ce]

+
, i ∈ {1, 2} , (14)

where [x]
+

= max {x, 0} and Cn = log2 (1 + γn). Then,
given that Cri

s is a random function of γri and γe, we can
express the ASC as follow

C̄ri
s [bps/Hz] ≜ E [Cri

s (γri , γe)] . (15)

Proposition 1. The ASC for the receiver vehicle vr1 for the
studied secure dual RIS-aided V2V NOMA communication
system is given by

C̄r1
s ≈ 2

ln 2

Ñ∑
ñ=1

wñ

(
1− e−λeϵñ

)
eϵñ (1 + ϵñ)

erfc

(√
ϵñ − µU

√
γ̄A1

σ2
U

√
2γ̄A1

)
,

(16)

in which

wñ =
ϵñ

2
(
Ñ + 1

)2
L2
Ñ+1

(ϵñ)
, (17)

ϵñ is the ñ-th root of Laguerre polynomial LÑ (ϵñ), Ñ
defines the parameter to ensure a complexity-accuracy trade-
off, erfc(s) = 1 − erf(s), Ai = priDd−κR1R2

for i ∈ {1, 2},
λe = 1

γ̄eA1µu
, and µU and σ2

U are denoted in (8), and (9),
respectively.

Proof. The proof details are provided in Appendix A.

Proposition 2. The ASC for the receiver vehicle vr2 for the
studied secure dual RIS-aided V2V NOMA communication
system is given by

C̄r2
s ≈ pr2

ln 2

Ñ∑
ñ=1

qñ

(
1− e

− pr2
λe

pr1
(χñ+1)

)
pr1 + pr2 (χñ + 1)

× erfc


√

pr2 (χñ+1)

γ̄pr1A2−γ̄A1pr2 (χñ+1) − µU

σ2
U

√
2

 , (18)

in which

qñ =
2

(1− χ2
ñ) [P ′

ñ (χñ)]
2 , (19)

χñ is the ñ-th root of Legendre polynomial Pñ (χñ) and Ñ
defines the parameter to ensure a complexity-accuracy trade-
off.

Proof. The proof details are provided in B.

In order to obtain a deeper understanding of the performance
of the ASC, we evaluate the asymptotic behavior of the ASC
at the high SNR conditions, i.e., γ̄ → ∞, in the following
corollary.

Corollary 1. The asymptotic ASC for the receiver vehicles
vr1 and vr2 for the studied secure dual RIS-aided V2V NOMA
communication system is respectively given by

C̄r1
s,∞ ≈ log2 (γ̄A1µU2) + eλeE1 (λe) , (20)

C̄r2
s,∞ ≈ log2

(
1 +

pr2
pr1

)
+ eλeE1 (λe) , (21)

where E (s) =
∫∞
s

e−t

t dt is the exponential integral and

µU2 =

[
M1M2m

2
2 (m1 +m2 − 1)

m1 (m2 − 1)
2
(m2 − 2)

+

(
M1M2m2

m2 − 1

)2
]
.

(22)

Proof. The proof details are provided in Appendix C.

Remark 1. It is worth mentioning that the asymptotic expres-
sions in (20) and (21) reveal intuitive insights into the ASC
performance in terms of average SNR γ̄, thanks to their simple
structures. Given the logarithm function log2 (γ̄) properties,
it is mathematically understandable in (20) that as γ̄ grows
for other fixed channel parameters, the asymptotic ASC of vr1
increases. Besides, it can be seen in (21) that the ASC for weak
receiver vehicle vr2 converges to a constant value in the high
SNR regime γ̄ → ∞. These behaviors are in alignment with
the use of SIC in the strong NOMA receiver vehicle vr1 , which
provides a larger SINR value. for vr1 compared with the weak
vehicle vr2 . In Section IV, such insights will be shown through
numerical and simulation analysis to validate the accuracy of
theoretical expressions.

Proposition 3. The ASC for the legitimate receiver vehicle
pair for the studied secure V2V NOMA communications sys-
tems is given by

C̄s = C̄r1
s + C̄r2

s . (23)

B. SOP Analysis

The SOP is an important metric to analyze the performance
of secure communications, which is defined as the probability
that the random secrecy capacity Cri

s drops beneath a specified
secrecy rate threshold Rs. Therefore, for the considered RIS-
aided V2V NOMA system, the SOP of receiver vehicles vri
can be defined as

P ri
sop = Pr (Cri

s ≤ Rs) . (24)

Proposition 4. The SOP for the receiver vehicle vr1 for the
studied secure dual RIS-aided V2V NOMA communication
system is given by

P r1
sop ≈

Ñ∑
ñ=1

wñ
2

1 + erf


√

Rth

λe
ϵñ + R̄th −

√
γ̄A1µU

σ2
U

√
2γ̄A1

 ,
(25)

in which Rth = 2Rs , R̄th = Rth − 1, and wñ is defined in
(17).

Proof. The proof details are provided in Appendix D.
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Es =

∑Ñ
ñ=1

qñpr2

1−e
−

pr2
λe

pr1
(χñ+1)


pr1+pr2 (χñ+1) erfc

√
pr2 (χñ+1)

γ̄pr1
A2−γ̄A1pr2 (χñ+1)

−µU

σ2
U

√
2

+
2wñ(1−e−λeϵñ)

eϵñ (1+ϵñ)
erfc

(√
ϵñ−µU

√
γ̄A1

σ2
U

√
2γ̄A1

)
ln 2 (P/α+M1PR1

+M2PR2
+ Pt2 + Pt1)

. (28)

Proposition 5. The SOP for the receiver vehicle vr2 for the
studied secure dual RIS-aided V2V NOMA communication
system is given by

P r2
sop ≈

Ñ∑
ñ=1

wñ
2

1 + erf


√

Rth
λe

ϵñ+R̄th

γ̄A2−γ̄A1

(
Rth
λe

ϵñ+R̄th

) − µU

σ2
U

√
2


 ,

(26)

in which Rth = 2Rs , R̄th = Rth − 1, and wñ is defined in
(17).

Proof. The proof details are provided in Appendix E.

C. SEE Analysis

SEE is a momentous metric to assess the effectiveness of
wireless secure communication systems under energy con-
straints, which is defined as the ratio of the ASC, representing
the reliable and secure transmission of confidential messages,
to the total power consumption. In other words, SEE provides
a measure of how a communication system with security
considerations efficiently uses energy to guarantee a secure
transmission. Therefore, for the considered dual RIS-aided
system, SEE can be mathematically defined as

Es =
C̄s

Ptot
=

C̄s

P/α+M1PR1
+M2PR2

+ Pt1 + Pt2

, (27)

in which α is the drain efficiency of high-power amplifier
(HPA), Pvri denotes the circuit power consumption at receiver
vehicle vri , and PRi

is the power consumed by each element
of the RIS i.

Proposition 6. The SEE for the legitimate receiver vehicle
pair for the studied secure V2V NOMA communications sys-
tems is given by (28).

IV. NUMERICAL RESULTS

Here, we assess the system performance in terms of the
ASC, SOP, and SEE, presenting numerical results which are
double-checked by the Monte Carlo simulation. To this end,
we configure the simulation parameters as dvtR1 = dR2vr1

=
dR2ve = 5m, dR2vr2

= 15m, dR1R2
= 100m, δ2r = −70dBm,

δ2e = −20dBm, κ = 2.1, Rs = 0.1bits, pr1 = 0.3, pr2 = 0.7,
α = 1.2, PR1

= PR2
= Pr1 = Pr2 = 10dBm, m1 ∈ {2, 4},

m2 ∈ {3, 10}, M1 =M2 =M , and Ñ = 4.
Fig. 2 illustrates the behaviour of the ASC in terms of the

transmit power P for both NOMA receiver vehicles vr1 and
vt2 under Fisher-Snedecor F fading channels. Moreover, the
asymptotic behaviour of ASC is presented, which is perfectly
match with the exact analytical results in the high SNR regime.

Fig. 2. ASC versus the transmit power P when M = 50.

It can be seen that increasing P provides more ASC for the
strong vehicle vt1 compared with the weak vehicle vt2 , where
this advantage becomes increasingly pronounced in the high
transmit power. In other words, we can see that as P increases,
C̄r1

s continuously grows but C̄r2
s raises first and then converges

to a constant value of P . This behaviour is mainly because
of SIC in the NOMA principle, where the strong vehicle vt1
which takes advantage from SIC has a larger SINR value
compared with the weak vehicle vt2 . However, we can observe
that the ASC performance of the legitimate receiver vehicle
pair, i.e., C̄s, improves as P increases since the main channel
conditions becomes better. The performance of ASC versus
the number of dual RIS elements M for a given value of the
transmit power P = 20dBm is presented in Fig. 3. Although
the CLT approximation is exploited to characterize the small-
scale fading channels, we can observe that the analytical
results are perfectly match with the simulation marks even
when M is small. We can clearly see that increasing M can
remarkably improve the ASC performance for both receiver
vehicles because this increment leads to an improvement in
spatial diversity. However, it is observed that raising M does
not affect the ASC of vt2 after a certain value (e.g., M = 50)
and C̄r2

s converges to a constant value. The reason behind
this behaviour is that when M monotonically increases, i.e.,
M → ∞, the SINR of weak receiver vehicle vt2 achieves a
constant value, i.e., γr2 → pr2

pr1
.

Fig. 4 depicts the performance of the SOP in terms of the
transmit power P for selected values of M in the considered
dual RIS-aided NOMA communication. As expected, we can
see that the SOP for both receiver vehicles enhances as M
grows since the spatial diversity improves. Further, we can
observe that the SOP performance of both strong and weak
receiver vehicles initially enhances and then becomes saturated
in the medium-to-high transmit power regime. The main
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Fig. 3. ASC versus the number of dual RIS elements M when P = 20dBm.

Fig. 4. SOP versus the transmit power P for selected values of M .

reason behind such a behavior for the strong vehicle vt1 is that
increasing P can simultaneously enhance the received SNR at
both vt1 and eavesdropper vehicle ve. Moreover, the reason
for the SOP behavior of the weak receiver vehicle vt2 is that as
P constantly grows, the interference inflicted by vt1 over vt2
increases, which can dominate the SOP of vt2 . The impact of
fading parameters m1 and m2 on the SOP performance under
Fisher-Snedecor F fading channels is illustrated in Fig. 5. In
the medium-to-high transmit power regime, we can see that as
the fading parameters m1 and m2 increase, i.e., the shadowing
and fading are less severe, the SOP performance of both weak
and strong receiver vehicles improves, which is reasonable
since light (heavy) fading decreases (increases) the chance of
the received signal dropping below the threshold. Furthermore,
we can observe that increasing the fading parameters alone
cannot improve the SOP performance in the low transmit
power regime. This is because in the low SNR regime, the
presence of noise is significant relative to the weak signal, and
the channel capacity is basically limited by the weak signal;
thereby, even if the shadowed fading severity decreases, the
signal may still be too weak to dominate the noise, especially
in deep fade conditions.

Fig. 6-(a) reveals the performance of SEE in terms of the
number of dual RIS elements M for a given value of the
transmit power P = 20dBm. We can observe that increasing

Fig. 5. SOP versus the transmit power P for selected values of fading
parameters m1 and m2 when M = 80.

Fig. 6. SEE versus (a) the number of dual RIS elements M when P = 20dBm
and (b) the average transmit power P when M = 50.

M initially provides more SEE and then steadily reduces
the performance of SEE. This trend occurs because as M
increases, the capability of RISs to control and manipulate
the propagation of radio waves improves, which can increase
the signal quality; thereby, the SEE performance ameliorates.
However, by continuing the increment of M , the benefits
become limited, and the SEE reduces since the required energy
to control the additional elements can overcome the achieved
advantages. The behavior of the SEE versus the transmit power
P for a given value of M is presented in Fig. 6-(b). It is
clearly seen that the SEE performance initially enhances to its
maximum point and then weakens as the transmit power P
grows. This behavior is mainly because at first the ASC can
significantly dominate the power consumption before reaching
the extreme point, but as P becomes larger, the ASC cannot
overcome the power consumption anymore; consequently, the
SEE drops after the extreme point.
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V. CONCLUSION

This paper examined the performance of PLS over dual RIS-
aided V2V NOMA communication systems. Specifically, we
assumed that a transmitter vehicle aims to send confidential
information to the legitimate receiver vehicles with the help of
two RISs, which are positioned in proximity to the transmitter
and receivers, respectively, while an eavesdropper vehicle tries
to decode the desired signal. By assuming that the fading
channel between the RISs follows the Fisher-Snedecor F
distribution, we first provided the CDF of SNRs by using the
CLT. Then, to assess the secrecy performance, we obtained
the closed-form expressions of the ASC, SOP, and SEE by
exploiting the Gauss-Laguerre quadrature and the Gaussian
quadrature methods. Further, to obtain deeper understanding
into the system behavior, we derived the asymptotic expression
of the ASC in the high SNR conditions. Eventually, we vali-
dated the accuracy of the analytical derivations by Monte Carlo
simulation, where the numerical results revealed that applying
dual RIS to vehicular networks can remarkably enhance the
reliability and security of the transmission in ITS.

APPENDIX A
PROOF OF PROPOSITION 1

Regarding the definition of ASC in (15), the ASC for the
strong receiver vehicle vr1 can be defined as

C̄r1
s =

∫ ∞

0

∫ γr1

0

log2

(
1 + γr1
1 + γe

)
fγr1 (γr1) fγe (γe) dγedγr1

(29)

=

∫ ∞

0

∫ ∞

0

log2 (1 + γr1) fγr1 (γr1) fγe (γe) dγedγr1

−
∫ ∞

0

log2 (1 + γr1) fγr1 (γr1) F̄γe (γr1) dγr1

−
∫ ∞

0

log2 (1 + γr1) fγe (γr1) F̄γr1 (γr1) dγr1 (30)

=
1

ln 2

∫ ∞

0

F̄γr1 (γr1)

1 + γr1
dγr1

− 1

ln 2

∫ ∞

0

F̄γr1 (γr1) F̄γe (γr1)

1 + γr1
dγr1 , (31)

where F̄γn (γn) is the complementary CDF (CCDF) of γn.
Besides, the first and second terms in (31) denote the ASC
without eavesdropping and the ASC loss due to the eaves-
dropper vehicle ve, respectively. Thus, the ASC of vr1 can be
re-expressed as

C̄r1
s =

1

ln 2

∫ ∞

0

Fγe (γr1) F̄γr1 (γr1)

1 + γr1
dγr1 (32)

=
2

ln 2

∫ ∞

0

(
1− e−λeγr1

)
1 + γr1

erf

(√
γr1 − µU

√
γ̄A1

σ2
U

√
2γ̄A1

)
dγr1 .

(33)

However, it is not straightforward to compute the above
integral in a closed-form expression. Instead, we exploit the
Gauss-Laguerre quadrature method, which is defined as the
following lemma.

Lemma 1. The Gauss-Laguerre quadrature is define as [44]∫ ∞

0

e−xΛ(x)dx ≈
Ñ∑
ñ=1

wñΛ (ϵñ) (34)

in which ϵñ is the ñ-th root of Laguerre polynomial LÑ (ϵñ)
and wñ = ϵñ

2(Ñ+1)
2
L2

Ñ+1
(ϵñ)

.

Therefore, by applying the Gauss-Laguerre quadrature to
(33) and doing some simplifications, (16) is derived and the
proof is completed.

APPENDIX B
PROOF OF PROPOSITION 2

According to the considered system model, the ASC for
the weak receiver vehicle vr2 is zero when pr2 − γr2pr1 ≤ 0.
Hence, following the same approach in proving the ASC of
vr1 , the ASC of vr2 can be re-written as

C̄r2
s =

1

ln 2

∫ pr2
pr1

0

F̄γr2 (γr2)

1 + γr2
dγr2 (35)

− 1

ln 2

∫ pr2
pr1

0

F̄γr2 (γr2) F̄γe (γr2)

1 + γr2
dγr2 (36)

=
1

ln 2

∫ pr2
pr1

0

Fγe (γr2)

1 + γr2

[
1− Fγr2 (γr2)

]
dγr2 . (37)

Similarly, it is difficult to solve the integral in (37), and thus,
we utilize the following lemma to obtain the ASC of vr2 .

Lemma 2. The Gaussian quadrature is define as [44]∫ b

a

∆(x)dx ≈ b− a

2

Ñ∑
ñ=1

wñ∆

(
b− a

2
ñ+

b+ a

2

)
(38)

in which χñ is the ñ-th root of Legendre polynomial Pñ (χñ)
and qñ = 2

(1−χ2
ñ)[P′

ñ(χñ)]
2 .

Now, by applying the Gaussian quadrature to (37) and doing
some simplifications, the proof is accomplished.

APPENDIX C
PROOF OF COROLLARY 1

Regarding the definition of ASC, when γ̄ → ∞, (15) for
vt1 can be simplified as

C̄r1
s,∞ = E [Cr1 ]− E [Ce] , (39)

in which the first term can be approximated as follows

E [Cr1 ] ≈ E
[
log2

(
γ̄A1U

2
)]

= log2 (γ̄A1µU2) , (40)

where µU2 = σ2
U + µ2

U and it can be obtained as (22) by
considering (9) and (8). The second term can be estimated as

E [Ce] ≈
1

ln 2

∫ ∞

0

F̄γe (γr1)

1 + γr1
dγr1 , (41)

where the integral in (41) can be computed by applying the
integration by parts method, and thus, the proof is completed.

Following the same method, (15) at the high SNR regime for
vr2 can be given by C̄r2

s,∞ = E [Cr2 ]−E [Ce], in which the first
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term can be approximated as E [Cr2 ] ≈ log2

(
1 +

pr2
pr1

)
and the

second term is similar to (41) by replacing γr2 instead of γr1 .
Thus, by solving the obtained integral for E [Ce] with the help
of the integration by parts method, the proof is accomplished.

APPENDIX D
PROOF OF PROPOSITION 4

By substituting the instantaneous secrecy capacity of strong
receiver vehicle vr1 into (24), the SOP of vr1 can be expressed
as

P r1
sop = Pr

(
log2

(
1 + γr1
1 + γe

)
≤ Rs

)
(42)

= Pr
(
γr1 ≤ Rthγe + R̄th

)
(43)

=

∫ ∞

0

Fγr1
(
Rthγe + R̄th

)
fγe (γe) dγe (44)

=
λe
2

∫ ∞

0

e−λeγe

×

[
1 + erf

(√
Rthγe + R̄th −

√
γ̄A1µU

σ2
U

√
2γ̄A1

)]
dγe, (45)

Next, by applying the Gauss-Laguerre quadrature to (45), the
SOP of vr1 can be derived as (25) and the proof will be
accomplished.

APPENDIX E
PROOF OF PROPOSITION 5

Regarding the definition of SOP, we can express the SOP
of weak receiver vehicle vr2 as follows

P r2
sop = Pr

(
log2

(
1 + γr2
1 + γe

)
≤ Rs

)
(46)

= Pr
(
γr2 ≤ Rthγe + R̄th

)
(47)

=

∫ ∞

0

Fγr2
(
Rthγe + R̄th

)
fγe (γe) dγe (48)

=
λe
2

∫ ∞

0

e−λeγe (49)

×

1 + erf


√

Rthγe+R̄th

γ̄A2−γ̄A1(Rthγe+R̄th)
− µU

σ2
U

√
2


 dγe.

(50)

Similarly, by considering the Gauss-Laguerre quadrature, the
SOP of vv2 can be obtained as (26) and the proof is completed.
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