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Abstract—The paper presents an experimental study of
data-security in a dual-functional integrated sensing and
communication (ISAC) system where sensing and communi-
cations are carried out using a single hardware platform. The
framework is based on orthogonal frequency division multi-
plexing (OFDM) in a multi-user multiple input multiple output
(MIMO) software-defined radio (SDR) testbed. Over-the-air
experiments are conducted to study the robustness of the
ISAC in communication security. Results reveal that the ISAC
system can generate a directional beam for sensing while the
beam also carries communication data. Once an eavesdropper
is positioned next to a legitimate user within an appropriate
distance, the eavesdropper can capture the signal and recover
the data. This alerts that the ISAC transmission has risk
in leaking data to eavesdroppers when the eavesdropper is
positioned within the ISAC sensing beam range. Therefore, a
waveform-defined security (WDS) framework is evaluated here
to defend against the potential eavesdropping in ISAC systems
illustrating a degradation the eavesdropping performance by
7 dB.

Index Terms—Waveform, communications, sensing, inte-
grated sensing and communications (ISAC), OFDM, MIMO,
waveform-defined security (WDS), software-defined radio
(SDR), over-the-air, prototyping.

I. INTRODUCTION

Wireless communications have undergone substantial ad-
vancements from 1G to 5G, with innovations spanning
from low-frequency to millimeter wave (mmWave) and
TeraHertz (THz) frequencies, boasting GHz signal band-
width. Massive multiple input multiple output (MIMO)
systems now integrate hundreds of antennas, and diverse
signal waveforms, including orthogonal frequency division
multiplexing (OFDM), and single-carrier frequency division
multiple access (SC-FDMA), aiming for evolving com-
munication standards. The exploration of advanced wave-
form candidates, such as non-orthogonal frequency spacing
(NOFS) [1], orthogonal time frequency space (OTFS) [2],
and index modulation (IM) [3], sets the stage for future 6G
technologies.

In parallel, wireless signals, with their ubiquitous fea-
tures, drive the popularity of smart applications like
radar sensing and radio frequency (RF) sensing. Google’s
mmWave radar system, ‘Soli’, [4] explores the potential
of mmWave at 60 GHz to interpret subtle finger gestures.
Other applications include the integration of cameras with
frequency-modulated continuous wave (FMCW) radar for
3D object detection [5], ultra-wideband (UWB) MIMO

radar for behind-wall object detection [6], and innovative
techniques like inverse synthetic aperture radar (ISAR) for
moving object analysis [7]. Furthermore, leveraging WiFi
signals for sensing functions [8], particularly estimating
human activities, has gained attention. While received signal
strength indicator (RSSI) and channel state information
(CSI) offer distinct methods for estimating human activities,
challenges remain in achieving accurate detections due to
resolution limitations and sensitivity to noise.

Therefore, the integration of sensing and communication
signals, leading to the concept of integrated sensing and
communication (ISAC) [9], is becoming important. We have
implemented and tested dual-functional ISAC testbeds [10],
[11], [12], in which communication and sensing functions
are integrated in one single system using one single sig-
nal waveform. The aim is to achieve a balanced trade-
off between sensing and communication. Unlike existing
pure-sensing and pure-communication system designs, the
prototyping testbed can realize sensing and communication
using the same time, frequency and spatial resources. The
designed dual-functional ISAC waveform can be easily
incorporated into existing communication standards where
OFDM is used.

However, the dual-functional ISAC has fundamental secu-
rity issues where sensing signals contain sensitive commu-
nication information that could be captured and decoded by
eavesdroppers. The sensing beam shares the same waveform
with communications utilizing the same time, frequency,
and spatial resources. In this case, sensitive information
might be leaked to eavesdroppers. This is a critical issue
for dual-functional ISAC systems. This work aims to set up
an experiment testbed to evaluate and address the security
problems in dual-functional ISAC systems via practical
validations.

II. COMMUNICATION MODEL

We examine a multi-user MIMO-OFDM communication
model, where the received signal is formulated as

Y = HX̃+W, (1)

where Y = [y1,y2, ...,yK ]T ∈ CK×L denotes K parallel
sample vectors for K receiver-side users, each with L
samples. H = [h1,h2, ...,hK ]T ∈ CK×N is a multi-
ple input multiple output (MIMO) channel matrix, with
N as the number of transmitter-side antennas. X̃ =



[x̃1, x̃2, ..., x̃N ]T ∈ CN×L represents the transmission sym-
bol matrix after precoding, and W = [w1,w2, ...,wK ]T ∈
CK×L indicates K parallel noise vectors for K receiver-
side users, each with L noise samples. The expression in
(1) can be rephrased as

Y = X+ (HX̃−X)︸ ︷︷ ︸
MUI

+W, (2)

where X = [x1,x2, ...,xK ]T ∈ CK×L represents the user-
side multicarrier symbol matrix. The term within the bracket
in (2) signifies multi-user interference (MUI), and the total
power contributed by the MUI term is computed as

PMUI =
∥∥∥HX̃−X

∥∥∥2
F
, (3)

where ∥· ∥F represents the Frobenius matrix norm. The
value of PMUI is determined by the quality of precoding. To
minimize PMUI , we optimize X̃ such that its multiplication
with the channel H approximates X.

III. SENSING MODEL

Achieving directional or omnidirectional sensing beams
from a MIMO system requires the proper design of X̃.
Instead of directly tuning X̃, it is common practice to design
the covariance matrix [13] of sensing signals. The spatial
covariance matrix of X̃ is expressed as

Rd =
1

L
X̃X̃H , (4)

where Rd dictates the sensing beampattern, requiring
positive-definiteness and satisfying L ≥ N .

To realize sensing and communications using a joint
waveform, it is necessary to optimize the transmission
symbol matrix X̃, minimizing PMUI in (3) while simul-
taneously adhering to the MIMO radar constraints in (4).

In an omnidirectional MIMO system, the transmission
waveform matrix X̃ must be orthogonal, ensuring its cor-
responding covariance matrix is an identity matrix. The
optimization problem is formulated as

min
X̃

∥∥∥HX̃−X
∥∥∥2

F

s.t.
1

L
X̃X̃H =

PT

N
IN ,

(5)

where IN is an N ×N identity matrix, and PT denotes the
total transmission power.

In a directional MIMO system, a unique positive-definite
covariance matrix Rd [13] is considered in the MUI opti-
mization problem as

min
X̃

∥∥∥HX̃−X
∥∥∥2

F

s.t.
1

L
X̃X̃H = Rd,

(6)

The optimization in (5)(6) requires a trade-off because
transmission power has to be properly allocated to commu-
nications and sensing.
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Fig. 1. Sensing beampattern illustration for pure-communication
systems (γ=1) using OFDM signals, and pure-sensing systems
(γ=0) considering directional and omnidirectional beampatterns.

IV. DUAL-FUNCTIONAL ISAC MODEL

To optimize the trade-off between sensing and communi-
cations, previous work in [12] introduced a trade-off factor
γ to balance the performance of the communication and
sensing. The methodology is to define the preferred sensing
waveform Xd and search for the optimal design of X̃. The
trade-off optimization problem, considering the total power
constraint, is formulated as

min
X̃

γ
∥∥∥HX̃−X

∥∥∥2

F
+ (1− γ)

∥∥∥X̃−Xd

∥∥∥2

F

s.t.
1

L

∥∥∥X̃∥∥∥2

F
= PT ,

(7)

where the first term,
∥∥∥HX̃−X

∥∥∥2
F

, aims to minimize the

MUI, while the second term,
∥∥∥X̃−Xd

∥∥∥2
F

, aims to enforce
the signal waveform to approach the desired sensing wave-
form Xd. The trade-off factor 0 ≤ γ ≤ 1 determines the
balance between communication and sensing performance.

The two Frobenius norms can be expanded and combined
in a single norm format as

γ
∥∥∥HX̃−X

∥∥∥2

F
+ (1− γ)

∥∥∥X̃−Xd

∥∥∥2

F

=
∥∥∥[√γHT ,

√
1− γIN ]T X̃− [

√
γXT ,

√
1− γXT

d ]
T
∥∥∥2

F
.

(8)
We define A = [

√
γHT ,

√
1− γIN ]T ∈ C(K+N)×N ,

B = [
√
γXT ,

√
1− γXT

d ]
T ∈ C(K+N)×L. Therefore, (7)

can be reformulated as

min
X̃

∥∥∥AX̃−B
∥∥∥2

F

s.t.
∥∥∥X̃∥∥∥2

F
= LPT .

(9)

The optimization problem in (9) is non-convex. Here we
explore a closed-form sub-optimal solution by employing
the straightforward least squares (LS) method under the total
power constraint, as follows:

X̃ =

√
LPT

∥A†B∥F
A†B, (10)

where (·)† represents the pseudo inverse of the matrix.
To have a better understanding of (7), the trade-off perfor-

mance between pure-communication systems (γ = 1) and
pure-sensing systems (γ = 0) is illustrated in Fig. 1. When



the trade-off factor γ = 0, the waveform closely matches
the ideal sensing waveform, as depicted in Fig. 1, noted as
‘Pure-Sensing’, but deviates significantly from the ‘Pure-
Communication’ waveform. It is noted that the scenario
with γ = 0 would result in performance degradation in
communications. In contrast, increasing the trade-off factor
to γ = 1 eliminates the sensing part in (7). As a result,
the communication part dominates the ISAC system, and
the waveform is more likely to adhere to optimal commu-
nication constraints. With γ = 1, the system exhibits pure
communication functionality, and Fig. 1 demonstrates that
the sensing beampattern does not have obvious directivity,
significantly differing from the omni-directional and direc-
tional patterns of the pure-sensing systems. For values of γ
between 0 and 1, a trade-off exists between communication
and sensing performance. Increasing γ prioritizes commu-
nication, sacrificing sensing performance, and vice versa.

V. WAVEFORM-DEFINED SECURITY

The key reason for data leakage is that both the com-
munication and sensing functions share the same signal
waveform. The common solution is to exploit techniques
to generate a narrower beam to separate legitimate users
and eavesdroppers. A more advanced solution relies on the
constructive interference precoding [14] at the legitimate
user while leaving destructive interference to eavesdroppers.
However, the above solutions require accurate CSI, while
in harsh environments, CSI is not always available. In
addition, when an eavesdropper is positioned very close
to the legitimate user, it is physically impossible to use
precoding or beamforming to isolate them. Due to this
consideration, a waveform-based security technique, termed
waveform-defined security (WDS) [15], was proposed and
tested in a WiFi framework to introduce signal inter carrier
interference (ICI) to eavesdroppers even CSI is not known.
The WDS signal is mathematically given by

Xk =
1√
Q

N−1∑
n=0

sn exp

(
j2πnkα

Q

)
, (11)

where Xk is the time sample with the index of k =
0, 1, ..., Q − 1,Q = ρN , the number of time samples, N
is the number of sub-carriers, ρ is the oversampling factor,
1√
Q

is the scaling factor, sn is the nth single-carrier symbol
in one WDS symbol, and α = ∆f ·T is the bandwidth
compression factor where ∆f is the sub-carrier spacing and
T is the time duration of one symbol. The way to define
the sub-carrier packing strategy depends on the value of α.
Specifically, when α=1, it indicates an OFDM signal. For
all other values α <1, a non-orthogonal signal is obtained.

VI. EXPERIMENT SETUP AND VALIDATION

A. Experiment Platform Setup

The experiment is conducted within an indoor laboratory,
offering a strong line of sight (LOS) channel condition
along with multipath effects. The application scenario of the
experiment setup is illustrated in Fig. 2, showing positions
for the transmitter, legitimate user (User-1, User-2), and an
eavesdropper. In this environment, MIMO precoding is em-
ployed to minimize interference and ensure interference-free

Fig. 2. Application scenario of the dual-functional ISAC experi-
ment and its potential security challenge.

communication for users. Simultaneously, sensing beams
can be generated from the same transmitter. In a secure
setup where the beam is directed away from the two users,
sensing can effectively detect human activities. However,
when the beam aligns with the users, it carries user data
information. An eavesdropper, situated at a close distance
to the legitimate user, can easily decode the data without the
need for complex signal processing. The primary objective
of this experiment is to assess the potential for data leakage
and propose effective solutions to mitigate this challenge.

In the experimental setup depicted in Fig. 3, our MIMO-
OFDM platform is designed with N

Tx
=6 transmitter an-

tennas and supports N
UE

=2 users operating at a carrier
frequency of f

RF
=2.4 GHz. It is noted that we use partial RF

chains from the platform aiming for a simple demonstration.
The base station includes an array of six omni-directional
antennas arranged in a uniform linear array (ULA) structure
at the top, with a spacing of half a wavelength. Each antenna
connects to an independent RF chain within the USRP-RIO-
2953R to explore the spatial diversity. In this experiment, we
configure a sampling rate of 20 MS/s for each signal from
an RF chain. We use QPSK modulation format to evaluate
the communication performance and its effect on sensing
beampattern performance. The number of data sub-carriers
is 12, and the inverse fast Fourier transform (IFFT) size is
128. Additionally, each OFDM symbol includes 10 cyclic
prefix (CP) samples to mitigate the effects of multipath
channel propagation.

The measured results for directional sensing beampattern
are displayed in Fig. 3. The theoretical transmitter side
directional beampattern from the base station, based on
the estimated MIMO channels, serves as a benchmark in
Fig. 3(a). Without the trade-off, Fig. 3(b) shows good
communication performance, potentially enhancing bit er-
ror rate (BER) performance but causing more distorted
sensing beampatterns. It is evident that the beampattern
is far from the ideal directional one. The impact of γ
on communication performance is evident, with a smaller
value γ=0.9 leading to more scattered constellation points
in Fig. 3(d). On the other hand, the reduction of γ improves
the beampattern in Fig. 3(c) where an ideal directional



Fig. 3. Dual-functional ISAC experiment transmitter setup and illustration of the trade-off between sensing and communications.

beampattern is illustrated. This displays a trade-off between
communication performance and beampattern quality. Fig.
3 highlights that a smaller γ results in a better sensing
beampattern but worse communication performance. In the
following experiment, we still use the trade-off value γ=0.9,
as it shows a clear separation of constellation points while
maintaining a relatively ideal beampattern shape.

The experimental ISAC signal framework in this work
follows the structure outlined in [16], as depicted in Fig.
4. Here, 20 resource blocks are allocated to create a single
frame, with a time duration of 10 ms. The initial resource
block is allocated for signaling overhead, primarily designed
for MIMO channel estimation. Each resource block includes
seven OFDM symbols, and an interleaving OFDM symbol
allocation scheme is implemented for the first resource
block. Addressing interference stemming from different
MIMO antennas, the overhead at each antenna is multi-
plexed in time, as depicted in Fig. 4. In this configuration,
while the data part may encounter interference, the overhead
segment remains free of interference leading to accurate CSI
estimation and MIMO precoding.

B. Security Issue and Solutions for Dual-Functional ISAC

For the security evaluation, we are doing a comparison
experiment as displayed in Fig. 5. Two legitimate users (LU-
1, LU-2) are placed in front of the transmitter with sufficient
spacing, and their performance serves as an indicator of
communication quality. To assess communication security,
we introduce an eavesdropper (Eve) positioned next to
LU-1 with a 4 cm gap. The expectation is that Eve can
intercept the signal directed to LU-1. We evaluate both
traditional OFDM-enabled ISAC-multiuser MIMO signals
and a security waveform WDS enabled ISAC-multiuser
MIMO signals to generate constellation diagrams for LU-1
and Eve.

In the experiment detailed in Fig. 5, we maintain the posi-
tions of legitimate users and the eavesdropper for both sce-
narios while only modifying signal patterns. It is expected
that LU-1’s performance shows degradation since a portion

of the power is allocated to support the sensing function.
Conversely, on the eavesdropper side, Eve can successfully
detect the signal and recover its constellation points. This
is due to the ISAC nature, where a directional sensing
beam carrying data information is radiated towards LU-1
and its neighboring Eve. Unfortunately, in this scenario,
the directional beam with high power inadvertently aids
Eve in capturing and decoding legitimate user signals. This
poses a significant challenge for ISAC, especially when a
single beam is utilized for both sensing and communication
functions.

The principle for the WDS signal is illustrated in Fig. 5
where sub-carriers are non-orthogonally packed resulting in
ICI. Without accurate knowledge of α and signal detection
algorithms, an eavesdropper cannot decode signals even
with perfect capture of legitimate user signals. With such
signal configurations, it is observed that the legitimate user,
with knowledge of α and signal detection method, can
recover signals with similar performance to the OFDM
signal. On the other hand, at the eavesdropper, without the
knowledge of α and detection algorithms, communication
performance becomes worse with the error vector magnitude
(EVM) degraded by around 7 dB. This verifies that a proper
signal waveform design can help to enhance ISAC security.

VII. CONCLUSION

The experiment validates the dual-functionality of the
proposed ISAC transmission scheme in the real world,
providing insights into the trade-off between communication
and sensing functions. In addition, the experiment also
studies the data leakage issue when a directional ISAC beam
is used for sensing and communications. Results show that
when an eavesdropper is placed next to a legitimate user,
spacing at 4 cm, the eavesdropper can successfully capture
legitimate user signals and recover constellations with high
accuracy. The observed results contribute to the ongoing
research in integrated sensing and communication especially
in security considerations, demonstrating the feasibility and



Fig. 4. Frame and resource block structure for the dual-functional sensing and communication multiuser MIMO system.

Fig. 5. Dual-functional ISAC experiment receiver setup. The legitimate user and eavesdropper constellation performance for OFDM
enabled ISAC system and WDS enabled ISAC system.

potential risks of a dual-functional approach in practical
scenarios.
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