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Abstract—With the expectation of deeper integration between
sensing and communication functionalities, we investigate the
sensing-assisted approach to ensure the security of confidential
information in Integrated Sensing and Communication (ISAC)
systems. In physical layer security (PLS) studies, the acquisition
of channel state information (CSI) is considered to be the
common limitation. However, in ISAC systems, the sensing
functionality is able to provide the channel information towards
each target, aka., potential eavesdropper (Eve), by estimating the
directions. In our design, the dual-functional base station (BS)
emits an omnidirectional waveform, aiming to search for targets
and obtain the angle estimations by employing the combined
Capon and approximate maximum likelihood (CAML) technique.
Afterwards, we formulate a weighted optimization problem with
the help of artificial noise (AN) to jointly optimize the secrecy
rate and the Cramér-Rao Bound (CRB), while generating a
wide main-beam beampattern, covering all possible angles of the
detected targets. By improving estimation accuracy, the sensing
and security functionalities provide mutual benefits, resulting in
improvement of the mutual performances with every iteration of
the optimization, until convergence. Finally, the numerical results
reveal the feasibility of the proposed algorithm and prove that
it enables the multi-target scenario for secure ISAC systems.

Index Terms—Integrated Sensing and Communication systems,
physical layer security, Cramér-Rao Bound.

I. INTRODUCTION

The evolution of integrated sensing and communication
(ISAC) systems has been driven by the commonalities between
sensing and communication (S&C) in hardware architecture,
channel characteristics, and signal processing with recent
developments of radar and communication (R&C) systems
towards high-frequency bands and large-scale antennas [1],
[2]. To this end, ISAC systems have emerged as a transfor-
mative technology that enables a good balance between two
potentially conflicting design objectives: high-quality commu-
nication and high-timeliness sensing [3], getting increasingly
prevalent in a wide range of applications such as vehicle-
to-everything (V2X) communications, smart cities, and the
Internet of Things (IoT). However, ISAC systems present
unique security challenges due to the shared use of spectrum
and the broadcast nature of wireless transmission, that is,
communication data is susceptible to eavesdropping as radar
probing signals include confidential information.

Existing research has shown that radar and communication
systems typically work independently towards separate end-
goals, instead of collaborating to enhance security. To address

this, we propose a novel approach that leverages the sensing
functionality to ensure physical layer security (PLS) of com-
munication data transmission. The approach involves a dual-
functional access point (AP) that emits an omnidirectional
waveform to search for potential eavesdroppers (Eves). The
AP receives echoes reflected from communication users (CUs)
and Eves located within the sensing range. Since we assume
that all CUs are cooperative, their angles are known to the AP,
allowing the estimation of Eve angles by subtracting known
CU angles. The estimation performance metric is measured by
the Cramér-Rao Bound (CRB). Furthermore, we formulate a
weighted optimization problem. The goal of this optimization
is to minimize the CRB, while maximizing the secrecy rate,
subject to constraints on the beampattern and transmit power
budget. An important novelty of this optimization setup is that
the channel information in the secrecy rate is a function of
the sensing performance. To avoid false dismissal detection,
the beampattern’s main lobe is designed to be wide, with a
width that depends on the estimation accuracy. As estimation
accuracy improves, the sensing and security functionalities
provide mutual benefits, resulting in improvement of the
mutual performances with every iteration of the optimization,
until convergence.

II. SYSTEM MODEL
A. Communication Signal Model and Metrics

In this section, we consider a mmWave ISAC system
equipped with co-located antennas and let N; and NV,. denote
the number of transmit antennas and receive antennas, where
the base station communicates with / communication users
(CUs) and detects K targets/Eves simultaneously. We assume
the BS has knowledge of the CUs and their channels, and
has no knowledge of the Eves. Let the rows of X € CN:xL
denote the transmit waveforms, where L is the number of
time-domain snapshots. By transmitting the dual-functional
waveforms to I CUs, the received signal matrix at the receivers
can be expressed as

Yo =HX+Zc, )

where Z¢g € CT*P is the additive white Gaussian noise

(AWGN) matrix and with the variance of each entry being
0%. H = [hy,hy,...,h;]" € C/*Nt represents the com-
munication channel matrix, which is assumed to be known



to the BS, with each entry being independently distributed.
Following the typical mmWave channel model in [4], [5], we
assume that h; is a slow-fading block Rician fading channel.
The channel vector of the i-th user can be expressed as

LoS
1+l 1+

where v; > 0 is the Rician K-factor of the i-th user, h]iof =
V/Nia; (w; o) is the LoS deterministic component. a (w; o)
denotes the array steering vector, where w; o € [ - %, %] is
the angle of departure (AOD) of the LoS component from
the BS to the user i [4], [6]. The scattering component hgf‘i"s

can be expressed as h§5 =

I;L;’S, )

g—; ST ciqay (wgy), where
L,, denotes the number of propagation paths, ¢; ; ~ CN (0, 1)
is the complex path gain and w;; € [ -5 g} is the AOD
associated to the (7,!)-th propagation path.

The waveform X in (1) can be expressed as

X =WS+N, 3)

where W € CVt*! is the dual-functional beamforming matrix
to be designed, each row of S € C'*! denotes the i-th unit-
power data stream intended to CUs, and N € CNt+xL s the
AN matrix generated by the transmitter to interfere potential
eavesdroppers. We assume that N ~ CA (0,Ry), where
Ry > 0 denotes the covariance matrix of the AN that is
to be designed. We further assume that the data streams are
approximately orthogonal to each other, yielding

1
Zscsg ~Irgr. 4)

Note that (4) is asymptotically achievable when L is suffi-
ciently large. Then, we denote the beamforming matrix as
W = [wy, ..., Wy, Where each column w; is the beamformer
for the ¢-th CU. Accordingly, the SINR of the ¢-th user is given
as

[ wil”

SINR{Y = —
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where we denote Hi = hihfl and WZ = wiwiH .

B. Radar Signal Model
By emitting the waveform X to sense Eves, the reflected
echo signal matrix at the BS receive array is given as
K
Yi= Za* (0%) BibT (6) X + Zp, (6)
k=1

where a(f) € CN~*! and b(f) € CNe*! represent the
steering vectors for the receive and transmit arrays, which
are assumed to be a uniform linear array (ULA) with half-
wavelength antenna spacing. i is the complex amplitude of

the k-th Eve. We assume the number of antennas is even and
define the receive steering vector as
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It is noted that we choose the center of the ULA antennas as
the reference point. To this end, it is easy to verify that

a’ ()a(9) =o. ®)

Finally, Z g denotes the interference and the AWGN term. We
assume that the columns of Z  are independent and identically
distributed circularly symmetric complex Gaussian random
vectors with mean zero and a covariance matrix Q = o%1.
Similar to the expression in (5), the eavesdropping SINR
received at the k-th Eve regarding the ¢-th CU is written as

2 X7
SINREJ _ |Oz;g‘ a ('9k) Wla (Qk) 7
I -
lar?af (0;) | 32 W+ Ry | a(6y) + o2
m=1,
m#i

)
where o, denotes the complex path-loss coefficient of the k-th
target and o2 denotes the covariance of AWGN received by
each Eve.

For simplicity, the reflected echo signal given in (6) can be
recast as

Y =A*(0)AB” ()X + Zp, (10)
where we denote A (0) = [a(f),...,a(0k)], B() =
[b(#1),...,b(0k)], and A = diag ().

C. CRB and Secrecy Rate

In this subsection, we elaborate on the radar detection and
communication security metrics. Particularly, the target/Eve
estimation is measured by the CRB, which is a lower bound
on the variance of unbiased estimators [7], and the security
performance is evaluated by the secrecy rate.

In the multi-Eve detection scenario, the CRB with respect
to the unknown Eve parameters 61,...,0x and fBi,...,0k
was derived in [8] in detail, and the FIM for 6,V k as well
as real and imaginary parts of B,V k is given as

Re (Jq1) Re(Ji12) —Im(J12)
J=2L RGT (Jlg) Re (J22) —Im (JQQ) 5
7ImT (Jlg) 711’1’1T (JQQ) Re (J22) 11)
where the elements of the matrix in (11) are
given in (12) at the top of next page with ©
denoting the Hadamard (element-wise) matrix
product, and A = , 8%(9911) 82(9022) 82(00;( )|,
B= [ 81{;(9911) 815(922) ... %‘t{) ] Also, the covariance
matrix Ry is given as
1
Ry = ZXXH WW¥H + Ry

13)
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(A*BYRYBA) + (AHQ—lA) ® (A*BHR*XBA)
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+ (AHQ—lA) © (A*BHR}BA) +
(12a)

(12b)
(12¢)

As per the above, the corresponding CRB matrix is expressed
as

CRB (6,8) =J ! (14)

and
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—
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CRB (6) » 15)
CRB (8) = [J_l]p + [‘]_1}33‘

Moreover, the achievable secrecy rate at the legitimate user
is defined as the difference between the achievable rates at the
legitimate receivers and the eavesdroppers. Thus, we give the
expression of the worst-case secrecy rate as [9], [10]

E 1+
Rk,i] ’

SR (VV“ RN) = min [RSY — (16)

where RSY,V i and RE,V k represent the achievable trans-
mission rate of the i-th CU and the k-th Eve, which can be
expressed as (17a) and (17b), respectively.

REV (V~Vi, RN) — log (1 + SINRSY) (17a)

RE; (W RN) —log (1+SINRE,).  (17b)

III. PROBLEM FORMULATION

In this section, we propose a normalized weighted optimiza-
tion problem that reveals the performance tradeoff between the
communication security and Eve parameters estimation. Addi-
tionally, the ISAC access point firstly emits an omnidirectional
beampattern to search for potential Eves, thus imprecise angles
of Eves have been obtained at the given SNR by deploying
the combined Capon and approximate maximum likelihood
(CAML) method, with the angular uncertainty interval of the
k-th Eve is denoted as E,(CO). To reduce angle estimation errors,
we also take the wide main beam design into account, which
covers all possible directions of Eves.

A. Problem Formulation

To achieve the desirable tradeoff between the communica-
tion data security and the radar estimation CRB, while taking
the estimation errors of Eves’ angles and the system power

budget into account, we formulate the weighted optimization
problem as follows

I, SR
max —
Wi Ry p|J|UB ” SRuz

S.t. aH (ﬁk’o) Rxa (19]@’0) — aH (ﬁk’p) Rxa (ﬁk’p) > Vs,

Vi p € card (V) ,V k
(18b)

(18a)

a (Uy.,) Rxa (Vy,n) <
1+ a) afl (Pk,0) Rxa (940),¥ O pn € card () ,V k
(18c¢)

a’ (9y,,) Rxa (Uy,,) >

(1 —a)a (Vr0) Rxa(9r0),V Og.n € card () ,V k
(18d)
(17b) , (17¢), (18e)

where |J|;; and SRyp denote the upper bounds of the
FIM matrix determinant and the secrecy rate, respectively.
0 < p < 1 denotes the weighting factor that determines the
weights for the Eve estimation performance and the secrecy
rate. « denotes a given scalar associated with the wide main
beam fluctuation. ¥y, ,, is the n-th possible direction of the k-th
Eve, 94,0 is the angle which was estimated by the algorithm
proposed in Section IV. ) and ®; denote the main beam
region and sidelobe region, respectively. Note that card (-)
denotes the the cardinality of (-).

Remark 1. Upper-bound of the FIM Determinant [8]

max |J] (19a)
W;,Rn
st. Ry =0, W, =0,V i (19b)
I
tr (sz‘FRN) =P, (19¢)
i=1

where Py denotes the power budget of the proposed system.
It is noted that the optimization above is convex and can
be efficiently solved by cvx toolbox [11]. Consequently, by
substituting the optimal Wi, Ry in (11), the upper-bound of
FIM determinant is obtained.

Remark 2. Upper-bound of the Secrecy Rate
Assuming that the CSI is perfectly known to the BS, the
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(21b),(21c), (21d) and (21e). (21c)

secrecy rate maximization problem can be formulated as

SR* = max min SR (WZ—7RN) (20a)
W;.Ry i,k
st (19b), (19¢). (20b)

The above problem can be simply relaxed into a convex SDP
problem. For brevity, we refer readers to [12] for more details.

B. Efficient Solver

To tackle problem (18), we firstly recast the complicated
secrecy rate term in the objective function. For simplicity, we
denote X; = anzl tr (IjL;V~Vm and introduce the scalar b,
then the weighted optimization problem can be recast as (21)
[12].

It is noted that the min operator only applies to the second
term of the objective function of problem (21). According
to the Fractional Programming (FP) algorithm [13], the op-
timization problem can be further reformulated by replacing
the fraction term with the coefficient z, which is given as

1—
_ max p |J| + P,
Wi, RnN,y,z |J‘UB

9SRuB

y? (b (Ei —tr (fLVVi) Ftr (f{iRN) + 1)) > 2 Vi

(22a)

(22b)

(18b),(21b), (21¢), (21d) and (21e), (22¢)
where y denotes a collection of variables y =
{y1,...,yr}. Referring to [I2], let ¢ = %, where

1
c € [(min 1+P0||hi||2) ,1} Thus, problem (22)

can be rewritten as (24) (next page) by replacing b with c,
and the optimal y; can be found in the following closed form

c\/Ei +1tr (ﬁiRN) +1
Yi =

Yt (fI,Wl) +tr (FI,;RN) 41

(23)

Note that problem (24) (at the top of next page) can be
efficiently solved by the cvx toolbox [11]. Given the interval
of ¢, the optimal variables. V~V;‘, R, 2* can be consequently
obtained by performing a one-dimensional line search over c,
such as uniform sampling or the golden search [14]. To this

end, the optimal CRB* and SR* can be accordingly calculated.

IV. NUMERICAL RESULTS

In this section, numerical results are provided for char-
acterizing the performance of the proposed sensing-aided
secure ISAC system design. We assume that both the ISAC
BS and the radar receiver are equipped with uniform linear
arrays (ULAs) with the same number of elements with half-
wavelength spacing between adjacent antennas. In the follow-
ing simulations, the number of transmit antennas and receive
antennas are set as Ny = N, = 10 serving I = 3 CUs,
the frame length is set as L = 64, the noise variance of the
communication system is o = 0 dBm.

Resultant beampatterns of the proposed sensing-aided ISAC
security technique are shown in Fig. 1, which demonstrates
the multi-Eve scenario (located at ¥, g = —25°,195 = 15°).
Note that the Rician factor is set as v; = 0.1 for generating a
Rician channel with weak LoS component, aiming to alleviate
the impact on the radar beampattern caused by the channel
correlation, and « is set as a = 0.05. To verify the efficiency
of the proposed approach, the receive SNR of the echo signal
is set as SNR=-22 dB, which is defined as SNR = miﬁ. In
the simulations, we repeat the weighted optimization p};oblem
until the CRB and the secrecy rate both convergence to a
local optimum. The beampatterns also indicate that the main
beam gain grows with the main lobe width getting narrow.
In Fig. 2, we consider the performance tradeoff between the
target/Eve estimation and communication data security with
different power budget by varying the weighting factor p.
We note that higer Py results in a better performance of the
estimation metric, i.e., root-CRB of the amplitude and the
angle. Additionally, with the increase of secrecy rate, the CRB
grows as well, which demonstrates the deterioration of the
Eve’s angle estimation accuracy.

V. CONCLUSIONS

In this work, we have proposed a novel approach to ensure
transmission data security with the assistance of sensing
functionality in ISAC systems. The BS initially emits the
omnidirectional beampattern for estimating the parameters of
targets, then we design a weighted optimization problem to
ensure the performance of the secrecy rate and the estimation
accuracy. The proposed algorithm has enabled sensing and
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Fig. 1: Beampatterns for the scenario of two Eves to be estimated, illustrating
the circumstance when the main lobes overlap at the first iteration, ¥1,0 =
—25°,192,0 = 15°,1 = 3, K = 2, Py = 35dBm, SNR=-22dB.
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Fig. 2: Tradeoff between the CRB and the secrecy rate with different power
budget. 91,0 = —25°,1 = 3, K = 1,SNR=-15dB.

communication functionalities to be integrated more deeply
and to gain mutual benefits from each other. In the end, the
numerical results have verified the effectiveness of the pro-
posed method and revealed the tradeoff between the sensing
and secrecy performance.
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