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Abstract—Considering a simultaneously transmitting and re-
flecting reconfigurable intelligent surfaces (STAR-RIS)-aided
dual-functional radar-communications (DFRC) system, this pa-
per proposes a symbol-level precoding-based scheme for enhanc-
ing the physical layer (PHY) security of the confidential informa-
tion transmission and performing target sensing simultaneously.
Specifically, the STAR-RIS-aided DFRC system design objective
is to maximize the average received radar sensing power subject
to the quality-of-service constraints for multiple communication
users, the security constraint for multiple potential eavesdrop-
pers, as well as various practical waveform design restrictions.
However, the formulated problem is challenging to handle due to
its nonconvexity. To address these issues, we propose a distance-
majorization induced low-complexity algorithm to obtain an
efficient solution. Simulation results confirm the effectiveness of
the STAR-RIS in improving the DFRC performance.

Index Terms—STAR-RIS, dual-functional radar-
communication, symbol-level precoding, distance-majorization.

I. INTRODUCTION

The upcoming sixth-generation (6G) networks will enable a
plethora of emerging applications such as autonomous driving
and smart factories, etc. Hence, there is an urgent need to
integrate radar sensing capability into the next-generation
wireless networks to establish perceptive mobile networks via
the notion of dual-functional radar-communications (DFRC)
[1]. One of the promising approaches for realizing DFRC is
to adopt communication waveforms to perform radar sensing,
where the object information can be extracted from the re-
ceived echo signals [2], [3]. Besides, the recently proposed
STAR-RIS has enabled the signal transmission and reflection
simultaneously, which achieves a larger coverage area than
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the reconfigurable intelligent surfaces (RIS) technique [4]–[7].
Recently, some works such as [8], have studied the STAR-RIS-
aided DFRC. However, the relevant research is still in infancy.

Moreover, compared with radar systems, communication-
centric DFRC systems encounter serious security problems,
since communication signal-enabled radar sensing are gen-
erally susceptible to potential eavesdropping attacks due to
the reuse of information-carrying signal waveform [9]–[11].
Compared with DFRC, the security threat in STAR-RIS aided
DFRC is severer due to the extra strong path introduced
by STAR-RIS to the malicious radar targets. To the best of
our knowledge, the physical layer (PHY) security scheme for
STAR-RIS-aided DFRC has not been considered before.

Against this background, this work investigates the PHY
security (PLS) of STAR-RIS-aided DFRC. Considering that
the multiple malicious targets may potentially eavesdrop the
confidential information intended to the secure user, we adopt
the symbol-level precoding technique to design an efficient
deception strategy for securing DFRC. In particular, we inves-
tigate the joint optimization of the signal waveform, the active
beamforming at the base station (BS), the passive transmit
and reflective beamforming at the RIS for maximizing the
radar sensing power of DFRC while guaranteeing the com-
munication reliability and security. Although the formulated
joint optimization problem is nonconvex, we propose a low-
complexity distance-majorization-based iterative algorithm.

Notation: χ2
k denotes a central chi-squared random variable

with k DoF. R (a) and I (a) denotes the real and imaginary
part of a complex number a. (· )T , (· )H , and || · ||2 denote
the transpose, the conjugate transpose, and the L2 norm,
respectively; Tr (· ) and (· )−1 denote the trace and inverse
of an input matrix, respectively; ln(·) denotes the natural
logarithm; a./b denotes the element-wise division of the two
vectors; x ∼ CN (Λ,∆) denotes the complex Gaussian vector
x with mean vector Λ and covariance matrix ∆. IN is the
N ×N identity matrix. vec(·) is the vectorization operator. ⊗
denotes the Kronecker product. V ⪰ 0 is a Hermitian positive
semi-definite matrix. x ∼ exp(λ) denotes an exponential
random variable with mean λ. diag(·) denotes a diagonal
matrix. O(·) is the big-O notation.
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Fig. 1. An illustration of the considered STARS-aided DFRC system.

II. SYSTEM MODEL AND PERFORMANCE METRIC

A. System Model

We consider a STAR-RIS-enabled DFRC system as illus-
trated in Fig. 1, where a multi-antenna dual-functional BS
serves Ku downlink single-antenna users while detecting Ke

point-like targets with the help of a STAR-RIS. The BS is
equipped with Nt transmitting antennas where Nt ≥ Ku.
Besides, the information intended to the secure user is con-
fidential while the information transmitted to the remaining
users is public. Similar to [12], we assume that the STAR-RIS
is equipped with a uniform linear array (ULA) consisting of a
total of N T-R elements. Also, the direct channel from the BS
to the users are blocked. Multiple targets are assumed to be
malicious single-antenna eavesdroppers (Eves) which wiretaps
the confidential information intended to the secure user.

In this work, we propose to adopt the symbol-level precod-
ing technique to perform signal broadcasting and radar sensing
simultaneously. In particular, the transmitted signals in the lth
time slot are the non-linear mapping from the information
symbols intended for the Ku users, x[l] ≜ [x1[l], . . . , xKu

[l]]
T

to the baseband signal transmitted from the Nt antennas, s[l] ≜
[s1[l], . . . , sNt

[l]]
T . This work concentrates on studying the

joint optimization of the transmission signal s[l], the matrices
of the transmission coefficients and reflection coefficients at
the STAR-IRS, i.e., Θt ≜ diag

(
τt,1e

jθt,1 , . . . , τt,Ne
jθt,N

)
and

Θr ≜ diag
(
τr,1e

jθr,1 , . . . , τr,Ne
jθr,N

)
, respectively, where

τt,i and 0 ≤ θt,i ≤ 2π are the amplitude and phase of the
ith transmission coefficient, respectively. Besides, τr,i and θr,i
are the amplitude and phase of the ith reflection coefficient,
respectively. Following the existing works on DFRC [13],
the joint design is formulated as an optimization problem
that maximizes the total illumination power along the target
directions taking into account the constructive interference
(CI)-type constraints on the communication users, security
constraints on the secure user, and other practical constraints
on the transmit beampatterns including the peak-to-average-
power ratio and similarity constraints.

B. Multiuser Communications Performance Metric

Following [2], the data symbols are assumed to be modu-
lated using the phase-shift-keying (PSK) scheme. At the lth

time slot, the symbol-level precoded signal vector is s[l] and
the received signal at the kth user is given by

yuk
[l] = hH

uk
ΘtGS(:, l) + nuk

[l], l ∈ L, (1)

where L ≜ [1, . . . , L], S ≜ [s[1], . . . , s[L]] is the transmit
signal matrix from the BS over the L time slots, S(:, l) denotes
the lth column of S, and nuk

[l] ∼ CN (0, σ2) is the noise
received at the kth user. Besides, the channels are modeled
as G ≜

√
lbrḠ ∈ CN×Nt and hH

uk
≜

√
lruk

h̄H
uk

∈ C1×N ,
where lxy is the large-scale path loss of the link x-to-y and
xy ∈ {br, ruk} denotes the direction of the link from x to y.
The small-scale fading coefficients Ḡ ∈ CN×Nt and h̄H

uk
∈

C1×Nt are modeled as Rician fading channels [5], [14], i.e.,

Ḡ =

√
κG

1 + κG
ḠLOS +

√
1

1 + κG
ḠNLOS, (2)

h̄H
uk

=

√
κuk

1 + κuk

h̄uk,LOS +

√
1

1 + κuk

h̄H
uk,NLOS, (3)

respectively, where κG ≥ 0 and κuk
≥ 0 are the corresponding

Rician factors. ḠNLOS and h̄H
uk,NLOS are the non-line-of-

sight (NLOS) components which are modeled as Rayleigh
fading channels. Denoting ωB and ωR as the effective angle-
of-departure (AOD) and angle-of-arrival (AOA) of the link BS-
to-STAR-RIS, respectively, the line-of-sight (LOS) channel
from the BS to the STAR-RIS is ḠLOS ≜ aTN (ωR)aNt

(ωB),
where the steering vectors are respectively given by aN (ωR) =
1√
N

[
1, e−j2π

sin(ωR)

2 , . . . , e−j2π
(N−1)sin(ωR)

2

]T
, aNt

(ωB) =

1√
Nt

[
1, e−j2π

sin(ωB)

2 , . . . , e−j2π
(Nt−1)sin(ωB)

2

]T
. Accordingly,

the LOS channel from the STAR-RIS to the kth user is
modeled as h̄uk,LOS ≜ aN (ωuk

), where aN (ωuk
) is the

steering vector with the effective AOD, ωuk
.

The condition for advocating the CI region is given by [15]

R
(
h̃H
l,k (Θt) s

)
≥γuk

, I
(
ĥH
l,k (Θt) s

)
≥γuk

, (4)

where γuk
≜ σ

√
Γui

sinΦ. h̃H
l,k (Θt) and ĥH

l,k (Θt) are

h̃H
l,k (Θt)≜eTl,L⊗

(
hH
uk
ΘtG

)
e−j∠xk(l)

(
sin(Φ)+e−j π

2 cos(Φ)
)
,

ĥH
l,k (Θt)≜eTl,L⊗

(
hH
uk
ΘtG

)
e−j∠xk(l)

(
sin(Φ)−e−j π

2 cos(Φ)
)
,

where ∠xk(l) is the angle of symbol xk(l).

C. Radar Sensing Performance Metric

The signals from the BS and the STAR-RIS are superim-
posed at the kth radar targets in the lth time slot, given by

yrk(l) =
(√

lbuk
aTNt

(ψk) +
√
lruk

aTN (θk)ΘrG
)
S(:, l),

where lbuk
is the path loss from the BS to the kth target and

lruk
is the path loss from STAR-RIS to the kth target. Besides,

Ke ≜ {1 . . . ,Ke}, ψk and θk are the effective AOD from the
BS and the RIS to the kth radar target. Furthermore, aNt

(ψk)
is the steering vector from the BS to the kth target and aN (θk)
is the steering vector from the STAR-RIS to the kth target [16].



Accordingly, the average beampattern over the L time slots at
the kth target direction can be derived as

P (θk, ψk) = b (ψk, θk)SS
HbH (ψk, θk)/L, k ∈ Ke, (5)

where b (ψk, θk) =
√
lbuk

aTNt
(ψk)+

√
lruk

aTN (θk)ΘrG, and
the angles ψk and θk are determined by the relative locations
of the kth target, IRS, and the BS. Besides, having a low peak-
to-average-power ratio (PAPR) is an important characteristic
of modern radar systems and the corresponding constraint is

max
1≤l≤L

|s(l)|2/
(

1

NtL
sHs

)
≤ η. (6)

D. Secure Communication Performance Metric
We propose a deceiving-based secure transmission scheme,

where the unclassified signal is designed to lie in the con-
structive region of multiple radar targets. Then, malicious
targets mistake the unclassified signal for confidential signals.
To guarantee an effective deception, the minimum Euclidean
distance from the noise-free wiretapped signal to the decision
boundary of any public signals is adopted as the quality-of-
service (QoS), given by

R
(
g̃H
l,k (Θr) s

)
≥ηek , I

(
ĝH
l,k (Θr) s

)
≥ηek ,∀k ∈ Ke, (7)

where ηek ≜ σ
√
Γeksin(Φ), g̃H

l,k and ĝH
l,k are

given by g̃H
l,k (Θr) ≜ eTl,L ⊗

(
tHek + gH

ek
ΘrG

)
×

e−j∠xû(l)
(
sin(Φ) + e−j π

2 cos(Φ)
)
, ĝH

l,k (Θr) ≜
eTl,L ⊗

(
tHek + gH

ek
ΘrG

)
e−j∠xû(l) ×

(
sin(Φ)− e−j π

2 cos(Φ)
)
,

respectively, where xû(l) denotes the symbol intended to any
public user in the lth slot. Besides, we have

gH
l,k =

√
κgl,k

1 + κgl,k

aTN (θk) +

√
1

1 + κgl,k

gH
l,k,NLOS, (8)

tHl,k =

√
κtl,k

1 + κtl,k
aTNt

(ψk) +

√
1

1 + κtl,k
tHl,k,NLOS. (9)

The components in (8) and (9) are defined similarly as their
counterparts in (2) and (3), respectively. Constraint (7) restricts
the wiretapped signal received at the multiple radar targets to
fall into the decision region that favours any public signals to
deceive the malicious targets.

E. Joint Optimization Problem Formulation
The joint design of the signal waveform and beamforming

(Θt,Θr) can be formulated as

maximize
s,Θt,Θr

Ke∑
i=1

P (θi, ψi) (10a)

s.t. ||s− s0||2 ≤
√
ϵL, (10b)

sHs = LPt, (10c)

sHEms ≤ Ptη

Nt
, 1 ≤ m ≤ N, (10d)

(4), (7), k ∈ Ku, k ∈ Ke, l ∈ L, (10e)

[Θr]
2
m,m + [Θt]

2
m,m = 1, 1 ≤ m ≤ N, (10f)

where s = vec (S), ϵ is a customized parameter for controlling
the similarity level, and constraint (10b) is the l2 norm simi-
larity constraint for shaping the transmission signal waveform
to mimic the reference signal s0, e.g., pulse compression.
Constraints (10c) and (10d) denote the PAPR constraint (6).
Besides, Em is an NtL×NtL diagonal matrix whose (m,m)
element is either 1 or 0. Constraint (10f) denotes the amplitude
constraints on the transmission and reflection elements [6]. It is
clear that problem (10) is nonconvex and obtaining its globally
optimal solution is very challenging.

III. DISTANCE-MAJORIZATION INDUCED
LOW-COMPLEXITY ALGORITHM

To handle the coupling among optimization variables, we
adopt the alternating optimization (AO) to optimize s and
(Θt,Θr) in an alternating iteration.

A. Distance-Majorization Algorithm for Optimizing the Signal
Waveform

With fixed Θt and Θr, the optimization of the waveform s
can be formulated as follows

maximize
s

sHBs (11a)

s.t. ||s||22 = LPt, ||si(l)||22 ≤ Ptη

Nt
, 1 ≤ i ≤ Nt, 1 ≤ l ≤ L,

(11b)

R
(
−h̃H

l,k (Θt) s
)
≤ −γuk

, R
(
−ĥH

l,k (Θt) s
)
≤ −γuk

,

k ∈ Ku, l ∈ L, (11c)

R
(
−g̃H

l,k (Θr) s
)
≤ −ηek , R

(
−ĝH

l,k (Θr) s
)
≤ −ηek ,

k ∈ Ke, l ∈ L, (11d)

||s− s0||2 ≤
√
ϵL, (11e)

where A (ψi, θi) ≜ bH (ψi, θi)b (ψi, θi) and B =∑Ke

i=1 (IL ⊗A (ψi, θi)).
To design an efficient algorithm to handle problem (11), we

propose a distance-majorization induced iterative algorithm.
In particular, we employ the Courant’s penalty method to
incorporate constraints (11b)-(11d) into the objective function,
and then, a distance-majorization [17] induced low-complexity
algorithm is proposed to the problem with the modified
objective function. To facilitate the algorithm design, we first
convert the complex-valued formulation of problem (11) into
its real-valued counterpart given by

maximize
s

ŝT B̂ŝ

s.t. ||ŝ||22 = LPt, || [ŝ(n), ŝ(LNt + n)] ||22 ≤ Ptη

Nt
, (12a)

f̃Tl,k (Θt) ŝ ≤ −γuk
, f̂Tl,k (Θt) ŝ ≤ −γuk

, k ∈ Ku, l ∈ L,
(12b)

t̃Tl,k (Θr) ŝ ≤ −ηek , t̂Tl,k (Θr) ŝ ≤ −ηek , k ∈ Ke, l ∈ L,
(12c)

||ŝ− ŝ0||2 ≤
√
ϵL, (12d)



where ŝ = [R(s), I (s)]
T , ŝ0 = [R(s0), I (s0)]

T , B̂ =[
R (B) , −I (B)
I (B) , R (B)

]
, f̂Tl,k (Θt) = −

[
R

(
ĥT
l,k

)
,−I

(
ĥT
l,k

)]
,

t̃Tl,k (Θt) = −
[
R

(
g̃T
l,k

)
,−I

(
g̃T
l,k

)]
, t̂Tl,k (Θt) =

−
[
R

(
ĝT
l,k

)
,−I

(
ĝT
l,k

)]
.

Then, with the Courant’s penalty method, a penalized opti-
mization problem is built as

maximize
ŝ,ỹu

k ,ŷ
u
k ,ỹ

e
k,ŷ

e
k

ŝT B̂ŝ− ρ

2
∆ (ŝ) (13a)

s.t. ỹul,k = f̃Hl,k (Θt) ŝ, ŷ
u
l,k = f̂Hl,k (Θt) ŝ, k ∈ Ku, l ∈ L,

ỹel,k = t̃Hl,k (Θr) ŝ, ŷ
e
l,k = t̂Hl,k (Θr) ŝ, k ∈ Ke, l ∈ L,

||ŝ− ŝ0||2 ≤
√
ϵL, (13b)

where ρ > 0 is the penalty parameter and
∆(ŝ) ≜

∑Ku

k=1

∑L
l=1

(
dist2

(
ỹul,k,Ξ

)
+dist2

(
ŷul,k,Ξ

))
+

dist2 (ŝ,Ω)+
∑Ke

k=1

∑L
l=1

(
dist2

(
ŷel,k,Ψ

)
+ dist2

(
ỹel,k,Ψ

))
.

Besides, Ω, Ξ, and Ψ are feasible sets determined by
constraints (12a), (12b), and (12c), respectively.

Theorem 1: As ρ → +∞, the solution of problem (13)
converges to the optimal solution of problem (12).

Proof: The proof is omitted due to the space limitation.

Although constraints (12a), (12b), and (12c) have been
incorporated into the objective function, calculating the mini-
mum distance ∆(ŝ) still involves solving multiple optimiza-
tion problems whose computational complexity can be ex-
ceedingly high. As an alternative, by employing majorization-
minimization (MM), we approximate problem (13) as a se-
quence of convex optimization problems, given by

maximize
ŝ

F (ŝ) , s.t. (13b), (14)

where F (ŝ) ≜ ŝT B̂ŝ − ρ
2

∑Ku

k=1

∑L
l=1

∣∣∣∣∣∣ỹul,k − γ̃uk

∣∣∣∣∣∣2
2
−

ρ
2

(∑Ku

k=1

∑L
l=1

∣∣∣∣∣∣ŷul,k−γ̂uk

∣∣∣∣∣∣2
2
+
∑Ke

k=1

∑L
l=1

∣∣∣∣∣∣ŷel,k − η̂ek

∣∣∣∣∣∣2
2

)
−ρ

2

∑Ke

k=1

∑L
l=1

∣∣∣∣∣∣ỹel,k − η̃ek

∣∣∣∣∣∣2
2
− ρ

2 ||ŝ− š||22 − ρ
2 ||ŝ− s̃||22 .

Besides, š and s̄ are the solutions obtained by
projecting s onto the sets Ω̌ ≜

{
s| ||ŝ||22 = LPt

}
and

Ω̄ ≜
{
s| || [ŝ(n), ŝ(LNt + n)] ||22 ≤ Ptη

Nt

}
, respectively.

Moreover, γ̂uk
, γ̃uk

, η̂ek , and η̃ek are the ones obtained by
projecting f̃Hl,k (Θt) ŝ, f̂Hl,k (Θt) ŝ, t̃Hl,k (Θt) ŝ, and t̂Hl,k (Θt) ŝ
onto the feasible sets defined by (12b) and (12c), respectively.
Although problem (14) is still nonconvex, its optimal solution
still satisfies the KKT condition [18, Section 5.2]. From the
KKT condition, we can obtain the optimal solution, given by

ŝ =
(
(2ρ+ 2λ)INtL − 2B̂+ ρT

)−1

y, (15)

Algorithm 1 Proposed Iterative Algorithm for Problem (12)
1: Initialize ρ = 1, c = 2, T = 30, ρmax ≫ 1, ŝ(1) = ŝ(0) ∈ R2NtL×1, the

convergence tolerance ϵ ≪ 1, and m = 1.
2: Repeat
3: ẑ(m) = ŝ(m) + m−1

m+2 (ŝ(m) − ŝ(m − 1)),
4: Project ẑ(m) on the sets defined by (12a), (12b), and (12c) and obtain γ̃u,k , γ̂u,k ,

η̃e,k , and η̂e,k , k ∈ Ku, k ∈ Ke, l ∈ L.
5: Obtain ŝ with (15),
6: Update ρ = min (ρmax, cρ), every T iterations
7: m = m + 1,
8: Until ||s(m + 1) − s(m)||2 ≤ ϵ.

where

T =
∑
l,k

(
f̃l,k (Θt) f̃

T
l,k (Θt) + f̂l,k (Θt) f̂

T
l,k (Θt)

)
+

∑
l,k

(
t̃l,k (Θt) t̃

T
l,k (Θt) + t̂l,k (Θt) t̂

T
l,k (Θt)

)
, (16)

y =ρ

∑
l,k

(
f̃l,k (Θt) r̃uk

+ t̂l,k (Θt) r̂uk

)
+ s̆


+ ρ

∑
l,k

(
t̃l,k (Θt) η̃ek + t̂l,k (Θt) η̂ek

)
+ s̄

+ 2λs0,

where λ can be obtained with the bisection search method for
making λ

(
||ŝ− ŝ0||2 −

√
ϵL

)
= 0 hold.

Algorithm 1 summarizes the proposed distance-majorization
induced iterative algorithm for optimizing the waveform ŝ.

B. Optimization of Θt and Θr

In this subsection, we study the joint optimization of Θt

and Θr for the second subproblem in AO. By employing
the vectorization operator given in [19, Section 1.11.2], the
objective function in (10a) can be reformulated as

M∑
i=1

P (θi, ψi) = θH
r Qθr + 2R

(
qHθr

)
+ p, (17)

where Q≜
∑M

i=1 L
H
d

((
GSSHGH

)T ⊗(
aN (θi)a

H
N (θi)

))
Ld,

q =
∑M

i=1 L
H
d vec

(
aN (θi)a

H
Nt

(ψi)SS
HGH

)
, and

p =
∑M

i=1 a
H
Nt

(ψi)SS
HaNt(ψi).

Based on the above reformulations, the joint optimization
of Θt and Θr can be formulated as

maximize
θ̂r,θ̂t

θ̂T
r Q̄θ̂r + 2q̄T θ̂r (18a)

s.t.ṽl,kθ̂t ≤ −γuk
, v̂l,kθ̂t ≤ −γuk

, k ∈ Ku, l ∈ L, (18b)

p̃l,kθ̂r≤−η̃e,l,k, p̂l,kθ̂r≤−η̂e,l,k, k ∈ Ke, l ∈ L, (18c)

[θ̂r]
2
n+[θ̂r]

2
n+N+[θ̂t]

2
n+[θ̂t]

2
n+N =1, 1 ≤ n ≤ N, (18d)

where vl,k ≜
(
(GSel,L)

T ⊗ hH
uk

)
Ld, pl,k ≜(

(GSel,L)
T ⊗ gH

ek

)
Ld, −η̃e,l,k = −ηek +

R
(
α̃l,û

(
eTl,L ⊗ tHek

)
s
)

, −η̂e,l,k = −ηek +



R
(
α̂l,û

(
eTl,L ⊗ tHek

)
s
)

, and

Q̄ =

[
R (Q) , −I (Q)
I (Q) , R (Q)

]
, q̄ = [R (q) ,−I (q)]

T
, (19)

θ̂t ≜ [R (θt) , I (θt)] , θ̂r ≜ [R (θr) , I (θr)] (20)

ṽl,k ≜
[
R

(
−β̃l,kvl,k

)
, I

(
β̃l,kvl,k

)]
, (21)

v̂l,k ≜
[
R

(
−β̂l,kvl,k

)
, I

(
β̂l,kvl,k

)]
, (22)

p̃l,k ≜ [R (−α̃l,ûpl,k) , I (α̃l,ûpl,k)] , (23)

p̂l,k ≜ [R (−α̂l,ûpl,k) , I (α̂l,ûpl,k)] . (24)

Since problem (18) is nonconvex, it is challenging to solve
problem (18) directly. Taking these considerations into ac-
count, we again apply the distance-majorization algorithm to
handle problem (18). Firstly, an equivalent problem with an
augmented objective function can be formulated as follows

minimize
θ,z̃l,k,ẑl,k,x̃l,k,x̂l,k

− θTErQ̄ET
r θ−2q̄TET

r θ +
ρ

2
dist2 (ϖ,Θ)

(25a)

s.t. z̃l,k = ṽl,kE
T
t θ, ẑl,k = v̂l,kE

T
t θ, (25b)

x̃l,k = p̃l,kE
T
r θ, x̂l,k = p̂l,kE

T
r θ, (25c)

where Et = [I2N ;02N ], Er = [02N ; I2N ], ϖ ≜
{θ, z̃l,k, ẑl,k, x̃l,k, x̂l,k}, and Θ is the feasible set spanned by
(18b)-(18d).

Similar to handling problem (13), we propose an MM-based
iterative algorithm to handle problem (25) and a surrogate
function of the objective function (25a) can be written as

G (θ) ≜ −θTErQ̄ET
r θ − 2q̄TET

r θ +
ρ

2

∑
l,k

|z̃l,k − r̃uk
|2

+
ρ

2

∑
l,k

|ẑl,k − r̂uk
|2+ ρ

2

∑
l,i

|x̃l,k−r̃ek |2+
ρ

2

∑
l,k

|x̂l,k − r̂ek |2

+
ρ

2

(
||ET

t θ − θ̂t||22
)
+
ρ

2

(
||ET

r θ − θ̂r||22
)
, (26)

where r̃uk
, r̂uk

, r̃ek , r̂ek , θ̂t, and θ̂r are the solutions obtained
by projecting z̃l,i, ẑl,i, x̃l,k, x̂l,k, ET

t θ, and ET
r θ onto the

feasible sets of (18b)-(18d). Although G (θ) is still noncon-
vex, by exploiting the strong duality of nonconvex quadratic
problem [18], its optimal solution can be obtained as

θ = M−1N, (27)

where M ≜ −2Q̄ET
r + ρEtE

T
t + ρErE

T
r +

ρ
∑

l,k Etṽ
T
l,kṽl,kE

T
t + ρ

∑
l,k Etv̂

T
l,kv̂l,kE

T
t +

ρ
∑

l,k Erp̃
T
l,kp̃l,kE

T
r + ρ

∑
l,k Erp̂

T
l,kp̂l,kE

T
r +

2λI4N , and N ≜ 2Erq̄ + ρ
∑

l,k Etṽ
T
l,kr̃uk

+

ρ
∑

l,k Etv̂
T
l,kr̂uk

ρ
∑

l,k Erp̃
T
l,kr̃e,l,k + ρ

∑
l,k Erp̂

T
l,kr̂e,l,k +

ρErθ̂r + ρEtθ̂t.

Algorithm 2 summarizes the proposed distance-majorization
induced iterative algorithm for optimizing the transmit and
reflective beamforming matrices.

Finally, Algorithm 3 summarizes the proposed iterative
algorithm for handling the joint design of S, Θt, and Θr.

Algorithm 2 Proposed Iterative Algorithm for Problem (18)
1: Initialize ρ = 1, c = 2, T = 30, ρmax ≫ 1, θ(1) = θ(0) ∈ R4N×1, the

convergence tolerance ϵ ≪ 1, and k = 1.
2: Repeat
3: y(k) = θ(k) + k−1

k+2 (θ(k) − θ(k − 1)),
4: Project y(k) on the sets defined by (18b)-(18d), and obtain θ̂t, θ̂r , γ̃uk

, γ̂uk
,

r̃ek , and r̂ek , k ∈ Ku, k ∈ Ke, l ∈ L.
5: Obtain θ with (27),
6: Update ρ = min (ρmax, cρ), every T iterations
7: k = k + 1,
8: Until ||θ(k + 1) − θ(k)||2 ≤ ϵ.

Algorithm 3 Proposed AO Algorithm for the Joint Optimiza-
tion of S, Θt, and Θr

1: Initialize the convergence tolerance ϵ̆ = 10−1,
2: Repeat
3: Optimize S with Algorithm 1,
4: Optimize Θt and Θr with Algorithm 2,
5: Until the increase of the objective function is smaller than ϵ̆.

IV. SIMULATION RESULTS

In this section, we adopt Monte Carlo simulations to eval-
uate the performance of our proposed iterative algorithm.
The locations of the BS and the STAR-RIS are (0 m, 0 m)
and (50 m, 50 m), respectively. The number of users and
targets are Ku = 2 and Ke = 3 respectively, whose loca-
tions are generated uniformly in the region of [0, 100 m] ×
[0, 100 m]. In particular, the random locations of the users are
(88.1120 m, 39.2204 m) and (92.1621 m, 27.6774 m). The
locations of the malicious targets are (28.6037 m, 73.1042 m),
(16.3334m, 73.6524m) and (54.4971 m, 81.2934 m), respec-
tively. Similar to [20], we model the path loss as 35.3 +
37.6log10lab (dB), where lab is the transmission distance from
a to b. Unless specified otherwise, the noise power σ2 is −100
dBm/Hz, the PAPR η = 2.2, and the Rician factor is 5 dB.
Besides, we adopt the orthogonal linear frequency modulation
(LFM) as the reference waveform. Then, we set the reference
waveform in problem (10) as s0 = vec (S0). To validate the
efficiency of our proposed distance-majorization induced low-
complexity algorithm (DMLCA) in Algorithm 3, following
[15], we employ the alternating direction method of multipliers
(ADMM) algorithm to introduce the benchmark algorithm.

Fig. 2 shows the convergence rate of our proposed DMLCA,
which includes the average radar sensing power achieved by
optimizing S and (Θr,Θt) alternatingly. Clearly, the conver-
gence rate of the proposed DMLCA is fast, which validates
its efficiency. Besides, DMLCA has a similar convergence
performance for different values of N , which validates its
practicability and shows that it enjoys an excellent scalability.

Fig. 3 shows the performance comparison between DMLCA
and the ADMM-based algorithm. We set L = 1 for facilitating
the performance comparison. Clearly, DMLCA achieves better
performance than ADMM. Therefore, we can conclude that
our proposed DMLCA not only enjoys a much lower complex-
ity than that of ADMM, but also achieves better performance
than the latter. Furthermore, to illustrate the benefit introduced
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by the STAR-RIS, we also show the DFRC performance in
the absence of STAR-RIS denoted as “Without STAR-RIS”,
whose transmit signal s is optimized using Algorithm 1. From
Fig. 3, we can find that the performance gain brought by
STAR-RIS increases with increasing Pt.

V. CONCLUSION

We proposed a novel symbol-level precoding technique for
securing the STAR-RIS-aided DFRC system. Specifically, the
multi-user interference is designed to be constructive to legit-
imate users but is deceptive to Eves by restricting the signals
to fall into the constructive region of the public signals. Then,
the joint design was formulated as an optimization problem to
maximize the radar sensing power subject to the constructive
interference constraints for multiple communication users and
security constraints for malicious radar targets, as well as
the amplitude constraints on the transmission and reflection
elements of the STAR-RIS, the PAPR constraint, and the
similarity constraint between the transmitted and the reference
signals. Although the considered problem is nonconvex, we
proposed a distance-majorization induced iterative algorithm

to transform the joint design problem into a sequence of
subproblems, whose optimal solution in each iteration can
be derived in closed-form. Simulation results confirmed the
superior performance of our proposed iterative algorithm.
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