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ABSTRACT
A rising number of Internet of Things (IoT) security and pri-
vacy threats have been documented over the last few years.
However, IoT devices’ domain designs are out-of-date and do
not take into consideration the changing dangers associated
with them. In this paper, we present COPSEC, a novel frame-
work for evaluating whether IoT devices are compliant with
security guidelines and privacy regulations. We extract met-
rics from existing guidelines and regulations and test them
on a set of devices by performing hundreds of automated
experiments. Our results indicate not only that these devices
are not compliant with basic security guidelines, but also
that their data collection operations may introduce privacy
risks for the users that adopt them.
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1 INTRODUCTION
The number of Internet of Things (IoT) devices has increased
significantly in the last few years. They can be used in dif-
ferent contexts, from a common user who owns a consumer
device, to far more complex environments such as hospitals.
Differently from a computer or a mobile phone, these devices
are constantly on and connected to their network, making
them vulnerable to both security and privacy risks.
Security guidelines, such as ENISA and NIST [1, 2], have

been released for improving IoT design practice, but, at the
moment, they are not mandatory and it is not clear whether
IoT devices are compliant with them. Furthermore, privacy
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regulations exist, such as GDPR [3] in the EU or CCPA [4] in
California. However, there is a lack of understanding of how
and whether IoT devices comply with these regulations.
We propose COPSEC, a framework for auditing the com-

pliance of IoT devices with security guidelines and privacy
regulations. Its aim is to automatically probe IoT devices and
produce a certification. By extracting information from the
privacy policies and comparing them with the behavior of
the devices, and by defining metrics to test security guide-
lines, we perform an initial investigation of this compliance.

We address the following research questions (RQ):
RQ1. Is it possible to create a framework for benchmarking

security and privacy on IoT devices? At the moment, there is
no framework to check whether IoT devices are adhering to
security guidelines and privacy regulations. Our goal is to
create a methodology for auditing them automatically.

RQ2. What are the metrics for practically implementing IoT
cybersecurity guidelines? In order to measure the compliance
of IoT devices with security guidelines, it is necessary to
extract metrics from each guideline. Every metric is tested
on the devices through dedicated experiments.

RQ3. Is it possible to measure privacy regulations? Similarly
to security guidelines, we also create metrics from privacy
regulations, such as GDPR. By doing this, we determine
whether IoT manufacturers respect such regulations. Dif-
ferently from security guidelines, privacy regulations are
mandatory in some countries.

2 COMPARISONWITH THE STATE OF
THE ART

Due to the rapid growth of the IoT ecosystem, researchers
have proposed differentmethods for analysing and validating
the behaviour of IoT devices [5–8]. However, the state-of-
the-art works all focus on specific aspects and do not propose
any framework to obtain a comprehensive certification of
the devices’ security and privacy behavior. Conversely, there
are active programs promoted by international agencies and
standardisation bodies trying to fill this gap [1, 2].
In this direction, some attempts of certification frame-

works tailored to the IoT context are available in the litera-
ture. See [9], for an extensive overview of recent proposals.

1546

https://doi.org/10.1145/3570361.3615747
https://doi.org/10.1145/3570361.3615747
https://creativecommons.org/licenses/by-nc-sa/4.0/
http://crossmark.crossref.org/dialog/?doi=10.1145%2F3570361.3615747&domain=pdf&date_stamp=2023-10-02


ACM MobiCom ’23, October 2–6, 2023, Madrid, Spain Gianluca Anselmi∗, Anna Maria Mandalari∗, Sara Lazzaro§, Vincenzo De Angelis§

Figure 1: COPSEC Overview.
However, they are focused on certification processes per-

formed by vendors, so that a certain degree of trust should be
placed on them. To overcome this issue there is the need of
a general framework for independent-third-parties (possibly
final users) certifications of IoT devices.
As indicated in [10], it is crucial to have a robust open-

source framework as automated as possible and not tailored
for only a specific device. Therefore, assessing in a compre-
hensive manner whether IoT products comply with regula-
tory requirements is an open problem. This is mainly due to
the heterogeneity of the IoT devices [11] and the dynamicity
of IoT context [9]. Given this, a black-box testing methodol-
ogy is the only effective way to address the above challenges.
The above overview makes it evident that a new frame-

work is needed, in order to implement a scalable and trust-
worthy verification approach for IoT devices.
3 SYSTEM DESIGN
Figure 1 shows our system design. COPSEC runs on the
gateway, we convert the input regulations and guidelines as
measurable metrics and test them on IoT devices through
compliance scripts. The output is a certification that states
the compliance. We collect all the network traffic from the
devices and we analyse it against the guidelines/regulations.
Our testbed is composed of: (i) a gateway, connected to

the Internet, that provides IP connectivity to IoT devices and
is able to capture all the network traffic, (ii) more than 200
medical and consumer IoT devices connected to the gateway,
(iii) a suite of compliance scripts that perform automatic ex-
periments for testing against security guidelines and privacy
regulations running on the gateway.
We conduct idle and controlled experiments to analyse

the devices under different conditions. Our initial results
are generated through idle experiments, with no particular
functionality executed on the devices. We also consider the
network traffic generated during the device pairing with its
respective app (configuration traffic).

4 METHODOLOGY AND RESULTS
In this preliminary work, we consider 10 consumer IoT de-
vices from different categories (speakers, doorbells, cameras,
appliances) and test them against the following two security
guidelines reported in [1] and one article of GDPR.
4.1 Security Guidelines and Privacy

Regulation
• GP-TM-50: Ensure only necessary ports are exposed
and available.

• GP-OP-04: Use proven solutions, i.e. well known com-
munications protocols and cryptographic algorithms,
recognized by the scientific community, etc.

• Art.32 (a): "... the controller and the processor shall
implement... encryption of personal data"

4.2 GP-TM-50: Unnecessary Ports
Methodology. The procedure consists in the use of the
nmap [12] to perform port scanning. Specifically, we scan
the entire range of ports (from 0 to 65535). After detecting
the open ports, we analyze the traffic exchanged by devices
during idle activity for a period of 1 month. Then, we derive
the subset of the open ports not actually used by the devices.
Result. Table 1 (column 2) shows that 6 over 10 devices
present at least a port not used during the idle activity. Fur-
ther experiments will be conducted by triggering specific
functions of the devices and analyzing the unused open ports.
This behaviour is not compliant with the ENISA security
guideline GP-TM-50 [1].
4.3 GP-OP-04: Standard Protocols
Methodology.We focus on checking the adoption of stan-
dard communication protocols by the IoT devices.

To test the compliance with the guideline, we proceed as
follows. As a reference, we consider the list of well-known
and registered ports assigned by IANA [13]. By examining
the traffic in idle mode, we identify all the flows exchanged
through ports not present in the above list. Through this
procedure, we obtain the number of unrecognized protocols
for each device. To get a complete view, we also detect the
number of recognized protocols adopted by each IoT device.
This number is obtained by simply counting the number of
distinct ports known to be associated to standard protocols.
Result. Results (Table 1, columns 3-4) show that 6 devices
are not compliant with the guideline since they exchange
traffic by leveraging at least one non-standard protocol dur-
ing the idle activity. We expect that further violation of this
guideline can be observed by triggering specific functions of
the devices. We want to observe that this procedure does not
present any false positive results. However it may result in
some false negative result (unrecognized protocols identified
as recognized). This happens when the devices use some
well-known or registered ports of IANA to exchange data
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Device # of Unused Open
Ports

# of Unrecognized
Protocols

# of Recognized
Protocols

Compliant with
GDPR Art. 32 (a)

Bose Speaker 11 0 7
Echo Dot 5 5 3 9
Furbo Dog Camera 0 1 6
Google Nest Cam 3 1 6
Govee lights 0 0 5
Ring Video Doorbell 0 2 6
Sensibo Sky Sensor 0 0 2
SimpliSafe Cam 1 0 3
Sonos One 5 1 8 X
WeeKett Kettle 1 2 2

Table 1: Results of devices compliance.
through not standard protocols. As future work, we will re-
fine the methodology to address this limitation by checking
packet headers.
4.4 Art.32 (a): Encryption of Personal Data
Methodology.We define a list of personal data (according
to the directives issued by GDPR) that a device might send.
This list includes data related to the accounts created during
the configuration of the devices (e.g., name, surname, home
address, telephone number, email address ecc.), the devices’
IP, MAC addresses and identifiers.
Moreover, we include in the list some keywords related

to the activity of users that may reveal private information
(the state of devices, the values they capture, etc.).

COPSEC is able to detect the above keywords in the traffic
sent in plain text by the device.
Result. Our analysis shows that the Sonos One device sends
a firmware update request in plain text embedding in it the
MAC address. This represents a violation of the GDPR direc-
tives, since MAC addresses are included in the category of
“online identifiers”. As futureworkwe plan to apply the above
methodology to the traffic exchanged in the local network
by the devices.

5 CONCLUSION
This paper introduces COPSEC, a framework for automati-
cally auditing the compliance of IoT devices with security
guidelines and privacy regulations. Our idle experiments
show a not compliant behaviour with two ENISA security
guidelines (GP-TM-50 and GP-OP-04) and with the GDPR
directives (Art. 32 (a)). Therefore, our initial results highlight
the need of performing more experiments and testing more
guidelines and regulations.
As future work, we plan to test more devices, make the

framework open-source and running in a real smart gateway
in order to produce open-source IoT certifications. Our aim is
to bridge the knowledge and methodological gap that exists
between stakeholders and the technical community, also pro-
ducing knowledge for informing regulatory organizations.
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