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Abstract

Android malware is a continuously expanding threat to billions of mobile
users around the globe. Detection systems are updated constantly to address
these threats. However, a backlash takes the form of evasion attacks, in which
an adversary changes malicious samples in the wild such that they will be
misclassified as benign. This paper comprehensively inspects a well-known
Android malware detection system, MaMaDroid, which analyzes the control
flow graph of the application. Changes in the portion of benign samples in
the training set are considered to reveal their etfect on the resulting classifier.
These changes in the ratio between benign and malicious samples have a clear
effect on each of the models, resulting in a decrease of more than 40% in their
detection rate, model confidence, and reliability. Moreover, adopted Machine
Learning models were implemented as well, including 5-NN, Decision Tree,
and Adaboost. Exploration of the six models showed a typical behavior in
different cases, of tree-based models and distance-based models. Moreover,
three novel attacks that manipulate the Control Flow Graph (CFG)' are
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described for each of the targeted models. The attacks decrease the detection
rate of most models to less than 10%, with regards to different ratios of benign
to malicious apps. As a result, a new version of MaMaDroid is engineered,
which fuses the CFG of the app and static analysis of features of the app.
This improved model is proven to be robust against evasion attacks targeting
CFG-based models and static analysis models, achieving a detection rate of

~ 80%.

Keywords: Machine Learning, Evasion Attacks, Android Malware
Detection

1. Introduction

Malicious software, a.k.a malware, is defined as a file or program that tries
to damage the normal activity of a digital device. Malware can take many
forms, including viruses, worms, Trojans, ransomware, spyware, adware, and
rootkits (Choo, 2011). Malware can be spread using various vectors, such
as email attachments, downloads from the internet, or physical media like
USB drives (Christodorescu et al., 2005). Recent research shows that mal-
ware can cause significant damage to computer systems, networks, and data,
leading to financial losses and privacy breaches. For instance, ransomware at-
tacks, a type of malware that encrypts victims’ data and demands a ransom
for its release, continue to be a major threat to businesses and individuals
worldwide (Bekkers et al., 2023).

Most malware is specifically engineered according to their target oper-
ating system (OS), as OSs vary based on their hardware and functionali-
ties. Ome of the popular targets for malware is the Android OS. Android
application Packages (APKs), the popular executable files of Android OS,
can be found in many Android markets around the world (e.g., Google play
Store Google (2008)). Many malware apps in these markets target the at-
tention of unsuspecting users to ensure that they download the malicious
app. For example, Etinu malware leverages the fear of recent COVID-19
in Asia (WIRE, 2021). This malware stole information from incoming SMS
messages, made purchases in the victim’s name, and infected more than 700K
users. As a safeguard for these users and many more, many researchers and
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cyber experts are seeking an efficient solution for the correct identification
of malware applications (Aafer et al., 2013; Arp et al., 2014; Berger et al.,
2021; Cai and Jenkins, 2018; Chen et al., 2016; Dini et al., 2012; Enck et al.,
2009; Huynh et al., 2017; Kabakus, 2022; Onwuzurike et al., 2017; Shabtai
et al., 2012, 2009, 2014; Shin et al., 2020; Sun et al., 2016; Talha et al., 2015;
Treadwell and Zhou, 2009; Venugopal and Hu, 2008; Wang et al., 2014; Wu
et al., 2012; Xu et al., 2013). Several studies have been conducted throughout
the years to mitigate the threat of Android malware, implementing methods
such as the use of heuristics of app structures and signatures (Treadwell and
Zhou, 2009; Venugopal and Hu, 2008), permissions’ analysis (Enck et al.,
2009; Sun et al., 2016; Talha et al., 2015; Wang et al., 2014; Xu et al., 2013).

Machine learning (ML) algorithms have been commonly used for Android
malware detection in recent years. The algorithms’ ability to effectively clas-
sify and analyze large datasets of complex features extracted from Android
apps increased their popularity. According to Aafer et al. (Aafer et al., 2013),
traditional malware detection techniques using signature analysis are insuf-
ficient in detecting new and unknown types of malware. In comparison, ML
algorithms can learn from past data to improve their accuracy, even in the
presence of obfuscation techniques used by malware creators (Li et al., 2016;
Tong et al., 2019). This has led to the development of ditferent MIL-based
Android malware detection systems, such as MaMaDroid, Drebin, and An-
droidAPIMiner, detection systems that demonstrated high detection rates of
both known and unknown types of malware (Arp et al., 2014; Aafer et al.,
2013; Onwuzurike et al., 2017). Therefore, ML algorithms have become an
essential tool in the fight against Android malware. A strong ML classifier is
based, among others, on the raw data that must represent the domain cor-
rectly. Specifically, for different subdomains of malware detection, there is a
different real-world distribution of malicious and benign samples. For exam-
ple, in the subdomain of URL malware detection, most Internet addresses
are considered malicious (Maggi et al., 2013; Rahbarinia et al., 2017). In the
domain considered in this paper, i.e., Android malware, most of the apps are
considered benign (Google, 2017; Lindorfer et al., 2014; Pendlebury et al.,
2019). A recent and popular study defined the recommended ratio as 90/10
between benign and malicious Android apps (Pendlebury et al., 2019). As a
result, the challenge for Android malware classifiers is to analyze the impor-
tant characteristics of malicious apps, despite the low volume of malicious
apps in the dataset.

Even an ML classifier trained on the right amount of benign and malicious

3



apps is not 100% accurate on any input sample. Goodfellow et al. (Goodfel-
low et al., 2014) proved that some ML classifiers are susceptible to manip-
ulations. These manipulations are called adversarial examples. Adversarial
examples are created when an attacker manipulates malicious samples so that
the sample will be misclassified as benign and vice versa (Grosse et al., 2017;
Kuppa et al., 2019; Yuan et al., 2019). In turn, evasion attacks are intel-
ligent attacks in which the adversary manipulates malicious instances, such
that they will be wrongly classified. Evasion attacks that change the physi-
cal malicious instance are called problem-space evasion attacks (e.g., (Berger
et al., 2020, 2021; Chen et al., 2019; Pierazzi et al., 2019)). On the other
hand, evasion attacks that manipulate the extracted feature vector of an in-
stance are called feature-space evasion attacks (e.g., (Athalye et al., 2018;
Demontis et al., 2017; Li and Li, 2020)).

To address the threats that arise from evasion attacks on APKs, this
work follows one of the well-known Android malware detection systems, Ma-
MaDroid (Onwuzurike et al., 2017). MaMaDroid is based on a control flow
graph (CFG) (Allen, 1970), where a CFG is a representation of a program
using graph notation. This representation depicts all paths that might be
traversed through the program while executing it.

The contribution of this paper is threefold. First, it presents a full eval-
uation of MaMaDroid as a function of the portion of benign instances in
the training set. Both clean data and evasion attacks are evaluated (com-
pared to (Pendlebury et al., 2019), where the authors evaluated only clean
data). This evaluation spans multiple models and focuses on the detection
of malicious entities, the effect of attacks on the confidence of the model
in its prediction, and the reliability of the model. Second, this paper intro-
duces three innovative problem-space evasion attacks against MaMaDroid.
The classifiers are evaluated on both clean data and data manipulated by
various evasion attacks. These two cases are thoroughly evaluated based on
multiple metrics (i.e., evasion robustness, defense reciprocal rate, and model
reliability), and a diverse set of models. Finally, this paper provides a more
robust version of MaMaDroid, i.e., MaMaDroid2.0. The new version incor-
porates an extended feature set. MaMaDroid2.0 was evaluated against the
novel evasion attacks and other known evasion attacks. Compared to the
MaMaDroid model in (Onwuzurike et al., 2017), which results in a detection
rate of ~ 0%, the novel version provides a recall of more than 60%.



2. Related Work

In Section 2.1, four main approaches in the field of Android malware de-
tection systems are described. It is noteworthy that evasion attacks leverage
weak spots in ML-based Android malware detection systems. These attacks
take two forms: problem-space attacks and feature-space attacks. Problem-
space attacks (Alzantot et al., 2018; Apruzzese and Colajanni, 2018; Dang
et al., 2017; Demontis et al., 2017; Li et al., 2018a; Rastogi et al., 2013;
Zheng et al., 2012) include modification of the samples. This is the type
of attack implemented in this study. Feature-space attacks (Biggio et al.,
2013; Carlini and Wagner, 2017; Chen et al., 2018a; Shahpasand et al., 2019;
Shao et al., 2019; Xu et al., 2020; Zikratov et al., 2017) map the sample
into a feature vector and modify the values of the features. Feature-space
attacks are easier to implement than problem-space attacks. Also, Feature-
space attacks can be generated automatically by an ML system (Aydogan
and Sen, 2015; Chen et al., 2017; Hu and Tan, 2017; Ming et al., 2015; Zhao
et al., 2019). Nonetheless, the correlated code in the sample that needs to
be changed according to these attacks may severely damage the function-
ality of the sample (Berger et al., 2020; Chen et al., 2019; Pierazzi et al.,
2020; Salem et al., 2018). Therefore, feature-space evasion attacks are less
realizable. This study relates to problem-space evasion attacks. Therefore,
a review of significant works on problem-space evasion attacks on Android
malware detection systems is presented in Section 2.2.

2.1. Android Malware Detection Systems

This section surveys well-known Android malware detection systems fol-
lowing four main approaches. The first approach is static analysis, which
gathers significant strings from the Smali code files and Manifest file. The
second strategy is based on the control flow graph (CFG) of the application,
which traces the order of the API calls used in the app. The behavior of
the app is inspected in the third approach, which gathers information on
the behavior of the Android OS during the run of the app, along with net-
work packets sent and received, etc. The last approach analyses bytecode
sequences. Several Hybrid systems are discussed as well.

Probably one of the most well-known Android malware detection sys-
tems using static analysis is Drebin (Arp et al., 2014). Drebin gathers eight
types of static features, with a specification of two main components of



the APKs. Drebin extracts permissions requests, software/hardware com-
ponents, and intents from the Manifest file. From the Smali code, it extracts
suspicious/restricted API calls, used permissions in the app’s run and URL
addresses. Sec-SVM (Demontis et al., 2017) is an improved version of Drebin,
using a more evenly weighted learning model. Other versions of Drebin in-
clude a Factorization Machine (Li et al., 2019) and a DNN (Li and Li, 2020).
The DroidAPIMiner (Aafer et al., 2013; ChenJunHero, 2018) is similar to
Drebin, in regards to static analysis and feature types. The API calls and
permissions are the feature set of this detection machine. The authors of
this research performed a dataflow analysis for frequently used API values
and package names. The static analysis detection systems look for several
features from the APK. Enumeration of these features is easy and efficient.
However, since most of the static features can be easily understood, they can
also be automatically manipulated without much effort, like in (Demontis
et al., 2017; Maiorca et al., 2015; Meng et al., 2016; Rastogi et al., 2013).

A more robust approach is MaMaDroid (Onwuzurike et al., 2017), which
extracts the CFG of an application as a base for its feature set. MaMaDroid
generates a tree of API calls based on family and package names. Then,
the detection system analyzes the API call sequence performed by an app
by each mode - family or package, to model its true nature. A similar ap-
proach to detect malicious third-party use in apps was employed by Backes
et al. (Backes et al., 2016). Function and app profiling, such as types and
parameters, were used to identify third-party libraries and different versions
of the same library. Zhiwu et al. (Xu et al., 2018) used CFG along with data
flow to characterize Android apps, along with a CNN model to predict the
labels of new samples. An extension was suggested in (Zhiwu et al., 2019),
where the same technique was employed using n-grams to identify malware
families. Monitoring the sequence of functions and API calls inside the app
seems like a great idea. Changing the flow of the app is more complicated,
since the CFG may be complex and full of details. Furthermore, changing
the order of API calls of the app may damage the malicious activity of the
app. However, several evasion attacks manipulate the flow of the app and
succeed in deceiving this kind of detection system, such as (Chen et al., 2019;
Ikram et al., 2019; Maiorca et al., 2015; Piao et al., 2016; Sun and Tan, 2014).

The third approach tries to map the traces of a malicious app, thus ac-
knowledging the behavior of such apps, using several operating systems and
communication features, as was introduced in Andromaly (Shabtai et al.,
2012). A similar approach was taken by Shabtai et al. (Shabtai et al., 2014).
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These detection systems focused on network usage by measuring the network
traffic patterns in a host device running an app. The authors learned the
statistics of network packets a user sent and received, the RT'T, etc. Another
research using a similar strategy was conducted by Shabtai et al. (Shabtai
et al., 2010). The authors aggregated data during an app run, including
user interactions like clicks and touches and OS behavior such as CPU and
network usage. Saracino et al. (Saracino et al., 2016) found the correlations
between features at four levels: kernel, application, user, and package, to
identify malicious applications. Wang et al. (Wang and Li, 2021) explored
the number of pages on virtual machines, the change of states between tasks,
and so forth. Behavioral detection methods are based on the nature of the
Android device while running various apps. These behaviors may depend
on the app and are therefore hard to generalize. Therefore, they are not a
complete solution to malware detection.

Bytecode inspection is the last approach to Android malware detection.
Dalvik Bytecode Frequency Analysis (Kang et al., 2013) is one example,
which looks for popular Dalvik Bytecode instructions of malware apps. Se-
quences of Dalvik Bytecode instructions were also explored by TinyDroid (Chen
et al., 2018b). The authors of this system gathered families of Bytecode in-
structions under a single symbol and used n-grams (Damashek, 1995) to
create the feature set. Yang et al. (Yang et al., 2015) extracted Bytecode
instructions from the APK and converted them to a matrix. This matrix was
analyzed by a CNN. Bytecode inspection is a heavy method and ambiguous
for the human eye, as it is not a convenient programming language.

A hybrid detection system was suggested by Martin et al. (Martin et al.,
2019). This system fused the static and dynamic analysis of Android apps.
The authors combined the transitions between execution states (dynamic)
and the inspection of API calls (static). A combination of static analysis of
permission requests and dynamic testing of their derived API calls was intro-
duced in (Wang et al., 2015). MARVIN (Lindorfer et al., 2015) inspects the
nature of Android apps through static analysis of their design, certificates,
etc. In addition, a dynamic analysis of behavioral activity is processed. The
combination of static analysis of permissions and intents and dynamic anal-
ysis of network traffic was introduced by Ding et al. (Ding et al., 2021). A
hybrid solution seems the best option to identify malicious apps. However,
each method added as another layer of processing consumes time and re-
sources from the host device. Table 1 summarizes the advantages of each
paper in this section.



Paper Type Robust to | Robust to Easily Light
to to Generalized | Process
Static Flow
Changes Change
Drebin Static v’ v’ v’
(Arp et al., | Analysis
2014)
Sec-SVM Static v’ v’ v’
(Demontis | Analysis
et al., 2017)
FM Static v’ v’ v’
(Li et al., | Analysis
2019)
DNN Static v’ v’ v’
(Li and Li, | Analysis
2020)
Droid-API- Static v’ v’ v’
Miner
(Aafer et al., | Analysis
2013)
MaMaDroid CFG v’ v’ v’
(Onwuzurike | Analysis
et al., 2017)
Backes et al. CFG v’ v’ v’
(Backes et al., | Analysis
2016)
Zhiwu et al. CFG v’ v’ v’
(Xu et al, | Analysis
2018)
Zhiwu et al. CFG v’ v’ v’
(Zhiwu et al., | Analysis
2019)
Andromaly Behavioral v’ v’
(Shabtai | Analysis
et al., 2012)
Shabtai et al. Behavioral v’ v’
(Shabtai | Analysis
et al., 2014)
Shabtai et al. Behavioral v’ v’




Paper Type Robust to | Robust to Easily Light
to to Generalized | Process
Static Flow
Changes Change
(Shabtai | Analysis
et al., 2010)
Saracino et al. | Behavioral v’ v’
(Saracino | Analysis
et al., 2016)
Wang et al. Behavioral v’ v’
(Wang and Li, | Analysis
2021)
Kan et al. Bytecode v’ v’ v’
(Kang et al., | Inspection
2013)
TinyDroid Bytecode v’ v’ v’
(Chen et al., | Inspection
2018b)
Yang et al. Bytecode v’ v’ v’
(Yang et al., | Inspection
2015)
Martin et al. Hybrid v’ v’ v’
(Martin et al.,
2019)
Wang et al. Hybrid v’ v’ v’
(Wang et al.,
2015)
MARVIN Hybrid v’ v’ v’
(Lindorfer
et al., 2015)
Ding et al. Hybrid v’ v’ v’
(Ding et al.,
2021)

Table 1: Android malware detection systems. This tables summarizes the advantages of
each Android malware detection system of Section 2.1, including the robustness to static
analysis and flow change, and also the generalization and processing of the detection sys-

tem.




2.2. Problem-Space Fvasion Attacks

This section targets the problem-space evasion attacks against malware
detection systems. Problem-space evasion attacks are categorized into three
forms of attacks. The first uses camouflage to conceal incriminating strings
and values contained in the app, by encryption and obfuscation. Next, the
second incorporates noises into the app; e.g., uncalled functions. At last, the
third form tries to alter the behavior of the app. It reviews the flow of the
original app and manipulates the code of several function calls.

The first course of action in evasion attacks is to conceal specific sus-
picious components of the app. One well-known example of a concealment
effort is with the help of encryption or obfuscation. Demontis et al. (De-
montis et al., 2017) obfuscated suspicious strings, packages, and API calls.
Another example of concealment is packing an app inside a fellow app. Da-
Didroid (Ikram et al., 2019) explored an approach similar to that of Demontis
et al. (Demontis et al., 2017) using packing and obfuscation.

Reflection allows a program to change its nature at runtime. It is another
classic evasion technique. Rastogi et al. (Rastogi et al., 2013) presented an
attack, which mixes the Demontis et al. (Demontis et al., 2017) obfuscation
method with the addition of the reflection approach.

Another form of problem-space evasion attack includes adding noise to
the app. These noises mislead the classifier’s labeling process. An example
of noise addition can be a stub function/code injection. A stub function is a
non-operational function, that does not do anything. However, it changes the
original flow of an app. An example of a stub function addition is Android
HIV (Chen et al., 2019), where the authors implemented non-invoked sus-
picious functions against the Drebin classifier and a stub function injection
against the MaMaDroid classifier. A recent example of this kind of attack
is in (Pierazzi et al., 2020), where the authors implanted benign snippets
of a code in malicious apps to evade the Drebin and Sec-SVM (Demontis
et al., 2017) classifiers. Rosenberg et al. (Rosenberg et al., 2018) generated
an evasion attack against Android malware detection systems using API call
manipulation. Three methods were used: The addition of non-operational
functions to the application, obfuscation of strings, and encoding of short
API calls. Cara et al. (Cara et al., 2020) added non-invoked classes to the
end of functions to evade the classification of Android malware.

The last approach changes the app flow. One of the ways to implement
this approach is by function outlining/inlining. In function outlining, the
attacker breaks a function into smaller code snippets. In function inlining,
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the adversary replaces a function call with the entire function body. This
technique was implemented in Droidchameleon (Rastogi et al., 2013), which
incorporated function outlining in its evasion attacks. Another option to
break the app flow is the stub function, as in (Chen et al., 2019; Piao et al.,
2016; Sun and Tan, 2014), resulting in an ML misclassification of a malicious

app.

3. MaMaDroid

The targeted system, namely MaMaDroid (Onwuzurike et al., 2017, 2019),
is presented in this section. MaMadroid is an Android malware detection
system introduced in 2017 by Onwuzurike et al. (Onwuzurike et al., 2019).
It extracts features from the CFG of an APK sample. It enumerates ab-
stracted API calls to capture the behavioral model of the app. Analyzing
every API call used in the app to create the feature set is better, of course,
because it captures the flow of the app in a more precise way. However,
there are numerous API calls. The analysis of a single application can take
weeks. Therefore, an abstraction of API calls is a suitable solution. The
intuition behind analyzing the sequence of API calls or their abstraction is
that benign and malicious apps conduct different sets of operations. For
example, the recording of media by the android.media.MediaRecorder class
is usually initiated after running getRunningTasks(). These API calls al-
low the recording of conversations (Zhang et al., 2015). This may indicate
malicious activity. In contrast, benign apps may utilize calls to the Medi-
aRecorder class and its API calls in any other order. MaMaDroid operates
in two modes: family mode and package mode. For example, the API call
android.media.MediaRecorder->starts() is abstracted as android. in
the family mode, and android.media. in the package mode. Packages or
families defined by the app’s developer or obfuscated are abstracted as self-
defined and obfuscated, respectively. In light of the fact that the structure
of the evasion attack is similar for both modes, and the family mode results
in lower processing time and memory, the family mode was chosen for this
analysis. The structure of the evasion attack is similar for both modes.

MaMadroid creates the features for the learning algorithm in the following
manner: First, it extracts the CFG from the app. Then, it gets the sequences
of API calls. The APIs are then abstracted using one of the modes. Finally,
it constructs a Markov chain (Brooks et al., 2011; Geyer, 1992; Marjoram
et al., 2003), with the probabilities of transition between any family /package.
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Figure 1: Overview of MaMaDroid Operation. First, the compressed APK file is disas-
sembled to code files. Then, from the files, the API call graph is extracted. Due to the
great volume of API calls, MaMaDroid abstracts the API calls as sequences of abstract
calls. Then, a Markov Chain model is built based on the sequences, and a feature vector
is created. At last, the app is classified as benign or malicious.

These probabilities are used as the features. For example, androidTojava is
the feature that resembles the probability of transition between the android
family to the java family. For a full description of the MaMaDroid classifier,
see (Onwuzurike et al., 2017) (implementation is available at (Mariconti et al.,
2018)). A graphic description of MaMaDroid is presented in Fig. 1. As an il-
lustration, A is an imaginary malicious APK. It composes a handful of code
files used to generate the call graph. In these code files, there are 10 files
where the API call android.media.MediaRecorder->starts() is followed by
java.io.FileWriter->write(). This happens in 80% of the cases where an API
call that starts with Android is used in A. When the graph is abstracted, the
android->java transition has a high probability of 80%. Using this transition
and others, A is labeled as malicious.

4. Evasion Attacks

This section describes the evasion attacks of this paper. The idea behind
these evasion attacks is to break and change the structure of the sample so
that the detection system would not recognize the manipulated samples as
malicious. Each evasion attack is based on an abstract attacker model, that
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defines the knowledge the attacker holds. The attacker models are defined
in Section 4.1. Using the embedded knowledge of the attacker models, three
evasion attacks are devised. These attacks are variants of the general Struc-
ture Break (StB) evasion attack. The algorithm is presented in Section 4.2.
Thereafter, the variants are described in Section 4.3.

4.1. Attacker Models

This section describes two attacker models, which depict the embedded
knowledge each attack holds. The first model, named Feature set Access
(FA), depicts a gray-box attacker who knows the set of characteristics of
the targeted system (as the attacker model in (Spooren et al., 2019) and the
attack scenario F in (Chen et al., 2019)). The second model is the Statistics
Access (SA), which is a white-box attacker, and can access the feature set
and the training data (as attack scenario FB in (Chen et al., 2019)).

4.2. Structure Break (StB) Algorithm

Given a malicious APK, the attacker manipulates the structure of the
APK with StB evasion attacks. The general algorithm is presented in Algo. 1.
This algorithm creates different manipulated APKs according to the use of
three arguments (out of a total of four arguments, which includes the APK
and the three mentioned arguments). Each attack variant uses a slightly
different set of arguments. The arguments are Mode Elements, L_func and
P_func.

4.2.1. Mode Elements

As mentioned in Section 3, MaMaDroid analyzes the transitions between
families/packages. For example, the androidTojava transition depicts the
transition from the android.* family to the java.* family. In this work, the
family mode was chosen. There are 11 families in the family mode of Ma-
MaDroid, e.g., android.*, java.*, json.*, etc. Therefore, let Mode Elements
be a subset of the families where each item in the Mode Elements will be
termed an element. The subset will be engineered in one of three ways:

1. Randomly - Randomly choosing a subset of families. Specifically,
several families such as android.* java.* and xml.* can be chosen.

2. Statistically - This method uses the statistics of the given data. Given
data can be the training and test data, or just the test data. This
method is split into two sub-methods:
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(a) Full Statistical method - In this sub-method, the training and
test data are given. The elements that are chosen for the Mode
Elements are the ones that hold high values in the benign data,
and low values in the malicious data. For example, suppose the
java family’s transitions (javaTojava,javaToandroid, etc.) in the
benign data are high values, and also low values in the malicious
data. In that case, java will be selected for the Mode Elements.
The idea is to try and mimic the behavior of the benign samples.

(b) Black Hole method- If only the test data is given, the least pop-
ular family is chosen for the Mode Elements. For example, if the
java family’s transitions (javaTojava,javaToandroid, etc.) in the
test data are in low volume, then java will be selected for the mode
elements. The idea behind this choice is to attempt to move as
many transitions/feature values to the chosen element, which the
attacker perceives as less popular. The transitions that belong to

this element are supposed to weigh less and therefore are neglected
by MaMaDroid.

4.2.2. L_func

L_func is a function that given the range of 0 to the directories tree’s
height (of the application) chooses a specific height for the manipulation
process. This function randomly selects a value in the given range or returns
a specific value. The type of L_func determines the return value.

4.2.3. P_func

P_func is a function that chooses a ratio of change (for the specific level
chosen by L_func) given a range of change (the default is [0,1]). This function
randomly selects a value in the given range or returns a specific value. The
type of P_func determines the return value. For simplicity, two functions
were defined, although their functionality is similar.

The algorithm implements the following steps: (1) Depackage the APK
into the Manifest file, Smali code files, and other subordinate files (line 2);
(2) Get the structure of the Smali code files as a tree (APK_Tree). In other
words, traverse the root directory recursively to get the full structure of the
directories and files. Store the output in APK_Tree. Also, get the height of
the tree as the lowest file/directory of the tree by this traverse. Store it in
Height (line 3); (3) Run L_func and store the result in L (line 4); (4) Run
P_func and store the result in P (line 5); (5) Get a random item from the
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Algorithm 1 Structure Break Attack - StB General Algorithm

1: procedure STRUCTURE BREAK
TACK(APK, Mode_elements, L_func, P_func)

2: Mani fest, Smali, Layouts < depackage(APK)
3: APK Tree, Height < apk_structure(Smali)
4: L «+ L_func(0, Height)

5: P <+ P_func(0,1)

6: f < random(M ode_elements)

7: mkdir(f, APK Tree)

8: Roots <+ get_roots_random(APK Tree, P, L)
9: for each r € Roots do

10: ronew < f+r

11: S_roots < get_Smali_files(r)

12: for each file € S_roots do

13: file «+— change_oc(file,r,r_new)

14: move(r + file,r_new + file)

15: for each file € Manifest, Layouts do
16: file «+— change_oc(file,r,r_new)

17: APK < Repackage(Manifest, Smali...)
18: return APK

19: procedure CHANGE_OC( file, r,r_new)

20: for each line € file do

21: file[line] < filelline].replace(r,r_new)
return file

AT-
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set of Mode_elements (line 6) as f; (6) Create a directory whose name is f
at the top of APK_Tree, alongside the former root of the tree (line 7); (7)
According to steps 4-5, get P of the directories in level L of the APK_Tree.
Store them as Roots (line 8); (8) For each directory r in the Roots set, run
lines 10-16 (line 9); (9) Concatenate f as a prefix of the former directory
name 7. Call it r_new (line 10); (10) Store all the subdirectories and files of
rin S_roots (line 11); (11) For each file/directory in S_roots, run lines 13-14
(line 12); (12) Run change_oc on the file/directory, r and r_new (line 13). The
change_oc function (lines 20-21) replaces any occurrence of a line in a file/set
of files with a replacement. In this case, change the occurrence of r with
r_new; (13) Move the file from the previous directory r to the new directory
r_new (line 14); (14) For each file in the set of Manifest and layout files, run
line 16 (line 15); (15) Run the change_oc function on the file (line 16); (16)
Repackage the APK (line 17), and return it as an output (line 18).

The attacker creates a new full functional APK, as it changes the structure
of the Smali code files, the Manifest file, and the layout files (lines 12-16). As
all of these files might include some occurrences of the part that changed (in
other words, references to files that moved from their original places), these
occurrences need to be changed accordingly. For example, a case where the
changed family is android and the new family is xml. In this case, the android
folder becomes a sub-directory of a new xml folder. In other words, android.
becomes xml.android.. Each of the files of the depackeged application are
changed by the change_oc function, so that each occurrence of the android.
family is replaced by the xml.android.. The repackeged application created
after these modifications take place differs in the structure of the folders and
the strings that were changed. The basic functionality is preserved.

4.8. Structure Break Attack Variants

The previous section (4.2) described the general StB algorithm. This sec-
tion describes three novel evasion attacks, which are variants of the StB gen-
eral algorithm. Each variant is described by its attacker model, Mode_elements,
L_func, and P_func. In other words, while the algorithm is the same for
the three evasion attacks, the inputs are not.

1. Random StB Attack: This attack variant is based on the FA at-
tacker model, as it only uses the knowledge of the features’ names. A
random set of Mode_elements is taken from the family mode. The
L_func and P_func randomly pick a level in the range of [0,Height],
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and a change ratio between 0 and 1, respectively. This variant is
called Random StB Attack, as the Mode_elements are chosen ran-
domly. Following the example, in the Random StB attack, A is modi-
fied into Ag. Random L_func, P_func and Mode elements are chosen
(e.g., 0, 50% and Json) for this modification. In the transitions of Ag,
half of the occurrences of android.media.MediaRecorder are changed
to json.media.MediaRecorder (with all their correlative uses and addi-
tional changes needed). Therefore, the android->java transitions that
were 80% are now changed to only 40%.

. Full Statistical StB Attack: This attack variant is based on the
SA attacker model, which incorporates the knowledge of the features’
names and the training data. As the test data are the given samples the
attacker holds, it has access to the whole dataset. The Mode_elements
are chosen statistically (for more information, see Section 4.1). The
attacker chooses the element that has the highest values of transitions
between families in the benign apps and low values in the malicious
apps. Then, it stores it in Mode_elements. The L_func and P_func
are not random functions. They are both set to maximize the effect
of the change. In other words, L_func chooses 0 to include the whole
Smali directory tree in the change of the app. In addition, P_func is
set to 1 to include the maximum number of files and directories in the
manipulation. This attack variant is called Full Statistical StB Attack,
as it leverages the full knowledge of statistics of the training data.
Utilizing the Full Statistical StB attack on A, A is modified into Axs.
L_func and P_func are constant (i.e., 0 and 100%) for this modifi-
cation. The Mode elements is engineered using the additional data of
correlations between transitions of benign and malicious apps. The ele-
ment is picked as com. In the transitions of Arg, all occurrences of an-
droid.media.MediaRecorder are changed to com.media.MediaRecorder
(with all correlative uses and additional changes necessary). Therefore,
the value of the android->java transitions decreased from 80% to 0%.
. Black Hole Statistical StB Attack: This attack variant is based
on the FA attacker model, which uses only the knowledge of the fea-
tures’ names. The element in Mode_elements is chosen statistically
only by the test data. The attacker chooses the element that holds
the lowest transition values between families in the test data it ob-
tains (as explained in Section 4.1). The selected element is stored in
Mode_elements. The L_func and P_func are identical functions to
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those used in the Full Statistical StB Attack, to maximize the effect of
the attack. The idea of this attack variant is to move the maximum
feature values to the features belonging to the chosen elements, as it
initially does not hold many values. The features that belong to this
family /element are assumed by the attacker to be neglected /have low
weight by the detection system. This element gathers the values and
makes them ”disappear”. Therefore, this variant is called the Black
hole Statistical StB attack. In the third modification of A using the
Black Hole Statistical StB attack, A is transformed into Agy. L_func
and P_func are constant (i.e., 0 and 100%) for this modification. The
Mode elements is engineered using the additional data of zero values
in the feature vector. The element is chosen as xml. In the transitions
of Agy, all occurrences of android.media.MediaRecorder are changed
to xml.media.MediaRecorder (with all their correlative uses and ad-
ditional changes necessary). Therefore, the android->java transitions
which were 80% are now changed to 0%.

5. Metrics and Evaluations

A set of experiments was conducted to evaluate the effects of the evasion
attacks suggested in Section 4.3. First, Section 5.1 describes the design
of the experiments. Then, evaluation metrics are reported in Section 5.2,
followed by their evaluation of the evasion attacks. Section 5.3 describes the
evaluation of the evasion robustness (ER) metric. Section 5.4 presents the
results of the defense reciprocal rate (DRR) metric and lastly, Section 5.5
describes the evaluation of the model reliability (MR).

5.1. Ezxperimental Design

The experiments include an analysis of an extended set of MaMaDroid
models. First, the set of distance-based models of MaMaDroid is used (1-NN
and 3-NN) and extended by a 5-NN model. Second, the tree-based models
are tackled in a parallel way. RF is the only tree-based model that was
originally used. As RF is an ensemble of decision trees (DTs), the basic DT
model is included. On the other hand, a boosting model (i.e., AdaBoost),
a more sophisticated ensemble of DTs, is added. In contrast to the RF,
where the final decision is based on the decision of each DT independently,
in AdaBoost, each DT focuses on the wrong classification of the prior ones.
In total, six models were explored.
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An experiment was conducted for each evasion attack using these six
models (1-NN; 3-NN, 5-NN, DT, RF, Adaboost). The experiments were run
on an Intel(R) Xeon(R) CPU E5-2683 v4 2.1 GHz with 64 GB RAM with
GeForce RTX 2080 TI GPU. The dataset for the experiments consisted of
~ 73K benign apps from the Google Play Market (Google, 2008) (obtained
from Androzoo (Allix et al., 2016)) and ~6K malicious apps from the Drebin
dataset (Ali-Gombe et al., 2016; Arp et al., 2014; Berger et al., 2021; Fren-
klach et al., 2021; Elish et al., 2022; Maiorca et al., 2017; Yuan et al., 2020;
Zulkifli et al., 2018).! To account for variations, the experiments were run
5 times, where each time the order of benign applications, and the split of
malicious applications to train and test were random. The STD was less
than 5%. Different ratios of benign and malicious apps were used during the
experiments, to test the changes in the ER of each of the models. The data
were split into train and test sets such that 80% of the data was used for the
train set, while the remaining 20% were assigned to the test set. However,
as explained, the number of benign apps in the train data changed during
the run of the experiments, between 10% of the benign train data and 100%
of the benign train data. The test data without any manipulation is termed
clean data, while the post-manipulation test data is termed manipulated data.
To fully evaluate evasion attacks, an additional experiment on clean data was
used as a baseline. Also, as the effect of the amount of benign data on the
decision function of each model is tested, the malicious apps are fixed for
each experiment, while the benign ratio changes (10%,20%,. . .,100%).

The modifications of the apps caused by the StB attacks did not change
any functionality of the manipulated samples. This is straightforward as
every occurrence of the family that was picked, was changed accordingly. In
other words, any reference to the old name of the chosen family was changed
(as explained in Section 4). Nevertheless, a random subset of 90 apps was
tested from each StB attack variant using DroidBot (Li et al., 2017). Each

'The benign dataset was obtained from Androzoo and represent apps from 2020 and
2021. This difference between the origin of each part of the dataset may raise a bias in the
dataset, as was described by (Pendlebury et al., 2019). However, as proven in (Berger et al.,
2022), there is no agreed dataset in the Android malware detection domain. Moreover,
the benign and malicious sources for Android applications that are used in this paper
are the most popular among APK sources. At last, even if there is a bias toward benign
applications, this paper shows that some algorithms are less affected by this bias than
others (e.g., DT).
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app was installed and run on an emulator. Using the DFS policy of DroidBot,
a subset of 5 actions were tested on the original and manipulated apps. One
hundred percent of the sample apps retain the basic functionality of the
original malicious apps.

5.2. Metrics

Evasion Robustness (ER): To evaluate robustness, the portion of ma-
licious instances that was incorrectly classified was calculated (similar to the
analysis provided in (Tong et al., 2019)). The true positive rate (TPR) of
malicious apps was used as this evaluation metric, both for manipulated apps
and clean malicious data.

Defense Reciprocal Rank (DRR): A new metric was presented to
assess the strength of an evasion attack in (Brama et al., 2022). The intuition
behind the defense reciprocal rank (DRR) is that a correct classification is not
the only factor in an evasion attack. The confidence of the classifier matters
as well. For example, lower confidence may indicate that the attack, although
failing to fully deceive the classifier, gained some effect on the classifier and
could be improved more easily to become a successful attack.

Each of the classes (i.e., benign and malicious) is given a rank. The
ranking can be based on several parameters. For example, the popularity
among the data or target classes vs other classes. In this work, the target
class, which is the malicious class, is ranked 1. The benign class is given the
rank of 2. P, represents the probability assigned to the true class i, and R;
is the rank of that class within the ordered predictions list. For the class
chosen by the classifier, the P;’s range is between 0-1. For the second-best
class, P;’s range is between 0-0.5, because if it was greater than 0.5, it would
have been the class selected. The other classes follow a similar rule. The
ranks in a binary classification are 1 and 2, where 1 is the highest rank. The
ranks in this paper are selected such that 1 is the right class of the sample,
and 2 is the wrong class. Each rank has a range. In light of the fact that P,
will be mapped to a R;’s range, the ranges should not overlap. The range of
the first rank is between 0.5-1, the second rank is between 0.33-0.5, and so
forth. The DRR is calculated in Eq. 1, for a sample x:

_ A,
CRi+1 Rj+1

DRR(z) (1)

The first element maps the range of P; to a range the size of R;’s range. The
second element adds the lower bound of the R;’s range. A sum of both maps
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P; to the actual range of R;. Therefore, the overall DRR of a classifier C'L
on a set of samples X is defined in Eq. 2:

Overall_DRR(CL, X) = %ﬂm(@ (2)

Model Reliability (MR): As the process of a binary classification goes,
for each test sample, the model outputs probabilities of the positive class
and the negative class, where they complement 1. For each test sample, the
entropy of the positive class and negative class is denoted as s. In other
words, s = E(P, P), where E symbolizes the entropy function, and P,P are
the probabilities of each class produced by the classifier. To fully evaluate the
magnitude of each model, the Shannon Entropy of the probabilities is used,
to generate a number that represents the reliability of the model, similarly
to the approach suggested in (Nguyen et al., 2020). Reliability is based
on the complement of the average entropy of a test sample. As entropy
usually measures uncertainty and disorder, reliability is calculated as the
complement of the average entropy. That way, the model reliability (MR)
score is translated as the measurement of disorder and uncertainty of the
classifier. The MR is defined with regards to the classifier C'L, the set of test
samples X and the set of entropy S for the test set X using Eq. 3:

Re(CL, X, 8) = 1— - (3)
| X]

Combining the three metrics results in a comprehensive analysis of attacks
from different angles. The ER metric depicts the gap in detection rates of
malicious samples, between clean and manipulated apps. The DRR metric
describes the effect that the samples have on the certainty of the prediction
function of each detection model. Finally, the MR metric concludes the
analysis with the overall reliability of each detection model. As demonstrated
in the next section, the following scenario is feasible for two arbitrary models:
The first model is highly affected by the evasion attacks in terms of DRR
compared to the second. However, the first model is more reliable in tackling
evasion attacks. Therefore, DRR and MR metrics complete each other in
terms of a thorough analysis of the effects of evasion attacks.

5.8. Results - Evasion Robustness

The first evaluation analyzes the effect of the benign ratio on the ER.
Naturally, as one can expect, as the ratio of benign samples in the training
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Figure 2: ER results: Distance-based models (1-NN, 3-NN, 5-NN) and tree-based models
(RF, DT, Adaboost). The models were tested with clean data (a), and three types of
manipulated data by evasion attacks (b-d) - Random, Full Statistical (F'S), and Black
Hole Statistical (BHS) StB attacks. The ER represents the evasion robustness of each
model.

set increases, the classifier will tend to focus on the benign samples, in order
to minimize the loss function, resulting in a monotonically decreasing ER.

The ER results are divided into four parts?, depicted in Fig. 2. First, the
ER of the clean data is presented as a baseline in Fig. 2a. Second, the ER
of the Random StB attacks is described in Fig. 2b. Then, the ER of the Full
Statistical StB attack is presented in Fig. 2c. At last, the ER of the Black
Hole Statistical StB attack is depicted in Fig. 2d.

a) Clean data: The results of the ER using the clean data can be seen in
Fig. 2a. The 1-NN (blue line) and 3-NN (red line) models’ starting points?
(blue and red lines) are lower than the RF (green line), by ~30%. Their
ending point reaches almost 0%. In other words, the ER of the RF (green
line) decreases by ~ 50%, and the KNNs by ~ 40%. The starting point
of the DT (black line) is an ER of ~90%. Moreover, this model sustains
a stable ER. The Adaboost model (purple line) shows an ER similar to
the RF model (green line), 1-NN (blue line), and 3-NN (red line), with a
slight superiority over the RF model. The 5-NN model (cyan line) is less

2An extended version of these results and results of the evasion attacks can be found
in Github:https://github.com/harelber/MaMaDroid2.0.

3Note that the starting point is the result at 10% of the benign apps. The ending point
is the result at 100% of the benign apps.
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accurate than all models. It seems that the DT model (black line) is the
best out of the six models.

Random StB attack: The results of the ER evaluation of the manip-
ulated data using the Random StB attack are depicted in Fig. 2b. The
distance-based models (1-NN, 3-NN, and 5-NN) (blue, red, and cyan lines)
show an interesting behavior. They have a similar ER along the benign
ratio values between the clean data and the manipulated data. In other
words, the attack did not greatly affect them. However, the RF model
(green line) suffers from an immense loss of ~40% along the benign ratio
values. In other words, the attack dramatically affected the RF model
(green line). This is a change of course, because in the case of clean data,
the RF model (green line) was more accurate than the 1-NN (blue line)
and 3-NN (red line) models. The DT (black line) and Adaboost (purple
line) models show a similar distribution as with the clean data. However,
the starting and ending points of each model in both are lower than the
correlative points in the clean data’s results. The DT model (black line)
is stable and demonstrates the most effective results against the Random
StB attack. However, it has an ER of less than 50% at its starting point
and falls below 40% at its ending point. The Adaboost model (purple
line) is now as effective as the 1-NN model (blue line).

Full Statistical StB attack: Fig. 2c, presents the ER of the manipu-
lated data using the Full Statistical StB attack. The distance-based mod-
els (blue, red, and cyan lines) remained the same as in previous cases.
Their ER remained stable, despite their low rates. The ER of the RF
model (green line) continued its decrease in ER, and in this case, to ~
0% for most benign ratio values. The ER of the DT (black line) and
Adaboost (purple line) models also decreased by 20%-30%.

Black Hole Statistical StB attack: The ER results of the manipulated
data using the Black Hole Statistical StB attack are depicted in Fig. 2d.
In this case, the distance-based models (1-NN, 3-NN, and 5-NN, which are
represented by the blue, red, and cyan lines) remained the same as before.
The ER of the tree-based models (DT, RF, Adaboost which correlate to
the black, green, and purple lines) continued to decrease, and in this case
- less than 10% for most of the benign ratio values.

In conclusion, the ER results presented above show that the distance-

based models (1-NN, 3-NN, and 5-NN which are represented by the blue,
red, and cyan lines) show poor results with clean data and also against eva-
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sion attacks. In comparison, the tree-based models (DT, RF, and Adaboost,
represented by the black, green, and purple lines) show high ER with clean
data. Furthermore, tree-based models were proven to be more susceptible to
attacks than distance-based models (1-NN, 3-NN, and 5-NN represented by
the blue, red, and cyan lines). An explanation for these findings is based on
the node-split function of the tree models. The node split function is effective
in means of identification of malicious activity, without any manipulation.
The more features it processes, the more accurate it becomes. This is true for
the DT model (black line), as the amount of benign data did not dramatically
affect its ER. However, splitting the data between multiple weaker modules,
as demonstrated in the Adaboost (purple line) and RF (green line) models,
results in a decrease in the ER. Also, the tree-based models are based on
features that are often manipulated by the attack. Therefore, the ER changes
according to the attacks. However, as most features remain similar to the
clean data, the distance-based models (1-NN, 3-NN, and 5-NN represented
by the blue, red, and cyan lines) show a similar ER between the baseline and
the evasion attacks.

Another interesting insight involves the DT model. The results show it
is the best model with clean data. However, with evasion attacks, its ER
decreases dramatically. Other models, such as the RF or Adaboost models,
that were less effective with clean data, are less affected by the evasion at-
tacks. There are a couple of reasons for this phenomenon. First, DT is prone
to overfitting. In other words, DT can become too closely tailored to the
training data. This can make DT vulnerable to evasion attacks. Also, DTs
are sensitive to the ordering and scaling of the feature vectors. Small changes
in the input data can result in large changes in the output. This makes them
more vulnerable to manipulations of the feature vectors. On the contrary, RF
and AdaBoost use an ensemble approach, combining multiple DTs to make
a final prediction. This can make them more robust to evasion attacks, as
the combined predictions of multiple trees can help to counteract the effect
of any individual tree. Furthermore, the use of randomized feature selection
in RF's can help reduce the impact of small changes in input features.

Overall, while the DT model is effective with clean data, its decrease is
dramatic compared to other models. However, as will be discussed in the next
sections, its reliability is high, and with a little modification of the feature
set, its decrease stops.
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Figure 3: DRR results: Distance-based models (1-NN, 3-NN, 5-NN) and tree-based models
(RF, DT, Adaboost). The models were tested with clean data (a), and three types of
manipulated data (b-d) - Random, Full Statistical (F'S), and Black Hole Statistical (BHS)
StB attacks. The DRR represents the DRR results of each model.

5.4. Results - Defense Reciprocal Rate

The DRR measures the effectiveness of an evasion attack, where a higher
DRR means a stronger classifier. In addition to the ER, this metric reflects
the gap between the predictions on clean data and the predictions on evasion
attacks. The ranks chosen for this experiment were 1 for malicious and 2 for
benign, as the test data consisted of only malicious data. Therefore, a rank
of 1 represents the correct label, and a rank of 2 represents a mistake. A
review of the results of the models tested on clean data and the three evasion
attacks is presented. Clean data results are depicted in Fig. 3a. The DRR
of the evasion attacks is presented in Fig. 3b-3d.

1. Clean data: The results of the DRR evaluation of clean data are
shown in Fig. 3a. As with the case of the ER, the tree-based models
(DT, RF, and Adaboost represented by the black, green, and purple
lines) outperform the distance-based models (1-NN, 3-NN; and 5-NN
represented by the blue, red, and cyan lines), considering the data
without any evasion attack. Also, the DT model (black line) holds
the highest DRR, which depicts the most resilient model. Its DRR is
greater than 90% along the values of the benign ratio.

2. Random StB attack: In Fig. 3b, the DRR evaluation of the manip-
ulated data is depicted using the Random StB attack. The DRR of the
distance-based models remained the same as in the clean data. The
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RF model’s (green line) DRR suffered from a decrease of ~20% com-
pared to the clean data. The DT model’s (black line) DRR decreased
by ~30% in comparison to the clean data. The decrease for the Ad-
aboost model (purple line) was ~20% compared to the clean data. The
DT (black line), and Adaboost (purple line) models show close results
along the benign ratio values.

. Full Statistical StB attack: The DRR of the data manipulated by
the Full Statistical StB attack is presented in Fig. 3c. The distance-
based models (1I-NN, 3-NN, and 5-NN represented by the blue, red,
and cyan lines) maintained a steady DRR as before. The Adaboost
model (purple line) shows surprising results, similar to the DRR of the
Random StB attack. In other words, the attacks had a similar effect on
the DRR of the Adaboost model (purple line), in contrast to the DT
model (black line), which decreased by an additional 10% compared to
the Random StB attack. This might raise the question as to whether
or not the DT model (black line) is less reliable than the Adaboost
model (purple line). However, the next section (on the MR metric)
will answer this question. The RF model (green line) suffers another
decrease in DRR of ~10% compared to the Random StB attack.

. Black Hole Statistical StB attack: The DRR evaluation of the
manipulated data by the Black Hole Statistical StB attack is depicted
in Fig. 3d. The distance-based models (1-NN, 3-NN, and 5-NN rep-
resented by the blue, red, and cyan lines), the DT (black line), and
Adaboost (purple line) models present identical DRR to the Full Sta-
tistical StB attack. The starting point of the RF (green line) is lower
than its correlative starting point in the Full Statistical StB attack.

To summarize, the distance-based models (1-NN, 3-NN, and 5-NN repre-

sented by the blue, red, and cyan lines) showed similar DRRs in each case
explored, as in the ER metric. The evasion attacks had a similar effect on
the DRR of the Adaboost (purple line) model, in contrast to the DT model,
which decreased by 50% in the case of the Random StB attack, and by an
additional 20% in the Full and Black Hole Statistical attacks. These findings
show the need to investigate whether the Adaboost model (purple line) is
more effective than the DT model (black line) and whether the Adaboost
model (purple line) is more reliable. A similar phenomenon to Section 5.3
regarding the decrease of DT model ER with evasion attacks was found in
this section as well. As mentioned before, the reliability of the DT model and
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Figure 4: Model Reliability results: Distance-based models (1-NN, 3-NN, 5-NN) and tree-
based models (RF, DT, Adaboost). The models were tested with clean data (a), and
three types of manipulated data (b-d) - Random, Full Statistical (FS), and Black Hole
Statistical (BHS) StB attacks. The Model Reliability of each model is presented.

its extension with a few more features cover this problem. The next section
on the MR metric addresses these inquiries.

5.5. Results - Model Reliability

The reliability of each model was inspected to understand the confidence
of each model in the predictions. High reliability means that the gap between
the two classes is wide. A low value means that the classes are close to being
indistinguishable. This does not influence the ER, since a classifier with a
low ER can be ”confident” in its predictions. Also, a "lucky” classifier can
have a high ER, but the probabilities of each class may be close. The MR
assessment was done on four cases - clean data and manipulated data by
the three evasion attacks - to compare the changes the attacks have on the
classifiers. The assessment is depicted in Fig. 4. As the MR results are
similar for all four cases - clean data and manipulated data - they will be
discussed without specific references to each of the subfigures.

It can be seen that the INN model (blue line) is reliable, as its MR is
1 on the benign ratio values, for each one of the cases. The MR of the DT
model (black line) is also found to be very high, as it receives the value of
1 along the benign ratio values for each one of the cases. The MR of the
Adaboost model (purple line) was found to be a constant value of 0.3 along
the benign ratio values, for each one of the cases. The MRs of the other
models, 3NN (red line), 5NN (cyan line), and RF (green line), increased
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throughout the benign ratio values. The increased reliability of the 3NN
(red line) and 5NN (cyan line) models is similar in the four cases. Their
reliability was different from the 1-NN (blue line) because finding the closest
neighbor and deciding by its labels is binary in the case of 1-NN (blue line).
However, 3-NN (red line) or 5-NN (cyan line) allows more flexibility in terms
of the model’s confidence, based on the majority of the neighbors. Therefore,
it is not a binary decision. The RF model (green line) was found to be more
reliable in the cases of evasion attacks than the clean data. In other words,
it was more ”confident” in its labels of evasion attacks than the clean data.

Both the INN (blue line) and DT (black line) models show a constant
high value of model reliability, with a value of 1. In contrast, the Adaboost
model (purple line) provided a constant value of 0.3. As these phenomena
were surprising, a close examination of the probabilities of each class for
these models was done. The findings show that for the INN (blue line)
and DT (black line) models, the probabilities were binary for each sample,
without any regard for the benign ratio of the apps. For the Adaboost model
(purple line), both probabilities on each sample were close to 0.5. Therefore,
the entropy was high in the results of the Adaboost model (purple line),
and low in the results of the INN (blue line) and DT (black line) models,
which outcomes in correlative complement MR rates. Therefore, although
the Adaboost model (purple line) had better DRR than the DT (black line)
model against the evasion attacks, its MR was found to be far worse. The
DT model (black line) was found to be the most promising of the six models,
based on the combined insights of the ER, DRR, and MR metrics.

In summary, four important insights can be derived from the combination

of the results of ER, DRR, and MR:

1. The most promising model tested on clean data and evasion attacks is
DT. However, this model is susceptible to evasion attacks.

2. The distance-based models were not greatly affected by the evasion
attacks. However, their ER was low at baseline and also in any evasion
attack.

3. The ER and DRR results proved that the Random StB attack is less
effective than the Full Statistical and the Black Hole Statistical attacks.
For example, for the DT model, the DRR of the clean data was 80%-
90%. On the Random StB attack, the DRR was 50%-60%. However,
the DRR decreased to 40% and less in the cases of the Statistical StB
attack and the Black Hole Statistical attack. Also, the ER results sup-
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port this conclusion. This insight is pretty intuitive as a random attack
does not specifically target the data upon which the model is built. In
comparison, the Full Statistical StB attack requires the training data
to generate the attack. However, it was important to establish this
insight by viewing the results. In addition, the Black Hole Statistical
StB attack achieved results similar to the Full Statistical StB attack
but needed less information, only the test data. Therefore, it can be
considered the best attack of the three.

4. A lower DRR does not necessarily mean a less effective model. As
proven, the DT model had a lower DRR in the Full and Black Hole
Statistical StB attacks than the Adaboost model, which had a similar
DRR for each attack. However, the ER and MR revealed the full
picture, in which the Adaboost model is less reliable and robust than
the DT model.

A more robust version of MaMaDroid can be suggested, due to the effect
of the ratio of benign apps on the detection of malicious apps and evasion
attacks. This version should use the most effective model that was found -
DT. However, using the existing DT model is insufficient, as it is susceptible
to StB attacks. The next section will demonstrate a suitable solution for the
weaknesses in the model.

6. MaMaDroid2.0

As suggested in the previous section, all models were found to be vul-
nerable to StB attacks. The distance-based models were found to be robust
against evasion attacks, but their original ER was low. A stronger version
of MaMaDroid is suggested as a result of these findings. In light of the fact
that even the strongest model, i.e., DT, was evaded by the StB attacks, there
is still room for improvement.

Different approaches can be considered to upgrade MaMaDroid. For ex-
ample, APIGraph (Zhang et al., 2020) analyzes relations between API calls
(and permissions) based on the different versions of the Android OS, which
is a more advanced detection system based on the APIs CFG. However, API-
Graph is constructed by security experts to analyze the basic relations for
a couple of days and then extended by the detection system if there were
not many changes between the Android OS versions. Future human inter-
actions may be needed if the changes between the versions of Android OS.
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MaMaDroid2.0 is constructed without manual analysis. Also, the analysis
of APIGraph is complex, in comparison to the work of the suggested Ma-
MaDroid2.0 detection system. Therefore, in the case of low resources and
when full automation is searched, MaMaDroid2.0 is a better option for a
classifier.

An extension of the feature set might help mitigate the attacks, thus
creating a hybrid approach. One of the influential works on Android malware
detection is Drebin (Arp et al., 2014). This work laid the foundations for ML
Android malware detection which is based on static analysis. This system
is based on eight feature sets. Ome of the feature sets, i.e., the required
permissions set, was selected for the extension of MaMadroid. Permissions
have been a great candidate for a feature set of Android malware detection
systems over the years, either as a complete or partial set of features for a
detection machine (i.e., (Arora et al., 2019; Aswini and Vinod, 2014; Ding
et al., 2021; Enck et al., 2009; Li et al., 2018b; Pierazzi et al., 2020; Sanz
et al., 2013; Talha et al., 2015)). The exploration of different aspects of the
APK sample covers more ground in terms of malware detection. Permission
requests govern the accessibility to resources that the developer requires. The
features of MaMaDroid1.0 depict the flow of the application and, therefore,
may lead to understanding how the application operates. In each one, an
indication of malicious activity can be achieved. For example, an application
that steals information from the user needs a risky permission request P.
On the one hand, a set of attacks called MB attacks (Berger et al., 2021)
conceal the appearance of P. However, these attacks do not alter the flow
of the application. On the other hand, the StB attacks change the flow of
the application but do not change the permission requests. Consequently,
the combination of both feature sets describes two ditferent aspects of the
application. This extended feature set creates the potential for a more robust
classifier that analyzes different aspects of malicious activity. Therefore, the
permissions set was chosen to enhance MaMaDroid and is hereinafter termed
permission Set.

Different approaches can be followed for the permission set. First, all per-
missions in the dataset can be used to generate the permission set. However,
the size of the original MaMaDroid feature set is 121. The applications in this
study’s dataset use more than 500 permissions in total. Using the full per-
mission set cannot be considered for the extension of MaMaDroid. Another
option is to use the most popular X permissions in the dataset. However,
the question of how to choose a justifiable X is very hard and should be con-
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sidered a topic for an additional study. Therefore, the permissions that were
chosen for the permission set are the permissions that were gathered in per-
mission groups by the Android Open Source Project (AOSP) (Project, 2006).
This set comprises 50 popular permission requests, which were gathered by
AOSP and categorized into 13 categories. Examining both the groups of
permissions and the permissions themselves as the permission set led to the
understanding that the groups are too abstract to use* MaMaDroid 2.0, the
enhanced version of MaMaDroid, follows the following steps:

1. Run MaMaDroid’s feature extraction on the app to get the feature set,
as suggested in (Onwuzurike et al., 2017).

2. Extract the permission set from each app by exploring its Manifest file.
Choose only the permissions of the permission set.

3. Merge the two feature sets.

4. Run the model on the merged feature set and get a classification of the

app.

In light of the fact that MaMaDroid2.0 incorporates the permission set
as part of its feature set (as in Drebin (Arp et al., 2014)), attacks against
Drebin (Berger et al., 2021) were also tested, to assess whether the updated
detection system is also robust against these attacks. The attacks against
Drebin termed manifest-based (MB) attacks, conceal the appearance of per-
mission requests. MB attacks were proven (in their original paper) to de-
crease the detection rate of Drebin. The attacker model may be different in
MB attacks. For example, in the MB1 attack, the attacker had access to the
weights of the classifier and its labels. The StB attacks did not include a
similar attacker model. In addition, the MB and StB attacks were different
in their nature. The StB attacks changed the content of the Smali code files.
The MB attacks manipulated the manifest file. Therefore, these two types of
attacks were excellent candidates to test the effectiveness of MaMaDroid2.0.

The same dataset and training/test splits used in the previous experi-
ments were used in these experiments. Each experiment is described by the
test data and feature set since the training data remain the same. The set-
tings of each experiment of MaMaDroid2.0 are described in Table 2. In light

4The results of using both the groups and the permissions themselves can be viewed
in this study’s repository (Berger, 2022).. Therefore, 50 permission requests were used as
the permission set.
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Exp | Clean | Manipulated | StB | MB (Berger et al., 2021) | Feature Set
1 v’ v’ v’ Base
2 v’ v’ v’ Ext
3 v’ v’ v’ Perm
4 v’ v’ v’ Ext
) v’ v’ v’ Perm

Table 2: MaMaDroid2.0 experiments settings. Each experiment is described by the data it
incorporates - clean and manipulated data, the evasion attack that created the manipulated
data (StB/MB (Berger et al., 2021)). Also, the feature set that was used is presented -
the basic MaMaDroid1.0 feature set (Base), the extended feature set of MaMaDroid2.0
(Ext), and the permission set (Perm).

of the high volume of attacks and metrics involved in each set of attacks (the
StB and the MB attacks), the results of only one of the attacks are presented
in the next section, analyzed by the three metrics: ER, DRR, and MR. The
rest of the results are presented in Appendix Appendix A.

6.1. Results - Evasion Robustness (ER)

The first evaluation is the ER metric, as in Section 5. Like before, as
the ratio of benign samples in the training set increased, the classifier tended
to focus on the benign samples, in order to minimize the loss function, thus
resulting in a monotonically decreasing classifier. The results of the ER are
divided into three parts as depicted in Fig. 5. First, the ER of the clean data
is presented as a baseline in Fig. 5a. Second, the ER of the Full Statistical
StB attack is described in Fig. 5b. Then, the ER of the MB2 attack is shown
in Fig. Hc.

The results in Fig. 5a show that the ER of the model using the base
features (Base), with clean data was ~ 0.9 at each point. When adding
the permission set (i.e., experiment 2) to the feature set, namely the model
with the enhanced feature set (Ext), the ER at each point decreased until
the ending point was 0.8. The model that analyzed only the permission set
(Perm) decreased even more, to 0.6 at the ending point. The Perm classifier is
less effective than the original MaMaDroid and MaMaDroid2.0. The results
demonstrate that permission requests themselves are less effective as a feature
set.

Fig. 5b shows that the Perm and Ext models have similar results in the
detection of the Full Statistical StB attack. In some points, one of the models
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is slightly better, and in others, the second model is better. However, the
Base model, as was proven in Section 5, trails the other two models. The
first two models start at an ER of 0.8 and decrease to an ER ~ 0.6 at the
ending point. In comparison, the Base model starts at an ER of 0.4 and
decreases to an ER of ~ 0. The difference between this model and the Ext
and Perm models is ~ 0.6. The Perm classifier was not affected because the
StB attack changed the transition probabilities that this classifier did not
analyze. The results show that the addition of the permission set to the
feature set enhances the Base classifier (which results in the Ext classifier)
against this StB attack.

Fig. 5c depicts the results of the MB2 attack. Against this attack, the
models demonstrated less distinguishable achievements than the Full Sta-
tistical StB attack. However, the Perm model was the less effective model
against this attack. The starting point for the three models was an ER of
~ 0.9. The Perm model ended with an ER of 0.6. The Ext model was fin-
ished with an ER of ~ 0.8. The ER of the Base model was slightly better
than that of the Ext model, by 0.05. The Base model was not affected by
this attack, as the MB attack changed the permission requests, which are not
analyzed by the Base classifier. The other two models were affected, whereas
the Ext model was more advantageous.

These results are interesting, as both the Base and Perm models were
weak against the attacks that target their initiative - the StB attacks against
MaMaDroid, and the MB attacks against the Perm classifier. In comparison,
the extended version, MaMaDroid2.0, is a classifier that presents a meaning-
ful defense against both attacks and makes a reasonable alternative to both
classifiers.

6.2. Results - Defense Reciprocal Rank (DRR) and Model Reliability (MR)

Fig. 6 presents the results of the DRR evaluation of the Base, Ext, and
Perm models. This metric reflects the effect of evasion attacks on the clas-
sifiers. The lower DRR indicates that the attack gained some effect on the
classifier. Even if the attack gained a high ER, it could be improved more
easily to become a successful attack. The clean data results are shown in
Fig. 6a. The DRR of the Full Statistical StB attack is presented in Fig. 6b.
The DRR of the MB2 attack is depicted in Fig. 6c.

Fig. 6a shows that on clean data, the Base classifier had a DRR rate of
~ 0.9. The Perm and Ext classifiers had a DRR rate of 1 in most points.
Some of the points have a DRR of lower DRRs of 0.7 and 0.4. Thus, the
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Figure 5: ER results: The Base model, the Permission-based (Perm) model, and the
Extended (Ext) model. The models were tested with clean data (a), and two types of
manipulated data (b-c) - Full Statistical (F'S) StB and MB2 attacks. The ER represents
the evasion robustness of each model.
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Figure 6: DRR results: The Base model, the Permission-based (Perm) model, and the
Extended (Ext) model. The models were tested with clean data (a), and two types of
manipulated data (b-c) - Full Statistical (FS) StB and MB2 attacks. The DRR represents
the Defense Reciprocal Rate of each model.

Base classifier was more confident than the other two classifiers at some of
the points. Still, in most of the points, the two other classifiers were more
confident. Fig. 6b shows a different picture. The DRR of the Base classifier
was between 0.4-0.5. The DRR of the other two classifiers was between 0.75-
1. In other words, this case shows that the evasion attack that manipulated
the MaMaDroid features dramatically affected the DRR of the Base classifier.
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Figure 7: MR results: The Base model, the Permission-based (Perm) model, and the
Extended (Ext) model. The models were tested with clean data (a), and two types of
manipulated data (b-c) - Full Statistical (F'S) StB and MB2 attacks. The MR represents
the Model Reliability of each model.

Fig. 6¢ presents the DRR of the MB2 attack. In this case, the Perm and Ext
classifiers were more confident in their predictions. The anomalies were less
dramatic, from a DRR rate of 1 to more than 0.6. The DRR of the Base
classifier was equal to the DRR of clean data, as the MB2 attack did not
change the feature set of the original MaMaDroid, which the Base classifier
learns. Fig. 7 presents the results of the MR evaluation of the Base, Ext,
and Perm models. This metric reflects the disorder in each classifier when
confronting clean data (Fig. 7 a), and evasion attacks (Fig. 7b, Fig. 7c). The
figures show that for each classifier and in most points, the MR was 1. In
other words, there was a neglect rate of disorder in each of these classifiers.
This is straightforward, as the inner model of each of these classifiers was
DT, where in Section 5 the MR rate was 1 due to the binary probability
pairs in most cases.

In conclusion, the enhanced MaMaDroid2.0 feature set (Ext classifier) was
shown to create a fair alternative model for both Base and Perm classifiers.
This model was shown to identify attacks against MaMaDroid and Drebin
alike. The ER rate of the Ext classifier was found to be higher than that
of the Base classifier on the attack that targets the MaMadroid feature set,
with more than 40% on each point of the interval. A similar result was
found for the Perm classifier and the attack that targets the permission set,
where the ER of the extended version is higher than the ER of the Perm
classifier in each point of the interval. The DRR and MR metrics showed a
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similar behavior between the Perm and Ext classifiers. The DRR of the Base
classifier was slightly lower, by at least 10% on each point of the interval.
The models of MaMaDroid1.0 (Section 5) failed to detect the StB attacks,
decreasing to an ER of 0. In comparison, MaMaDroid2.0 achieved an ER of
more than 0.6 at each point in the same case. Also, MaMaDroid2.0 achieved
an improvement in the ER rate in comparison to the Perm classifier when
facing the MB attacks (for example, 0.1 in the case of MB2). Thus, the
results show that MaMaDroid2.0 took a meaningful step toward reducing
StB attacks and MB attacks.

7. Discussion and Conclusions

While the field of Android malware detection is of great interest and
many different aspects have been researched, there is one aspect that has not
received sufficient attention. In this work, the neglected aspect, namely the
ratio of benign instances in the model’s training set, is specifically analyzed.
A previous work (Pendlebury et al., 2019) analyzed the effect of changing the
benign ratio in the training data. However, Pendlebury et al. (Pendlebury
et al., 2019) did not analyze the effects of different benign ratios in the
presence of evasion attacks, as done in this work. The findings show that the
effect of this parameter on the model’s performance is significant in terms
of its ability to detect unseen malicious instances (Fig. 2(a)), its confidence
(Fig. 3(a)), and its reliability (Fig. 4(a)). Note that these effects occur even
when there is no adversary manipulation on the malicious instances (i.e., no
attack).

In order to evaluate these effects on manipulated data, three novel evasion
attacks were suggested. While the attacks share a common ground, which
is their general flow, they differ in terms of the attacker model (i.e., the
knowledge the attacker holds).

The empirical evaluation of this work (in Fig. 2) shows that all three at-
tacks decreased the ER of the tree-based models. The distance-based models
proved to be strong against the attacks, but their ER was already low on the
clean data (and remained low on the manipulated data using the attacks).
The DT model was found to be the best model in terms of ER. Although
its decrease in ER was the most disastrous among the models, its ER with
original applications was the best, and also with the Random StB attack.
It was also found to be very reliable (i.e., its MR value was 1.0), even in
the most challenging ratio of more than 90% of the dataset being benign
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apps. The DRR metric (in Fig. 3) shows that most of the models (aside
from the Adaboost model), lose their confidence in the presence of evasion
attacks. However, the MR metric (in Fig. 4) completes the view so that
although the confidence may decrease, the DT model is still the best and the
most reliable model of the six. Consequently, improvement of the original
MaMaDroid feature set and creation of MaMaDroid2.0 was suggested. This
improved version proved to be robust against evasion attacks against the
original MaMaDroid and against other evasion attacks, as shown in Fig. 5.
In comparison to the original MaMaDroid model and a permission-based
model, it was found to be the best model in means of ER (Fig. 5), DRR
(Fig. 6) and MR (Fig. 7).

The new version of MaMaDroid is an excellent example of using the
CFG to identify behaviors of benign and malicious APKs. In general, a
CFG of software tries to organize the order of commands the software runs.
A malware detection system that is based on a CFG attempts to find the
differences between the order of commands in malicious and benign apps to
address the task of the classification of new samples. As the experiments
in this study showed, a shift in the order of commands can cause miss-
classification. For example, the Black Hole StB variant demonstrates the
effect of moving some of the commands from the malicious order of commands
to an unknown order of commands. In other words, the order turns to chaos.
The different variants modify the order of commands in an app, which results
in the alteration of its CFG. When the modified CFG is inspected by the
detection machine, the detection machine may miss-classify it as benign.

This course of action can be generalized to other domains as well. There-
fore, the CFG-based detection systems now confront the following challenge:
Are they secure enough against the ominous chaos that will occur? It seems
that an extension of the feature set or a hybrid approach may aid in dealing
with this issue. The combination of different features seems a promising step
towards more accurate solutions against multiple types of malware that ex-
ploit different vulnerabilities. These inquiries should be addressed in future
work.
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Appendix A. Appendix - Additional Evasion attacks against Ma-
MaDroid2.0

This appendix reviews four additional evasion attacks tested on Ma-
MaDroid2.0, in a similar manner to the evaluation presented in Section 6.
The attacks were: Random StB attack, Black Hole Statistical StB attack,
MBI1 attack, and MB3 attack. Each attack was evaluated using the ER,
DRR, and MR metrics.
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The results in Fig. A.8a and A.8b show that the ER of the model using
the base features (Base), against the StB attacks (Random and Black Hole
Statistical attacks) resulted in a maximum of 0.4 at each point, and decreased
to 0 in the case of the Black Hole Statistical StB attack. The extended clas-
sifier using the base features and the permission set (Ext) and the classifier
that was based solely on the permission set (Perm), sustained a better ER,
with 0.6-0.8 on every point. The addition of the permission set again was
proven to strengthen the basic classifier against the StB attacks.

Fig. A.8c and A.8d show the results of the MB1 and MB3 attacks. The
results of the ER of the Perm and Ext models are now distinguishable. The
Ext classifier demonstrated an advantage of ~ 0.5 over the Perm classifier
at every point. However, the Base classifier displayed an advantage over the
Ext classifier as well. The Base classifier was better than the Ext classifier
by ~ 0.4. The Base classifier was not affected as the MB attacks changed
the permission set, which the classifier did not analyze. The merge of the
features of MaMaDroid1.0 and the permission set resulted in a less effective
classifier against the MB attacks. However, the robustness against the StB
attacks was of great value.

As before, these results show that both the Base and Perm models were
weak against the attacks that target their initiative - the StB attacks against
MaMaDroid, and the MB attacks against the Perm classifier. They also
show that the extended version, MaMaDroid2.0, is a classifier that presents
a meaningful defense against both attacks.

Fig. A.9a- A.9d present the results of the DRR evaluation of the Base,
Ext, and Perm models. This metric reflects the effect of evasion attacks on
these classifiers. A lower DRR indicates an effect on the classifier. Even if
the attack gains a high ER, it could be improved more easily in order to
become a successful attack. The figures demonstrated that the three models
have an identical DRR for every attack.

Fig. A.10a~- A.10d present the results of the MR evaluation of the Base,
Ext, and Perm models. This metric reflects the disorder in each classifier
when confronting evasion attacks. The figures show that for each classifier
and at most points, the MR was 1. In other words, there was a neglect rate
of disorder in each of these classifiers. This is straightforward, as the inner
model of each one of these classifiers is DT, where an MR rate of 1 due to
the binary probability pairs in most cases was proven in Section 5.

In conclusion, the Ext classifier proved to be a promising option, as its
robustness against both types of attacks - the StB and MB attack - was
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Figure A.8: ER results: The Base model, the Permission-based (Perm) model, and the
Extended (Ext) model. The models were tested with four types of manipulated data by
evasion attacks (a-d) - Random StB attack, Black Hole Statistical StB attack, MB1 attack,
and MB3 attack. The ER represents the evasion robustness of each model.
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Figure A.9: DRR results: The Base model, the Permission-based (Perm) model, and the
Extended (Ext) model. The models were tested with four types of manipulated data by
evasion attacks (a-d) - Random StB attack, Black Hole Statistical StB attack, MB1 attack,
and MB3 attack. The DRR represents the Defense Reciprocal Rank of each model.

shown to be better than the Base and Perm classifiers.
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