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Abstract—Recent researches have revealed that fluid antenna, a
new position-switchable antenna technology, can make use of the
spatial moments of deep fades of the interference signal occurred
naturally due to multipath for multiple access. In this letter, this
phenomenon is exploited in a physical layer security setup where
a base station (BS) transmits an information-bearing signal to a
legitimate user and an artificial noise (AN) signal to a potential
eavesdropper while the user is equipped with a fluid antenna to
overcome the AN signal. The proposed approach needs no effort
from the base station (BS) to avoid the AN signal from harming
the legitimate user. Trying to enhance the secrecy rate, we study
the power allocation of the information-bearing and AN signals
if the channel state information (CSI) is available at the BS. Both
perfect and imperfect CSI scenarios are investigated. Simulation
results demonstrate that the proposed system, with a single fluid
antenna with one radio-frequency (RF) chain at the user, achieves
the secrecy rate that is achievable by the user utilizing maximal
ratio combining (MRC) with many antennas instead, and is the
only approach robust to CSI uncertainties of the eavesdropper,
requiring no power allocation nor beamforming at the BS.

Index Terms—Artificial noise, Fluid antenna system, Physical
layer security, Power allocation, Secrecy rate.

I. INTRODUCTION

MANY technologies have been invented as wireless com-
munications advances to deliver never-enough capacity

and quality-of-experience under precious energy and spectral
resources. In the physical layer, multiple-input multiple-output
(MIMO) systems have been the core enabling technology that
transforms mobile communications. For the fifth generation
(5G), MIMO with huge numbers of antennas, widely referred
to as massive MIMO, are relied upon to deliver the anticipated
improvements [1]. Towards the sixth generation (6G), many
predict that MIMO will shine [2] and there is already a notion
of extra-large MIMO emerging to scale up the benefits even
further [3]. It is worth mentioning that non-orthogonal multiple
access (NOMA), e.g., [4] and reconfigurable intelligent surface
(RIS), e.g., [5] are two other key technologies that are being
pushed through in the 6G cycle. Nevertheless, like multiuser
MIMO, NOMA and RIS are not simple solutions. They come
with heavy computational efforts, not to mention the signaling
overheads that acquire the channel state information (CSI).

On the other hand, wireless communications is regarded as a
less secure medium because it exposes to eavesdroppers. In the
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physical layer, if we know the CSI of the eavesdropper, then
base station zero-forcing (BSZF) will be absolutely effective;
otherwise, artificial noise (AN) will be required [6]. Evidently,
NOMA faces additional security threats as an untrusted user
equipment (UE) may decode other users’ data [7].

Motivated by the limitations of existing approaches, our goal
is to develop a secure wireless communication system without
the hassles of CSI acquisition1 and beamforming optimization
at the base station (BS) while also keeping the legitimate UE’s
receiver simple. Our approach is built upon the emerging fluid
antenna technology that makes possible a position-switchable
antenna to be deployed at the UE [8]. In the antenna com-
munity, fluid antenna including liquid-based antennas, e.g.,
[9]–[11] and reconfigurable pixel-based antennas, e.g., [12]–
[14], has been around for decades. However, efforts using fluid
antennas to improve wireless communications systems emerge
only recently [15]–[23]. Of particular relevance to physical
layer security is the merit of using fluid antennas for multiuser
communication. Using a fluid antenna, the UE can access the
deep fade of interference occurred naturally in the environment
for multiuser communication, as illustrated in [20]–[23].

In this letter, this capability is exploited in the physical layer
security setting where AN is utilized to secure the information
from a potential eavesdropper with either no or uncertain CSI
of the eavesdropper. The use of fluid antenna at the legitimate
UE is highly motivated because it enables the UE to avoid the
AN signal. The system becomes simple. The BS can now use
one antenna to send the information-bearing signal to the UE
and another antenna to transmit the AN signal to confuse the
eavesdropper, without using BSZF nor the need of CSI.

Technically, we will investigate if the proposed system can
match the secrecy rate performance of one that uses the CSI at
the BS to optimize the BSZF or the power allocation between
the information-bearing signal and the AN signal when BSZF
is not adopted. Moreover, we will also compare the proposed
system with one that uses maximal ratio combining (MRC) at
the UE with many fixed antennas. In doing so, we will obtain
the optimal power allocation for both scenarios of perfect and
imperfect CSI. In the latter case, we consider bounded errors
and use a lower bound of the secrecy rate for the optimization.
Our key findings are summarized as follows:
• For typical signal-to-noise ratio (SNR) values, the power

allocation over the information-bearing and AN signals
only has a small gain in the secrecy rate for the proposed
system though more gain appears if the SNR is extremely
large. This indicates that the proposed system can work
without the power allocation, hence no CSI at the BS.

• Optimal power allocation over the information-bearing
and AN signals is important for the system with the UE

1CSI estimation at the UE is still needed for coherent reception but the aim
is to eliminate the need of CSI feedback to the BS.
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Fig. 1. A downlink communication system with a two-antenna BS sending
the information signal to a fluid antenna assisted UE and an artificial noise
signal to impair an eavesdropper. Except the UE, all antennas are fixed.

using multi-antenna MRC. Our results demonstrate that
the proposed system with the UE utilizing a single fluid
antenna (not using CSI at the BS) can match the secrecy
rate that is obtained by the system with the UE adopting
many-antenna MRC under optimal power allocation.

• With perfect CSI at the BS, BSZF can greatly outperform
the proposed system. However, as the CSI becomes more
and more uncertain at the BS, BSZF degrades quickly and
the proposed system obtains a much higher secrecy rate.
In fact, the proposed system is perfectly robust since its
performance is invariant to the quality of the CSI.

II. SYSTEM MODEL

In this letter, we consider a downlink system with a BS, a
UE and an eavesdropper, as shown in Fig. 1. The eavesdropper
is equipped with a fixed antenna while the BS has two fixed
antennas. The BS utilizes one antenna to transmit information
to the UE and another antenna to transmit an AN signal for
jamming the eavesdropper. The UE is assumed to have a fluid
antenna whose location can be switched instantly to one of N
preset locations evenly distributed over a linear dimension of
length Wλ, where λ denotes the wavelength.

The received signal at the k-th port of the UE is given by

y
(k)
U = h

(k)
I,UsI + h

(k)
J,UsJ + η

(k)
U , (1)

where h(k)
I,U and h(k)

J,U denote the respective complex channels
from the BS antennas to the k-th port of the UE, sI denotes
the information-bearing symbol with E[|s2

I |] = pI, sJ is the
AN signal with E[|s2

J|] = pJ, and η(k)
U represents the complex

additive white Gaussian noise (AWGN) at the k-th port of the
UE, i.e., η(k)

U ∼ CN (0, σ2
η). Similarly, at the eavesdropper,2

we have the received signal given by

yE = hI,EsI + hJ,EsJ + ηE, (2)

where the variables are defined in a similar fashion.
All the channels are assumed to be independent and iden-

tically distributed (i.i.d.) and follow CN (0, σ2). Nevertheless,
within the UE, since the ports can be arbitrarily close to each

2Even if multiple receive antennas or a fluid antenna are considered at the
eavesdropper, it will not add to its capability in our model because the CSI
is assumed not available at the eavesdropper.

other, the channels seen by different ports are correlated. As in
[16], we model the cross correlation function of the channels
between port k and ` as

Σk,` = σ2J0

(
2π(k − `)W
N − 1

)
, (3)

where J0(·) represents the zero-order Bessel function of the
first kind. By eigenvalue decomposition, the covariance matrix
Σ = [Σk,`] can be expressed as

Σ = QΛQ†, (4)

in which the columns of Q are the eigenvectors of Σ and Λ
is the diagonal matrix of eigenvalues. Then the channel vector
hI,U = [h

(1)
I,U . . . h

(N)
I,U ]T is given by

hI,U = QΛ
1
2xI,U, (5)

where xI,U is a random vector containing i.i.d. entries each
following CN (0, 1). The channel vector hJ,U is defined in a
similar way but with an independent vector xJ,U.

Note that the above model differs from the one used in [18]
but can be regarded as a special case of the accurate model
in [21] where there is no direct line-of-sight (LoS) and it has
many non-LoS paths. In other words, our model is an accurate
one that represents the rich scattering environments.

III. POWER ALLOCATION

This section studies the optimzation of the power allocation
over the information-bearing signal and the AN signal, i.e., pI

and pJ when a fixed power budget at the BS is given. Before
we proceed, we first write down the rate at the UE as

RUE = log2

(
1 +

pI|h(k∗)
I,U |2

pJ|h(k∗)
J,U |2 + σ2

η

)
, (6)

where

k∗ = arg max
k


∣∣∣h(1)

I,U

∣∣∣∣∣∣h(1)
J,U

∣∣∣ , . . . ,
∣∣∣h(N)

I,U

∣∣∣∣∣∣h(N)
J,U

∣∣∣
 (7)

denotes the index of the best port at the UE. On the other
hand, the rate of the wiretap channel can be found as

RE = log2

(
1 +

pI |hI,E|2

pJ |hJ,E|2 + σ2
η

)
. (8)

As such, the secrecy rate achievable by the UE is found as

Rs = (RUE −RE)+ (9)

where (x)+ = max(0, x).

A. Perfect CSI

When the CSI is perfectly known at the BS, then Rs can
be computed and we aim to solve

P0 : max
pI>0,pJ≥0

Rs s.t. pI + pJ ≤ P, (10)

where P is the maximum power transmitted by the BS.
Lemma 1: At the optimum, the power constraint holds with

equality, i.e., pI + pJ = P .
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Proof: See Appendix A.
According to Lemma 1, p∗J = P−p∗I (the asterisk highlights

optimality) and thus, the problem P0 can be reformulated as

P1 : max
0<pI≤P

Rs = RUE −RE, (11)

where the operation (·)+ operation is omitted for brevity. We
can check the sign of the objective function once the problem
is solved. By investigating the value of dRs(pI)

dpI
, we can find

the optimal power allocation for maximizing Rs.
Theorem 1: Defining

A ,

∣∣∣h(k∗)
I,U

∣∣∣2 − ∣∣∣h(k∗)
J,U

∣∣∣2
P
∣∣∣h(k∗)

J,U

∣∣∣2 + σ2
η

,

B , −

∣∣∣h(k∗)
J,U

∣∣∣2
P
∣∣∣h(k∗)

J,U

∣∣∣2 + σ2
η

,


C ,

|hI,E|2 − |hJ,E|2

P |hJ,E|2 + σ2
η

,

D , − |hJ,E|2

P |hJ,E|2 + σ2
η

,

(12)
and 

S , A−B − C +D,

T , ACD −BCD −ABC +ABD,

V , 2(AD −BC),

∆ , V 2 − 4TS,

(13)

the optimal power allocation is given by

p∗I =


− S
V

if V < 0 and 0 ≤ − S
V
≤ P,

arg max
pI∈{0,P}

Rs(pI) otherwise,

(14)
if T = 0. In the case T 6= 0, p∗I can be found as

p∗I =


arg max

pI∈{0,p1,P}
Rs(pI) if 0 ≤ p1 ≤ P and ∆ > 0,

arg max
pI∈{0,P}

Rs(pI) otherwise,

(15)
where

p1 = −V +
√

∆

2T
. (16)

According to Lemma 1, we have p∗J = P − p∗I .
Proof: See Appendix B.

B. Imperfect CSI
The CSI at the BS in the downlink, if available, is destined

to be imperfect since it involves finite feedback. Knowing the
CSI for the eavesdropper is even more challenging as it may
be external to the system. For this reason, we model the CSI
errors of the eavesdropper by{

hI,E = ĥI,E + ∆hI,E,

hJ,E = ĥJ,E + ∆hJ,E,
(17)

where ĥI,E and ĥJ,E are the estimated channels at the BS, and
∆hI,E and ∆hI,E denote the CSI errors. Considering a worst-
case model, we assume that the CSI errors are bounded by an
uncertainty limit ε, i.e.,{

|∆hI,E| ≤ ε,
|∆hJ,E| ≤ ε.

(18)

In what follows, one can optimize the power allocation for
maximizing a worst-case secrecy rate bound. We start by

P2 :


max
pI,pJ

min
∆hI,E,∆hJ,E


log2

(
1 +

pI

∣∣∣h(k∗)
I,U

∣∣∣2
pJ

∣∣∣h(k∗)
J,U

∣∣∣2+σ2
η

)
− log2

(
1 +

pI|ĥI,E+∆hI,E|2
pJ|ĥJ,E+∆hJ,E|2+σ2

η

)


+

s.t. pI + pJ ≤ P.
(19)

Now, using triangle inequality, we have

|ĥI,E + ∆hI,E| ≤ |ĥI,E|+ |∆hI,E| ≤ |ĥI,E|+ ε, (20)

and

|ĥJ,E + ∆hJ,E| ≥ |ĥJ,E|+ |∆hJ,E| ≥
(
|ĥJ,E| − ε

)+

. (21)

Thus, a robust power allocation approach can be obtained by

P3 :


max
pI,pJ

 log2

(
1 +

pI

∣∣∣h(k∗)
I,U

∣∣∣2
pJ

∣∣∣h(k∗)
J,U

∣∣∣2+σ2
η

)
− log2

(
1 +

pI|wI,E|2

pJ|wJ,E|2+σ2
η

)


+

s.t. pI + pJ ≤ P,

(22)

where wI,E = |ĥI,E|+ ε, wJ,E =
(
|ĥJ,E| − ε

)+

.
Similar to Problem P0 in (10), the power constraint always

holds with equality at the optimum. As the worst-case secrecy
rate bound is only a function of a single variable pI, we can
obtain the optimal power allocation to Problem P3 using the
similar method as stated in Theorem 1.

IV. SIMULATION RESULTS

In this section, we present our simulation results to evaluate
the proposed system which we refer to as FAS (fluid antenna
system). Several benchmarks are also provided for compari-
son. For the perfect CSI case, we have the schemes:
• BSZF–This scheme requires CSI at the BS to ensure the

information-bearing signal is zero at the eavesdropper and
no AN signal is needed. Thus, pI = P and pJ = 0.

• FAS-OPA–This is the proposed fluid antenna system with
optimal power allocation. CSI at the BS is required.

• FAS-EPA–This is the proposed fluid antenna with equal
power allocation, i.e., pI = pJ = P/2, using no CSI.

• NR-antenna MRC (OPA)—This scheme adopts NR fixed
antennas at the UE for MRC. Optimal power allocation
over (pI, pJ) requiring CSI at the BS is considered. Note
that zero-forcing receiver at the UE is not suitable as it
will reveal to the UE the CSI of the BS antenna dedicated
for sending a different user’s signal, a security breach.

• NR-antenna MRC (EPA)—This scheme is same as above
except using pI = pJ = P/2 (no CSI at the BS required).

• One fixed antenna (OPA)—This is same as NR-antenna
MRC (OPA) when NR = 1. CSI at the BS is needed.

• One fixed antenna (EPA)—This scheme adopts one fixed
antenna at the UE and with pI = pJ = P/2.

In the imperfect CSI case, the CSI from the BS to the UE is
still assumed perfect but that to the eavesdropper is not. All the

This article has been accepted for publication in IEEE Communications Letters. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/LCOMM.2023.3264634

© 2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.
Authorized licensed use limited to: University College London. Downloaded on April 13,2023 at 08:32:12 UTC from IEEE Xplore.  Restrictions apply. 



SUBMITTED TO IEEE COMMUNICATIONS LETTERS, 2023 4

Fig. 2. Secrecy rate against the average SNR, σ2P/σ2
η , with N = 50.

Fig. 3. Secrecy rate against the size of fluid antenna with SNR at 20dB.

considered schemes are similar as before except that when CSI
is needed, the BS uses the estimated CSI for optimization. We
define the normalized channel uncertainty as δ , ε

E[|hI,E|] =
ε

E[|hJ,E|] . The channel errors ∆hI,E and ∆hJ,E were generated
uniformly and randomly in a circle centered at zero with radius
ε. A scheme, which is referred to as ‘BSZF using the worst-
case CSI error bound’, which knows only |ĥI,E| and |ĥJ,E| to
perform zero-forcing at the BS is also provided. The ‘robust’
versions of the optimal power allocation solution utilizing the
worst-case CSI error bound as formulated in Section III-B are
also given. For convenience, the power of all the channels is
set to be equal in all of the simulations.

Finally, here, we consider W = 1, 2, 4, 8, which corresponds
to a physical size of 15cm long fluid antenna at the UE for
carrier frequency f = 2, 4, 8, 16GHz, respectively.

A. Perfect CSI

Focusing on the results in Figs. 2–3, we first note that BSZF
outperforms significantly all the other methods. This should
not be surprising because this is the only approach that uses all

Fig. 4. Secrecy rate against the CSI uncertainty with SNR at 20dB.

its power for transmitting the information to the UE, yet being
completely secret to the eavesdropper. All the other methods
have to handle the AN signal at the UE in exchange of secrecy.
Additionally, the proposed FAS improves as the SNR or N or
W increases. Remarkably, for FAS, OPA is only important
if SNR is extremely high, as shown in Fig. 2. Moreover, we
can observe in Fig. 3 that if N or W is large, then OPA is
also less impactful for FAS. These observations indicate that
FAS can work without OPA. By contrast, OPA is absolutely
important for MRC systems. The results also illustrate that the
proposed FAS can match or even exceed MRC with many fixed
antennas, even without OPA if W and N are large enough.

B. Imperfect CSI
In Fig. 4, we study the secrecy performance of the different

systems under imperfect CSI. An obvious change is that BSZF
begins to perform very poorly as the CSI errors seem to affect
very much the accuracy of zero-forcing. In particular, as the
normalized CSI uncertainty δ increases, BSZF degrades fairly
rapidly. On the other hand, FAS is absolutely robust as no CSI
at the BS is utilized. FAS can even outperform greatly BSZF
if δ is large. The impressive performance of FAS also comes
with EPA. The results indicate that OPA using CSI at the BS
only brings minor gain in the secrecy rate. Rather surprisingly,
however, the supposed ‘robust’ OPA appears to perform badly.
A close inspection of the worst-case OPA solution reveals that
this is reasonable because the solution based on the CSI error
bound is very conservative and will not perform well as far as
the average secrecy rate is concerned. Furthermore, it is clear
that BSZF using the worst-case CSI fails as expected because
in this case, zero-forcing cannot be achieved with reasonably
accuracy. Note that even if δ = 0, ‘robust’ BSZF fails because
it only uses the magnitudes of the CSI to attempt zero-forcing.
Last but not least, the proposed FAS outperforms massively
the conventional system with one fixed antenna.

V. CONCLUSION

In this paper, we proposed to employ a fluid antenna at the
UE to resolve the AN signal for the BS to facilitate secrecy
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communication in the presence of an eavesdropper. The power
allocation optimization over the information-bearing and AN
signals was also addressed to understand the impact of power
allocation. Our results left an optimistic taste of fluid antenna
suggesting that without the need of CSI at the BS, the proposed
fluid antenna system could exceed conventional systems with
many fixed antennas using MRC at the UE, and even surpass
BSZF when considerable CSI errors were present.

APPENDICES

A. Proof of Lemma 1

The first-order derivative of Rs over pI is given by

∂Rs
∂pI

=
a− b

(1 + apI)(1 + bpI) ln 2
, (23)

where a =
|h(k)

I,E|
2

pJ|h(k)
J,E|2+σ2

η

and b =
|hI,E|2

pJ|hJ,E|2+σ2
η

. For a ≤ b,
∂Rs
∂pI
≤ 0, so Rs is monotonically decreasing as pI increases.

Therefore, the optimal value of pI is 0. For a > b, ∂Rs
∂pI

> 0
and Rs is monotonically increasing as pI increases. Thus, pI

should be at maximum to maximize Rs. For a given pJ, the
maximum power is pI = P − pJ, which completes the proof.

B. Proof of Theorem 1

With pJ = P − pI, the secrecy rate can be expressed as

Rs(pI) = log2(ApI + 1)− log2(BpI + 1)

− log2(CpI + 1) + log2(DpI + 1), (24)

where A,B,C and D have been defined in (12). Hence,

dRs(pI)

dpI
=

Tp2
I + V pI + S

ln 2(ApI + 1)(BpI + 1)(CpI + 1)(DpI + 1)
,

(25)
where S, T, V are given in (13). Since ApI +1, BpI +1, CpI +
1, DpI + 1 > 0, the trend of Rs(pI) depends on the value of
Tp2

I + V pI + S. The monotonicity of Rs(pI) is analyzed in
TABLE I in which ∆ is defined in (13), p1 = −V−

√
∆

2T and
p2 = −V+

√
∆

2T . The analysis gives the solution in Theorem 1.
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