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Abstract—In this paper, we investigate the security enhance-
ment by combining intelligent reflecting surface (IRS) and
energy harvesting (EH) jammer for the uplink transmission.
Specifically, we propose an IRS-aided secure scheme for the
uplink transmission via an EH jammer, to fight against the
malicious eavesdropper. The proposed scheme can be divided into
an energy transfer (ET) phase and an information transmission
(IT) phase. In the first phase, the friendly EH jammer harvests
energy from the base station (BS) aided by IRS. We maximize
the harvested energy of jammer by obtaining the closed-form
solution to the phase-shift matrix of IRS. In the second phase,
the user transmits confidential information to the BS while
the jamming is generated to confuse the eavesdropper without
affecting the legitimate transmission. The phase-shift matrix of
IRS and time switching factor are jointly optimized to maximize
the secrecy rate. To tackle the non-convex problem, we first
decompose it into two sub-problems. The one of IRS can be
approximated to convex with fixed time switching factor. Then,
the time switching factor can be solved by Lagrange duality.
Thus, the solution to the original problem can be obtained by
alternately optimizing these two sub-problems. Simulation results
show that the proposed Jammer-IRS assisted secure transmission
scheme can significantly enhance the uplink security.

Index Terms—Energy harvesting, intelligent reflecting surface,
jamming, physical layer security, time switching.

I. INTRODUCTION

Physical layer security (PLS), as a promising technique to
improve the security of wireless communications, has been
widely studied recently in many directions, e.g., beamforming
design [2], [3], artificial jamming (AJ) [4], [5], cooperative re-
laying [6], [7], etc. According to [8], the principle of PLS is to
take the advantage of wireless channels, such as fading, noise
and interference, to fight against the malicious eavesdropping
and achieve security enhancement. In particular, secrecy rate,
the key performance metric of PLS, depends on the channel
condition difference between the transmitter-to-receiver and
the transmitter-to-eavesdropper. AJ has been regarded as an
effective approach to enlarge the above channel condition

Tiantian Qiao, Yang Cao and Nan Zhao are with the School of In-
formation and Communication Engineering, Dalian University of Technol-
ogy, Dalian 116024, P. R. China (e-mail: giaotiantian@mail.dlut.edu.cn,
cy216@mail.dlut.edu.cn, zhaonan@dlut.edu.cn).

Jie Tang is with the School of Electronic and Information Engineering,
South China University of Technology, Guangzhou 510641, China (e-mail:
eejtang @scut.edu.cn).

Kai-Kit Wong is with the Department of Electronic and Electrical Engi-
neering, University College London, London WCIE 6BT, U.K. (e-mail: kai-
kit.wong @ucl.ac.uk).

Part of this paper will be presented at IEEE GLOBECOM 2022 [1].
(Corresponding Author: Nan Zhao)

difference, so as to improve the secure communication of
wireless networks.

In the downlink, AJ can be transmitted by a transmitter
equipped with multiple antennas. However, in the uplink, due
to the physical structure and power constraint of user devices,
there is not enough spatial freedom or power to transmit AJ,
which motives the emerging of cooperative jamming [9]-[11].
Cooperative jamming can be achieved by deploying an extra
cooperating node, called the friendly jammer, to transmit AJ
to confuse the eavesdropper [12]. Nevertheless, devices are
usually energy-limited or selfish in practical networks. To
tackle this challenge, energy harvesting (EH) is adopted to
scavenge energy from the environment for continuous energy
supply [13]. Thus, EH jammer is induced by integrating the
EH technique into a friendly jammer, which makes that the
friendly jammer is capable of energy harvesting.

On the other hand, intelligent reflecting surface (IRS) pro-
vides a new degree of freedom for the performance enhance-
ment of wireless communications by creating an additional
reflecting link [14]. IRS, a plane consisting of a number of
low-cost passive reflecting elements, can be controlled by
a software based smart controller to individually alter the
amplitude and phase of the incident signals [15]. Hence, a
programmable and controllable wireless environment can be
created by enhancing the desired signal power and attenu-
ating the interference directionally via passive beamforming.
Compared to traditional related approaches like amplify-and-
forward relaying, backscattering and conventional reflecting
surfaces, IRS has the advantages of low energy consumption,
low cost, easy deployment and reconfigure reflecting coef-
ficients [16]. Due to these merits, IRS has been utilized in
various scenarios to improve the capacity [17], [18], energy
efficiency [19], [20], PLS [21], [22], etc.

As mentioned above, IRS can be deployed in the uplink
communication to enhance PLS. However, the effect of IRS-
aided security enhancement may be compromised by the
location of the IRS deployment and the number of IRS
elements. To prevent this issue, EH jammer can cooperate with
IRS to further enhance the security performance. Thus, the
combination of IRS and EH jammer is expected to provide
a “double guarantee” for the secure communication. Up to
the present, there are only a few works focusing on the
combination of IRS and friendly jammer [23]. However, the
work in [23] focused on the energy efficiency of the downlink
MISO network, while the secrecy rate maximization problem
for uplink secure communication is still not well investigated.
Thus, we propose a Jammer-IRS scheme to enhance the



secrecy performance where a friendly EH jammer transmits
jamming signal to confuse the eavesdropper, and the IRS is
deployed to enhance both the harvested energy by the jammer
and the uplink transmission. The main contributions of this
paper are summarized as follows.

o In this paper, we propose a “Jammer-IRS” scheme to
provide double guarantee for the uplink secure communi-
cation. Particularly, each time frame can be divided into
two phases, i.e., the energy transfer (ET) phase and the
information transmission (IT) phase, where the duration
trade-off between the ET phase and the IT phase is
designed to adaptively balance the role of EH jammer
and IRS in the security improvement.

« In the ET phase, the jammer harvests energy from the BS,
and thus an energy maximization problem is considered
by designing the phase-shift matrix of IRS. In the IT
phase, aided by IRS, the user transmits confidential infor-
mation to the BS in the presence of eavesdropper, while
the jammer uses the energy collected in the previous
phase to confuse the eavesdropper. Then, secrecy rate can
be maximized by jointly optimizing the phase-shift matrix
and the time switching factor.

o In the ET phase, the closed-form solution to the IRS’s
phase-shift matrix is derived resorting to the upper bound
of triangle inequality. Then, in the IT phase, we decouple
the challenging non-convex optimization problem into
two sub-problems. The phase-shift matrix of IRS can
be obtained by applying semi-definite relaxation (SDR).
After using Taylor series approximation, the solution to
the time switching factor can be obtained efficiently by
solving its Lagrange dual problem. Then, an algorithm
based on the alternating optimization is proposed to
iteratively optimize the phase-shift matrix and the time
switching factor until convergence.

The remainder of this paper is arranged as follows. Section
III presents the system model. In Section IV, the proposed
scheme is presented with the optimization problem formulated.
In Section V, an efficient algorithm to solve the problem is
designed. Simulation results are shown in Section VI, and the
paper is concluded in Section VII.

Notation: a, a, and A denote the scalar, vector and matrix,
respectively. CV*M is the space of N x M complex matrices.
AT and A" denote the transpose and Hermitian transpose
of A, respectively. diag(a) is a diagonal matrix with its
diagonal elements from a. CA/(y, 02) is the complex Gaussian
distribution with mean g and variance 0. |a| and ||a|| are the
absolute value of a and Euclidean norm of a, respectively.
E(a) represents expectation. I, is the identity matrix with
dimension of M. (a)~! is the inverse operation of a. A = 0 is
a Hermitian positive semi-definite matrix. arg max f(x) means
the optimal solution to maximize the objective function f(x).

II. RELATED WORKS
A. AJ-aided Communication

Al is often used in the downlink to ensure the secure
transmission [24]-[27]. In [24], Lv et al. presented a novel AJ-
assisted secrecy beamforming scheme to improve the security

in the downlink multiple-input single-output non-orthogonal
multiple access (MISO-NOMA) system with two users. For
downlink large-scale networks, Liu ef al. validated that gen-
erating AJ at the base station (BS) is an effective way to
improve the secrecy performance of NOMA networks [25]. In
[26], Zeng et al. studied that the combination of AJ and mas-
sive multiple-input multiple-output (MIMO) can significantly
promote downlink NOMA networks on the basis of secrecy
performance. In [27], the AJ-aided directional jamming was
designed by Wang et al. for the secure communication in
massive MIMO Rician channels.

B. EH Jammer-aided Communication

The EH technique is often integrated with other nodes, such
as IRS [28] and jammer, to make the node self-sustainable,
which divides the whole communication into two phases
for ET and IT respectively. In [28], Xu et al. focused on
the computational task offloading of mobile edge computing
networks by integrating EH technique with IRS. Different
from that of [28], existing works [29]-[31] and our proposed
scheme integrated the EH technique into a friendly jammer
to improve the uplink security performance. In [29], Cao et
al. exploited the EH jammer to greatly benefit the uplink
NOMA secure transmission, and three schemes for selecting
a friendly jammer from multiple EH receivers were proposed.
By applying the friendly EH jammer in [30], the secure trans-
mission between the source and destination in the presence
of an eavesdropper was realized by Liu et al. Moon et al.
considered two different levels of eavesdropping channel state
information (CSI) in [31], and the secrecy performance was
ensured by proposing an uplink wireless powered network with
the aid of an EH jammer.

C. IRS-aided Communication

As a novel and revolutionary technology, IRS has pro-
vided appealing solutions to improving PLS by enhancing
the strength of legitimate links while attenuating the eaves-
dropping via passive beamforming [14]. Existing works have
explored IRS to enhance the security of wireless communi-
cations [32]-[35]. In [32], the secrecy rate was maximized
for IRS-assisted multi-antenna systems by Shen et al. via an
efficient alternating algorithm. In [33], Cui et al. found that
deploying IRS can greatly improve wireless security in the
challenging scenario where the legitimate channel is weaker
than the eavesdropping channel and they are spatially highly
correlated. With two cases of full CSI and no eavesdropping
CSI, Dong et al. studied the secrecy rate of an IRS-assisted
Gaussian MIMO wiretap channel in [34]. Yu et al. presented
a novel multiple IRSs assisted scheme in [35] to improve the
PLS in a challenging radio environment where the legitimate
users do not have a line-of-sight (LoS) link to the access point
in downlink multiuser MISO systems.

III. SYSTEM MODEL

As shown in Fig. 1, we consider an uplink wireless commu-
nication system consisting of one BS, one legitimate user and
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Fig. 1. Uplink system model with the help of IRS and jammer.

one malicious eavesdropper (Eve). To effectively fight against
the Eve, a friendly EH jammer (Jam) and an IRS' with N
reflecting elements are introduced. Assume that the BS, the
user and the Eve are all equipped with a single antenna, while
the number of antennas at the Jam is M. Since the Jam harvests
energy before transmitting AJ, the whole transmission process
can be divided into an ET phase with 1" and an IT phase
with (1 —a)T. 0 < o < 1 denotes the time switching factor
between ET and IT while T represents the duration of a frame.
In the ET phase, the BS transfers wireless power to the Jam.
To maximize the harvested energy, we optimize the phase-
shift matrix of IRS. In the second phase, the user transmits the
confidential message to the BS, which can be overheard by the
Eve as well. In this case, the IRS and the Jam are deployed
to jointly protect the transmission of confidential information,
i.e., the Jam uses the energy harvested from the previous phase
to transmit AJ to confuse the Eve while the IRS optimizes
the phase-shift matrix to further improve the performance of
security.

For all channels, they suffer from the quasi-static flat-fading.
We consider the time division duplex (TDD) system with chan-
nel reciprocity for uplink and downlink transmissions [37].
Hence, according to the existing channel estimation methods
discussed in [14], [38], [39], all channels information can be
acquired based on the uplink-downlink channel reciprocity
provided by TDD protocol. Thus, the CSI of all channels can
be assumed to be perfectly known. hy; € CM*1! h,;, € C1*M
and h,s(f € {b,e}) denote the channel coefficients of direct
links for BS — Jammer, Jammer — Eve, User — BS and User

The IRS is assumed as a passive reflector in this paper. When the IRS is
used as a backscatter device to generate AJ [36], additional signal processing
units are required, which may increase the difficulty of IRS design and result
in the transmission delay. These issues are beyond the scope of this paper and
will be discussed in the future.

— Eve, respectively, while the channel coefficient vectors of
IRS-assisted links for BS — IRS, User — IRS, IRS — Eve and
IRS — Jammer are denoted as h,(g € {br,ur,re}) € CN*1
and H,; € CVN*M regpectively. Rayleigh fading and Rician
fading are assumed for direct links and reflecting links re-
spectively, while BS-Jammer is regarded as a LoS link. Their
corresponding channel coefficients can be generated as

hug =/ Lody 655, € {b.c} M)
bo; =/ Tody, "™ g, @)

/ | K [ 1
h — L dfar LoS NLoS
g olg ( K ¥ 1gg + K + 1gg )

g € {br,ur,re}, (3)

where K is the Rician factor, g;?S and g;°5 denote the
deterministic LoS components, and gSJI;OS and gI;LOS denote
the Rayleigh fading components. Ly denotes the path loss at
1 m. Set the exponents of direct and reflecting path loss as
aq and a,., respectively. ap; is assumed for the direct link of
BS-Jammer. d4p denote the distance from A to B where A
and B are the specific nodes of the system. h;. and H.,.; adopt
the channels as shown in (1) and (3), respectively.

In this work, we assume that IRS is a square array with a
number of /N elements in both the horizontal and vertical
directions. Let @ = [01,...,0,,...,0x]T and v, = B,e/%",
where 6,, € [0,27) and 3, € [0,1] denote the phase shift
and amplitude reflection coefficient of the IRS’s n-th element.
® = diag(vy, - ,Un, -+ ,vn) denotes the phase-shift matrix
of IRS. B, = 1 is set to maximize the signal reflection in
the following analysis. In addition, we denote the complex
additive white Gaussian noise (AWGN) at the Jam, the BS and
the Eve as n; ~ CN(0,0%I) and n; ~ CN(0,02),1 € {b, e},
respectively.

IV. TWO PHASES FOR THE JAMMER-IRS SCHEME

In this section, we propose the Jammer-IRS scheme and
present the optimization problems in two phases.

A. First Phase: Energy Transfer

During the first phase, the BS transmits with the fixed power
Py. We denote the transmitted signal as x;, with E[|zp|?] = 1.
uy is the combining vector with the dimension of M x 1.
To maximize the harvested energy at the Jam, u; is derived
through using the maximal ratio combining (MRC) as

. H! ®1h;, + hy,
J = .
|H @1+ T |

4)

The signal received at the Jam can be expressed as
yj = uT](Hij(I)lhbr + hbj)\/ Pyxy + uT,nj, ®))

where ®; = diag(v1,1,v1,2, - , V1,0, ,V1,n) denotes the
phase-shift matrix of IRS with |vy,| = 1,n = 1,--- ,N.
The energy harvested by the Jam can be expressed as E; =

2
aTnP, uB(HifIﬁhbr +hy;)| , where 0 < 7 < 1 denotes




the EH efficiency. Within the remaining (1 — )7, the Jam
will use the harvested energy to transmit the jamming signal.
Therefore, the transmit power of Jam can be expressed as

E,;
P = —7
’ (1—a)T

2
B anpPy, HHij(}lhbr + hy; ©

11—«

In order to improve the security performance, in the ET
phase, we maximize the harvested energy at the Jam by
optimizing the phase-shift matrix of IRS. By doing so, on
one hand, the transmit power of Jam can be maximized to
transmit the AJ, which can confuse the eavesdropper effec-
tively; on the other hand, more time will be saved for the
information transmission in the second phase. As a result,
the secure transmission in the second phase can be greatly
enhanced based on the above benefits. To achieve this goal,

let vi = [v1,1,V1,2y---,V1n,---,01,n], and we have

B @1, 4 || =

’Hijdiag (hy,) VT + hy, H NG

During this phase, IRS is deployed to maximize the harvested
power at the Jam, the optimization problem can be formulated
as

2
(P1) : max

Vi

| diag (b)) v+ (82)

lvin]=1,n=1,...,N,

s.t. (8b)

where (8b) is the unit modulus constraints on the phase of IRS.
By optimizing the phase-shift matrix of IRS to maximize (8a),
enough energy can be harvested as fast as possible to allow
more time for information transmission. The specific process
to solve this problem is described in the section V.

B. Second Phase: Information Transmission

In the second phase, the transmit power of user is P,. We
denote the transmitted signal as z,., 7 € {u, j} with E[|x,|?] =
1. The signal received at the BS and Eve can be expressed as

Yy = (hlr‘}Qhur + hub) VPuzu+

9
(b}, ®H,; + bl ) wov/Pra; + o,
Ye = (hj«e@Zhur + hue) V Pz, + (10)

(h;r"e@?HTj + hje) W \/FJI]' + N,

where ®o=diag(va1,v2,2,
1,n=1,---,N.

To prevent the impact of jamming on the BS, we should
perform zero-forcing (ZF), and the precoding vector w
should satisfy

7v2,n7 e 7/02,N) Wlth |U2’n| =

(hZT%HM + h},j) w = 0. (11)
As a result, w; can be derived as
O A s
Wy = <IM — <hjb (hjbhjb) h]b>> Wo, (12)

where

hj, = h} ®,H,; +h] . (13)
wy is the arbitrary vector with the dimension of M. Accord-
ingly, the Jam only disturbs the Eve without affecting the
legitimate transmission. Let vo=[va 1,22, ..., V1 n, - - - U2, N,
thus the corresponding received signal-to-interference-plus-
noise ratio (SINR) can be denoted as

2
. (14)

ot
Voap

VB = Pu

‘ 2

Pu {'iaE
YE = 29
1+ Pj ‘\N’;A]E‘WL}

15)

T
- v
where p, = %, pj = %, and vy = { 12} ap, ag and A ;g

can be denoted as

- T
ap = dlag(}?b;)h'“7'] , (16)
:d' hi )h,,
"diag(ht ,
Ajp= dlag(;‘fe)H”} (18)
L je
In addition, hj, = ViAp, can be obtained with Ap; =
. 1 4
ldlag(ﬂi’f)H” to update w ;.
J

In this phase, the phase-shift matrix of IRS is optimized to
utilize IRS to improve the uplink secure transmission, and the
time switching factor is optimized to balance the role of EH
jammer and IRS in the security improvement. As a result, with
the help of the EH jammer and IRS, we aim at maximizing the
uplink secrecy rate through optimizing the phase-shift matrix
of IRS and the time switching factor. Hence, the optimization
problem can be modeled as

(P2) : max Cj (19a)
‘I)Q,Oé

st. |vgn|=1,mn=1,---,N, (19b)

0<a<l. (19¢)

C5 is the achievable secrecy rate, which can be expressed as

Cs = (1 - a)llogy(1 +v5) —logy(1+y8)]",  (20)
where [x]T = max(z,0). (19b) represents the unit modulus
constraints of the phase of IRS in the IT phase, and (19¢c) is
the constraint of the time switching factor. (P2) is non-convex
due to multi-variable coupling and unit modulus constraints.
To tackle this problem, we divide it into two sub-problems,
and an alternating optimization based algorithm is proposed.
The specific analysis for the problem is detailed in the next
section.



g@(V, te)=In <1—|—putr (\7’(!} B)) +In (1+pj tr (VA JEW JW}A}E))

o (Lptr (Vo) +pjtr (VA pw wh Al ) )+t +1. (32)

V. OPTIMIZATION FOR BEAMFORMING AND TIME
ALLOCATION

To obtain the effective solutions to the proposed scheme,
we first derive the closed-form solution to the problem (P1).
Then, the problem (P2) is divided into two sub-problems and
solved with the alternating algorithm.

A. Optimizing Phase-Shift Matrix in the First Phase

Since the Euclidean norm is satisfied with the triangle
inequality, (8a) should satisfy

HH diaghp,) vy +hbJH < HH diag (hp) vy H + |[hy |

M
= Z [Hijdlag (hbr)]mvrlr + Z [hb]‘}m
m=1 m=1
d do

2n

For (21), the equality holds if and only if Z(dv}) = Z(dy),
where Z(z) denotes the phase of = [40]. Thus, the problem
(P1) can be converted as

(P3) : max  |dv{ |’ (22)
Vi

st. |vin|=1,n=1,...,N, (23)

Z(dvy) = £(do). (24)

The objective function of (P3) obtains the optimal solution
only when (24) holds, and we can verify that the optimal
solution to the problem (P3) can be obtained by

Vi = e (£ldo)=£(@). 25)

Then, ®7 = diag(v7) can be obtained accordingly.

B. Optimizing Phase-Shift Matrix and Time Switching Factor
in the Second Phase

For the second phase, the problem (P2) is non-convex
because of the coupling of ®, and «, which is difficult to solve
directly. However, it is observed that the original problem can
be effectively solved if only one variable is expected to be
solved. Thus, the alternating optimization approach is adopted
to solve the problem (P2) sub-optimally, similar to that of [39],
[41], [42]. To be specific, we first convert the sub-problem
with a fixed « into a convex one using SDR [43]. Then, the
sub-problem with a fixed ®5 can be solved by adopting the
linear approximation. Finally, the sub-optimal solutions to the
original problem (P2) can be derived by alternately optimizing
the two sub-problems at each iteration until convergence. The
detailed process to solve each sub-problem is detailed in the
following subsections.

1) Optimizing ®4 for Given o

For a fixed time switching factor «, the constraint on it
in the problem (P2) can be removed. Let VvV = 02\7; and
Py = aqag (¢ € {B,E}), and we have

|f/$aq|2 =tr (V«pq) .

Meanwhile, v > 0 and rank(\~7)=1 should also hold. However,
the rank-1 constraint is non-convex. This leads us to apply the
SDR to relax this constraint [43]. Thus, the problem (P2) can
be transformed as

(P4) : max (1-a) [logg (1 + putr (\71/)3)) _

putr&@bE)

(26)

log, [ 1+ - (27
1+pj tl"(V A JEW. ]WT]A}E)
st. V=0,V,,=1,n=1....N+1.  (28)

Since the problem (P4) is still non-convex, the non-convex
terms of (27) can be transformed according to the following
lemma [42].
Lemma 1: For the function ¢(t) = —tz +Int+1, Vz > 0,
—Inz = max o(t) is satisfied when ¢ = L. |
By applying Lemma 1 and setting

x =1+ pytr (\71/)5) + pjtr (VA]EWJWT]AT]E> , (29)

t = te, (30)
C, can be changed into
CsIn2
s = 1
1 —o — mex p(V,te), 3D

where (V1) is shown in (32).

We can omit “In2” and “1 — «” since they are constant.
Therefore, the optimization problem (P4) for a given o can be
rewritten as

(P5) : max (V1) (33)
V, te

st. V =0 (34)

Vnn—ln—l LN +1, (35)

te > 0. (36)

It is obvious that (P5) is convex with respect to either A2 or
t.. Hence, it can be solved through alternately optimizing V
and t.. According to Lemma 1, the optimal solution to . in
each iteration can be derived as

t = (1 + putr ({/qu) +pjtr (VAJEWJW}ATJE)) _

While for the fixed ¢}, the optimal V can be obtained by
using convex optimization solvers, e.g., CVX, which can be
expressed as

(37

V* = arg max o(V,t5).
Vin=1

(38)



Algorithm 1 Proposed algorithm to solve the problem (P4).
Input: o, py, pj, ¥B, Y, Ajr and Ap;.
Output: v3.
1: Initialize vo and Vo in the constraint (282.
2: Set s = 1 as the index of iteration, and V() = \72\7;
3: repeat
4:  Obtain the optimal tgs) according to (37) for the given
V=),
5:  Obtain the optimal V) according to (38) for the given
(s)
te .
Update s = s+ 1.
7. until The objective value of the problem (P5) converges.
8: Recover vy from V and obtain v, from (39).

Since the rank-1 constraint in the problem (P4) is relaxed
by applying SDR, V3 can be obtained from vV = \72\7;
through using the eigenvalue decomposition if V is a rank-1
matrix, otherwise v can be obtained roughly by the Gaussian
randomization. After extracting v5 from \7*, the reflection
coefficients can be obtained as

Un

Nt op=1....

Uy =€ , N. 39

By alternately updating V and t., the objective function
of the problem (P5) tends to converge. Thus, the optimal
solution @3 can be derived by v3,, accordingly. The details
are summarized as Algorithm 1.

In each iteration of Algorithm 1, the objective function
of the problem (P5) is maximized by alternately optimizing
t. and V. Thus, as the number of iterations increases, the
objective value of the problem (P4) is monotonically non-
decreasing, i.e. the secrecy rate obtained in each iteration is
greater or closer to the secrecy rate obtained in the previous
iteration. Furthermore, the feasible domain of the problem (P4)
with respect to the reflecting phase vector Vo, is bounded and
closed. According to the above two properties, Algorithm 1 is
guaranteed to converge to an optimal solution.

In the sub-problem for optimizing @5, there are N? vari-
ables and the iteration accuracy is denoted as €;. As a result,
the computational complexity of Algorithm 1 can be deduced

as O (N2 log 5)3 [44].

2) Optimizing « for Given ®5:

Similarly, for a given ®5, the unit modulus constraint on
@, can be ignored. We first set C, D and E for simplicity as

’I7Pb HHI]’(PlhbT + hbj QtI'(-VA.JEWJW}AT]E)
C= = . (40)
D=1+ pytr (WE) , (41)
E=log, (1 + putr (\7«/»3)) . 42)

After introducing ¢; = o and 5 = 1 — «, Cs can be rewritten
as a function of t = [t1, ] as

t t
Cy=1t2F + t5log, <1+tlc> — tylog, <D+ th> (43)
2 2

Accordingly, the problem (P2) can be transformed as

(P6) : max C4 (44)
t1,ta

st b4ty <1, (45)

0<t1,t2 <1 (46)

We can observe that the objective function of the problem
(P6) is non-convex. We should first convert the non-convex
item of the problem (P6) to make it solvable. Define a function
f(x1,z2) with variables 1 > 0 and 2 > 0 as

x1 log (1 + %u) ,

0, T = 0.

f(z1,22) = { (47)

According to [45], it is known that f(x1,x2) is a jointly
concave function with respect to 21 and z. Therefore, define
the non-convex item in the problem (P6) as

f(thtg) = —1i9 10g2 (D + ?C) . (48)
2

It needs to be converted to convex using its linear approxima-

tion form, i.e., the first-order Taylor series expansion at the
fixed point (t1,%2) as

o 1C 1 D
t,talty, t2)=— [logy—+D)+— | ————1||¢
ftr, talts, 12) [ng(l52 + >+ln2<t%C+D )] 2
2

1<
n2\ 4C 4 p
ta

=— Fty — Gt;.

3]

(49)

Since f(t1,t2) > f(t1,t2]t1,12), the equality holds when ¢; =
t; and t3 = t5. Thus, C; can be changed as

Cs =t 10g2 <1+?C> +(E_F)t2 — Gty. (50)
2

It can be observed that (50) is a concave function of t and
the constraint in (45) is affine. Thus, the optimization problem
(P6) is convex and satisfies the Slater’s condition [46], and thus
the Lagrange duality method can be used to solve it. Based
on (44)-(46), the Lagrangian function of the problem (P6) can
be expressed as

£(t1,t2,/\) =C — )\(tl +to — 1)
t
=t5log, (1+t10) +(E—F=Nty— (G4t +A,
2
(51)

where )\ denotes the Lagrange multiplier related to the con-
straint in (45). Therefore, we can denote the dual problem of
(P6) as

min max L (t1,t2,A), (52)

A>0 ¢12>0,t2>0

The optimal solution t* can be easily found by solving the
dual problem.



Proposition 1: The optimal solution to t* = |
calculated as

T, 3] can be

(" 53)

"\ G+ )m2 ) 7

t;‘:tlg (54)
z

where \* > 0 denotes the optimal dual solution and z* denotes
the solution to the following equation.

z
fz) =In(1+2) = —
= (F-E+A)h2. (55)

Proof: To solve the optimization problem (P6), the
Karush-Kuhn-Tucker (KKT) conditions need to be satisfied
as follows.

oL C

e (G+N\)
ot} 1+iC’) In2

~o. (56)

»
x L)

o (1+ tic)—t?*Jr(E ~ F—\)In2
ot3 t2 (1+%C)

=0, 7
Nt + - 1) =0. (58)

Since t] 4+ t5 = 1 should hold for the problem (P6), we
assume that A* > 0 without loss of generality. From (56), we

have ¢] in (53) with the given ¢5 and A\*. Let z* tt;C, and
thus (57) can be transformed as
f(z)=(F—-—E+X)n2, (59)

where f(z) is given in (55). It should be noticed that f(z) is
monotonically increasing of z > 0 with f(0) = 0. In order to
obtain a unique solution z* to (55), A* > E — F has to be
satisfied. After solving the equation (55), ¢35 can be obtained
as per (54). [ |

From Proposition 1, we can obtain the optimal solutions ¢}
and ¢35 by fixing one of them to optimize another in turn with
a given A. With t* obtained for each given A, the optimal \*
can be found within the range as

(P7) : find \* (60)
C

st A< — o -G, (61)

A= (E-F)T, (62)

(A )+t2( )= (63)

Since t1 and ¢4 are non-negative, (61) and (62) can be obtained
from (56) and (57), respectively. (53) and (54) show that ¢}
and t5 are the functions of A, and thus (63) can be obtained
with 5 +¢5 = 1. It can be seen that g(A\) = t3(\) +¢5(\) —1
increases as A decreases until g(A*) = 0, where A\* can be
obtained by the bisection method. If A is not within the feasible
range, i.e., there is no solution \* that can satisfy the problem
(P7). Let t; = 0 and ¢5 = 1, that is, all the time is used for
the information transmission. Finally, the optimal \* and t*
can be obtained by alternatively optimizing with one of them

Algorithm 2 Proposed algorithm to solve the problem (P6).
Input: C, D and E.
Output: o*.
1: Initialize tgo)’ t(QO), f(o) f(o) F© and GO,
2: Set k =0 as the 1ndex of iteration.
3: repeat
4. Update k =k + 1.
5:  Obtain the optimal A(*) by solving the problem (P7)
for given tgkfl) and ¢§F7Y.
6:  Obtain the optimal tlk) according to (53) for given
#8571 and A0,
7:  Obtain the optimal t( ) according to (54) for given tgk)
and A(F),
g:  Update £1¥) = ¢ #F) — () p®) ang g®),
9: until The objective value of the problem (P6) converges.
10: The optimal solution o* = 7.

fixed until the secrecy rate converges. Then, the optimal time
switching factor a* can be determined by o* = t}. Thus, we
can solve the problem (P6) according to Algorithm 2.

In Algorithm 2, the optimal solution to the problem (P6) en-
sures that the objective value is monotonically non-decreasing
as the increasing number of iterations, ie., C, (a(k)) >
Cy (a*=Y). where k is the index of iteration and Cj(z)
represents the objective value based on the variable x for the
problem (P6). Furthermore, due to the constraints of the time
switching factor, Algorithm 2 can converge to a stable local
optimum.

In the specific process to solve this sub-problem, we start
from the lower bound \g = (F — F)" of A and increase in
steps e; = 1.5 until we find a A; such that ¢1(\1)+t2(X2) < 1
is satisfied. Then, A* can be found using the bisection method
between )y and A;. Assuming that @ A1 — g, the
computational complexity of the algorithm used to find A\;
is equal to O (% and the computational complexity of the
bisection method is O (log@). The number of iterations of
Algorithm 2 is defined as A. Therefore the computational
complexity of Algorithm 2 can be deduced as

O(A <Q +logQ> >
el
C. Overall Algorithm

Algorithm 3 shows the overall algorithm to solve the
proposed scheme, where e denotes a small threshold. In
conclusion, the optimal closed-form solution to IRS’s phase-
shift matrix in the first phase can be given first. Then, to
tackle the non-convex problem (P2), we divide it into two
sub-problems by fixing one variable and solving the other one.
The optimal solutions @3 and a* are obtained by alternately
running Algorithm 1 and Algorithm 2 until convergence. As a
result, the phase-shifting matrix and the time allocation factor
can be optimally achieved to significantly improve the secrecy
performance for the proposed secure scheme aided by both
the IRS and EH jammer. The convergence of Algorithm 3 is
proved by the following proposition.

(64)



Algorithm 3 Overall algorithm to solve the proposed scheme.
Illpllt! Pus Pjs 'l/)B, 'l/)E, AJE, ABJ, C, D and FE.
Output: @7, &3, o™
1: Obtain the optimal closed-form solution v} according to
(25).

Initialize \750) and CS(O).
set p = 0 as the index of iteration.
repeat

Update p =p + 1.
Obtain the optimal f/ép ) by using Algorithm 1 for a
given a(P~1),

7. Obtain the optimal «P) by using Algorithm 2 for a

given i'/ép ),
Update C”) with the solution ¥'*) and o(?).

o: until C'” — ¢V < ¢ or the maximum number of

iterations is reached.

10: Recover vy from v, and obtain the optimal solutions

@7 = diag(vy) and @3 = diag(v}).

S A O

Proposition 2: On the basis of the convergence of Algorith-
m 1 and Algorithm 2, the secrecy rate continues to increase
and then converge to a stable value with iterations, which is
guaranteed by the alternate optimization in Algorithm 3.

Proof: Set the feasible solution to the problem (P2) in the

(p — 1)th iteration as (\"/ép -, a(l’*l)), and thus the secrecy

rate can be expressed as C's ({,g’ 71)7 a(P—l)) correspondingly.

In the pth iteration, f/ép )

is the optimal solution to Algorithm 1
for given a(P~1), and thus the secrecy rate C (i'fép ), a(p_l))
of Step 6 satisfies

C, ({/gp)7a(p71)) >, (;,gp—l)’a(pflv _ (65)

In the following Step 7, P is obtained as the optimal solution
to Algorithm 2, and thus

o, (vgp),a@’)) >, (v;”,a@—l)) . (66)
As such, we have
C, (Qép)va(p)) > O, (Qép—l)va(pfl)) _ (67)

Therefore, the secrecy rate is monotonically increasing with
the number of iterations and has an upper bound due to the
constraints of time switching factor and IRS elements. This
means that Algorithm 3 is convergent. ]

The computational complexities of Algorithm 1 and Algo-
rithm 2 has been obtained above. In order to obtain the optimal
solutions, Algorithm 3 iterates alternately over Algorithm 1
and Algorithm 2. Define the number of iterations as B, and
thus the computational complexity of the overall algorithm can
be expressed as

3.5
O(B((N2log1> +A<Q+logQ>>>. (68)
€1 €1

4 7 y
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Fig. 3. Convergence performance for Algorithm 3 of four random runs with
the number of iterations.

VI. SIMULATION RESULTS AND DISCUSSION

In this section, we demonstrate the performance of the
proposed Jammer-IRS scheme through simulations. Set the
situation dy. < dyp and dy. > dyp as Case 1 and Case 2,
respectively. As shown in Fig. 2(a), the locations of Case 1
are set as BS (5, 0, 0), IRS (4, 0, 5), User (15, 10, 0), Eve (5,
15, 0) and Jam (5, 5, 0) in meters, unless otherwise specified.
User (0, 10, 0) and Eve (15, 5, 0) in Case 2, as shown in
Fig. 2(b), are different from Case 1. Assume that the IRS
with a square array grows in the manner of (v/N)2. We set
the number of antennas at the Jam M = 2 and the Rician
factor K = 3 dB. The transmit power of BS and the user are
P, =40 dBm and P, = 20 dBm, respectively, except where
else stated. Set the path loss Ly = —30 dB, the power of
AWGN 02 = —110 dBm, the EH efficiency n = 0.5 and the
threshold € = 1072, The exponents of path loss are ag = 3.6,
a, = 2.2 and ay; = 2, respectively.

In order to verify the convergence performance of Algorithm
3, we randomly conduct four simulations of Case 1 and record
the secrecy rate as the number of iterations increases, shown
in Fig. 3. From the results, we can observe that with the
increasing number of iterations, the secrecy rate first increases
and then converges to a fixed value rapidly within only



0.14 ‘ ‘ ‘ ‘
—6— Optimal Phase-Shift Matrix in the ET phase D
0.135 | —&— Random Phase-Shift Matrix in the ET phase 1
—#c— Without IRSin the ET phase

0.13

0.125

0.12

P, (dBm)

0.115

0.11

0.105,

01— 0 \d \d

0.095 i i i i
9 16 25 36 49 64 81

Number of IRS Elements, N

Fig. 4. Transmit power of Jam comparison of optimized IRS, random IRS
and non-IRS with different IV for a given a.

3 iterations. Thus, the convergence of Algorithm 3 can be
verified.

As shown in Fig. 4, with a given o = 0.2, the transmit
power of Jam remains almost constant when the IRS is not
used or it is with a random phase-shift matrix in the ET phase.
Furthermore, the transmit power of Jam with the random
phase-shift matrix is almost equal to that without IRS, which
confirms that the IRS with random phase-shift matrix cannot
help the Jam harvest energy. On the contrary, by optimizing
IRS’s phase-shift matrix in the ET phase, the energy harvested
by the Jam is significantly better than that of IRS with a
random phase-shift matrix and without IRS. Furthermore,
when N increases, the amount of harvested energy obviously
increases when the phase-shift matrix is optimized. This
validates that the proposed scheme can maximize the harvested
energy at the Jam. Besides, the results indicate that the IRS
with optimal phase-shift matrix can help jammer to harvest the
required energy with a smaller time switching factor «, and
thus can facilitate the information transmission of the second
phase and improve the secrecy performance.

Under different locations Case 1 and Case 2, the secrecy
rate C's and the time switching factor « are compared in Fig.
5 and Fig. 6, respectively. For comparison, we consider the
following two benchmarks.

o IRS only: During the whole time frame, the user trans-
mits confidential information to the BS aided by IRS in
the presence of eavesdropper.

o Jammer only: In the ET phase, the EH jammer harvests
energy from the BS without IRS. In the IT phase, the EH
jammer transmits jamming signal to help the legitimate
uplink transmission without IRS.

The secrecy rate of the proposed “Jammer-IRS” scheme in
Case 1 and Case 2 is compared in Fig. 5 with the benchmarks
including “IRS only” in Case 1 and 2, and “Jammer only” in
Case 1 and 2, with different N. Notice that the secrecy rate
of both the schemes “Jammer-IRS” and “IRS only” increases
with N, while the “Jammer only” scheme remains constant.
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Fig. 5. Secrecy rate comparison between the proposed scheme and bench-
marks with different V.
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Fig. 6. Time switching factor o comparison between the proposed scheme
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It is also shown that the proposed scheme outperforms the
benchmarks. Specifically, in Case 2, with a small N, both the
proposed scheme and the “Jammer only” benchmark perform
better than “IRS only” when the Jam contributes more to the
improvement of secrecy performance. With the increase of
N, the performance of “Jammer-IRS” is gradually close to
that of “IRS only”, indicating that the IRS plays a greater
role in the security enhancement. However, even in Case 1
where the eavesdropper is a threat, the “Jammer-IRS” always
outperforms the “IRS only”, which shows that the combination
of jammer and IRS can significantly enhance the security.
As shown in Fig. 6, we compare the time switching factor
between the the proposed scheme and the “Jammer only”
benchmark with different N. We can find that the value of
time switching factor « in the “Jammer-IRS” scheme is always
smaller than that in the “Jammer only” benchmark in both
Case 1 and Case 2. This is because deploying IRS is helpful
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to the Jam’s energy harvesting in the first phase, and thus
the value of o decreases accordingly. Meanwhile, with the
increasing of N, the reflection capacity of IRS is enhanced and
more time can be allocated for the second phase. Therefore,
with the growing N, o decreases in the proposed scheme,
while remains constant in the “Jammer only” benchmark
without IRS.

Both the secrecy rate and the time switching factor are
compared in Fig. 7 under different user transmit power, with
N =16, 25 and 36. As P, increases, what can be clearly
seen in this figure is the growth of both the secrecy rate and
time switching factor . An explanation for this is that the
risk of confidential information leakage increases influenced
by the increasing transmit power of user, and thus more time is
allocated to the ET phase for EH to enhance the security of in-
formation transmission. The secrecy rate also increases thanks
to the well-protected transmission of confidential information.
With different N = 16, 25 and 36, it can be seen that IRS with
a higher number of elements N has stronger reflecting ability,
which can help jammer to harvest energy faster in the ET
phase, and then enhance legal information transmission and
weaken eavesdropping information simultaneously in the IT
phase. Therefore, « is smaller while the secrecy rate is higher
with a larger N. Another important finding is that the growth
rate of a is small when P, is relatively large, which means
that the time switching factor « tends to a stable value. At this
time, for IRS with a smaller number of reflecting elements
N, the increase in secrecy rate is smaller due to the weaker
reflecting ability of IRS. As the number of reflecting elements
N increases, the reflecting ability of IRS increases and thus
the growth rate of the secrecy rate becomes faster with larger
P, and near-constant a.

Fig. 8 compares the time switching factor a between
the proposed scheme and the random IRS benchmark with
different P, and N, where the IRS benchmark adopts a random
phase-shift matrix in both ET and IT phase. From the results,
we can see that o decreases with P, in both optimal IRS
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—-B>—Random IRS, N=25
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Fig. 8. Time switching factor oo comparison between the optimal IRS scheme
and the random IRS benchmark with the growth of P, and N.
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Fig. 9. Secrecy performance comparison between the optimal IRS scheme

and the random IRS benchmark with different P, and N.

scheme and random IRS benchmark. Increasing the transmit
power of BS can help the Jam collect the energy faster, and
thus « decreases accordingly. Compared with the random IRS
benchmark, the proposed scheme can help the Jam harvest
energy to effectively reduce the duration of the first phase.
In addition, with the increase of N, the ability of IRS in the
proposed scheme can be enhanced, and thus « can be also
reduced accordingly while « of the random IRS benchmark is
not affected by the number of IRS elements.

With different P, and N, the secrecy rate between the
proposed scheme and the random IRS benchmark is compared
in Fig. 9. Contrary to Fig. 8, the secrecy rate increases with
P,. This is because the increase of P, can lead to the decrease
in the time switching factor «, which is shown in Fig. 8. As
« decreases, more time will be allocated for the IT phase
to improve the secrecy rate. Affected by increasing number of
IRS elements, the secrecy performance of the proposed scheme
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can be enhanced whereas the secrecy rate of the random
IRS benchmark remains almost unchanged. Furthermore, it is
obvious that the proposed scheme can significantly improve
the secrecy rate compared to the benchmark of random IRS,
which verifies the effectiveness of the proposed scheme in
security enhancement.

Fig. 10 compares the secrecy rate with the optimal « by
using Algorithm 2 and fixed o of 0.2, 0.5 and 0.6. From
the results, we can see that the secrecy rate with the optimal
« via Algorithm 2 is better than that with a fixed o, which
demonstrates that optimizing « can significantly improve the
secrecy performance. To be specific, with a small NV, such as
9 and 16, the secrecy rate of the optimized « is close to that
with the fixed o = 0.2, but still much higher than that when «
= (.5 and 0.6, this indicates that the optimal « is close to 0.2
at this time. As NV increases, the optimal a via Algorithm 2
decreases, which leads to a larger gap of the secrecy rate with
that of a = 0.2.

VII. CONCLUSIONS

In this paper, we have proposed a secure uplink transmission
scheme assisted by both the IRS and EH jammer. In the
first phase, the harvested energy at the Jam is maximized
by designing the phase-shift matrix of IRS. In the second
phase, the secrecy rate is maximized by jointly optimizing
the phase-shift matrix of IRS and the time switching factor.
By applying triangle inequality in the ET phase, the closed-
form solution to the phase-shift matrix of IRS can be derived
first. In the IT phase, the non-convex problem with the phase-
shift matrix of IRS and the time switching factor is decoupled
into two sub-problems. One of the non-convex sub-problems
is approximated as a convex one by SDR to obtain the optimal
solution of phase-shift matrix of IRS. The other non-convex
sub-problem with the time switching factor is converted into
a Lagrange duality one to solve. With optimal solutions to
the two sub-problems, this initial coupling problem can be
solved by the proposed iterative algorithm. Compared with

the benchmarks via simulations, it is shown that the proposed
scheme can effectively improve the security performance of
the uplink wireless communications. In the future work, the
energy compensation among frames will be further considered.
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