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Abstract
Phishing requires humans to fall for impersonated sources.
Sender authenticity can often be inferred from e-mail header
information commonly displayed by e-mail clients, such as
sender and recipient details. People may be biased by con-
vincing e-mail content and overlook these details, and sub-
sequently fall for phishing. This study tests whether people
are better at detecting phishing e-mails when they are only
presented with user-facing e-mail headers, instead of full e-
mails. Results from a representative sample show that most
phishing e-mails were detected by less than 30% of the partic-
ipants, regardless of which e-mail part was displayed. In fact,
phishing detection was worst when only e-mail headers were
provided. Thus, people still fall for phishing, because they do
not recognize online impersonation tactics. No personal traits,
e-mail characteristics, nor URL interactions reliably predicted
phishing detection abilities. These findings highlight the need
for novel approaches to help users with evaluating e-mail
authenticity.

1 Introduction

Phishing is a form of deceiving humans to obtain sensitive
information in cyberspace. For example, people may receive
e-mails that ostensibly come from genuine sources. Nearly
half of all security breaches in 2021 involved some form of
phishing [53]. Public campaigns and organizational policies
have been warning people about it for years. Yet, individuals
still receive and fall for them [27, 18, 3, 38]. With the steady
growth of global digitization efforts, phishing appears to re-
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main a powerful threat that is unlikely to decline [23, 19, 53].
It is therefore essential to understand why people fall for it.

Previous works suggest that people disproportionately in-
fer e-mail legitimacy from e-mail message content and less
so from details in typical user-facing e-mail header informa-
tion (e.g., subject, sender e-mail address, sender display name,
timestamp) [24, 57, 40, 60]. For instance, one study found that
only the presence or absence of e-mail message features and
none of the e-mail header-based features predicted whether
participants processed e-mails as genuine or phishing [40].
Moreover, less self-reported attention to sender details was
found to predict higher phishing susceptibility [57]. Qualita-
tive studies with general users and IT experts also found that
they primarily process e-mails and websites based on content
relevance, rather than header details [24, 60]. Since e-mail
messages can easily be manipulated and sender details in
e-mail headers less so, e-mail headers often contain more re-
liable indicators of e-mail authenticity. It is thus conceivable
that general phishing susceptibility could be driven by users’
inattention to e-mail header information typically displayed
in e-mail user interfaces. Remarkably, this hypothesis has not
been tested empirically before.

This study aims to see if people are better at detecting
phishing e-mails when they can only see e-mail header de-
tails. If so, simple changes in inbox user interfaces (UIs) that
shift people’s attention to e-mail headers could help to re-
duce phishing susceptibility, e.g., by highlighting an external
sender’s e-mail address. Participants are expected to be better
at detecting phishing e-mails with suspicious source details
when they can only see the e-mail headers, compared to when
the full e-mails are displayed. Participants who are presented
with full e-mails are expected to be at least as accurate as
those who only see the e-mail message contents and subject
lines, if people indeed are generally ignorant toward e-mail
headers. This approach gives users the benefit of the doubt
on their ability to recognize e-mail impersonation tactics.
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1.1 Contributions
• This is the first study to test whether people fall for

phishing because they have overlooked suspicious details
in common user-facing e-mail headers. Results show
that most participants were not able to detect most of
the phishing e-mails in the face of suspicious signals,
regardless of whether they saw full e-mails or just e-mail
header details. This strongly suggests that most people
do not recognize deception tactics that are often used
in phishing, even when they cannot be distracted by
persuasive e-mail messages. This finding has important
implications for tool developments to support users in
phishing detection.

• This study used a realistic e-mail filtering task with ren-
dered e-mails instead of screenshots. This allowed for
more reliable measurements of phishing detection ability
and tracking natural user interactions with e-mails, e.g.,
hovering over links.

• Participants performed a task where phishing detection
was a secondary task.

• The sample was representative for age and gender of the
UK population (N=252).

• It provides additional evidence that demographics, per-
sonality traits and privacy concerns do not reliably pre-
dict individual phishing susceptibility.

The next section discusses prior research on phishing and
misinformation susceptibility, as well as anti-phishing inter-
ventions that motivated the design of the present study. Sec-
tion 3 details the study’s setup and analysis approach. The
results in Section 4 are structured around three key findings.
Their implications are described in Section 5, before conclud-
ing the paper in Section 6.

2 Related literature

Prior studies explored online deceptions such as fake news
and phishing through information processing theories, and
factors that may explain individual differences in phishing
susceptibility.

2.1 Inattention and online deception suscepti-
bility

People use e-mail to communicate about relevant issues and
not to detect phishing, so they may primarily read the e-mail
message and use cues such as linguistic errors to infer an
e-mail’s authenticity from [24, 15, 8, 40, 60] and overlook
suspicious indicators in source details.

The recent surge of human fake news detection research
provides an interesting parallel for understanding how people

process digital information and detect suspicious online con-
tent. Studies in lab settings as well as with real life Twitter
data have provided evidence that user inattentiveness may
drive belief in fake news [44, 43]. These findings suggest that
susceptibility to fake news is mainly driven by “peripheral”
cognitive processing.

Some theoretical models of phishing susceptibility align on
the same notion of two distinct human information processing
routes: 1. a systematic or “central” route based on careful
assessment of phishing features that makes people less likely
to fall for phishing, and 2. a less careful, “peripheral” route
that increases people’s susceptibility to phishing [33, 56, 37,
17]. As people’s capacity for central information process-
ing may be bound by their cognitive functioning, phishing
susceptibility may be particularly related to markers of cogni-
tive functioning (e.g., attention, memory) and not necessarily
someone’s age [16].

It may neither be realistic to expect people to use central
processing for all e-mails they receive, i.e., carefully checking
all details of every incoming e-mail, when most of their e-
mails are genuine. Indeed, lower phishing e-mail prevalence
has been associated with worse phishing detection [49, 50].
Participants in Singh et al. performed a phishing training task
in which either 25, 50 or 75 percent of the e-mails were phish-
ing. Those exposed to higher phishing proportions detected
more of the phishing e-mails, but were less precise in doing so.
That is, they also marked more legitimate e-mails as phishing.
Sawyer and Hancock found a similar effect with more realistic
proportions of phishing attacks and termed it the “prevalence
paradox”: participants who responded to 300 e-mails of which
1% were phishing, performed worse than participants who
were presented with 5% or 20% phishing [49].

2.2 Measuring individual phishing susceptibil-
ity

There is arguably no single quintessential phishing e-mail
with which people’s general phishing susceptibility can be
measured [28]. Consequently, various phishing e-mail tactics
have been described and used in phishing e-mail studies. For
example, tactics based on Cialdini and Goldstein’s six princi-
ples of persuasion [62, 32, 39, 12] are: authoritativeness and
urgency of e-mail messages [7], e-mails adapted to recipients’
contexts [22], and positive (e.g., monetary gain) versus neg-
ative (e.g., losing something valuable if not complying with
the sender) e-mail content [14, 61].

The only common tactic used in online deceptions such as
phishing seems to be impersonation, where adversaries ma-
nipulate information to create the impression that the digital
content came from the claimed source. Still, many studies
aimed at finding personal traits associated with higher phish-
ing susceptibility relied on one type of phishing e-mail sent
out to non-representative participant samples [63, 21, 4, 55,
36, 9, 1]. While these works all found associations between
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various personal factors and engagement with the simulated
phishing e-mails (e.g., clicking on the phishing link or enter-
ing personal details), these results need to be interpreted in
light of their specific phishing types and sample contexts.

A general theory for online deception susceptibility,
whether in the context of phishing or other scams, would
predict higher susceptibility through any factor known to
encourage inattentive information processing. In this view,
personal traits such as age and gender are not the most re-
liable determinants of phishing susceptibility, since they do
not necessarily indicate overall inattentiveness. Situational
factors such as stress, distractions and user interfaces more
likely affect people’s information processing capacity [11],
and thence, phishing susceptibility.

The present study tests if presenting users only with com-
monly displayed e-mail header information increases their
ability to recognize phishing e-mails. It uses a task design
that addresses the aforementioned methodological limitations
in five ways: 1. participants were presented with a diverse
set of phishing e-mails, 2. it used a more naturalistic phish-
ing proportion of approximately 17% compared to previous
survey-based studies with 50% phishing [52, 13], 3. it ren-
dered all e-mails from HTML instead of screenshots, which
allowed tracking user interactions with the e-mails, 4. the par-
ticipants sample was representative of the UK population, 5.
it used a task context in which phishing detection was not the
primary task, to avoid measuring biased phishing detection
abilities [41].

3 Methods

This study examines if people’s phishing susceptibility is
driven by inattention to suspicious e-mail source details. If
so, merely presenting them with common e-mail header dis-
plays should improve their phishing detection ability. It
also tests what factors (personal traits, e-mail characteris-
tics, user interactions with URLs) could reliably predict
phishing detection abilities. This section describes the ex-
perimental conditions, participants recruitment, task flow,
e-mails selection, ethics approval and analysis approach.
The task application, e-mail stimuli, scripts, processed data
sets and supplementary materials can all be found on the
OSF project page: https://osf.io/j9dm8/?view_only=
212393f11473447dbea74be547afbd17.

3.1 Study design

This study followed a between-subjects design with three e-
mail display conditions: “Control”, “Headerless” and “Body-
less”. In the Control condition, full e-mails were displayed
with typical user-facing e-mail header information and body
content. That is, headers consisted of the subject line, sender
name and e-mail address, recipient(s) e-mail address(es), time

it was sent and carbon copy (CC) e-mail address(es) where ap-
plicable. In Headerless, only the subject line and body content
were displayed. In Bodyless, only said header information
was displayed. See Figure 1 for an example full genuine e-
mail display and labeling options in Control. Figure 2 shows
the same e-mail as displayed in Headerless and Bodyless. E-
mail headers of five of the curated phishing variants included
sufficient information indicative of malice, see Table 1 and
Section 3.4. Participants were randomly allocated to one of
the three conditions.

Figure 1: Example display of a genuine e-mail in the main
task in the Control condition. The formatting of e-mail header
information mirrored that of Gmail. E-mails were displayed
one at a time in a solid black frame below the main task
question (“As an executive assistant to Alex Carter at Anneon,
how would you filter the following e-mail?”). To encourage
participants to perform well in the task, a reminder of bonus
payment for each correctly labeled e-mail was displayed as
well. Initially, participants only see the two primary labeling
options (“DISCARD” and “NEEDS BOSS’ ATTENTION”).
When they select “DISCARD”, they need to select a specific
reason for why they would discard the given e-mail. This step-
wise approach is meant to avoid potentially priming users
with the “spam” and “phishing” labels, and mimics people’s
tendency to filter e-mails based on relevance first.

3.2 Participants
Eighty-four participants were recruited through Prolific for
each display condition (total N=252). The sample was repre-
sentative of the British population in terms of age (µ=46.46,
SD=16.99, range=18–68) and gender (50% male). The re-
quired sample size was informed by a desired statistical power
of 0.80 with a 95% confidence interval for correctly interpret-
ing a medium-sized difference in phishing detection accuracy
between three groups. See supplementary materials on OSF
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Figure 2: Example genuine e-mail display in Headerless (left) and Bodyless (right) conditions. No primary label selection was
made yet, hence no further “DISCARD” reasons are displayed here.

for a complete overview of sample statistics. Two participants
failed at least two out of three attention check questions in the
questionnaires after the labeling task and were excluded from
hierarchical regression analyses. This left 83 participants in
Control and Headerless and 84 in Bodyless. All participants
indicated that they responded honestly and to the best of their
ability.

3.3 Task

After giving consent and solving a reCAPTCHA challenge to
prevent bot responses, participants saw the task instructions
and answered experiential questions on how much profes-
sional experience they have with executive assistance tasks
and how many e-mails they receive on a daily basis. To cater
to the secondary nature of security behaviors [41], the study
was disguised as research for a new job application assess-
ment.

Cover story Participants were told to imagine they are
working as an executive assistant (EA) for their boss Alex
Carter at a fictive petrochemical company called Anneon.
Their main task was to filter e-mails for their boss by labeling
each e-mail as “Needs boss’ attention” or to “Discard” it. This
distinction was made to further avoid giving participants the
impression that the task was about phishing detection. Only
when participants chose “Discard”, a specific discard reason
had to be selected: “As an executive assistant, I can take care
of this”, “Spam”, “Phishing” or “Other”. If they selected
“Other”, they had to provide a brief free-text format expla-
nation. The task instructions explained the scope of work
of the executive assistant and the fictitious boss and showed
example e-mails for what should be labeled “Needs boss’ at-
tention” or “As an executive assistant, I can take care of this”.
Tooltips were added to the “Spam”, “Phishing” and “Other”
options with definitions of the respective labels, identical to
the ones participants saw in the instructions. See Figure 1 and
Appendix A for the full task instructions.

Task display E-mails were displayed one at a time, center-
aligned, with a maximum width of 960 pixels and a 3 pixels
thick solid black border with 10 pixels padding all around.
The e-mails display order was randomized to avoid succes-
sively presenting phishing e-mails. All participants saw this
pseudo-randomized order. The e-mail header format mim-
icked that of Gmail, since Gmail is the most used private
e-mail provider. Labeling options were presented with radio
buttons beneath each e-mail and a “submit” button to go to
the next e-mail. Revisiting previously labeled e-mails was dis-
abled by blocking backward navigation. A progress bar and
the lines “As an executive assistant for Alex Carter at Anneon,
how would you filter the following e-mail? Remember: each
accurately labeled e-mail will earn you £0.05.” were contin-
uously displayed at the top of the screen during the labeling
task to encourage participants to perform well in the task. The
task was developed as a single page application using Vue.js
to minimize potential connectivity-related latency issues, and
hosted on Google Firebase.

Post-task surveys After labeling all e-mails, participants
filled in the short Big Five Inventory (BFI-S [31]) and Internet
Users’ Information Privacy Concerns (IUIPC [34]) question-
naires. Three attention check questions of the form “Please
select (option)” with 7-point Likert scale answer categories
were added pseudo-randomly between the main questionnaire
items. Finally, participants answered questions on their age,
education level, gender, occupational status, income, esti-
mated knowledge about cybersecurity (7-point scale, 1=“No
knowledge at all”, 7=“Very knowledgeable”), likelihood
to fall for phishing (“Very unlikely”, “Unlikely”, “Likely”
or “Very likely”), frequency of receiving phishing e-mails
(“Multiple times per day”, “Daily”, “Weekly”, “Monthly” or
“Rarely”), whether they responded honestly and to the best
of their ability in the study (“yes” or “no”) and whether the
study could be improved in any way. Responses to the latter
showed that participants found the task “straightforward” and
“easy to navigate”. See Supplementary Materials for details.
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Table 1: Displayed header details of the phishing e-mails set. For the full e-mail bodies, please refer to the Supplementary
Materials.

e-mail subject sender name sender e-mail recipient e-mail

p1 URGENT Sam Jones sam.jones
@annéon.com

alex.carter
@anneon.com

p2 are you available? Jeffrey Skilling j.skilling
@gmail.com

alex.carter
@anneon.com

p3 From Mrs.Ameena Essa. hillb439
@gmail.com

hillb439
@gmail.com

alex.carter
@anneon.com

p4 Alex Carter Barrister Paul
Heywood

office.heywood
@gmail.com

alex.carter
@anneon.com

p5 Re: [Daily News Update Report] [Account Ser-
vice] Microsoft account unusual sign-in ac-
tivity: An order was issued grazie or-
dine on 06/11/2020.DLIBVCZA

Apple ponco-
gaming2443724
@fajardoy
andustone.com

mailtdsecure
@m-
lidscured.com

p6 Anneon File Cash Position Report -
Oct19 (1).xlsx has been shared with you

SharePoint
Online <no-reply
@sharepointonline.com>

esrtn365
@microsofia.com

alex.carter
@anneon.com

p7 Action Required: Update your payment informa-
tion now

Microsoft
Online Services

no-reply
@email.microsoft
online.com

alex.carter
@anneon.com

p8 ZOOM Conference Call - April 06, 2020 @ 8:30 -
9:15am

anneon.com
ZoomCall

zoom@anneon.
formidable.it

alex.carter
@anneon.com
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3.4 E-mail stimuli
To present participants a realistic proportion of genuine ver-
sus phishing e-mails, 47 e-mails were selected of which eight
(ca. 17%) were phishing and two were spam. Table 1 shows
the header information of the phishing e-mails. See Sup-
plementary Materials for the full e-mails set, including their
bodies.

Legitimate e-mails The 37 legitimate e-mails were adapted
from the Enron e-mails data set (as retrieved from http:
//www.cs.cmu.edu/~enron/), which contains actual busi-
ness e-mails from former Enron employees. These were san-
itized by substituting all original mentions of “Enron” with
“Anneon” to prevent any potential response bias in the case
of knowing the Enron scandal and bankruptcy from 2001.
Personally addressed e-mails were made to target a gender-
neutral executive named Alex Carter. Hyperlinks were re-
placed by links that opened a blank page in a new window.
Despite the age of these business e-mails, they still resemble
a natural source of electronic communication representative
of corporate e-mails today, as they were mostly sent in plain
text and concern realistic ongoing business topics.

Phishing e-mails Four of the phishing e-mails and the spam
e-mails were adapted from actual e-mails received by the re-
searchers. Four additional phishing e-mails were selected
from various online sources with actual phishing examples.
Participants in Bodyless were specifically expected to recog-
nize the suspicious header details in phishing e-mails 1, 5, 6,
7 and 8. In Headerless, phishing e-mails 3–8 were expected
to be detected by most participants. Phishing e-mail 2 was
only reasonably detectable in Control.

Phishing e-mails 1 and 2 exemplified spear phishing e-
mails, which could be detected through careful appraisal of
the domain of the sender’s e-mail address. If these two phish-
ing e-mails came from an anneon.com e-mail domain, they
would have been virtually impossible for participants to de-
tect. However, the domains were annéon.com, representing
a homograph attack that should be detectable in Bodyless,
and gmail.com, respectively. Phishing e-mails 3 and 4 were
“Nigerian prince”-style phishing e-mails in which the sender
tells a story about a diseased or deceased relative, after which
they seek some form of financial help. The latter two e-mails
could not reasonably be detected in Bodyless.

Phishing e-mails 5, 6 and 7 impersonated Apple or Mi-
crosoft and asked recipients to log in to secure their account,
update payment details or to view a file that was shared with
them through SharePoint. Phishing e-mail 5 contained mis-
matching sender details, a phishing sign that should be de-
tectable in Bodyless. Phishing e-mails 6 and 7 came from
suspicious sender e-mail domains that resembled Microsoft’s.
Phishing e-mail 8 exemplified a Zoom phishing e-mail that
surfaced during the COVID-19 pandemic in 2020 and also

used a non-sensible e-mail domain. Phishing e-mails 5–8 all
contained malicious links, of which the original URLs were
made visible on hover through the HTML link “title” attribute.
Clicking on them would open a blank page in a new window.
Together, this selection represented a diverse set of phishing
sub-types.

3.5 Ethics
This study was reviewed and received approval prior to any
data collection by the authors’ institution’s Research Ethics
Committee. Participants were compensated at a recom-
mended rate of £7.50 per hour and typically completed the
study in 20–35 minutes. Each correctly labeled e-mail yielded
a bonus payment of £0.05. Participants in the Headerless
condition always received an additional bonus of £0.10 and
participants in Bodyless always received an additional £0.15,
given that phishing e-mails 1–2 and 2–4 were not reasonably
detectable in the respective conditions. The average bonus
payment across conditions was £1.25. All responses were
collected anonymously.

3.6 E-mail characteristics
Twenty-five e-mail characteristics were computed for all 47
e-mails. This allowed for testing if participants consistently
use common e-mail characteristics to infer e-mail authenticity
from. For example, whether the sender e-mail address domain
was the fictive company name (Anneon), whether the e-mail
contained a personal greeting and how urgent the message
sounds. E-mail body and subject valence, arousal and domi-
nance (VAD) scores were based on the NRC dictionary [35] to
give an indication of authoritativeness and emotional weight
of each e-mail’s content. For each e-mail, the VAD-scores of
all words in the subject line or body that were found in the
dictionary were summed and divided over the total number of
words in the subject or e-mail body, respectively. Language
quality of e-mail body content was based on the number of lin-
guistic errors as found with Beautiful Soup [48], divided over
the total number of words in the e-mail body. An overview of
all computed e-mail characteristics is included in the Supple-
mentary Materials.

3.7 Analyses
Phishing detection by display condition. To test for the
effect of e-mail display on each phishing e-mail’s detection
proportion, χ2-tests were run with equal expected detection
proportions for all display conditions under the null hypoth-
esis. Detection proportion is the number of participants that
labeled the given phishing e-mail as “phishing”, divided by
the total number of participants in the respective condition.
Phishing detection ability is computed as participants’ phish-
ing detection precision (i.e., the proportion of e-mails the
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Table 2: Detection proportions for each phishing e-mail per display condition. Boldfaced expectations are supported by the
respective χ2-test for equal proportions.

e-mail expectation Control Headerless Bodyless χ2 p

p1 worst detection in Headerless 0.16 0.06 0.14 3.80 0.15
p2 highest detection in Control 0.11 0.04 0.13 4.52 0.10
p3 worst detection in Bodyless 0.87 0.79 0.16 42.5 <.001
p4 worst detection in Bodyless 0.80 0.75 0.12 43.4 <.001
p5 equal detection for all conditions 0.81 0.70 0.70 0.87 0.65
p6 equal detection for all conditions 0.29 0.06 0.19 12.1 <0.01
p7 equal detection for all conditions 0.46 0.55 0.51 0.58 0.75
p8 equal detection for all conditions 0.06 0.04 0.02 1.40 0.50

participant labeled as phishing, that indeed were phishing)
and phishing detection recall (i.e., the proportion of all phish-
ing e-mails that the participant detected). Using both metrics
allows for more thorough estimates of phishing detection abil-
ity, given there were less phishing than legitimate e-mails.
Participants with low phishing detection precision and/or low
phishing detection recall are regarded as particularly suscep-
tible to phishing. Additional analyses were run with both
“Phishing” and “Spam” as true positive labels in the detection
ability metrics.

E-mail characteristics regressions. To see if participants
used “rule of thumb” tactics in deciding which e-mails had
to be discarded as phishing, multiple regressions were com-
puted in R to predict phishing detection proportions for all 47
e-mails, i.e., including false positives, per condition. E-mail
characteristics based on sender information (e.g., if the com-
pany name was present in the sender e-mail domain) were not
included in the Headerless model and body content features
(e.g., body content dominance score) were not included in the
Bodyless model. The Control model incorporated all e-mail
characteristics.

Hierarchical regressions. Hierarchical linear regressions
were run to predict phishing detection precision and recall in
each condition. This step-wise approach allows for examining
the added predictive value of every set of personal traits.

Step 1 included all demographic traits as predictors of
phishing detection ability (age, gender, education level, oc-
cupational status, income). Step 2 added experiential ques-
tion responses (prior professional experience with executive
assistance, self-reported knowledge of cybersecurity, expec-
tation to fall for phishing, self-reported phishing reception
frequency and estimated daily amount of e-mails received).
Step 3 added participants’ mean scores on the three IUIPC di-
mensions (awareness, collection, control). Step 4 added mean
scores on the Big Five personality traits (openness, conscien-
tiousness, extraversion, agreeableness, neuroticism). Gender
and occupational status were treated as categorical variables,

all others as continuous.
Normality of residuals checks were done visually with QQ

plots. When additional steps did not significantly reduce the
residual sum of squares (RSS), only the effects in the more
parsimonious step were interpreted. All hierarchical regres-
sions were analyzed in R [51]. χ2-, t- and correlation tests
were performed using scipy version 1.5.4 [54] in Python 3.
All results were interpreted against a two-tailed significance
level of 0.05, unless noted otherwise.

4 Results

The results are divided into three key analyses. Section 4.1
shows the overall detection rates for each phishing e-mail
per display condition. Section 4.2 describes the fitted e-mail
feature regressions. Section 4.3 describes the hierarchical re-
gressions on personal traits to predict phishing susceptibility.

4.1 Phishing detection varies widely by e-mail
type and is the worst in Bodyless

According to the overall hypothesis, higher phishing detection
proportions would be expected in the Bodyless condition for
phishing e-mails 1, 5, 6, 7 and 8, which contained clearly
suspicious header details. Table 2 shows the phishing detec-
tion proportions per condition per e-mail, and corresponding
χ2-tests for proportional equality. Phishing e-mail 5 was de-
tected by the majority of participants in all conditions, as well
as the “Nigerian prince”-style phishing e-mails (3 and 4) in
Control and Headerless (χ2(2,N = 252)= 42,49, p< .001).
Phishing e-mail 7 about updating Microsoft payment details
was detected at around chance level in all conditions. The
remaining four phishing e-mails were at most detected by
29% of participants across all three conditions.

Most relative detection proportions were as expected, ex-
cept for phishing e-mails 1, 2 and 6, although the lower
detection proportions in Headerless for phishing e-mails 1
and 2 could also be considered as expected at trend level
(χ2(2,N = 252) = 3.80, p = .150; χ2(2,N = 252) = 4.52,

7



Table 3: Number of participants who hovered over phishing URLs.

e-mail condition N
hovered

N labeled as
phishing or spam

URL in body

p5 Headerless 1 1 https://apple.ngrok.io/3p8sf9JeGzr60+haC9F9mxANtLM
p6 Headerless 2 0 http://25.245.256.02/excel/3p8sf9JeGzr60+haC9F9mxANtLM
p7 Control 3 1 http://office365.microsoft.netgriokgth.com
p8 Control 1 0 https://ngrok.io/b31d032cfdcf47a399990a71e43c5d2a

p= .100). Detection of phishing e-mail 6 was worst in Head-
erless (χ2(2,N = 252)= 12.13, p= .010), while a detection
proportion comparable to Control would have been expected
in the best case scenario. That is, if participants in Header-
less hovered over the hyperlink and recognized the suspicious
URL.

Of note is that in Bodyless, one participant labeled phish-
ing e-mail 1 as “Other”, despite correctly identifying the
homograph attack. They commented “No informative subject,
accent on the e in sam.jones anneon email address”. This
suggests that people may perfectly spot the discrepancy in
sender details, but lack the knowledge that these are inten-
tional deception tactics.

4.2 Phishing detection is not predicted by e-
mail characteristics

To see if people use consistent rules to infer suspiciousness
from e-mail characteristics, linear regressions were run with
e-mail characteristics to predict the phishing detection pro-
portions in each display condition. In Control, the full model
yielded a significant regression (F(24,22)=2.187, p= .035,
R2 = 0.7047, R2

ad j = 0.3825) where more linguistic errors
(β=−3.334, p= .023) and presence of the Anneon company
name in the sender e-mail address (β =−0.200, p = .038)
predicted lower phishing proportions. The former can be ex-
plained by the absence of linguistic errors in the phishing
e-mails and presence of some grammatical errors and typos in
some legitimate e-mails. In Headerless, a multiple regression
predicting phishing detection proportions with only e-mail
header-based features was not significant (F(19,27)=1.425,
p= .195, R2=0.500, R2

ad j =0.149).
In Bodyless, a significant regression (F(9,37) = 3.186,

p= .006, R2 = 0.450, R2
ad j = 0.298) was fit with all e-mail

header-based features. Longer subject lines were found to
predict higher phishing detection proportions (β=0.002, p<
0.001). Phishing e-mail 5 had the longest subject line of
all e-mails and had the highest detection rate in Bodyless,
which explains this small, but highly significant effect. Since
none of the other e-mail characteristics significantly predicted
phishing detection across conditions, people do not seem
to use consistent strategies in differentiating phishing from
genuine e-mails.

Even when participants hovered over phishing URLs,
most did not raise suspicion. One common piece of se-
curity advice is to check the true URLs of links in e-mails,
by hovering over them [46]. To see if people do so, this
study tracked and analyzed user interactions with e-mail links.
Phishing e-mails 5, 6, 7 and 8 contained malicious URLs.
Seven participants hovered over at least one of them. In two
cases, the e-mail was labeled as “Phishing”. One of the three
participants who hovered over the URL in phishing e-mail 7,
labeled the e-mail as “Other”. For phishing e-mails 5 and 6,
no URL hovers were observed in Control, nor for phishing e-
mails 7 and 8 in Headerless—see Table 3. This suggests that
most participants who labeled phishing e-mails as phishing
did not base their judgments on the true URL of linked e-mail
contents or did not know what to do with this information.

4.3 Phishing detection is not reliably predicted
by personal traits

Overall, phishing detection accuracies varied greatly between
participants. The mean phishing detection recall score was
0.46 (SD=0.2) in Control, 0.25 (SD=0.18) in Bodyless and
0.37 (SD=0.16) in Headerless, showing that most people
detected less than half of all phishing e-mails. The mean
phishing detection precision score was 0.93 (SD=0.18) in
Control, 0.73 (SD=0.37) in Bodyless and 0.81 (SD=0.27) in
Headerless, suggesting that when people think an e-mail is
phishing, they are mostly correct.

To investigate individual differences in phishing susceptibil-
ity, hierarchical linear regressions were run to see if personal
traits can reliably predict participants’ phishing detection re-
call and precision scores. Table 4 shows ANOVA results
that compare the added value of each hierarchical regression
step in predicting phishing detection recall from personal
traits. None of the steps significantly reduced model RSS
compared to step 1 in Control and Headerless, and step 1
regressions did not significantly predict phishing detection
recall in Control (F(7,75) = 1.292, p = .266, R2 = 0.108,
R2

ad j =0.024), nor in Headerless (F(7,75)=1.590, p= .152,
R2 = 0.130, R2

ad j = 0.048). Only adding experiential ques-
tion responses in step 2 in Bodyless significantly reduced
RSS compared to step 1 and showed a significant regres-
sion (F(12,71)=3.014, p= .002, R2=0.338, R2

ad j =0.226).
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Table 4: Hierarchical regressions predicting phishing detection recall. Only step 2 in Bodyless significantly improved
phishing detection recall predictions compared to step 1. None of the hierarchical regression steps significantly improved model
fits in Control and Headerless compared to step 1. Colors indicate whether the regression fit at the respective step was significant
(green) or not (yellow), e.g., step 1 regressions in Control and Headerless were non-significant. RSS = Residual Sum of Squares

Control Headerless Bodyless

step predictors RSS F (df) p RSS F (df) p RSS F (df) p

1 demographics 3.13 1.90 2.31
2 experiential questions 2.80 1.61 (5, 70) .171 1.82 0.679 (5, 70) .642 1.80 3.94 (5, 71) .004
3 privacy concerns 2.70 0.826 (3, 67) .484 1.65 2.22 (3, 67) .095 1.78 0.251 (3, 68) .860
4 Big Five 2.55 0.696 (5, 62) .629 1.55 0.875 (5, 62) .503 1.64 1.08 (5, 63) .379

Table 5: Hierarchical regressions predicting phishing detection precision. None of the hierarchical regression steps in any
condition significantly improved fit results compared to step 1. Colors indicate whether the regression fit at the respective step
was significant (green) or not (yellow), e.g., only the step 1 regression in Control was significant. RSS = Residual Sum of
Squares

Control Headerless Bodyless

step predictors RSS F (df) p RSS F (df) p RSS F (df) p

1 demographics 2.94 5.29 9.66
2 experiential questions 2.82 0.659 (5, 70) .659 5.18 0.332 (5, 70) .892 8.65 1.71 (5, 71) .144
3 privacy concerns 2.53 2.63 (3, 67) .058 4.89 1.36 (3, 67) .263 8.20 1.27 (3, 68) .294
4 Big Five 2.30 1.24 (5, 62) .304 4.40 1.36 (5, 62) .251 7.42 1.31 (5, 63) .271

Lower phishing detection recall was predicted by higher age
(β = −0.003, p = .040), less frequent self-reported phish-
ing reception (β = −0.057, p = .003) and more profes-
sional experience with executive assistance work (β=−0.054,
p<0.001).

None of the steps in the hierarchical regressions showed
significant reductions in model residuals when predicting
phishing detection precision from personal traits (see Ta-
ble 5). Therefore, only step 1 regressions are reported further.
In Control, the step 1 multiple regression with only demo-
graphic traits was significant (F(7,75) = 2.436, p = .026,
R2=0.185, R2

ad j =0.109). Higher education level predicted
higher phishing detection precision (β = 0.037, p = .013)
and higher income predicted lower phishing detection pre-
cision (β =−0.001, p = .018). Step 1 regressions did not
significantly predict phishing detection precision in Body-
less (F(7,76)= 1.620, p= .143, R2 = 0.130, R2

ad j = 0.050),
nor in Headerless (F(7,75) = 1.309, p = .258, R2 = 0.109,
R2

ad j =0.026) conditions. Effect sizes of all significant pre-
dictors were small and arguably of limited meaningful value.
Note that using a different order of regression steps did not
change the results.

Higher age was associated with slower labeling responses
in Control (r = 0.355, p = .002) and Bodyless (r = 0.341,
p= .002). That is, older participants were slower at the task

overall. However, no significant associations were found
between mean labeling RTs and phishing detection recall or
precision in any of the display conditions. This further implies
that demographics do not reliably predict phishing detection
ability.

Adding “spam” as an accurate phishing detection label
does not lead to more consistent results. Some partici-
pants may have confused the meaning of “spam” and “phish-
ing”. Hence, additional regressions with personal traits were
run where both “spam” and “phishing” were regarded as ac-
curate (true positive) labels for phishing e-mails and false
positive labels for legitimate e-mails. This approach yielded
prediction improvements for a step 2 regression in Control
and step 4 regression in Headerless. Both regressions were
significant. In the step 2 regression in Control (demograph-
ics and experiential questions; F(12,70)= 1.973, p= .040,
R2 = 0.253, R2

ad j = 0.125), older participants had a some-
what higher phishing detection recall score (β = −0.004,
p = .014). The step 4 regression in Headerless (includ-
ing all personal traits) predicted phishing detection recall
at trend level (F(20,62) = 1.637, p = .072, R2 = 0.346,
R2

ad j =0.135), where higher phishing detection recall was pre-
dicted by higher mean extraversion (β=0.040, p= .003) and
neuroticism (β= 0.033, p= .048). Higher mean agreeable-
ness predicted lower phishing detection recall (β=−0.040,
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p= .012). None of the steps in the hierarchical regressions
for the Bodyless condition were significant, meaning none
of the personal traits predicted phishing detection recall in
Bodyless, even when “spam” was considered as an accurate
phishing detection label.

In Control, phishing detection precision was significantly
predicted in a step 3 regression with demographics, experi-
ential questions and privacy concerns (F(7,76)=1.995, p=
.029, R2=0.309, R2

ad j =0.154). Less frequent self-reported
phishing reception (β=−0.041, p= .017) and higher IUIPC
“control” dimension scores (β=−0.043, p= .014) predicted
lower phishing detection precision. None of the hierarchical
regressions predicting phishing detection precision in Body-
less and Headerless were significant.

Altogether, whereas more personal traits were found to
predict phishing detection recall by including “spam” as an
accurate phishing detection label, the effects remained in-
consistent over conditions and effect sizes were of limited
meaning. These analyses strongly suggest that personal traits
(e.g., demographics, personality traits, privacy concerns) do
not consistently relate to how susceptible people are to phish-
ing e-mails.

5 Discussion

Given the rising and increasingly sophisticated threat of phish-
ing e-mails, it is essential to understand why people fall for
them and to develop new solutions that reduce phishing vic-
timization. This study highlights the possibility that phishing
susceptibility is caused by inattention to suspicious source de-
tails found in e-mail headers. It tested the phishing detection
ability of a representative sample in an e-mail processing task
with different display conditions. Contrary to expectations,
participants were not better at detecting phishing when only
e-mail header details were displayed. Since the vast majority
did detect phishing e-mail 5 in all conditions and the “Nige-
rian prince” scams in Control and Headerless, low participant
motivation to perform well at the task is an unlikely explana-
tion for the low overall detection rates. These findings show
that people do not necessarily have a blind spot for e-mail
source details, but instead do not recognize deception tactics
commonly used in phishing.

The lack of e-mail characteristics predictive of phishing de-
tection proportions confirm the idea that users do not rely on
consistent tactics to gauge e-mail authenticity. One heuristic
to do so, for instance, is checking if the sender e-mail address
domain corresponds with the organization the sender claims
to be from. If people used this rule, most participants should
have detected phishing e-mails 1, 2 and 6 in Control. Another
often given advice to avoid getting phished is to always in-
spect the actual URL of links in e-mail content, by hovering
over them. If people adopted this advice, phishing e-mails 5,
6, 7 and 8 should have been detected by the majority as well.
The lack of participants who did so suggests that common

anti-phishing advice is not used or that they do not know what
to do with the gathered information [46], and may reflect peo-
ple’s general misreading of URL domains when they hover
over links [42, 2].

Many existing efforts to reduce phishing victimization rely
on some form of training and are widely implemented in or-
ganizations and public campaigns already [5, 25, 46, 47, 6,
45, 52, 20, 58, 27, 30, 30, 29]. If the general public followed
common cybersecurity advice, this study should have found
higher average phishing detection proportions. The low de-
tection rates imply the need for alternative solutions that help
people recognize deception tactics used in phishing e-mails.

A strategy would be to target at-risk individuals with per-
sonalized anti-phishing interventions. If traits such as demo-
graphics were reliable predictors of phishing susceptibility,
cybersecurity training could be targeted more specifically at
certain demographic groups. However, the present study used
an improved sample and task design, and still found no consis-
tent relations between phishing detection and demographics,
personality traits, privacy concerns, self-reported cybersecu-
rity knowledge, nor self-reported phishing susceptibility. This
accord with results from studies that also used role-playing
tasks with a larger variety of phishing e-mails [13, 28, 26].
Whereas more research is needed to see if people with certain
traits may be more susceptible to specific types of phishing
(e.g., see [32]), interventions solely based on personal traits
are not well-justified by the current body of research. Another
under-researched direction is to profile within-individual dif-
ferences in attention and situational changes to predict phish-
ing susceptibility.

Taken together, this study emphasizes the need for research
on user-centered techniques to reduce phishing susceptibil-
ity. In this approach, knowledge about online deception tac-
tics needs to be accessible and usable for users in real-time.
This moves away from conventional time-limited training
programs and calls for more interdisciplinary collaboration
between software developers and social scientists. An encour-
aging example from work on fake news detection showed
that simply asking Twitter users to think about the veracity
of social media articles reduced content sharing from untrust-
worthy sources [43]. More studies are needed to test similar
tactics in e-mail inbox interfaces. Examples include explain-
ing URLs to users when they hover over them [45, 58, 5] and
Outlook’s external sender warnings. New experiments are
being conducted by the authors on new e-mail functionalities
in this realm, e.g., showing explainable suspicion scores and
changing text colors for suspicious e-mails. Such interven-
tions could provide cost-effective alternatives to anti-phishing
training programs that suffer from questionable long-term
effectiveness [27, 47] or phishing simulations that bear the
risk of damaging employee relationships [59].
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5.1 Limitations

The business context of this task may have been difficult to
empathize with for participants without corporate experience,
although business experience was not needed to recognize
the suspicious details in the provided phishing e-mails. More-
over, knowing the business context may not necessarily lead
to better phishing detection. Current phishing attacks are
often deliberately adapted to organizational contexts, as in
phishing e-mails 1, 2, 6 and 8, and real employees have fallen
for them. Unfamiliarity with the business context may in
fact have prompted people to read the e-mail contents more
carefully before deciding what to do with them.

Next, the task interface did not fully mimic an actual inbox.
Only the single e-mail display mimicked e-mail displays in
Gmail. The task may have been more convincing if situated in
an actual inbox, although similar setups were used in previous
works [52, 41, 13]. It is also possible that people in Bodyless
still ignored sender e-mail addresses and merely based their
judgments on the subject line and sender name. Various
online and offline eye tracking methods were considered to
measure participants’ visual attention, but none were able to
differentiate users’ gaze at such granular levels.

Lastly, this study only asked for participants’ self-reported
cybersecurity knowledge and not their actual amount of prior
cybersecurity education or anti-phishing training. However,
equal distributions of variance in cybersecurity training can
be expected in each experimental condition, since participants
were randomly allocated to either of them.

6 Conclusion

Phishing e-mails are a growing and increasingly sophisticated
threat in our daily lives. Whereas e-mail messages can easily
be manipulated, altering actual source details is more difficult
to achieve. Consequently, phishing e-mails will often show
suspicious signs in e-mail header details. When people fail to
pay attention to them, they may especially be prone to falling
for phishing e-mails. The present study compared people’s
phishing susceptibility when only e-mail headers were dis-
played, to when they saw full e-mail messages in a realistic
task context. Presenting people merely with e-mail header
details was expected to improve phishing detection. Surpris-
ingly, this was not the case. Phishing susceptibility did not
seem to be caused by blindness to source details. Instead, the
results imply that people do not recognize deception tactics
that are often used in phishing. The findings also affirmed that
personal traits do not reliably predict phishing susceptibility.
Altogether, this study encourages more interdisciplinary de-
velopment of alternative user-centered tools that help us in
the challenge against phishing.
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A Task instructions

Display of e-mail examples in the instructions was adapted
according to the participant’s randomly assigned display con-
dition. The screenshots below are taken from the Bodyless
condition.
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