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Abstract

Environmental criminology concerns the role of opportunities (both people
and objects) existing in the environment that make crimes more likely to
occur. Research consistently shows that opportunity perspectives
(particularly with regard to individuals’ lifestyles and routines) help in
explaining the prevalence and concentration of crimes. However, there is a
paucity of studies investigating crime patterns from an opportunity
perspective both outside western countries and in relation to cybercrimes.
Hence, it is not clear whether non-Western and online contexts exhibit similar

patterns of crime as would be predicted by an opportunity perspective.

This thesis is concerned with criminal victimisation in Taiwan — a less
researched setting in the field of environmental criminology. It covers both
offline victimisation (with a focus on burglary) and online victimisation from
the aforementioned opportunity perspective. The goal of this thesis is to
identify individual- and area-level characteristics that affect the patterns of
victimisation in Taiwan. To achieve this, the thesis draws on a range of
secondary datasets, including police recorded crime statistics, the Taiwan
Area Victimisation Survey, and the Digital Opportunity Survey for

Individuals and Households.

With the application of quantitative modelling, the thesis suggests that the
generalisability the lifestyle-routine activity approach in explaining crime
patterns in Taiwan should be taken with caution. The findings provide partial
support for its applicability in relation to burglary and cybercrime in Taiwan.
Furthermore, the findings reported here in relation to patterns of repeat and
near repeat victimisation depart from those observed in the western literature.
The thesis concludes by discussing the implications of the findings for

academic research and practice in crime prevention.






Impact statement

This thesis concerns patterns and mechanisms of criminal victimisation in
Taiwan. Specifically, the research examines patterns of burglary, repeat and
near repeat burglary, cybercrime and online poly-victimisation — defined here

as falling victim to different types of cybercrime.

The thesis has important academic and practical implications. From an
academic perspective, it adds knowledge to the field of environmental
criminology, particularly with regard to the applicability of the lifestyle-
routine activity approach (LRAA) in both a non-western setting and in
relation to cybercrime. Whilst the consistencies found here reinforce LRAA’s
theoretical applicability across contexts, the identified inconsistencies reflect
the unique and complex nature of online and offline crime in Taiwan.
Therefore, on the basis of this thesis, it is argued that the generalisability of
LRAA should be taken cautiously in countries where crime and/or culture is
of a fundamentally different nature to those settings which form the bulk of

environmental criminology research.

Moreover, the thesis informs practical crime prevention. Firstly, the
authority may choose to focus greater attention on tackling direct repeats
rather than spatial near-targets in Taiwan, at least until further research can
provide an explanation for some of the spatial irregularities observed here
concerning the spread of (burglary) risk. Secondly, based on the risk factors
identified in the thesis, situational crime prevention strategies might be
expected to work both offline (burglary in particular) and online (verbal abuse,
identity theft, fraud, virus, and poly-victimisation). Hence, this thesis could
usefully inform stakeholders involved in the practical task of reducing crime
in Taiwan (e.g. citizens/potential victims, social enterprise, public service,

public policy designers, law enforcement, etc.) .

The impact of this thesis could occur locally and nationally within Taiwan,

as the thesis would provide crime prevention insights to individuals,



communities, organisations and further to the whole society across both
offline and online context. The impact could also occur internationally,
especially in the academic context, where the research findings from this
thesis have been presented at several major conferences, included the 2018
American Society of Criminology Conference and the 2019 British Society
of Criminology Conference. Submissions of findings were also accepted in
the 2019 EUROCRIM and the 2020 Stockholm Criminology Symposium.
However, these presentations were unfortunately cancelled due to unforeseen
personal circumstances and the Covid-19 pandemic, respectively.
Furthermore, the research reported here on repeat victimisation in Taiwan has
been published by the Asian Journal of Criminology (doi: https://doi.org/
10.1007/s11417-022-09364-9). I plan to disseminate the other findings from

this thesis in other top-tier journals.
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Chapter 1 Introduction

This short introductory chapter provides an overview of what is to follow in
this thesis. It begins by describing the main aims of the thesis. I then briefly
introduce the research setting for the thesis — Taiwan — and, to help orient
readers who may unfamiliar with Taiwan, provide information about key
indicators and crime trends. This is followed by a discussion about why
research on crime in Taiwan is important, particularly that which takes an
environmental criminology (hereafter EC) perspective, as I do here. The last
part of this chapter discusses the expected contribution of the thesis both to
the research literature and crime prevention policy and practice, and

summarises what the thesis will cover in the following chapters.
1.1 Main aims

This thesis is primarily focused on identifying and understanding the patterns
of criminal victimisation in Taiwan. The main aim of the thesis is to examine
patterns of crime, both offline and online, to determine if they are consistent
with what would be expected following the opportunity framework that
underpins EC. In doing so, this thesis explores the extent to which an EC
framework is applicable to the Taiwanese context. Moreover, informed by
EC, the thesis also seeks to identify the individual and area-level risk factors
that explain the observed prevalence and concentration of crime, and in doing

so provide practical crime prevention advice in Taiwan.

Criminology has traditionally focussed on explaining criminality rather
than crime. It did so by focussing on so-called distal factors such as
upbringing and poverty. EC marked a shift in the orientation of
criminological research (Wortley & Townsley, 2016). It cast opportunity as
a causal factor in crime and paid greater attention to the causal role played by
factors existing in the immediate environment in which crime takes place
(both people and objects). This shift in emphasis brought with it a need to

better understand the environments in which crime does or does not occur, in
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order to investigate, control and prevent crime more effectively. The routine
activity approach (RAA), which forms a major part of this thesis, is one of
three theoretical perspectives that underpin EC (Wortley & Townsley, 2016),
the other two being crime pattern theory (P. J. Brantingham & Brantingham,
1981) and the rational choice perspective (Clarke & Cornish, 1983; Cornish
& Clarke, 2014).

The lifestyle theory proposed by Hindelang et al. (1978) is often combined
with the RAA to produce a broader ‘opportunity’ framework for explaining
crime patterns (Miethe et al., 1990). Briefly, the combined lifestyle-routine
perspective typically focuses on the risk factors associated with criminal
victimisation, namely exposure, lack of guardianship, proximity to potential
offenders, attractiveness of potential targets, and specific crimes featuring
specific characteristics (Cohen et al., 1981). The lifestyle-routine activity
approach (LRAA) provides the theoretical background to much of the

analysis reported in this thesis and is discussed in more detail in Chapter 2.

There is a large body of research concerned with the application of an
opportunity framework (i.e. LRAA) to explain patterns of victimisation
(Bowers et al., 2005; Cohen et al., 1981; Miethe et al., 1990; Miethe &
McDowall, 1993; Tseloni et al., 2004). It is however noteworthy that most of
this research has focused (a) on crime in western contexts and (b) on that we
might call traditional crime types such as robbery and burglary. Discussing

each point in turn.

Previous research has noted the lack of environmental criminological
research in non-Western settings (see Sidebottom, 2013). In this vein, it is
noted that little research attention has been paid to the applicability of the
LRAA to Asian settings in particular. Proposed reasons for this lack of
research in Asia include the lack of relevant crime data and the authorities’
rigid control of data publication. It is widely accepted that due to the ‘dark
figure’ of unreported crime (van Dijk, 2008; van Kesteren et al., 2014),
research on victimisation patterns relies heavily on victimisation surveys

more so than official police data. Nevertheless, access to such survey data is
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relatively limited in Asian contexts. Unlike their Western counterparts, few
Asian countries conduct national victimisation surveys on a regular basis.
Taiwan is an exception and has conducted a national victimisation survey
every five years starting in 2005. Beyond national crime victim surveys, 12
Asian countries/cities have taken part in the International Crime Victim
Survey (ICVS) between 1989 and 2005. In the 2005 sweep, for example, just
Japan and Hong Kong were involved (International Crime Victims Survey
(ICVS), 2021). For data that are available, Asian authorities are also arguably
more reluctant to make data publicly accessible. For example, in Taiwan,
police recorded crime data are not made available to the public in the way it
is in England and Wales with the police.uk'. The same is true of Japan and
South Korea, where most police recorded crime data is available only in

aggregate form through periodic government reports.

Regarding the focus of environmental criminological research, in recent
years it has been observed that there is a growing interest in applying the
LRAA to examine patterns of online victimisation (e.g. Holt & Bossler, 2013;
Maimon et al., 2013; Pratt et al., 2010; Reyns, 2013; Reyns etal., 2011; Reyns
& Henson, 2016), in part because of a growing recognition that rates of
cybercrime are increasingly internationally (at a time when many forms of
traditional crime types have seen marked year-on-year reductions) (see e.g.
Office for National Statistics, 2020). Nevertheless, despite this trend,
knowledge about the determinants and patterns of cyber victimisation,
particularly in atypical research settings such as Taiwan, is still
underdeveloped compared to research on the patterns of direct-contact

victimisation.

In light of these research gaps, this thesis aims to draw on the LRAA to
better understand victimisation patterns for selected crime types in Taiwan,
with the use of a variety of data sources including both police recorded data

and victim surveys.

! The national website for policing in England, Wales and North Ireland. Police recorded
crime data can be retrieved from https://www.police.uk/
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Two broad categories of offences are explored in this thesis: traditional
crime and cybercrime. For our so-called traditional crime, residential burglary
was chosen as the crime of interest. The decision was made based on the fact
that burglary is an extensively explored crime type in the West, having
generated a large body of relevant research, and yet it remains comparatively
underexplored in Asian settings such as Taiwan, particularly from an EC
perspective. The existing research from Western settings therefore provides a
useful benchmark against which to compare the findings of this research.
Data collected as part of the 2015 Taiwan Area Victimisation Survey (TAVS)
are used for the burglary research in this thesis. To complement the TAVS,
local police recorded crime data from one region of Taiwan is analysed in this
thesis, allowing an examination of repeat and near repeat burglary
victimisation that is not possible using the TAVS data. In the case of
cybercrime, data collected as part of the Digital Opportunity Survey for
Individuals and Households (DOSIH) will be drawn upon. Whist sweeps of
the DOSIH (2015-2017) provide an overview of the trends of cybercrime
victimisation in Taiwan, the 2017 sweep is used in the empirical chapters here
in a bid to better understand patterns of cybercrime from the perspective of
LRAA. To the author’s knowledge, the data collected as part of the DOSIH

has hitherto not been analysed from an EC perspective.

To recap, drawing on an opportunity framework and, in particular, the
LRAA, this thesis aims to examine the patterns of burglary and cyber
victimisation in Taiwan, and to identify risk factors and mechanisms that can
explain the observed patterns of victimisation. To achieve this, I take a
quantitative approach drawing on multiple sources of data, namely the TAVS,
DOSIH and local police recorded crime data. This study is the first of its kind
to integrate these datasets in an effort to better understand crime patterns in

Taiwan.
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1.2 Why crime research in Taiwan?

Because readers outside of Asia may be unfamiliar with Taiwan, this section
provides a brief introduction to the research setting and outlines what is
known about crime trends in Taiwan. Comparisons of key indicators between
Taiwan, the UK and the US are also provided, in order to set crime and crime
research in Taiwan in an international context. Following this short overview
of Taiwan as the research setting, I will then explain why it is important to

conduct crime research in Taiwan.
1.2.1 Taiwan as the research setting

Taiwan is an Asian country with a population of around 23 million, where
Han Chinese dominates. Taiwan is recognised as a developed country, for
which the recent Human Development Index (HDI) is 0.907 (National
Statistics, 2018)2. By comparison, the United Kingdom is 0.922, Japan 0.909
and Luxembourg 0.904 (United Nations Development Programme, 2018).

Table 1.1 shows several key indicators in Taiwan compared to the UK and
the US. Taiwan is widely accepted as a socially stable society, with
comparatively low crime rates. For example, Figure 1.1 shows general crime
rates in Taiwan using police recorded crime data for the past two decades,
with a rate of around 1,101 cases per 100,000 population observed in 2020.
As a point of reference, the total police recorded crime rate in England and
Wales over the same period was considerably higher at about 9,397 cases per

100,000 population (Office for National Statistics, 2021b).

2 HDI is a criterion created by the United Nations Development Programme (UNDP) to
assess the development of a country.
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Table 1.1 Comparison of key indicators between Taiwan, UK and US

Taiwan UK US
Surface area (km?) (thousands) 36.2 243.6 9,831.5
Population (millions) 23.5 66.0 325.7
Urban population (% of total population) 61 82 81
Population density (persons per km?) 649.0 272.9 35.6
Official language Mandarin English English
HDI value 0.907 0.922 0.924
Life expectancy at birth (years) 80.4 81.7 79.5
Mean years of schooling 12.1 12.9 13.4
GNI per capita (PPP USS$) 47,144 39,116 54,941
% population below poverty line T 0.2 1.2
Infant mortality rate (per 1,000 live births) 4.0 3.7 5.7

Source: United Nations Development Programme; The World Bank; Asian Development
Bank; National Statistics, Republic of China (Taiwan)

¥ As Taiwan is not a member of The World Bank, this figure is missing. According to
Taiwan national statistics, about 1.35 percent of the Taiwan population were below the
national poverty line in 2017 (Directorate-General of Budget, Accounting and Statistics,
Executive Yuan, R.O.C (Taiwan), 2020). A corresponding 16% of the UK population were
in relative low income before housing costs were deducted and 22% once accounting for
housing cost in 2016/2017 (McGuinness, 2018).

It is important to note that Taiwan, like many countries, has also
experienced a substantial decline in crime over the past two decades, albeit
starting somewhat later than the falls observed in the UK and US (Sidebottom,
Kuo, et al., 2018). Internationally, the observed reductions in crime over time
— the so-called international crime drop — have been linked to a variety of
explanations including improved security, lower rates of offending amongst
young people and an accompanying flattening of the age-crime curve
(Blumstein et al., 2000; Farrell et al., 2014; Kim et al., 2016; Matthews &
Minton, 2018).
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Figure 1.1 General crime rates by year, Taiwan 1997-2020

Figure 1.2 displays the age-crime curves for a) all offences and b) theft in
Taiwan in 2001, 2008, 2016, produced specifically for this thesis. The figure
shows a general flattening over time for all offences as well as theft, a trend
that is in line with that observed in other (Western) settings such as Denmark
(Andersen et al., 2016), England and Wales (Morgan, 2014) and Scotland
(Matthews & Minton, 2018). According to Figure 1.2, the Taiwanese
offenders’ age distribution of crime seems to peak at 30s while many western
studies often find a right-skewed distribution with sharp adolescent peaks
(aka inverted J-shape) (Farrington, 1986; Hirschi & Gottfredson, 1983;
Matthews & Minton, 2017; Steffensmeier et al., 2017). Steffensmeier et al.'s
(2017) comparative study supported the inconsistency in age crime curve
between Taiwan and the US and called for researchers in Taiwan to give

further attention to this.
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Figure 1.2 Age curve of offenders committed crime 2001/2008/2016, Taiwan

However, research on crime should not centre merely on offenders’ life-
course but should also consider the trend more broadly from the EC
perspective. Indeed, one of the major explanations for the international crime
drop concerns changes not to offenders but to the opportunity structures
which do or do not allow crime to take place, the so-called security hypothesis
(Farrell et al., 2014). In this vein, it is important to understand victimisation
patterns in Taiwan in more detail before we can more fully explain such crime
drops. This further highlights the importance of the thesis as an exploratory

study to understand victimisation patterns in Taiwan.

1.2.2 The importance of studying crime in Taiwan

There are two reasons why crime studies in Taiwan are important. First, and
as mentioned previously, Taiwan has been the subject of relatively little
criminological research to date. This might partly be due to the fact that crime
rates in Taiwan are relatively low so that researchers find themselves with not
enough data available for reliable analyses. However, research in a low-crime
setting is of great importance as it could still inform the cross-contextual
applicability of theories. Additionally, Taiwan also shows a consistent
reduction in crime similar to that in the West (Sidebottom, Kuo, et al., 2018).

It is therefore important to examine if patterns found in industrialised contexts
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apply to a developed non-western society where crime follows a similar trend

yet has a contextual difference in prevalence.

Second, crime research in Taiwan has tended to focus on the issue of
criminality, with a particular interest in juvenile delinquency (Hebenton &
Jou, 2005; K.-L. Lin & Shen, 2016; W.-H. Lin & Mieczkowski, 2011; Sheu
et al., 2018; S.-N. Wang & Jensen, 2011). Research in the tradition of EC
taking place in Taiwan is limited, either in terms of online or offline contexts.
Furthermore, as a former Taiwanese police officer, I recognise that drawing
on research evidence to inform crime prevention and policing is seldom done
in Taiwan. There is not an established evidence-based policing movement nor
tradition of researchers working closely with practitioners. Mindful of these
barriers, the findings reported in this thesis might bear relevance to crime
prevention in Taiwan. I therefore expect my research on crime patterns in
Taiwan to provide evidence-based implications for academia and crime

prevention particularly from the perspective of EC.

Briefly, then, Taiwan was chosen as the study site for this thesis because
of the identified gaps in research and the marked differences in trends and
prevalence of crime from the Western countries where the bulk of comparable

research has been undertaken.

1.3 Expected contribution to the literature

and practice

Based on the research gaps described above, this thesis is expected to add to

the research literature and inform crime prevention practice in four main ways.

Firstly, the thesis helps assess the generalisability of EC theories to
atypical understudied settings, in this case Taiwan. Empirical research on
crime victimisation in such settings can help better understand the
mechanisms giving rise to crime (patterns), help refine the theories and
generate knowledge to inform crime prevention. Furthermore, through

studying cybercrime patterns from an opportunity perspective, the thesis also
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contributes to the growing literature on the applicability of LRAA beyond
offline victimisation to online victimisation. Put simply, this thesis adds
knowledge to the generalisability of EC across contexts (i.e. non-western or

online contexts).

Second, the thesis contributes to the literature on repeat victimisation and
the less-discussed field of poly-victimisation. Briefly, repeat victimisation
(RV) refers to the same victim/target experiencing the same type of crime
incident within a specific period of time — normally a year (Weisel, 2005). On
the other hand, poly-victimisation refers to a target experiencing different
types of criminal victimisation over a given time period (Finkelhor et al.,
2007a). This thesis analyses both RV and poly-victimisation in Taiwan.
Observed (in)consistencies would contribute to the literature and the practice
of crime prevention. For example, consistent patterns would suggest that the
mechanisms in operation in the western and non-western settings are alike.
By contrast, inconsistent patterns would however invoke a rethinking of what
explains the patterns observed in Taiwan, with obvious implications for
prevention. Furthermore, by providing one of the first studies to explore
online poly-victimisation in Taiwan, this thesis can help policy makers and
practitioners develop protective strategies that deal with not only one specific

type of cybercrime but online victimisation more generally.

Third, the thesis uses innovative quantitative approaches to identify crime
patterns in Taiwan — in particular Bayesian models borrowed from medical
research. Bayesian Profile Regression (BPR) is used here to model
cybercrime victimisation because it avoids potentially biased inferences
which occur in analyses that contain categorical dependent variables and
inter-related independent variables, as is commonly observed in survey
datasets (Molitor et al., 2010). To my awareness, Vakhitova et al.’s (2019)
study was the first attempt to apply BPR to crime research, yet it was
concerned with cyber abuse (defined by researchers as receiving abusive
messages or comments online) alone. This thesis is hence the first piece of
empirical research that uses BPR to model a wider range of cybercrime

victimisation.
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Lastly, the research contributes to crime research in Taiwan. As stated
earlier, crime research in Taiwan has overwhelmingly focussed on criminality
and young people’s delinquency. Therefore, this thesis marks a shift in crime
research in Taiwan from the perspective of distant causes of crime to the
immediate environment in which crime occurs. Furthermore, should the
thesis identify patterns and risk factors of cybercrime victimisation in Taiwan,
it bridges the literature gap in which previous Taiwanese research used to
focus on the manifestation of cybercrime. By adding knowledge to crime
research in Taiwan, the thesis would inform practical crime prevention

strategies.

1.4 Summary of the thesis

The text above provides a background to this thesis and outlines what I aim
to achieve in the research reported here. The structure of the remainder of this
thesis is as follows. Chapter 2 introduces the theoretical foundations
supporting the thesis. It begins with a review of the literature on EC and the
LRAA in particular, followed by its application to burglary and cybercrime
victimisation, the two categories of crime which are focussed on here. Then,
the literature on repeat victimisation and poly-victimisation is briefly
reviewed. Lastly, based on the presented literature review, the research

questions to be addressed in this thesis are outlined.

Chapter 3 provides an overview of the data sources used in this thesis. It
begins with an overview of different measures of crime and explains why
victim surveys are suitable for measuring victimisation. The chapter then
describes the two main data sources used in the thesis —the TAVS and DOSIH

— and identifies their limitations .

Chapters 4 to 7 contain the empirical contributions of this thesis. Each
chapter addresses specific questions regarding crime patterns in Taiwan. All
studies begin with descriptions of the specific issue of interest, along with a

short review of the relevant literature, building on that covered in Chapter 2.
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Then each study is structured around the hypotheses to be tested, features of
the data to be used, measures and analytical strategies to be employed,
findings and finally a discussion of the results, their implications and

limitations.

Chapter 4 examines the patterns of burglary victimisation in Taiwan using
data from the TAVS. The study uses Chi-square analysis, latent class analysis
and single-level logistic regression to examine, amongst other things, how a
household’s security practices are associated with reported experiences of
burglary victimisation. Multilevel logistic regressions are also conducted to
examine the effect of individual- and area-level characteristics on burglary

victimisation, informed by the theories discussed in Chapter 2.

Chapter 5 continues the analysis of burglary, but whereas Chapter 4 looks
at the prevalence of burglary, Chapter 5 explores the concentration — both RV
and near RV — of burglary in Taiwan, .drawing on both crime victim survey

and local police data..

Chapter 6 marks the shift from offline victimisation to online victimisation.
It is concerned with four types of cybercrime victimisation in Taiwan, as
defined and measured by the DOSIH: verbal abuse, identity theft, fraud and
virus. Using data from the DOSIH, this study employs multiple logistic
regression models to examine and compare the observed patterns of these four

types of cybercrime victimisation.

Building on Chapter 6, Chapter 7 examines poly-victimisation among
victims of cybercrime. To this end, BPR models are used to build a profile of
cyber poly-victims as compared to victims experiencing only one type of

cybercrime.

Lastly, Chapter 8 brings together what has been found in this thesis and
what it means for research and practice. It first reiterates the main aims of the
thesis. It then summarises the main findings of each empirical study as they
relate to the stated research questions. Following that, the theoretical and

practical implications of the findings are discussed. I then review the
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limitations of the research and suggest avenues for future research. The last

section draws out what I consider to be the main conclusions from this thesis.
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Chapter 2 Literature Review

This chapter reviews the literature on crime patterns and trends, with a
particular focus on the two main types of offences covered in this thesis:
burglary and cybercrime. It begins by outlining the theoretical foundations of
environmental criminology, the routine activity approach and the lifestyle
perspective. It then discusses how these crime opportunity theories can be
applied to both explain and prevent criminal victimisation, focussing mainly
on burglary and cybercrime. The bulk of this discussion relates to criminal
victimisation per se. However, towards the end of this chapter the literature
is also reviewed on the concept of repeat victimisation and poly-victimisation,
both of which are investigated in later chapters of this thesis. The chapter
concludes by setting out the research questions that will be addressed in the

thesis.
2.1 Environmental criminology

The term environmental criminology was first mentioned by Jeffery's (1971)
in his seminal book Crime Prevention Through Environmental Design, in
which he discussed ideas for designing out crime by reviewing the role of
architecture and town planning (Wortley & Townsley, 2016). The term has
developed and expanded significantly since Jeffreys. Nowadays, EC refers to
a family of theories with a shared focus on crime events and the immediate
environment in which crime occurs. Currently EC is said to comprise three
main pillars — rational choice perspective (Clarke & Cornish, 1983; Cornish
& Clarke, 2016), crime pattern theory (P. J. Brantingham et al., 2016; P. L.
Brantingham & Brantingham, 1993), and routine activity approach (Cohen &
Felson, 1979; Felson, 2016). In the interests of completeness, the next two
sections provide a brief overview of rational choice and crime pattern theory.
This is then followed by a more detailed discussion of RAA, since this is the
theoretical perspective which informs much of the empirical analyses

reported in later chapters.
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The rational choice perspective was proposed by Clarke and Cornish
(1983). It provides an important insight into recognising the influence of the
immediate environment on decision-making and, by extension, behaviour.
Rational choice perspective suggests that criminal behaviour is purposive and
rational. Offenders are thought to take actions to achieve goals (e.g. desires
for excitement, admiration, revenge, resources). Considering their motives
and goals, rational choice perspective argues that offenders try to select the
best actions to achieve their goals. Put differently, offenders make decisions
about their engagement in specific crimes. Crime commission is driven by
offenders’ specific motives, goals and benefits. In this sense, criminal
behaviour is considered rational and the criminal decision-making is crime-
specific. Rational choice perspective is not a falsifiable theory. Nor does it
claim to be a full and complete account of the offender decision-making
process. Rather, the rational choice perspective was proposed to provide a
heuristic to help analyse the situations that influence crime events and better
understanding those situations and inform the development and
implementation of strategies designed to prevent or disrupt criminal activities

(Cornish & Clarke, 2016).

Crime pattern theory focuses on why crime tends to concentrate. It
proposes that the clustering of crime is shaped by human activities. These
activities involve “where people live within a city, how and why they travel
or move about a city, and how networks of people who know each other spend
their time” (P. J. Brantingham et al., 2016, p. 112), of which activity nodes
(e.g. home, work, shopping and entertainment, etc.) are created. Crime pattern
theory holds that criminals are more likely to commit crimes in and around
their activity nodes and the paths that link them, around which the offenders’
awareness spaces are formed. The reason that offenders prefer to commit
crimes in their awareness spaces is because they are more likely to know the
opportunities and risks in these spaces. Simply put, crime concentrates where
the awareness space of offenders overlaps with the awareness space of
victims (Felson & Clarke, 1998). Crimes are thus unevenly distributed in time

and space near criminals’/victims’ activity nodes and activity spaces. Crime
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pattern theory is to understand such concentration of crime and so that crime

prevention can be informed.

The following section discusses the third theoretical perspective which is
generally considered to be the final theoretical pillar of EC — RAA, and how
it is often extended to form the lifestyle-exposure perspective (Cohen et al.,

1981).
2.1.1 Routine activity approach

RAA was initially proposed to explain rising crime rates in the United States
following WWII (Cohen & Felson, 1979). These crime rate trends were
mainly attributed to structural changes in the routine activity patterns of the
US population, such as increases in the number of single-adult households
and greater participation in the workplace, especially among females (Felson
& Cohen, 2011). In this sense, RAA demonstrated that ecological changes
that are unrelated to crime can affect the likelihood that crime occurs and the
way in which it is patterned. For example, an increased trend of people
working in the daytime and hence leaving their houses unguarded was linked
to an increased residential burglary rate during the day. Importantly, this
pattern went against conventional wisdom (and prevailing theories in
criminology) about the exclusive role of criminality in explaining crime and

contributed to the development of opportunity-based crime theories.

RAA is both a macro- and micro-level theoretical perspective. At the
macro level, the RAA shows how crime patterns can be explained by the
supply, distribution and movement of victims, offenders and guardians, often
as a result of everyday societal and economic developments that are not
related to crime. At the micro level, RAA identifies those elements which
need to come together for crime to occur. According to RAA, crime is
dependent on the convergence of three elements: motivated offenders,

suitable targets and the absence of capable guardians (Cohen & Felson, 1979).
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Discussing each of these elements in turn. A motivated offender refers to
anyone with the inclination to commit crime. A suitable victim or target
includes any person or thing that may evoke an individual’s disposition to
offend and is vulnerable to victimisation. A guardian is someone or
something that serves a supervisory function against crime, and whose
presence reduces the likelihood that crime will occur. According to RAA, the
convergence of these three elements might not definitely lead to crimes, but
the absence of any of these elements will generally make crime not possible.
Simply put, crime events occur when motivated offenders meet suitable
targets in time and space without the presence of capable guardians (see e.g.
Cohen & Felson, 1979; Felson & Boba, 2010; Maxfield, 1987; Robinson,
1999).

2.1.1.1 Crime triangle

The RAA is a theoretical framework. It provides a simple and highly
influential account of why crime happens, and how crime can be affected by
otherwise positive societal and technological developments (such as more
women entering the job market). Inspired by the RAA, John Eck proposed
the crime triangle in an effort to translate Felson’s ideas into a tool to inform
the analysis and response of crime problems (Eck, 2003). This is shown in

Figure 2.1 (Eck, 2003; R. Sampson et al., 2010).

Super Controller

Source: Eck (2003); R. Sampson et al. (2010)
Figure 2.1 RAA’s crime triangles
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The crime triangle is actually made up of three separate triangles. The
inner triangle contains the three necessary elements for a crime to occur as
set out by the RAA, namely a motivated offender, a suitable target/victim and
a place (lacking in guardianship). The outer triangle consists of the potential
‘controllers’ (i.e. a collective term coined by Eck as guardians) who must be
absent or ineffective for a crime to occur (Tillyer & Eck, 2011). To put it
simply, a crime occurs when three sorts of controllers are missing, insufficient
or ineffective: the handler absent from the offender; the guardian absent from
the target/victim; and the place manager absent from the crime setting (i.e.
place). There is also an outermost triangle comprising ‘super controllers’ —
those who control the controllers (i.e. handlers, guardians and managers).
Super controllers, as understood by Eck and colleagues, refer to people and
organisations that provide incentives for controllers to act appropriately in the
interests of prevent crime (R. Sampson et al., 2010). Table 2.1 summarises
the types and examples of super controllers proposed by Sampson et al.
(2010). Briefly, there are three categories of super controllers — formal,
diffuse and personal super controllers. Formal super controllers depend upon
formal authority to control the controllers. Diffuse super controllers are not
single entities like formal super controllers but are collections of super
controllers with the potential to influence controllers. Personal super
controllers are individuals who, depending upon their personal and informal

sets of social networks, can exert an influence on controllers.

To summarise, the RAA states that crime is likely to occur when motivated
offenders meet suitable targets at places without the presence of effective
guardians (Felson, 2016). In this sense, crime prevention can rely on altering
these three elements to make crime less likely to occur. Crime triangles derive
from the RAA and conceptualise guardians into three types of controllers. To
explain why some controllers fail to take appropriate action to prevent crime,
the crime triangles introduce the concept of super controllers. Super

controllers provide incentives for controllers and influence them to be
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Table 2.1 Types of super controllers

Category  Type Examples
Organisational: A nightclub chain replaces glass mugs with plastic ones to reduce injuries in bar fights (the bar managers have control
influence controllers within the organisation  over the bar and the chain has organisational control over them)
Contractual: Landlords set contractual agreements with property management companies to maintain the properties (the property
. Do o managers have control over the property sites and property owners have contractual control over them; below such a
provide obligations among entities . . ) ; .
relationship applies so the explanations are omitted)
Financial:
Formal financial institutions control the controllers ~ An insurance company pressures a rental car company to prevent theft of vehicles or the insurance rates will be raised
to prevent crime
Regulatory:
government agencies make controllers Governments make security measures such as immobilisers compulsory in new cars to prevent vehicle theft
comply with the rules
Cogrts: . . The use of nuisance abatement: property owners being taken to court when they fail to deal with problems on their
civil and criminal courts influence ropert
controllers’ behaviours Property.
POht.lcal.: . .. . Political super controllers act especially when the government regulatory agencies do not have the powers to intervene.
provide incentives and disincentives for Th LR . .
. e legislations that ask store owners to restrict pseudoephedrine sales
controllers to prevent crime
. Markets: A list of “certified’ landlords released by universities as a market incentive to improve housing standards so that
Diffuse markets exert pressure on controllers, O .
. students may be protected from victimisation and drinking problems
especially place managers
Med.la.: o Media attention may directly change controllers’ behaviour, stimulate political/regulatory action, or trigger other super
publicity incite or steer controllers to
. controllers
prevent crime
Groups: Companies in the alcohol industry jointly created social responsibility standards for producing and selling alcoholic
peer group pressure control controllers at -
) s o drinks
either individual or organisational levels
Personal ~ Family:

members of families influence other
members’ intervention with crime
prevention

Typically, those who influence handlers, such as foster children’s organisations that act as super controllers (both
contractual and family) over foster parents.

Source: R. Sampson et al. (2010)
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effective in crime prevention. For example, the bar managers as place
managers have control over the bar and they are expected to intervene in
preventing bar violence. But what if managers do not act appropriately? In
this case, the company or organisation that has control over the manager can
step in as a super controller to create incentives for the controller to take crime
preventive actions (see examples in Table 2.1). Crime triangles thus have
important implications for putting the RAA into practice in the service of

crime prevention.

2.1.1.2 Clarification of routine activity approach — defining

guardianship

Both RAA and crime triangles reinforce that the convergence of offenders,
victims, absent capable guardians makes crime more likely to occur. Of these
three key elements, offenders (people who choose to commit crime) and
targets (people or things on which offenders choose to prey) are more self-
evident than the concept of guardianship, which varies greatly in the literature
(Hollis, 2013). The lack of a standard definition (and measurement) of
guardianship means it is important to clarify the concept of guardianship

being used in this thesis. This clarification is provided below.

To recap, guardianship in the RAA refers to the ability of persons and
objects to prevent a crime from occurring (Cohen et al., 1981; Tseloni et al.,
2004). Guardianship can take several forms, either by the presence of a
guardian alone or by their direct or indirect action (Cohen et al., 1981).
Therefore, it may comprise the broader classification as controllers in crime
triangles — guardians protecting targets, handlers supervising offenders and

managers maintaining places (Eck, 2003).

In prior research, guardianship has been measured in different ways and
using different methods. Proxy measures are often centred on estimates of
guardians’ presence and indicators of security and personal/self-protection

(Reynald, 2009; Reynald et al., 2018). In the case of burglary, for example,
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researchers have applied several measurements to evaluate the presence of
guardians. Measurements may include household composition, marital and
employment status, lifestyle indicators and whether occupants have
neighbours who watch a dwelling when it is unoccupied (Tseloni et al., 2004).
Indicators of security and personal/self-protection might be physical security
devices, including burglar alarms or external lights (e.g. Coupe & Blake, 2006;
Miethe & McDowall, 1993; Tewksbury & Mustaine, 2003; Tseloni et al.,
2004).

This variation in how guardianship is operationalised suggests that
guardianship, in RAA terms, is a rather vague concept which needs refining.
To this end, Hollis et al. (2013) distinguished between the role of
guardianship and target hardening in crime prevention. According to their
clarification, target hardening is about decreasing the suitability of targets
rather than increasing the availability of capable guardians. For instance,
protective mechanisms such as extra locks make it harder for offenders to
successfully complete burglary. Nevertheless, it does not involve human
elements and hence it is regarded as an example target hardening rather than

improved guardianship (Hollis et al., 2013; Hollis-Peel et al., 2011).

However, some researchers have a different opinion on human elements
in defining guardianship. Felson and Boba (2010) suggested that not all
human guards are in fact guardians. They argued that private guards as
unlikely to be present when a crime occurs. Because those security guards do
not deter or control untoward behaviours; they should not be considered as
capable guardians. This conflicts with Hollis et al.’s (2013) guardianship
construct, in which private guards, with human elements involved and an
increased availability of capable guardians, should be considered as
guardianship. In this vein, the disputes in defining guardianship also occur to
physical security. Based on Felson and Boba’s (2010) argument, physical
security can in some cases be regarded as guardianship because they deter or
control untoward crime behaviours. However, as mentioned, Hollis et al.’s

(2013) guardianship construct classified physical security as target hardening
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techniques rather than capable guardians because physical security does not

involve human elements.

The disputes above highlight some of the complexity involved in defining
guardianship for research purposes and shows that presently there is no
universally accepted measurement of guardianship. How it is measured will
also vary by crime type. To avoid further dispute, for the purposes of this
thesis, I take the broad definition of guardianship originally proposed by
Cohen et al. (1981) as “the effectiveness of persons (e.g. housewives,
neighbours, pedestrians, private security guards, law enforcement officers)
or objects (e.g. burglar alarms, locks, barred windows) in preventing
violations from occurring, either by their presence alone or by some sort of
direct or indirect action” (p. 508). In this sense, guardianship refers to persons
and objects who have the potential to prevent the occurrence of crime.
Guardianship therefore might take on two forms: (a) physical guardianship,
such as individual-level target hardening, place management, surveillance
measures and neighbourhood-level target hardening; and (b) social
(interpersonal) guardianship such as (in)formal social control and natural

surveillance measures (Tseloni et al., 2004; Wilcox et al., 2007).
2.1.2 Lifestyle perspective

In addition to the RAA, the so-called lifestyle perspective is the other heavily
researched theoretical perspective when speaking of victimisation patterns
(Meier & Miethe, 1993; Pratt & Turanovic, 2016). Related to routine activity,
researchers believe that personal victimisation is related to an individual’s
‘risky’ lifestyle (Cohen & Felson, 1979; Hindelang et al., 1978; R. J. Sampson
& Lauritsen, 1990). Hindelang et al. (1978) initially proposed the lifestyle-
exposure perspective, suggesting that the amount of time individuals spend
in public places, their interaction with others, and their demographic
characteristics affect their suitability as and likelihood of being crime targets.
More specifically, a person’s exposure to “high risk times, places and people”

makes them prone to experience victimisation (Hindelang et al., 1978, p. 245).
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Researchers have further suggested that different background
characteristics and daily activities affect the extent to which an individual’s
lifestyle is ‘risky’ from the perspective of criminal victimisation (e.g.
Kennedy & Forde, 1990). For example, research finds that individuals with a
higher level of exposure to deviant peers exhibit a higher level of risky
lifestyle and thus are linked to a higher likelihood of dating violence
victimisation (Vézina et al., 2011). Furthermore, males and adolescents are
more likely to be victimised given their riskier lifestyles (e.g. exposure to the
public, substance or alcohol use) compared to their female and older
counterparts (Barrera, 2018; Mustaine & Tewksbury, 1998; Tewksbury &
Mustaine, 2010). Such a perspective therefore suggests that victims and
offenders share similar demographic or spatial profiles and thus lifestyle

patterns influence individuals’ exposure to risk of crime.

Lifestyle patterns correlate with individual-level proximity to crime and
deviant behaviours (R. J. Sampson & Lauritsen, 1990). However, some
researchers question whether the risk of victimisation might reflect
demographic homogeneity in offense activity rather than a target’s
attractiveness or its proximity to motivated offenders. The correlation
between crime victimisation and proximity might be a by-product of
offenders’ high probabilities of becoming targets rather than exposure to risks,
especially in the case of violent crime. When controlling for the effect of
living in a high crime area, Bottoms and Costello (2010) found that offenders
themselves were very likely to suffer burglary (re)victimisation. This suggests
that proximity to crime at the individual-level is not sufficient to draw an
ecological inference (Jensen & Brownfield, 1986). Instead, it may require
further examination on criminogenic factors at a neighbourhood level to see
if the high risk of victimisation is derived from exposure to community-level
factors or merely because the paths of offenders overlap with victims. To sum
up, the lifestyle-exposure perspective accounts for variations in criminogenic
exposure for differences in lifestyles, of which criminogenic exposure
includes both direct exposure to criminogenic circumstances and exposure to

individuals with similar criminogenic lifestyles (Engstrom, 2020).
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2.1.3 Comparing routine activity approach and

lifestyle perspectives

Both the lifestyle perspective and the RAA state that victimisation is related
to the ‘lifestyle” and ‘daily activities’ of individuals. Given their similarities,
these two theoretical perspectives are often merged as part of empirical
research into the so-called lifestyle-routine activity approach (which will be
discussed later). However, despite this common tendency to combine the two
approaches, there are in fact a few important differences between these two

theoretical approaches which warrant mention here.

First of all, the lifestyle-exposure perspective focuses on ‘voluntary’
activities that might put individuals at greater risk of victimisation, whereas
the RAA considers broader contexts which affect crime. It includes, for
example, less discretionary activities, such as going to work, and how these
activity patterns affect crime. The respective centres of focus of these two
approaches are hence different. The lifestyle perspective is rooted in
individual-level risky activities, while the RAA starts from structural changes
in routine activity patterns to explain variation in crime at the macro level
(though, as noted, later expanded to include individual-level analysis). The
RAA further highlights the impact of “legitimate activities” (e.g. commute to
and from work) on patterns of crime since such daily activity are unavoidable
(Allen & Felson, 2012; Lemieux & Felson, 2012; Sidebottom, 2013). The
occurrence of crime is seen to be more about the dispersion of legitimate
activities rather than any ‘risky’ activities on the part of victims (Cohen &

Felson, 1979; Messner & Blau, 1987).

Pratt and Turanovic (2016) have differentiated the lifestyle-exposure
perspective from the RAA in a different way. They argue that the two theories
perceive the ‘risk’ of victimisation very differently. The lifestyle perspective
puts more emphasis on an individual’s exposure to ‘high risk elements’ and
regards both risk and victimisation as a matter of ‘probability’. For example,

individuals’ participation in risky behaviours, such as staying out late at night,
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does not make them inevitable victims but such involvement enhances their
odds of being victimised. Compared to the lifestyle framework, which
emphasises the effect of risky lifestyles on increasing personal victimisation,
the RAA focuses on describing the victimisation event itself. It does not
explore an individual’s ‘probability’ of being victimised but emphasises the
spatial and temporal convergence of motivated offenders, suitable targets, and
the absence of capable guardians. From the perspective of RAA, if any of
these three elements are absent, victimisation will not happen (i.e. the
probability of victimisation is in fact zero). Therefore, it is of little importance
for the RAA to discuss an event with ‘zero probability’ of victimisation.
Conversely, the probability of victimisation dependent on individuals’

exposure to risk elements remains important in lifestyle perspectives.

2.1.4 Combining routine activity approach and
lifestyle perspectives — Lifestyle-routine activity

approach

Despite noted differences in the routine activity and lifestyle perspectives
(Maxfield, 1987; Pratt & Turanovic, 2016), both approaches mention
personal exposure to risk as providing varying opportunities for victimisation.
The LRAA is thus often referred to as an ‘opportunity model’, which focusses
on five factors implicated in risk of criminal victimisation: “exposure,
guardianship, proximity to potential offenders, attractiveness of potential

targets, and definitional properties of specific crimes themselves' ” (Cohen et

al., 1981, p. 505).

The aforementioned opportunity model suggests that opportunity is

dependent on the environment and varies across specific types of crime (i.e.

! Definitional properties of specific crimes by Cohen and the colleagues refer to the that
specific crimes feature specific instrumental actions (or say lifestyle-routines and knowledge)
by potential offenders. For example, compared to general larcenies, burglaries may require
offenders’ more awareness of victims’ routine activities (e.g. about if the dwelling is
occupied) and commands of techniques (e.g. ways to break in a dwelling).
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‘the definitional properties of specific crimes’). Put simply, opportunities
depend on the environment so that, for example, target attractiveness varies
with offenders’ familiarity of surroundings. Opportunities vary across
specific types of crime so that, for instance, compared to larceny offenders,
burglars evaluate occupancy more than the potential target value in decision-
making (Roth & Trecki, 2017). Overall, opportunity changes with the
environment so risk of victimisation may vary by individual and
environmental characteristics (R. J. Sampson & Wooldredge, 1987). The
opportunity model highlights that both individual- and neighbourhood-level
measures of risk factors are necessary for researchers because they allow

examination on potential and actual criminogenic circumstances.

The reason for stressing the importance of opportunity in the environment
is not only because opportunity plays an important role in crime but because
opportunity differs for different forms of crime. The examination of
criminogenic circumstances helps us understand patterns for specific types of
crime. More importantly, as outlined later in this chapter (2.2.3),
understanding opportunity structures is crucial for the implementation of

situational crime prevention (Clarke, 1995, 2016).

Overall, inspired by such crime-specific opportunity perspectives, the
following sections focus on their application to offline and online contexts,
both of which are featured in the empirical analyses reported in later chapters

of this thesis.

2.2 Explaining patterns of victimisation: an

opportunity perspective
Many studies have applied the aforementioned opportunity framework to
explain patterns of criminal victimisation. The following sections provide an

overview of this research, demonstrating how the LRAA has (and can) been

applied to both traditional offline context and to cyberspace.
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2.2.1 Opportunity in traditional offline contexts

(with a focus on burglary)

Since the foundation of EC in the 1970s (see Wortley & Townsley, 2016), the
influence of opportunity in the environment has been gradually and heavily
used to explain a variety of crimes in an offline context, including predatory
crime such as larceny (Mustaine & Tewksbury, 1998), motor vehicle theft
(Copes, 1999), arson (Pooley & Ferguson, 2017), child abuse (Khade et al.,
2018), homicide (Beauregard & Martineau, 2015) and organised crime
(Kleemans & Van de Bunt, 2008). In light of the focus of this thesis, the
following sections discuss burglary research from an opportunity perspective,
drawing on both the dominant Western literature as well as the smaller (but

growing) Asian literature.
2.2.1.1 Burglary research in western literature

Residential burglary accounts for arguably the greatest amount of research
from an opportunity perspective. Opportunities for this crime type can be
thought of in main ways: individual (or household) and neighbourhood levels.
At the individual level, the property itself offers opportunities for burglary in
three main ways: target attractiveness, accessibility, and guardianship. Target
attractiveness, often measured by family income, has been shown to be
positively associated with the risk of burglary victimisation (Miethe &
McDowall, 1993; Miethe & Meier, 1990). The inference is that people with
higher incomes will live in more expensive properties and in affluent areas,
and that their houses will, on average, contain more attractive items to steal.
Accessibility of the property refers to how easy it is for the potential burglar
to gain entry to the property. For example, burglaries have been found to
disproportionately concentrate on the ground-floor units of a dwelling, as
opposed to those higher up which, all things being equal, are likely to be less
accessible (Robinson & Robinson, 1997). Lastly, guardianship refers to how

protected the property is perceived to be. A simple example might be signs of
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occupancy that deter burglars from breaking into the house (Maguire et al.,

2010).

With regard to opportunities for burglary victimisation at a neighbourhood
level, several neighbourhood characteristics have been identified in prior
research. These include (in)direct measures of proximity to potential
offenders and (social) guardianship. The former might be exposure and
proximity to crime or disorder while examples of the latter include population
density (Battin & Crowl, 2017), neighbourhood poverty (Sharkey et al., 2017)

and so on.

A place exposed to crime and disorder is more likely to attract a pool of
potential offenders (R. J. Sampson & Raudenbush, 1999) than a place without
such an exposure. This is because offenders’ journey to crime are often short
(Townsley et al., 2015; Townsley & Sidebottom, 2010) and are consistent
with their routine activities. Offenders are also more likely to commit crimes
in areas with which they are familiar (P. L. Brantingham & Brantingham,
1993; Eck, 1993). In terms of burglary, offenders’ familiarity with an area has
been shown to be a significant predictor of offenders’ location selection (Frith
et al., 2017). Hence, the places with closer proximity to crime or disorder cast
opportunities for crime due to its close proximity to a pool of potential
offenders. To avoid repetition and facilitate a smooth flow of this chapter, the
measure of such an exposure to crime and its effect on burglary victimisation

as an environmental factor will be detailed in Chapter 4 (Section 4.1.1.3).

Furthermore, population density may be an indirect measure of
guardianship on the assumption that there are more potential guardians
present around a dwelling that is located in a highly populated area. The logic
linking neighbourhood poverty to guardianship is less straightforward. It is
suggested that houses located in disadvantaged neighbourhoods might be
exposed to a decreased level of capable guardianship due to a lack of
(in)formal social control and limited access to crime prevention-related public
resources (e.g. formal surveillance) (Battin & Crowl, 2017; Hipp & Roussell,
2013). This weakened function of guardianship is linked to social
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disorganisation theory (SDT) — in deprived environments (in)formal social
control is typically in short supply, resulting in weakened guardianship
against crime, including burglaries. Again, the impact and measurement of
social (dis)organisation on burglary will be provided in Chapter 4 (Section

4.1.1.2).

A great body of Western literature has applied the opportunity perspective
to examine burglary victimisation. Compared to that, burglary research has
received less attention in Asian settings. Below I discuss the limited findings
observed in Asia. To avoid overgeneralisation, it is noted that, unless
specified, the Asian setting referred in this thesis is limited to (south)east Asia,

of which region Taiwan makes a part.

2.2.1.2 Burglary research in Asia

There is a small body of literature dealing with burglary victimisation in Asia.
Table 2.2 summarises the main research on burglary victimisation in Asia,
predominantly in (south)east Asia as defined earlier. There are 12 studies
identified, among which four explore burglary victimisation and eight focus
on (near) repeat burglary victimisation (I will return to repeat victimisation in

Section 2.3).

Across the four studies on single burglary victimisation, the range of
reported victimisation is extreme, from about four percent in China (L. Zhang
et al., 2007) and Taiwan (H. C. Wang, 2015) to 29 percent in South Korea
(Roh et al., 2010). It is noted that burglary victimisation reported in China
contains victims’ experience of victimisation within the past five years; one
year is more common for victim surveys. The lower burglary rate observed

in the studies from China and Taiwan may demonstrate a lower rate of
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Table 2.2 Summary of research into burglary and repeat burglary victimisation in Asia

Author(s)

Date of
publication

Location

Data Sample size

Time
frame

Focus

Key findings relevant to burglary victimisation

Chiew et
al.

2020

Malaysia

Police

recorded

crime data

& official 648 burglaries
socioecono-

mic data

2011 -
2016

Spatial
analysis of
burglary
victimisation

No information about the extent of victimisation
Burglaries were affected by fundamental socio-demographic
variables and burglars’ behaviours
Factors related to burglary risk include:
a) Property’s building types: Bungalow and flat experienced more
burglary incidents
b) Physical security level (dogs, alarms, locks amount, and the
fence types of the building): negative relationship with burglary
risk
¢) Education level of the residents: neighbourhoods with wealthy
status and financial resources of highly educated residents
experienced a higher density of burglaries
d) Neighbourhood’s working group density: burglaries were
centralized in neighbourhoods with a high density of working
group residents
e) Immigrant Factors: burglaries were positively related to
neighbourhoods’ immigrant levels
f) Old resident Factors: burglaries were positively related to
neighbourhoods’ old-resident levels (people aged 55 yrs.)

Hino &
Amemiya

2019

Japan

Police
recorded
crime data

8,845
burglaries

Jan 2005 -
Dec 2014

RV&NRV

31% of all burglary incidents occurred in once-burgled multifamily
buildings; 8.4% of all burglaries occurred in once-burgled dwelling
units

Risk of RV of a unit significantly communicated within 160 days
from the originator incident

Burglaries were spatially and temporally concentrated in burgled
buildings' neighbourhoods. The risk communicated 60 days within
200 metres of an offended place

The risk of NRV did not decay uniformly by temporal and spatial
proximity to the offended place, with several peaks being observed
within the defined range
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Table 2.2 (Continued)

Author(s) Elfli?i::);cion Location Data source  Sample size };1;2; Focus Key findings relevant to burglary victimisation
Police e Demonstrated the existence of hot spots in a Chinese city
%.h}Vang & 2017 China recorded ﬁfrz?aries ll)iznﬁ)fg NRV e Regions in the vicinity of hot spots shared a similarly high risk
crime data g e  The risk of NRV could expand for 42 days and 1 km
2000
. Taiwanese 10,354 surve Jan - Dec e  Opportunity model applied
S.-Y. Kuo 2015 Taiwan victim respondents g 1999 RV . llgl‘?A) HHs }elxperienchI){V (401 incidents or say 47.2%)
survey
3.78% households experienced burglary in the past year.
Factors related to burglary risk include:
a) Positive relationship: 1) the social disorganisation phenomenon
. of a dwelling’s neighbourhood; 2) living in a family of three-
2000 Sln.gle.—level eneration family, or grandparent-grandchildren family; 3)
. logistic g Ly, or g P o8 N c Y
H.C. Wang 2015 Taiwan Taiwanese 10,354 survey  Jan - Dec c . £ households with more motor vehicles; 4) detached houses and
) o egression o . s . : ) .
(Chinese) victim respondents 1999 burglary low-rise buildings; 5) longer period of residence; 6) located in
survey victimisation eastern and southern Taiwan; 7) owners’ unemployment status
b) Negative relationship: the level of security (including private
security guards, police connection system, CCTV camera,
burglar alarms, security chains, iron-barred windows, dogs,
timer, light sensors)
e Risk of the same location experiencing a second burglary within the
Poli next 7 days from the initial incident is over 600% greater than the
olice 10,548 v’ <k level
Wu et al. 2015 China recorded residential 2013 NRV oIty S AVETAge TSk level fp
crime data  burglaries e  Should the crime prevention measures focus on targets w1t.hl.n. 120
metres of any burglarised location within 14 days after an initial
event, 16% of the city’s burglaries could be prevented
Ye et al. 2015 China fe?:l(l)ifle d 582 res.idential Jan - Jun NRV Within 1.00. metres ar}d 7 (gays after a residential burglary happens, the
crime data urglaries 2013 risk of victimisation is 55% more than the average

(Continued)
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Table 2.2 (Continued)

Author(s) Elflsi:icatioonf Location Data source  Sample size };ggfe Focus Key findings relevant to burglary victimisation
Tseng . . 31 serial 80% chance that a serial burglar in Taipei would commit a subsequent
(Chinese) 2014 Taiwan Interviews burglars N/A NRV offence within a 2.4-km radius of the former event
P. Chen et 2013 China Police data r1é2(3)r3 ded May - Oct NRV Burglary risk communicated at least 3 weeks within 200 metres of an
al. . 2007 offended place
burglaries
Huang . Ir}dly idual 472 HHs (12 8.26% of households victimised more than once, around 64% of cases
. 2011 Taiwan victim N/A RV
(Chinese) NBs) were RV
survey
e About 29% respondents experienced residential burglary or
residential robbery
An identified issue of time order about security measures
In line with the broken window perspective and the community
decay perspective: a greater likelihood of residential crime
victimisation found in neighbourhoods with more community
Multilevel disorder
Individual 620 survey generalised e  Contradictory findings with literature regarding opportunity
victim linear perspectives:
Roh et al. 2010 South Korea survey Egsspglr;?relz:z) 2003 regression of a) Target hardening efforts (an intrusion detection sensor, CCTV,
burglary a door video phone, and a burglar alarm) were associated with
victimisation greater odds of victimisation

b) Poverty and community cohesion were positively associated
with residential burglary at community level

¢) Residential mobility was not significantly associated with
burglary victimisation

d) The percentage of teenage population was negatively
associated with residential crime victimisation
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Table 2.2 (Continued)

Date of . . Time
Author(s) publication Location Data source  Sample size frame Focus Key findings relevant to burglary victimisation
o About 4% respondents reported a burglary victimisation in the past
Individual . > V1. . . _—
vietim 2004 Mu}tl!evel . Tar.get attractiveness (household income), guardlansh.lp (.lengtlll of
L. Zhang ) survey 2,474 survey  (victimisa- logistic residence and “somebody home’ as occupancy) were in line with
o t al 2007 China (random/ réspon dents tion in the  resression of the llterat[ure, so as collective efficacy and public cpntrql N
- purposive past 5 yrs.) burglary * Some neighbourhood structural factors such as residential stability
sampling) ' victimisation had conflicting findings with the West. A residential stable

neighbourhood was found a risk factor for burglary at a
neighbourhood level

Note. RV = repeat victimisation; NRV = near repeat victimisation; min Park's (2015) study was not included in this table as it examined eight types of victimisation (ranging from
robbery to automobile theft) as a sum rather than burglary alone.
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burglary victimisation being observed in greater China? than other Asian
settings. It is also noted that most studies on Taiwan in Table 2.2 tend to be
Chinese publications (n=3). Among these three studies, merely one study
provided information on the prevalence of burglary in Taiwan (H. C. Wang,
2015), leaving it challenging for international researchers to conduct

comparative studies.

Two additional points are considered noteworthy. First, among the limited
Asian studies on single burglary victimisation (n=4), it is suggested that the
opportunity framework can be applied in the Asian context to some extent.
For example, security measures (e.g. dogs, alarms, etc.) are found to be
effective protections against burglary victimisation in Malaysia (Chiew et al.,
2020) and Taiwan (H. C. Wang, 2015), though they are not in South Korea
due to a possible issue of time order between security installation and burglary
incident (Roh et al., 2010). However, only two Asian studies have
systematically applied an opportunity framework to explore burglary
victimisation: one in South Korea (Roh et al., 2010) and the other in China
(L. Zhang et al., 2007). Both studies have examined criminological
opportunities from individual- and neighbourhood-levels. Taiwan contains no
systematic research applying such a multilevel-opportunity framework to
single burglary victimisation. Furthermore, the two studies on opportunities
date back to a decade ago. The lack of contemporary and systematic research
raises concerns about generalising the opportunity framework to an Asian

context.

Second, evidence on some neighbourhood factors within the opportunity
framework is not consistent with the Western literature. For example, in the

Chinese study a residentially stable neighbourhood (defined in the study as

2 Greater China refers to a geographic concept that contains the People's Republic of China
(sometimes referred as PRC or mainland China), the Republic of China (ROC, in the current
thesis referred as Taiwan), the Hong Kong Special Administrative Region of the PRC
(commonly known as Hong Kong) and the Macau Special Administrative Region of the PRC,
where ethnic Chinese constitute the majority of the population (Lo, 2016).
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residents’ lengthy residence in neighbourhoods) was found to be a risk factor
for burglary at the neighbourhood level (L. Zhang et al., 2007), whilst
residential stability was suggested to be a protective factor against crime and
disorder within a neighbourhood in some Western studies (R. J. Sampson et
al., 1997; R. J. Sampson & Raudenbush, 1999). The inconsistency suggests a
necessity of further evidence. More discussions about Asian research on
burglary will be provided in Chapter 4 (Section 4.1.2). Additionally, the
following sections discuss crime victimisation from an offline context

(burglary) to an online context (cybercrime).
2.2.2 Opportunity in an online context — cybercrime

Over the past two decades, there has been an emerging body of literature
dealing with criminal victimisation in an online context. Despite this, it is
widely acknowledged that there is no consistent definition of what constitutes
a cybercrime. Broadly speaking, online victimisation may include offences
that “involve and depend on the use of new communication technologies for
their commission” (Leukfeldt & Yar, 2016, p. 263). These offences can be
‘old’ crime forms like fraud, stalking, bullying or pornography, albeit
utilising new online venues (‘computer-assisted crimes’). Or these offences
can take on new forms of crime like computer hacking and the distribution of
malicious software (‘computer-focused crimes’). This distinction between
computer-assisted and computer-focused crimes is also a common approach
to classify cybercrime. Computer-assisted crimes refer to crimes that pre-date
the internet but take on new forms of modus operandi in an online context
whilst computer-focused crimes refer to crimes that have emerged only with
the internet and could not be committed without the use of the internet (Yar

& Steinmetz, 2019).

Notably, these new forms of cybercrime sometimes act in a similar fashion
to traditional crime. Malware, for example, has many similarities with
burglary, in the sense that malware infects and compromises computer

systems similarly to how burglars illegally enter a dwelling (Bossler & Holt,
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2009). In this sense, the aforementioned classification between computer-
focused crimes and computer-assisted crimes may limit the scope of
criminological research given its exclusive focus on the technology rather
than the relationship between offenders and victims/targets (Yar & Steinmetz,

2019).

Yar and Steinmetz (2019) alternatively proposed a classification of
cybercrime using existing legal frameworks: crime against property, against
morality, against the person and against the state. Briefly speaking, crime
against property includes stealing physical or intellectual property or
trespassing into other individuals’ property and/or causing damage. Examples
would be credit card fraud, piracy, hacking or virus attacks. Crime against
morality is about breaching laws to do with obscenity and decency. An
example here would be cyber-pornography. Crime against the person refers
to illicit behaviours that cause psychological harm to or encourage physical
harm against other people. Examples are hate speech, stalking or bullying.
Lastly, crime against the state refers to activities that endanger the nation or
its infrastructure, including terrorism, leakages of official confidential
information, and so on. Such a classification aids in explaining the
relationship between offenders and victims, by utilising the opportunity

framework (Yar & Steinmetz, 2019).

First posited by Marcum (2008) and reassessed by Mesch (2009), the RAA
and LRAA have gained substantial attention in terms of cybercrime, though
with a particular focus on cyberbullying (Bossler & Holt, 2009; Navarro &
Jasinski, 2012; Reyns et al., 2011). To recap, the aforementioned opportunity
model (including LRAA) involves five elements: attractiveness, exposure,
proximity to potential offenders, absence of guardianship and specific
properties of specific crimes (Cohen et al., 1981). In applying the LRAA, it
is recognised that the elements involved do not have to be present in the exact
same moment and in the same physical location. These elements could
conceivably converge in a virtual network and the contact between victims
and offenders can be delayed due to the fluidity of virtual spaces (Reyns,
2017). In this sense, it is argued that the LRAA is applicable to cybercrimes.
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Below I provide a short review of the opportunity elements described
above discussed in the context of cybercrime. To avoid repetition, I will delay
discussing the properties of specific cybercrimes until Chapter 6, which deals

with this issue.

2.2.2.1 Target attractiveness/vulnerability in an online

context

Previous research identifies three common characteristics of target suitability
for cybercrime: gender, disability and public Wi-Fi use (see e.g. Kalia &
Aleem, 2017; NortonLifeLock Inc., 2020; Rose et al., 2015). Gender is one
of the most extensively researched demographic characteristics for online
crime risks, but there is conflicting evidence for which gender is more
vulnerable. Take cyberbullying, for example. Some researchers have found
that males are at a higher risk of being cyberbullied as they are more prone to
engage in risky online activities than are females (Henson et al., 2013; X. Li
et al., 2006). Conversely, a more recent study suggested that females were
more susceptible to cyberbullying as they might be perceived by offenders as
‘softer’ targets who are less likely to report victimisation due to fear of

reprisal (Kalia & Aleem, 2017).

Disability is another well-studied characteristic related to online target
attractiveness. Under the UK Equality Act 2010 (Government Equalities
Office, 2013), disability is defined as a “physical or mental impairment and
the impairment has a substantial and long-term adverse effect on his or her
ability to carry out normal day-to-day activities” (Government Equalities
Office, 2013, p. 7). However, evidence on the link(s) between
(cyber)victimisation and disability may draw on a wider definition covering
both chronic conditions and disabilities (Alhaboby et al., 2019). Such
evidence includes many forms of physical impairments (Mueller-Johnson et
al., 2014), a range of mental/psychiatric problems (Sourander et al., 2010)

and neurodevelopmental disorders such as Autism Spectrum Disorders
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(Schroeder et al., 2014), intellectual disabilities (Didden et al., 2009), learning

disabilities (Barringer-Brown, 2015), or other health care issues.

It is argued that individuals with disabilities may be more suitable targets
for cybercrime as they are often marginalised by peers, lack social support,
have difficulties participating in social interactions, or even understanding
their victimisation. These vulnerabilities thus place them at higher risk of
online victimisation, and cyberbullying in particular (Rose et al., 2011, 2015;
Schroeder et al., 2014). More systematic evidence can be drawn from a recent
review of eight studies conducted in Europe, North America, the Middle East,
and Australia, suggesting that students with neurodevelopmental disorder are
more likely to experience cyberbullying compared to students without any

neurodevelopment conditions (Beckman et al., 2020).

The last identified risk factor with regard to target attractiveness is the use
of public Wi-Fi. This is considered to be a risk factor for victimisation
because an offender is able to get in between data transmissions from point A
(device) to point B (service/website) and read these data when a device makes
connection to the internet. This vulnerability arises when connecting to a
poorly secured Wi-Fi network that hackers and their malware may target.
Users fall prey to cybercriminals who access their information, which enables
them to steal personal information, gain access to their devices, or install
malware. Modus operandi may vary, however. For example, it is possible for
cybercriminals to steal a users’ identity or infect the computer with viruses.
Several anti-virus companies, including Norton and Kaspersky, warn of the
risks of using public Wi-Fi about malware infection, account hijacking and
credential leakage (AO Kaspersky Lab, 2020; NortonLifeLock Inc., 2020). A
Home Office report has further found a greater proportion of public wi-fi
users experiencing more security breaches compared with those using home
connections (53% versus 35%, see McGuire & Dowling, 2013). However,

vulnerabilities among public Wi-Fi users warrant more empirical evidence.

It is, however, challenging to classify the use of public Wi-Fi as a measure

of target attractiveness or exposure to risk. Potential offenders may consider
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these users as easy targets who are less aware of cyber security, thus more
attractive and vulnerable to the offenders. Noticeably, the use of public Wi-
Fi might also expose the users to potential offenders at the same time.
Nevertheless, the thesis would conceptualise Wi-Fi use as target
attractiveness rather than exposure to risk (I will return to the

conceptualisation issue in Section 6.3.2.4).

2.2.2.2 Exposure and proximity in an online context

The second and third elements drawn from the opportunity framework are
exposure to risk and proximity to potential offenders, discussed here in an
online context. The two elements overlap and are not easy to separate. The
main difference between these two elements is suggested to be “whether the
individual performs online activities on his or her own online “turf” (i.e.
exposure to cyber risk) or whether they enter someone else’s domain (i.e.
proximity to cyber offenders)” (Vakhitova et al., 2019, p. 229). Nevertheless,
it is often difficult to classify the domain where an online activity is performed
due to the fluidity of cyberspace. For example, an individual’s activity of
searching information online seems to start by performing the act on his or
her own turf, but the following click on the resultant page will redirect them
to someone else’s domain. Arguably, it is more important to understand the
risk associated with an individuals’ online behaviours than to distinguish
between the domains where those behaviours take place. Hence, it is more
practical to discuss these two elements together as “exposure/proximity to
potential offenders”. An online activity can be viewed as a virtual avenue
where potential targets might meet potential offenders online?. Different

activities thus create different levels of risk.

Several studies have provided evidence on the effect of individuals’ online
activities in explaining the variation in cybercrime victimisation and have
suggested that different activities are related to different types (and levels) of

victimisation. For example, online purchasing has been found to be a reliable

3 Though the contact between victims and offenders can be ‘delayed’ (see Reyns, 2017).
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risk factor for internet fraud victimisation, while behaviours like e-banking,
online shopping, emailing, downloading, and selling on online auction sites
are shown to predict an individual’s risk of online identity theft (Pratt et al.,
2010; van Wilsem, 2013a; M. L. Williams, 2016). Furthermore, behaviours
such as communicating with others online (e.g. in online chatrooms or forums)
or sharing personal information (e.g. active social networking, or frequent site
profile updating) are positively related to an individuals’ risk of experiencing
online bullying or harassment (Bossler & Holt, 2009; Hinduja & Patchin,
2008; Marcum, 2008; Marcum et al., 2010; Mesch, 2009; Navarro & Jasinski,
2012; Reyns et al., 2011). To summarise, consistent with the RAA approach
in particular and EC more generally, the emerging evidence on cybercrime
further highlights the importance of being crime specific. More online
activities judged to be risk factors for cybercrime victimisation will be

detailed in Chapter 6 (Section 6.1.2).

2.2.2.3 Guardianship in an online context

The last element to be discussed here is guardianship. Guardianship in
cyberspace can be refer to both persons (e.g. law enforcement officers,
parents or family members) or objects (e.g. anti-virus software, firewall
software, family safety tool services and apps) (Yucedal, 2010). Specifically,
in line with the conceptualisation of guardianship discussed in Section 2.1.1.2,
in this thesis physical guardianship in cyberspace refers to the use of tools and
target hardening techniques (e.g. self-protection measures such as anti-virus
and firewall software) whilst social (interpersonal) guardianship involves the
presence of various human elements which serve to reduce the likelihood of
a cybercrime occurring (e.g. formal and informal social control and
surveillance measures such as parents, friends, peer, police or network

administrators).

The operationalisation of capable guardianship in cyberspace covers a
range of measures. The proxies used for measuring guardianship in previous

studies on online victimisation include: (a) the use of self-protection measures

67



such as anti-virus software, spyware, or firewall software (Leukfeldt, 2014;
Lwin et al., 2012; Marcum et al., 2010; Ngo & Paternoster, 2011); (b) digital
awareness such as having computer skills and education on cybercrime (Ngo
& Paternoster, 2011); (c) social/interpersonal guardianship such as peer
deviance (Bossler et al., 2012; Reyns et al., 2011) or parental support and
friendship in an offline environment (J. Wang et al., 2009); and (d) the
presence of parent/teachers/others accompanying internet users or monitoring
the use of a computer (Marcum et al., 2010). While one study found a negative
association between parental support and adolescents’ involvement of
cyberbullying (J. Wang et al., 2009), most studies have found little empirical
support for guardianship in explaining patterns of online victimisation (for
summary of relevant research see Leukfeldt & Yar, 2016; Vakhitova et al.,
2016). These findings clearly go against the RAA. A possible explanation
might be the fact that the concept of guardianship functions differently online.
The measures used in the aforementioned studies do not truly reflect the way
guardians supervise targets online. The operationalisation of capable
guardians might thus be tailored in an online context, which is considered by
researchers as more challenging than other concepts such as exposure and

proximity in the context of online victimisation (Leukfeldt & Yar, 2016).

However, situating capable guardianship in cyberspace remains a
challenge for researchers. Firstly, it is difficult to quantify online
interpersonal interactions as they might be influenced by offline interactions.
The inclusion of both online and offline information might require the use of
a lengthy questionnaire that is not welcomed by participants. Second, capable
guardians may change dramatically from one type of cybercrime to the next.
For example, up-to-date anti-virus software might be effective against
malware. However, banks may act as a more competent guardian in terms of

phishing attacks that ‘resulted in financial damage’ (Leukfeldt, 2014).

Additionally, evaluating the timing of installing self-protection measures
before/after online victimisation may not be as easy as when done offline (for
example, burglar alarms against burglary). Due to the diversity and

complexity of online victimisation, it is difficult to clarify the event order. For
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example, an individual might encounter a virus attack, turn to installing anti-
virus and anti-intrusion software and then encounter another attempt of
identity theft. Therefore, it is sometimes difficult to define if the installation
of security measures occurred before or after criminal victimisation,

particularly in the case of repeat victimisation.

A sequence of events further challenges the identification of causal
relations between installation of security measures and cybercrime
victimisation. Without knowledge about antecedents of all other types of
victimisations, we might find a positive relationship between self-protection
software and one type of victimisation. That is to say, a false positive
relationship between anti-virus software and identity theft is likely to be
observed in the example given above. To put it differently, it is difficult to
evaluate the timing of installation of each security measure against a range of
victimisation within merely one single study. Overall, the difficulty in
quantifying online interpersonal interactions, the diversity in capable
guardians across types of cybercrime, and the complexity in evaluating the
timing of security installation make the operationalisation of guardianship in

the cyberspace challenging.
2.2.3 Situational crime prevention

Opportunity structures differ from one crime to the next. The examination of
criminogenic circumstances helps us understand patterns and causes of
specific types of crime. Understanding specific opportunity structures is
crucial for the implementation of situational crime prevention (hereafter SCP)
(Clarke, 1995). SCP attempts to make crime less likely to happen by changing
the immediate circumstances where crime is carried out, rather than
(attempting to) changing the disposition of offenders. SCP thus seeks to
introduce measures into an environment to reduce the likelihood that
opportunities are seized (Clarke, 1997). This is the underpinning logic of EC

as mentioned above.
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SCP reinforces the importance of understanding how crime is committed
and distinguishes motivation from motive. Motivation refers to a criminal
motivation, or say a long-term disposition to engage in crime, whilst motive
is an immediate driver of behaviour (Clarke, 2016). It is thus more important,
according to advocates of SCP, to understand offenders’ motive than
motivation, by which criminal behaviours could be intervened and crime
could be prevented. This practical initiative complies with EC, which, for the
purposes of crime prevention, tends to place higher value on the nearer
(situational) causes of crime more than the distant causes (dispositions). This
does not mean that altering distant causes is not important, but that changing
dispositions is a difficult and long-term proposition. Reducing opportunities

can produce immediate reductions in crime in the here and now.

To date, 25 techniques have been proposed for SCP, grouped under five
main headings or mechanisms: increase the effort, increase the risks, reduce
the rewards, reduce provocations, and remove excuses. These five
mechanisms incorporate several different theoretical perspectives: the first
three derive from rational choice perspective to increase the effort needed for
crime commission, increase the risks of detection or apprehension and reduce
the rewards earned by offenders (Cornish & Clarke, 2016); reducing
provocations derives from social and environmental psychological theory to
reduce provocations that precipitate criminal acts (Wortley, 2001); and
removing excuses derives from Sykes and Matza's (1957) social deviance
theory of "techniques of neutralisation" and Bandura's (1976) social learning
theory of violence to remove offenders’ justification for crime commission as

an act of ‘everyone doing it’ (see Homel & Clarke, 1997).

There is a large number of specific interventions that might activate these
crime prevention mechanisms. Target hardening (increase the effort), formal
surveillance strengthening (increase the risks), target removal (reduce the
rewards), dispute avoidance (reduce provocations) and rule setting (remove
excuses) are all examples of SCP techniques which relate to different
preventive mechanisms (see Clarke, 2016; Clarke & Eck, 2005). As each type

of crime relates to different opportunity structures, those techniques are
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crime-specific. For example, target hardening describes a technique that
increases the security of a victim/target, making it more difficult to be
victimised, thereby increasing the effort needed by the offenders to succeed.
In this sense, target hardening might be the installation of an immobiliser

against auto theft and the installation of anti-virus software against malware.

It is, however, noted that there is some overlap among these classifications.
For example, a technique to strengthen formal surveillance (e.g. the
assignment of security guards in shops) would increase offenders’ risk of
apprehension for committing theft and thus increase offenders’ effort to make
a crime succeed. This means that there is sometimes difficulty in classifying
measures by the five main headings and therefore some measures can be
classified under more than one (Clarke, 1997). Yet the principle embedded in
SCP is the same: to manipulate the opportunity in environment to make crime

less likely to succeed.

Despite gaining a gradual acceptance within crime research, SCP is
sometimes criticised for two main aspects: (1) theoretical and conceptual
inadequacy and (2) ethical foundations and social outcomes (Wortley, 2010).
Table 2.3 summarises Wortley's (2010) work on the main criticisms against
SCP and the responses to each criticism. Criticisms are that SCP: (1)
simplifies responses to a complex social problem; (2) ignores the root causes
of crime; (3) will only displace crime but not prevent it; (4) does not work for
‘irrational’ crime; (5) uncritically supports the status quo (e.g. focusing on the
crimes of the poor and disadvantaged); (6) can only be afforded by the rich
as governments withdraw from law enforcement; (7) blames the victims and
revokes government’s role in law enforcement; (8) invades and restricts
personal freedoms by increased surveillance; and (9) creates an isolated

society by forms of obtrusive security (e.g. locks, bars, guards, etc.).
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Table 2.3 Criticisms and responses of situational crime prevention (SCP), as

proposed by Wortley (2010)

Sorts of criticisms

Criticisms

Responses

Theoretical &
conceptual

Simplifying
responses to a
complex social
problem

Target-hardening is just one of 25 major
techniques of SCP. The choice of appropriate
intervention requires a tailored scheme into the
crime problem of interest.

Ignorance of the
root causes of
crime

Situations are also one cause of behaviour. It is
sometimes difficult to alter the distal causes of
crime (e.g. criminal dispositions) but relatively
easy to make the near environment unfavourable
for crime commission.

Crime
displacement
rather than
prevention

Empirical evidence has shown little chance of
displacement and often observed a diffusion of
benefits (i.e. preventative effects beyond the
original target). Even if displacement occurs, the
amount of crime is often reduced.

Inappropriate for
‘irrational’ crime

Recent evidence supports that, by altering
situational factors that provoke crime, SCP can
be applied in a range of ‘pathological’
behaviours including suicide, child sexual abuse,
serial murder, and drug addiction.

Social & ethical

Uncritical
support of the
status quo (e.g.
ignoring crimes
of the affluent
and crimes
against women
and minorities)

SCP is pragmatic and targets both offenders and
victims. It also applies in crimes of the affluent
and crimes against women and minorities,
including computer fraud, assault, and rape.

Privileged access
by the rich due to
governments’

withdrawal from
law enforcement

There is little evidence that governments are
withdrawing from law enforcement.

Victim blaming

SCP assists citizens with advice on what routine
security precautions are most effective.
Governments should not take full responsibility
in public safety and in some circumstances
where irresponsible victims generating crime
problems should be blamed.

Invasive and
oppressive
intervention due
to increased
surveillance

Personal freedoms can be ensured by checks and
balances in democratic societies. Increased
surveillance should be justified if benefits
outweigh the costs, e.g. airport screening
procedures against the threat of terrorism

Creation of a
fearful and
distrustful society
divided by forms
of obtrusive
security

Target-hardening is just one of 25 major
techniques of SCP, many of which involve
‘softening’ the environment, increasing
community interaction, or reducing fear of
crime.

Source: Wortley (2010)
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Responses to those criticisms can also be seen in Table 2.3. An example
response to the criticism that SCP merely applies in tackling property crime
is that by altering the situational factors that provoke crime to occur, SCP can
also work for so called ‘irrational’ or predatory crimes. These may include
homicide (Tillyer & Kennedy, 2008), child sexual abuse (Terry & Ackerman,
2008; Wortley & Smallbone, 2006), or organised crime (Bullock et al., 2010).

The thesis however has an exclusive focus on two categories of offence,
burglary and cybercrime, on which the following discussion on SCP would

be centred.

2.2.3.1 Situational crime prevention and burglary

Burglary is one of the most targeted offences to which SCP has been applied
to manipulate the immediate environment, making it less favourable for
offenders. Table 2.4 shows examples of burglary prevention strategies that
draw on SCP. Examples include target hardening (e.g. installing security
alarms) or natural surveillance assistance (e.g. implementing neighbourhood
watch schemes) to increase the effort/risks and target concealment (e.g.
keeping curtains down or hiding valuables) to reduce the rewards perceived

by burglars.

Specifically, a typical form of SCP that aims to reduce the opportunity for
domestic burglary is alley gating (Johnson & Loxley, 2001) — the installation
of security gates across footpath and alleyways that can control potential
offenders’ access to potential crime targets (i.e. increasing the effort). A
recent synthesis of evidence has further suggested alley gating a modest but
significant effect of burglary reduction, with little evidence of spatial

displacement (Sidebottom, Tompson, et al., 2018).

In regard to the comprehensive effectiveness of SCP against burglary,
Bowers and Johnson (2003) evaluated 21 burglary reduction projects located
in the North of England. They found location-specific SCP and stakeholder
interventions were the most successful at reducing burglary. The former

involved interventions such as target hardening of individual households and
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household surveillance. Overall, evidence supported the effectiveness of SCP

for burglary prevention (see Bowers & Johnson, 2003).

Table 2.4 Examples of SCP techniques against domestic burglary

Increase the effort Increase the risks Reduce the rewards

e Conceal targets:

e Target harden: * Extend guardianship: hiding valuables, keeping
double glazing windows, ‘cocoon’ neighbourhood curtains down ’
locks, security alarms watch?, leaving signs of Remove targets:
* gorlllt.r(.)l access to occupancy when away cash reduction at home
acilities: from the house : .
alley-gating, defensible o Assist natural * Identlfty prop E.rty'
space designs for housing surveillance: property marking (¢.g.

SmartWater technology5 )
e Disrupt market:

monitor pawn shop
e Deny benefits:

ink tags, "National

improved street lighting,
neighbourhood watch,
windows overlooking
gardens and clear
sightlines with no high

walls Mobile Property
e Reduce anonymity: lgjélcsézr" for valuable

guest registration

e Use place managers:
apartment complexes
with doormen

o Strengthen formal
surveillance:
burglar alarms, video
cameras

Sources: Adapted from Clarke (2016); Clarke and Eck (2005)

2.2.3.2 Situational crime prevention and cybercrime

As mentioned, there is an emerging trend to examine cybercrime
victimisation using an opportunity framework (e.g. Choi, 2008; Leukfeldt &
Yar, 2016; van Wilsem, 2011). Meanwhile, researchers have utilised SCP to
cybercrime prevention, by changing the conditions and circumstances of risk
factors online. SCP has been expanded to a range of cybercrime from crime

against property (e.g. malware attack see Leukfeldt, 2015), crime against the

4 Close groupings of dwellings share information and support each other.

A technology that uses ‘traceable liquids’ and forensic asset marking system that can be
applied onto the values to identify thieves (SmartWater Group, 2021) and deter theft by
reducing the rewards and increasing the risks of detection.
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person (e.g. cyberstalking see Reyns, 2010), crime against morality (e.g.
online pornography see Me & Spagnoletti, 2005), and further to crime against

the state (e.g. organisational information security see Beebe & Rao, 2010).

Table 2.5 shows 16 cyber-related SCP techniques summarised by Back
and LaPrade (2020). Their work drew upon the original SCP research (Clarke,
1995; Cornish & Clarke, 2003) and incorporated some cyber-SCP research
(Beebe & Rao, 2005; Hinduja & Kooi, 2013). There were 46 cybercrime
measures included under the four categories: increase the effort, increase the
risks, reduce the rewards, and remove the excuses. Generally speaking, Back
and LaPrade's (2020) study identified the three most commonly used cyber-
SCP techniques: target hardening, entry/exist screening and reducing
temptation. It further provided empirical evidence supporting the use of these

three techniques to effectively prevent crime in an online setting.

It is noted that Back and LaPrade's (2020) summary of cyber-SCP
techniques focused extensively on information security. Furthermore, their
work did not include the category of reducing provocations which is
considered critical to the current cyber-SCP researchers (e.g. Leukfeldt &
Kleemans, 2020). Specifically in terms of phishing or banking malware,
money mules are recruited in the criminal network to assist offenders’ money
withdrawal. Some money mules believe that they are conducting a legitimate
transaction or that there are no victims (or that the victims are to be blamed
as they have exposed themselves to the risks of cybercrime). Despite the
neutralisation techniques that remove money mules’ excuses, reducing
provocations such as reducing peer pressure and imitation might also work to
make the recruitment of money mules more difficult, thus preventing

financial cybercrime (Leukfeldt & Kleemans, 2020).
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Table 2.5 Back and LaPrade's (2020) cyber-situational crime prevention

techniques

Opportunity- Cyber-SCP

Reducing Strategies  Techniques Cybercrime Prevention Measures

a) Firewall: perimeter, b) firewall:
1. Target harden interior, c) internal firewall, d) patch
computers

a) Digital signatures, b) password
2.Access control management, ¢) single sign-on, d) access
control list

Increase Efforts a) Honeypot (i.e., identifying malicious

3. Deflecting offenders hackers), b) honeynet (i.e., identifying

bots/zombies)
a) Reference check, b) criminal
4. Controlling background check, c) identity
facilitators management, d) role-based access
control

a) intrusion detection system, b)
intrusion prevention system, ¢) anti-

5. Entry/exit screening  virus, d) anti-spyware, e) use content
filtering, f) email content filtering, g)
spam filtering, h) web content filtering

6. Formal surveillance a) bot monitoring, b) monitor activity, c)

Increase Risks monitor for rogue devices
7. Surveillance by a) employees mandatory training, b) full-
employees time IT officer

a) peer-to-peer technology: monitor
8. Natural surveillance  bandwidth, b) peer-to-peer technology:
shape bandwidth

a) encryption data on hard drive, b)
encryption backup data for off-site
storage, ¢) monitor use of backup media
(e.g., USB drives)

9. Target removal

10. Identifying a) information asset classification

property
Reduce Rewards 11. Reducing a) level of sensitive information sharing,
temptation b) physical separation

a) encryption (e.g., WEP, WPA), b)
encryption data in transit (PKI, SSL,
HTTPS), c) encryption data on network
or computers

12. Denying benefits

13. Rule setting a) user agreement, b) acceptable use

policy/laws

14. Stimulating a) warning banners on website, b) codes
conscience of ethics

Remove Excuses . . . .
15. Controlling a) warning violators, b) suspension, c)
disinhibitions dismissal, d) restricted access to network
16. Facilitating a) cybersecurity education for staff,
compliance faculty, and student

Sources: Back and LaPrade (2020); adapted from: Beebe and Rao (2005); Clarke (1995);
Cornish and Clarke (2003); Hinduja and Kooi (2013)
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However, the aforementioned gap observed in Back and LaPrade's (2020)
work also reinforces SCP as a crime-specific approach to crime prevention.
Techniques may thus perform better in particular types of cybercrime. For
example, the use of target hardening techniques (e.g. enhanced and up-to-date
computer security) and improving access control (e.g. via frequent password
changes and multifactor authentication® to access devices) might make
cybercriminals more difficult to access potential victims (i.e. increasing the
effort). The techniques are thus expected to tackle hacking or identity theft in
particular (Anandarajan & Malik, 2018; Choi, 2008). Additionally,
abnormality detection, log data gathering, or periodic audits, which increase
offenders’ perception of the risks involved in committing crime, would work
in dealing with insider threat such as hacking (Stockman, 2014) and employee
fraud (Willison & Siponen, 2009). With regard to financial cybercrimes as
mentioned above, it is suggested that SCP could target money mules through
awareness campaigns to interrupt the criminal network: (a) to reduce
provocations (e.g. peer pressure) that incite criminal behaviours; (b) to
remove excuses by making potential money mules aware of their participation
in the criminal network. In this way, the recruitment of money mules becomes
more difficult, stolen money is less likely to be transferred, and some financial

cybercrime is disrupted (Leukfeldt & Kleemans, 2020).

Notably, some researchers further argue that SCP needs to be adapted
when being applied online. Specifically, it is argued that cyber-SCP will have
to focus more on the role of other stakeholders than just the users themselves
(Jansen & Leukfeldt, 2016). Such an argument is based on evidence
suggesting that online victimisation is often related to users’ legitimate
routines and that there is a limited effect of anti-virus software on averting
victimisations such as phishing attacks or malware infection (Bossler & Holt,
2009; Jansen & Leukfeldt, 2016; Leukfeldt, 2014, 2015). In the example of
malware infection, the role for owners of (popular) websites becomes crucial

in curtailing victimisation as potential offenders might lurk in these online

¢ Examples are biological scans and one-time passwords sent as text messages to cell phones.
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places and the owners of these places have responsibilities to protect their
visitors from getting infected. Researchers therefore suggest that more
responsibilities should be carried out by owners of each domain. However,
this point of view does not distinguish cyber-SCP from offline settings. The
responsibility of website owners and hosting companies to reduce online
victimisation is similar to that of bar owners to deal with violence in the bars
by interventions like live music elimination (R. Sampson & Scott, 1999) or

the use of plastic cups and bottles (Merseyside Police, 2001).

Overall, SCP provides a viewpoint that crime prevention should never be
the sole responsibility of a standalone stakeholder but responsibility should
be shared by all those involved in providing opportunities for crime. The
impact of specific stakeholders may vary across specific crimes. Yet evidence
so far has supported SCP as an applicable approach in preventing both offline

and online victimisation.

Sections above discuss the theoretical background of criminal
victimisation and the aspects of prevention informed by theories — particularly
with regard to burglary and cybercrime. The following sections would then
cover the literature on specific types of victimisations — namely repeat
victimisation and poly-victimisation that inform the remaining empirical

studies in this thesis.

2.3 Repeat victimisation and poly-

victimisation

In contrast to single victimisation, repeat victimisation refers to the situation
in which a crime target (a person, object, or household) suffers crime on
multiple occasions over a given time period (a calendar year for instance)
(Grove & Farrell, 2012). RV derives from one of the most consistent findings
in crime research, that crime incidents are not equally distributed over places
(Favarin, 2018; Lee et al., 2017) and victims (O et al., 2017). RV describes

the concentration of crime incidents on the same target (crimes per victim),
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compared to the prevalence of crime over the whole population of targets
(victims per head) and the incidence of crime, which denotes the average
number of crimes per 100 (or some other denominator) of the population at

risk (crimes per head) (Farrell, 1995).

Distinctive from RV, which refers to an individual’s victimisation of the
same form of offence, the concept of ‘multiple victimisation’ describes
individuals’ experiences of one or more incidents of different forms of
offences over a given period (Tseloni & Pease, 2005). An example of multiple
victimisations is when an individual has experienced a burglary, an auto theft,
and a fraudulent incident in the past year. Confusingly, some early studies
also used ‘multiple victimisation’ to describe incidents in which multiple
offenders commit a crime or in which more than one victim is affected in a
single incident (e.g. Sparks, 1981). To avoid uncertainty, ‘poly-victimisation’
will be used in this thesis to describe individuals’ experience of multiple
forms of criminal victimisation over a given time period (Finkelhor et al.,

2009; Le et al., 2016; Turner et al., 2017).

Below I introduce the literature on RV and poly-victimisation.

2.3.1 Theoretical background and mechanisms of

repeat victimisation

The literature on RV dates back to the 1970s in the US and the phenomenon
has now been researched and identified in many countries and across many
crime types (Farrell & Pease, 2014). Four recurrent findings are identified: (1)
a small number of repeat victims typically account for a sizable proportion of
all victimisations; (2) repeat victimisation occurs quickly in the wake of an
initial victimisation; (3) repeats are highly prevalent in high crime areas; and
(4) prior victimisation tends to be a reliable predictor of future victimisation
(see e.g. Farrell et al., 1995; Farrell & Pease, 2017; Townsley et al., 2000).

Discussing each finding in turn.
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Firstly, a considerable volume of crime is repeat victimisation against the
same targets. Generally speaking, crime victimisation surveys in
industrialised countries find that an average of 40% of crimes that have been
committed against individuals and households are repeats against targets with
prior victimisation in the same year (Farrell & Bouloukos, 2001). In England
and Wales, for example, about half of property crime and two-thirds of
personal crimes (including violent crime) are repeats against the same
targets/individuals in the same survey period. Research on ‘super targets’
(also known as chronic victims) indicates that they accumulate a
disproportionate volume of crime: 2% of the super targets account for 44%
of property crime and 1% of them account for 59% of personal crime (Farrell

& Pease, 2017).

The second consistent finding is that when RV occurs, it tends to happen
quickly (Polvi et al., 1991). For example, in their research analysing repeat
burglaries , Polvi et al. (1990) found that half of the second repeat burglary
occurs within seven days following the initial incident. A possible
explanation why RV happens so quickly is that offenders attempt to minimise
the changes that could be made (e.g. removal of values, strengthened security)
after their previous offence (Grove & Farrell, 2012). Burglars are found
returning quickly to the dwelling if they are aware of values left behind and
the layout, though some may delay their return for a few weeks so that
insurance payments would replace stolen items (Clarke et al., 2001). The
third consistent finding is that repeats are highly prevalent in high crime areas.
This is based on two possible mechanisms. On the one hand, targets (persons,
households or places) in high crime areas encounter a greater risk of initial
victimisation for many crimes, and they often lack the resources to curtail a
subsequent offence by quickly improving security measures (Weisel, 2005).
On the other hand, an area with high crime prevalence and incidence rates
tends to have a shorter time course of revictimisation than a low-crime area,
though the time course may vary by crime type and local circumstance
(Farrell, 1995). A shorter time course of revictimisation observed in high-

crime areas might be attributed to a larger pool of chronic victims shortening

80



the time-course of revictimisation (Townsley et al., 2000) or chronic
offenders having shorter between-times of commission by virtue of
familiarity with the targets. These make repeats more likely to be observed in

high crime areas.

Lastly, prior victimisation tends to be a good predictor of future
victimisation. This embodies two theoretical processes that have been
proposed to explain RV: risk heterogeneity (flag accounts) and event
dependence (boost accounts) (Johnson & Bowers, 2004b; Pease & Tseloni,
2014; Townsley et al., 2003). The former states that there are certain
characteristics that make some targets more susceptible to victimisation than
others, independent of their victimisation history. These characteristics ‘flag’
their target suitability to potential offenders (Pease, 1998). In this process,
prior victimisation, as a sign of vulnerability, may predict future victimisation.
In the context of residential burglary where this thesis concerns, such flags
include easy accessibility, poor security and signs of inoccupancy (Bowers et
al., 2005; Johnson, 2008), providing clues for rational offenders to judge the

perceived risks and efforts associated with burgling a household.

The second mechanism — event dependence — suggests that an initial
successful victimisation ‘boosts’ the likelihood of further victimisation in the
future. Because of their increased familiarity with the targets and surrounding
areas following the initial offence, the offenders are boosted to revisit the
previously victimised targets (see e.g. Chainey & da Silva, 2016). To put it
differently, success breeds repeats. This applies especially in the context of
burglary. Burglars are more likely to return to the same property once they
have successfully burgled it and have learned that the target is worth revisiting.
This may be because of their increased familiarity with the layout and (the
lack of) security measures in the property, or because they are returning for
those goods they couldn’t take on the first occasion (M. Shaw & Pease, 2000).
This mechanism relates to the rational choice perspective (Clarke & Cornish,
1985), in which the perceived risk of subsequent burglaries by offenders
against the same property is reduced by increased awareness and familiarity

following the successful completion of the initial offence.
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Both mechanisms are widely used to explain why repeats occurs. Two
main differences in terms of causality are raised: who commits repeats and
the time interval between repeats (Chainey & da Silva, 2016). First, as success
breeds repeats, the boost account implies that repeats are likely to be
committed by the same offender’. In fact, it was found that within a 15-day
timespan, 95 percent of repeat burglaries were committed by the same
offender. When the timespan was extended to less than 3 months, the
proportion slightly declined yet 91 percent of repeats still involved the same
offender (Bernasco, 2008). Conversely, the flag account does not suggest this
causality as repeats are independent of prior victimisation. A repeat offence
can be committed by a different offender than who committed the initial
offence. Second, the boost account suggests a temporal causality so that a
repeat would follow swiftly after an initial incident. Instead, the flag account
might suggest that the time interval between an initial offence and a repeat is
more likely to be random. In practice, both mechanisms are combined to
explain RV. That is, the flag characteristics may initially attract an offender
because the target is recognised as an easier one, with the risk of future

victimisation being boosted following an initial incident.

2.3.1.1 Extension of repeat victimisation — Near Repeat

Victimisation

An extension of RV is known as near repeat victimisation (NRV), for which
victimisation is linked to previous victimisation but not necessarily against
the same targets (Farrell & Pease, 2014). NRV refers to the phenomenon in
which crime clusters in space and time and follows a contagion-like process,
whereby targets located close to a prior incident of victimisation show an
elevated risk of victimisation in the short term (Farrell & Pease, 2017,

Johnson et al., 2007; Townsley, 2008; Townsley et al., 2003). Like RV,

7 Researchers otherwise also argue that repeats do not have to be committed by the same
offenders. The boost mechanism can also occur through other means than offenders’ actual
success of burglary in a location, say like through information flow via offender ties and
social networks (Hearnden & Magill, 2004; Lantz & Ruback, 2017; Polvi et al., 1991).
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patterns of NRV have been identified for a variety of crime types, including
gun-shootings (J. Ratcliffe & Rengert, 2008), sex crimes (Amemiya et al.,
2020) and the most researched field of burglary (Clark, 2018; Johnson et al.,
2007; Johnson & Bowers, 2004a, 2004b; Townsley, 2008; Townsley et al.,
2003).

The aforementioned two mechanisms — flag and boost — also apply to
explaining NRV. Recall that the flag account highlights the high level of
vulnerability of targets to potential offenders while the boost account suggests
the prior victimisation breeds future victimisation. To explain NRV, the flag
applies because targets close to the initial victimisation are likely to be similar
in terms of risk heterogeneity. Boost applies because offenders may anticipate
a similar success in targets within a neighbouring area following the initial
success, with their familiarity with the nearby area. Additionally, the layout
of the neighbouring properties might be more similar and the neighbours
might be as attractive and vulnerable as those victimised initially. Hence, the
offenders are boosted to return to the neighbouring targets (Grove & Farrell,

2012).

Furthermore, the optimal foraging theory is also introduced to explain
NRV (Bernasco, 2009; Johnson, 2014; Johnson et al., 2009; Vandeviver et
al., 2021). According to this theory, offenders target whole neighbourhoods
rather than one property in order to minimise their effort and maximise their
potential rewards for crime commission (Bowers & Johnson, 2004; Stokes &
Clare, 2019). This account of minimising effort and maximising rewards
accords with the rational choice perspective (Clarke & Cornish, 1985) and the
offenders are thus likely to ‘forage’ in areas where they have a successful
commission of crime (Bernasco et al., 2015). The foragers will not move on
to other locations until the rewards deteriorate sharply in the current ‘optimal’

neighbourhood (Chainey & da Silva, 2016; Vandeviver et al., 2021).

In combination with the aforementioned three mechanisms — the boost and
flag accounts and optimal foraging theory — the risk of repeat and near repeat

victimisation occurs because offenders: forage in areas where they are
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familiar with; make rational decisions to prey on suitable targets (‘flags’) or
targets with prior success of offence (‘boosts’); and then search for targets
nearby for optimal foraging (Chainey & da Silva, 2016). Applying this
process to burglary, the flag characteristics of a property make it perceived as
an easier target and initially attractive to a potential offender. Then, the risk
of future burglary is boosted following an initial incident of victimisation.
The elevated risk also exists for nearby locations for a short period as

offenders return to carry out a series of further offences after an initial offence.

The key finding drawn from research into near repeat burglary is that the
burglary risk of properties close to a recently burgled counterpart is
significantly higher than the risk to those further away. In a UK study,
burglary was found to be more likely to occur within 300-400 metres from
the location, and within 1-2 months from the time, of the initial event
(Johnson & Bowers, 2004a, 2004b). Similar patterns have been found across
countries such as Australia (Townsley et al., 2003), the Netherlands, the
United States (Johnson et al., 2007), South Africa (Clark, 2018), Brazil
(Chainey & da Silva, 2016), and China (P. Chen et al., 2013).

The risk of burglary to these neighbouring properties decays over time and
distance from the initial incident, a feature known as the decay function
(Chainey & da Silva, 2016; Hammond & Youngs, 2011; Johnson et al., 2007).
Risk of victimisation not only decays gradually by the proximity to the initial
incident but further, one can see a dramatic decline in risk beyond a specific
temporal and spatial distance to the initial incident. For example, research in
a Chinese city has found that after three weeks and beyond 200 metres of the
initial incident, the risk of burglary drops dramatically and to a non-
significant level (p > .05) (P. Chen et al., 2013). A cross-national study
drawing on data from Australia, Netherlands, New Zealand, UK and US
found an average range of 200 metres and 14 days over which burglary risk
decays (Johnson et al., 2007), though the exact time and distance range varied
across countries. This highlights the necessity of further research in more
countries, especially a non-western setting, to examine if the patterns

observed in the literature can be generalised across context.
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2.3.1.2 Burglary research on repeat and near repeat

victimisation in Asia

There is now an extensive body of research on RV covering a wide range of
settings and crime types (see e.g. Farrell & Bouloukos, 2001; Farrell & Pease,
2017; O et al., 2017). Burglary is the most researched type of victimisation
and research into repeat and near repeat burglary has been conducted in many
western countries, including Europe (Johnson et al., 2007), Australia
(Townsley et al., 2003), and the US (Y. Zhang et al., 2015). Yet, as has been

noted, the body of Asian research remains sparse.

To the best of my knowledge, there are only eight published studies that
focus specifically on repeat and/or near repeat burglary victimisation using
data from Asian settings (see Table 2.2). In addition to research into the
prevalence of burglary, Table 2.2 also summarises the key findings drawn

from these eight studies, two of which are published in Chinese.

Two general patterns can be observed in the studies on (N)RV in Asian
settings. First, repeat burglary is also observed in Asian settings despite levels
of concentration varying across studies. About one tenth of the burglary cases
are suggested to be RV in Japan (Hino & Amemiya, 2019) while RV is
estimated to account for nearly half of burglary cases in Taiwan (S.-Y. Kuo,
2015). Second, near repeat burglary also occurs and is not randomly
distributed across victims. Targets with spatial and temporal proximity to the
originator incident tend to experience significantly higher risks of burglary
than those properties located further away. However, due to the sparsity in
literature, it is difficult to identify a uniform spatiotemporal range in which
the risk would significantly communicate across Asian countries. In mainland
China where studies on NRV are more common, it is suggested that the risk
of near-repeat burglary could expand for 56 days and one kilometre from the
initial burglary (Ye et al., 2015). However, another study suggested a shorter
spatiotemporal range, of which the risk after three weeks and beyond 200

metres to the initial burglary became non-significant (P. Chen et al., 2013).
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Across the eight studies on (N)RV in Table 2.2, there are three additional
points which are considered noteworthy. First, the majority of studies (n =4)
use data from mainland China. Second, most studies use official police
recorded crime data (n = 5), with two studies drawing on victim surveys and
one on interviews with burglars. No studies have applied multiple sources of
data on burglary information. As police data and victim surveys have their
own (dis)advantages (which will be discussed in Chapter 3), the utilisation of
multiple sources may convey a more comprehensive picture of (N)RV
patterns. Third, despite the extent of burglary concentration being reported in
some studies, only Chinese studies report the decay function for which the
risk of burglary depends on the temporal and spatial proximity to the
originator incident. Consequently, the generalisation of such a decay function
remains less evident due to the lack of analytical approaches into spatial and

temporal patterns of near repeat burglary in other Asian countries.

2.3.2 Theoretical background and mechanisms of

poly-victimisation

Studies have shown that poly-victims tend to exhibit more mental health
problems than individuals with single victimisation (Hamby et al., 2018) or
than victims with the repeated experience of the same form of victimisation
(Turner et al., 2017). Poly-victimisation is often accompanied by serious
consequences, such as mental health issues (AlvareZ-Lister et al., 2017;
Schaefer et al.,, 2018), self-harm (Baldwin et al., 2019), suicidal
thoughts/plans (Le et al., 2016), or distress symptoms (Finkelhor, Shattuck,

et al., 2011). This makes research on poly-victimisation of great importance.

As previously discussed, research on poly-victimisation can be dated back
to 1980s in the US, though the term ‘multiple victimisation” was often used
rather than the current ‘poly-victimisation’. Using data drawn from the 1972-
1975 National Crime Survey, Reiss (1980) observed the occurrence of poly-
victimisation and found it more frequent than chance alone for the same

targets (either households or house members). By displaying a ‘crime-switch
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matrix’ to cross-tabulate multiple crime victimisation, he then concluded that,
together, personal larceny and attempted assault was the most frequent
combination to be observed in the data, which included victimisation
experienced by the same individuals for rape, assault, robbery, larceny, and
burglary (Reiss, 1980). A similar clustering of victimisation over the same
targets was also observed in later studies. This was especially so for violence;
for example, it was found that children who had been physically assaulted
were more likely to also experience sexual assault than those without being
physical assaulted, either during the survey period (Finkelhor, Turner, et al.,

2011) or over his or her lifetime (Finkelhor et al., 2009).

To date, it is noted that most research on poly-victimisation has been
concerned with children and (or) young people. In some high-income
countries®, for example, the prevalence of poly-victimisation among children
and adolescents in the US (Finkelhor et al., 2007a) was reported to be 10
percent, comparable to 10 percent among adolescents aged 14-18 years old in
Spain (Soler et al., 2012). Diversity in the items used to measure poly-
victimisation in the two studies is noted. The US study measured: (1) violent
and property crimes (e.g., assault, sexual assault, theft, burglary); (2) child
welfare violations (child abuse, family abduction); (3) the violence of warfare
and civil disturbances; and (4) bullying victimisation (see Finkelhor et al.,
2007a), whilst the Spanish study measured: (1) conventional crime (robbery,
personal theft, vandalism, assault with and without weapons, attempted
assault, kidnapping, and bias attack); (2) child maltreatment; (3) peer and
sibling victimisation (gang or group assault, peer or sibling assault, non-
sexual genital assault, bullying, emotional bullying, and dating violence); (4)

sexual victimisation; and (5) witnessing and indirect victimisation (e.g.

8 According to the World Bank website, low-income countries are defined as those with a
GNI per capita of $1,035 or less in 2019; lower middle-income countries are those with a
GNI per capita between $1,036 and $4,045; upper middle-income countries are those with a
GNI per capita between $4,046 and $12,535; high-income countries are those with a GNI per
capita of $12,536 or more.
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burglary of family household or exposure to random shooting)’ (see Soler et

al., 2012).

Based on the evidence mentioned above, disadvantaged settings tend to
see a greater level of poly-victimisation among children and adolescents. A
systematic review synthesising evidence on the prevalence rates of poly-
victimisation of children and adolescents in countries with low/lower-middle
income found an overall prevalence rate of 38.1 percent (95% CI [18.3%,
57.8%]) (Le et al., 2018). The disadvantaged countries comprised eight from
Africa (e.g., Egypt, Kenya, etc.), four from South Asia (e.g., India), two from
East Asia and Pacific region (Vietnam and Cambodia), one from South
America (Bolivia), and one from Central America (El Salvador). Noticeably,
the forms of victimisation included in the systematic review involved
individuals’ experiences of (1) physical, verbal/emotional, or sexual violence;
(2) neglect; (3) witnessing of violent acts in the family or in the community;
(4) property vandalism; (5) abduction; (6) displacement; (7) being threatened;
or (8) robbed (see Le et al., 2018). That is to say, given a wide range of forms
of poly-victimisation across studies, the slightly high prevalence rate of poly-
victimisation observed in disadvantaged settings needs to be taken with

caution.

Notably, using “poly AND victim” as keyword searches in Google scholar
returned 9,430 results since 2016 (around one fourth to the 35,300 results for
“repeat AND victim”) !9, Suggested reasons for this disparity might be
because poly-victimisation is more difficult to identify, estimate and analyse,
or slightly because the term repeat victimisation or multiple victimisations is
used interchangeably with poly-victimisation. For example, min Park (2015)
reported that around one fifth of victimised households in South Korea had
experienced poly-victimisations in the past year, though the experience of two

or more different types of victimisations was described as repeat victimisation

® Witnessing and indirect victimisation included being a witness to domestic violence, a
witness to parent assault of a sibling, a witness to assault with and without weapons, burglary
of family household, homicide of a family member or friend, witness to homicide, exposure
to random shootings, terrorism or riots, and exposure to war or ethnic conflicts.

10 The search was conducted on 16" August 2020.
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in his research!!. The latter reason indeed makes it challenging to identify

relevant literature on ‘poly-victimisation’.

Nevertheless, studies retrieved from this search strategy reinforce the point
that research on poly-victimisation has an exclusive focus on
childhood/adolescent violence (Almeida et al., 2020; Kretschmar et al., 2017,
Leoschut & Kafaar, 2017) and their relationship with mental health (Alvarez-
Lister et al., 2017; Haahr-Pedersen et al., 2020; Latsch et al., 2017), for which
victimisation against adults and in online contexts are less explored.
Meanwhile, it is also noted that few studies have applied an ecological

approach to explore poly-victimisation.

Among the few studies applying a LRAA to explore poly-victimisation, a
number of risk factors have been identified: lack of guardianship, exposure
and proximity to crime, disorder and potential offenders and target
attractiveness/suitability (e.g. disability). The most evident example
demonstrating the impact of individuals’ lifestyle-routines on the risk of poly-
victimisation can be seen in a Finnish study (Ellonen & Salmi, 2011). There
were nine categories of victimisation involved in defining poly-victimisation,
including physical or mental violence from family, peer or teacher and
electronic bullying. A significant correlation was found between poly-
victimisation and personal/family backgrounds among pupils aged 12-16
years. The correlation between pupil’s experience of poly-victimisation and
their backgrounds, however, depended on their lifestyle-routines. Poly
victims tended to spend most of their free time alone and spend a lot of time
in public spaces (i.e. the absence of capable guardianship). Conversely,
individuals with the least poly-victimisation being reported tended to spend

most of their free time with their family.

1 Types of victimisations included in the study are: (1) robbery through criminal trespassing,
(2) burglary, (3) criminal trespassing, (4) other trespassing, (5) property damage, (6) property
damage through criminal trespassing, (7) automobile theft, and (8) automobile damage.
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Ellonen and Salmi’s (2011) research further suggested correlations
between pupils’ poly-victimisation and their living situations. Living
situations included a poor family financial situation, frequent parental
fighting, seeing parents intoxicated, and poor family communication (e.g. not
having dinner together, or parents not knowing with whom their children
spent free time), for which the absence of capable guardianship underpinning

the opportunity framework could also be linked (Ellonen & Salmi, 2011).

Otherwise, with regard to exposure and proximity to crime, disorder and
potential offenders, a deviant lifestyle might be considered. A deviant
lifestyle, including alcohol consumption, drug use, smoking, and delinquency,
has also been found to be positively associated with young people’s self-
reported experience of poly-victimisation in Ellonen and Salmi's (2011)
research. Other evidence on target attractiveness/suitability as identified risk
factors embedded in LRAA includes personal vulnerability such as a chronic
disease, disability, mental issues or cognitive/psychological issue (i.e., self-
control) that make young people prone to risky behaviours or less self-
protected and fall prey to poly-victimisation (i.e. suitable target) (Finkelhor
et al., 2009; Le et al., 2016; Tanksley et al., 2020).

Again, it is noteworthy that the studies to date on poly-victimisation,
though with the application of LRAA, are limited to childhood/adolescent
research on violence. More research such as poly-victimisation against adults

and in online contexts is thus needed.

2.3.3 Implications of (near) repeat victimisation and

poly-victimisation research

Research on repeat and near repeat victimisation, along with poly-
victimisation has important implications for crime prevention. Presuming that
crime concentrates on a small number of repeatedly victimised targets — so-
called super targets — then it makes sense to devote prevention resources to

those super targets. There is strong evidence to support this approach to crime
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prevention, particularly in relation to residential burglary (see Grove et al.,
2012). The logic similarly applies to prevention against poly-victimisation,
though this aspect requires more research. Likewise, research on near repeats
means that time-limited predictions can be made about where crime is most
likely to occur so that preventive resources can be deployed accordingly.
Again, there are numerous studies demonstrating the effectiveness of this
approach in reducing residential burglary (Fielding & Jones, 2012; Stokes &
Clare, 2019).

Despite the evidence on which patterns of (N)RV are observed, and their
importance for crime prevention, research into the extent, patterns and
prevention of (N)RV in Asia is limited. Not to mention little research
attention being paid to poly-victimisation in Asian contexts. This lack of
research hinders communication between research and practical prevention
against crime in Asia. This thesis therefore aims to contribute to the limited
evidence base on (near) repeat victimisation and poly-victimisation in Asia,

with a specific focus on Taiwan.
2.4 Research questions

Based on the literature review above, three main gaps and points of contention
are highlighted: (1) there are presently no systematic studies on either
burglary or cybercrime victimisation patterns in Taiwan using an opportunity
framework; consequently it is unknown whether the much-used LRAA is
generalisable to the (low-crime) Taiwanese context; (2) there remains much
uncertainty about the extent, patterns, and temporal and spatial range of (near)
repeat victimisation in Taiwan; and (3) little is known about the extent and
patterns of poly-victimisation in Taiwan, particularly that which relates to

cybercrime.

In light of the above research gaps, this thesis aims to answer six research

questions that relate to four crime issues in Taiwan: burglary and repeat
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burglary victimisation, online victimisation and poly-victimisation. The

specific research questions addressed in this thesis are:

Question 1: Does a lifestyle-routine activity approach adequately
explain burglary victimisation patterns in Taiwan?

Question 2: Is there evidence of (near) repeat burglary victimisation
in Taiwan?

Question 3-a: Does the LRAA adequately explain patterns of online
victimisation in Taiwan?

Question 3-b: Do victimisation patterns vary across different types of
online victimisation in Taiwan?

Question 4-a:  Is there evidence of online poly-victimisation in Taiwan?

Question 4-b: Do victimisation patterns vary between single and poly-

victimisation online?
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Chapter 3 Measuring and analysing

crime in Taiwan

This chapter describes the data sources used in this thesis. It begins by
introducing the methods that are generally used to measure crime —
administrative crime statistics and victim surveys — and discusses their
respective strengths and weaknesses. It then presents an overview of crime
statistics in Taiwan, including the official statistics and survey data which are
drawn on in this thesis. Lastly, general limitations of the datasets used in this

thesis are discussed.
3.1 Measuring crime

There are two main sources of data with which to measure the extent of crime:
official crime statistics and victimisation surveys. Official statistics, also
known as administrative crime statistics, comprise the counts of crime
reported to and recorded by the police (Mosher et al., 2011). By contrast,
victimisation surveys measure self-reported experience of (certain) crime
types among a sample of people over a given period, most often the past year.
In the section that follows I describe each kind of data source and discuss their

strengths and weaknesses.
3.1.1 Official crime statistics

‘Official crime statistics’ is a broad term that applies to any set of
administrative statistics drawn from the criminal justice system. In practice,
however, this term usually refers to statistics taken from police or court

records (Loftin & McDowall, 2010).

There are three main strengths of official crime statistics. First, they
provide a good measure of the patterns and trends in well-reported crimes,

most notably serious violence (especially that involving a weapon) and those
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crimes which typically trigger insurance claims, such as car theft (Maguire &
McVie, 2017). Second, official crime statistics are important indicators of the
criminal justice system (CJS) workload. Third, official crime statistics
generally contain data for small geographic areas which can be utilised for
local crime pattern analysis. For example, police data often includes point-
level information on where crime takes place, which can be utilised for,

amongst other things, crime hot spot analysis.

However, official crime statistics often receive criticisms on two main
fronts: one, they are dependent on victims’ reporting practices; and two, they
might be affected by the recording practices of the CJS, particularly the police
(Lauritsen et al., 2016). I will discuss each in turn. Victims’ underreporting
of crime is believed to undermine the completeness of official crime statistics.
For example, Langton et al. (2012) suggested that there were 58% of all
victimisations not reported to the police during the period from 2006 to 2010
in the US. Breaking down this figure in more detail: 60% of all household
thefts and 52% of all violent victimisations were estimated to not be reported
to the police!. Victims’ crime reporting to the CJS is known to be dependent
on a range of variables such as the nature and seriousness of victimisation,
victim-offender relationships, trust and confidence in police, (in)convenience
of crime reporting to police, or even insurance requirements that can influence
a victim’s willingness to report victimisation (Junger-Tas & Marshall, 1999;
Murphy & Barkworth, 2014). Hence, whilst homicide and vehicle theft are
known to be well-reported crimes, violence — especially sexual assault — is

often under-reported to the CJS (Langton et al., 2012).

Just as victim reporting practices are influenced by multiple variables, so
can the recording practices of the CJS be influenced by various factors. First,
official crime statistics might vary due to inconsistencies in recording

practices across different administrative areas (Warner, 1997). Put differently,

! For serious violent victimisations: 65% of all rapes/sexual assaults, 44% of all aggravated
assaults, 41% of all robberies were not reported to the police. For household theft: 67% of
all theft and 45% of all burglaries and 17% of all motor vehicle theft were not reported to the
police.
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official statistics may vary either due to revisions in legislation within a
country or variance in legislation across countries. The official crime statistics
are dependent on what sorts of criminal activities they cover and how they
are recorded by the administrative system (Maguire & McVie, 2017). Second,
crime statistics vary by case attrition at each stage of the CJS, from police
investigation to conviction. For example, it was found in England and Wales
that during the police investigation stage, 67% of rape allegations were
withdrawn by the victim?. Among these non-withdrawn rape cases, 19% of
case attrition were made by police decision as ‘no-crime’ and 67% of attrition
as ‘no further action’ whilst Crown Prosecution Service decisions to take no
further action accounted for 14% of the observed attrition® (Hohl & Stanko,
2015).

The attrition issue discussed above raises a further concern with how crime
can be recorded. That is to say, as CJS actors — the police in particular — make
discretionary decisions, crime statistics are likely to be affected by recording
practices by the police (Nickels, 2007; Varano et al., 2009). Specifically,
research has indicated that the under-recording of crime by the police is an
endemic feature of policing around the world (Maxfield et al., 1980; Warner
& Pierce, 1993). In England and Wales, for example, it is estimated that
around 19 percent of cases reported to the police each year are not recorded
as crimes (i.e. over 800,000 crimes unrecorded by police; HMIC, 2014).
Similarly in the Netherlands it is estimated that around one third of all crime
reports are not recorded as crimes (van Dijk, 2008). By offence type, violence
against the person (33%) and sexual offences (26%) are found to be affected
most by under-recording in England and Wales (HMIC, 2014). There are
several proposed reasons for variations in rates of under-recording by offence

types. These include the nature and seriousness of the offence, the probability

2 Victim withdrawal accounted for 48% of attrition in the sample when those allegations
awaiting trial were taken into account.

* Among these non-withdrawn rape cases, 11% of case outcomes were made as ‘no-crime’
and 39% of case outcomes as ‘no further action’ by police decision and merely 15% of case
outcomes ended up with a charge by Crown Prosecution Service.
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of case clearance, and definitional issues of offence qualification perceived

by the police (Junger-Tas & Marshall, 1999; Yu & Zhang, 1999).

Furthermore, police recording practices are influenced by institutional
issues like organisational goals or task prioritisation, leading to slumps or
spikes in some crimes (van Dijk, 2008). For example, the rate of recorded
child sexual abuse (CSA) in England and Wales has more than doubled since
2013 while the actual rates of CSA are suggested to have remained relatively
stable. Researchers have attributed the rise in recorded CSA to improvements
in the quality of crime recording and successes in the identification of CSA
offenders by the police and local police priorities particularly with regard to
image offences, rather than an actual increase in crime rates of CSA (see e.g.

Kelly & Karsna, 2018).

To summarise, official crime statistics are those recorded by the CJS. Their
main strengths are that they are generally a good measure of trends in well-
reported crimes and the CJS workload, and could provide sufficient
information to enable geographic patterns of crimes to be analysed. As
mentioned, official crime statistics underestimate actual crime rates when
criminal cases are not reported by victims or not recorded by the police. Those
crimes are termed the ‘dark figures’. With the awareness of the existence of
the ‘dark figures’ of unreported or unrecorded crime, new ways of measuring
crime have been developed from the 1960s onwards (Coleman & Moynihan,
1996). Victimisation surveys have since been the prevailing alternative
measure of crime, designed to complement (and supplement) police crime
statistics. Victimisation surveys are generally considered to provide a more
reliable portrait of (some) crimes than do police figures. The next section
describes victimisation surveys and then discusses the strengths and

weaknesses of them.
3.1.2 Victimisation surveys

A victimisation survey measures the experience of criminal victimisation

from the perspective of victims themselves. Victimisation surveys were
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introduced from the late 1960s onwards primarily as a way of overcoming the
observed bias in administrative crime statistics, most notably the problem of
the dark figure of crime (Block & Block, 1984; Sparks, 1981; Thornberry &
Krohn, 2000; Wetzels et al., 1994). Victimisation surveys can involve either
(a) self-administered surveys asking participants’ their self-reported
experience of certain types of criminal victimisation such as violent
victimisation (Khade et al., 2018) or cybercrime (e.g. Vakhitova et al., 2016),
etc., or (b) on a nation-wide scale, measuring a variety of variables related to
crime problems including citizens’ experience of victimisation as well as
related measures such as fear of crime or perceptions of the CJS. Nationwide
surveys using a representative sample also allow for estimates to be computed
of prevalence and incidence rates of crime and delinquency of specific
populations and are believed to have higher validity of estimates than do

official measures (Junger-Tas & Marshall, 1999).

Nowadays, national victimisation surveys are carried out in many
countries including the US, Finland, the Netherlands, Italy, Switzerland,
Canada, Australia, the UK and so on. With regard to comparative surveys
between countries, the International Crime Victim Survey (ICVS) is one of
the largest, with around 80 different countries having participated in at least
one sweep of ICVS over the past 20 years (Maguire & McVie, 2017; Mayhew
& van Dijk, 2011).

Victim surveys have several noted strengths, including: (1) giving a more
complete estimate of the scale of crime and risk (should a representative
sample be recruited); (2) providing data on unreported and unrecorded crime
(the so called ‘dark figure’); and (3) enabling research into the causes and
impact of crime through valid and reliable measures of victimisation and
characteristics related to victimisations (Boslaugh, 2015; Junger-Tas &
Marshall, 1999). Put simply, victim surveys often utilise high standard
sampling plans and complex weighing strategies, giving rise to highly reliable
and representative datasets that overcome the problem of the dark figure of
crime. The scope of victimisation surveys thus allows for a more

comprehensive estimate of crime and risk than that of police data.
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Furthermore, these surveys collect lots of information which can be used to
better understand the characteristics and lifestyle of respondents and which
can be used to explore differences in, say, experience of crime (Aromaa &
Heiskanen, 2008). This additional information is of great value to researchers

interested in determining the correlates of crime and testing theories on crime.

There are, however, several limitations in regard to victimisation surveys,
including: 1) a potential bias resulting from self-selected samples, particularly
with regard to surveys with low response rates (Di Gennaro & La Spina,
2016); and (2) memory effects (Junger-Tas & Marshall, 1999; Sparks, 1981),
sometime referred as recall bias (Althubaiti, 2016). Memory effects derive
from the retrospective nature of victimisation reporting. They include cases
in which participants forget events entirely or misplace events in time (i.e.
telescoping). An incident may be recalled as having occurred more recently
than it actually did (forward telescoping), or it may be recalled as having
occurred earlier than it actually did (backward) (Gottfredson & Hindelang,
1977). Telescoping is common (Averdijk & Elffers, 2012; Skogan, 1975). For
example, Averdijk and Elffers (2012) found that forward telescoping
occurred in 28% of cases reported in the Dutch victimisation surveys, based
on comparisons with police recorded crime. Issues can also arise with
reliability issues resulted from over-reporting or under-reporting of
victimisation by respondents or further the adjustment issue (Ellonen & P9so,
2011). The adjustment issue refers to the case that respondents, probably
being affected by social desirability pressures, adjust their answers in order
for them to appear more socially acceptable (see Althubaiti, 2016; Junger-Tas
& Marshall, 1999; Yar & Steinmetz, 2019) .

Fortunately, many approaches have been proposed to ensure the validity
and reliability of self-reporting surveys. These may include: (1) the choice of
appropriate recall period; (2) validation of the survey instrument before
implementation and (3) careful examinations into reasonable entries of data
(Ellonen & Pos6, 2011; Harrison & Hughes, 1997; Junger-Tas & Marshall,
1999; Magura & Kang, 1996; van de Mortel, 2008). By adopting such

strategies, many of the aforementioned limitations have been addressed in
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contemporary victim surveys. However, to ensure the validity and reliability,
it is noted that victim surveys may implement a counting convention to limit
the maximum number of victimisations that can be recorded. This capping
convention is to avoid extreme figures inflating overall crime rates (Budd &
Mattinson, 2000); however, it also imposes a risk of underestimating crime,
particularly with regard to RV or say the super targets (I will cover the issue

of capping later in Section 3.2.2.1).

There are some other limitations with the nature of victim surveys
themselves. Given that victim surveys measure victimisation from the
perspective of victims, it is noted that not all crimes are included in victim
surveys. Obvious examples include homicide, in which victims are dead and
cannot be recruited as a respondent in a survey. Some types of crime, such as
drug abuse and smuggling of migrants, are also not measured by victim
surveys as they are often considered ‘victimless’ crimes (Heiskanen &
Laaksonen, 2021). Furthermore, not all people are included in the sampling
frame of a victim survey. For example, victim surveys that utilise landlines to
recruit respondents would exclude those who do not have access to a landline
(e.g. homeless) and those that use an online instrument would recruit

exclusive samples with such access.

To sum up, victim surveys measure crime from the perspective of victims
themselves. Hence, victim surveys with a representative data can provide a
more complete estimate of crime without the impact of unreported and
unrecorded incidents. Researchers can also use victim surveys to understand
the causes and impact of crime should individual victimisations,
characteristics, or lifestyles be measured. Whilst the validity and reliability of
victim surveys can be assured by approaches mentioned above, super targets
with extreme victimisations, some types of crime and certain samples would
(inevitably) be excluded from victim surveys, thereby giving rise to skewed

results.

The following sections present crime statistics in Taiwan, drawing data

from both official statistics and victim surveys.
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3.2 Taiwan crime statistics

Police recorded crime data and victim surveys are both available in Taiwan,
though they are not freely available and might be difficult to access. It is noted
that Taiwan does not participate in the ICVS. It does however conduct a
national victimisation survey — the TAVS. Below I discuss Taiwanese police

recorded crime statistics and the TAVS data, respectively.
3.2.1 Taiwan police recorded crime data

In the case of police recorded crime in Taiwan, crime can be reported through
a variety of means, including the 110 police hotline, online reporting, cloud
video, at the scene, or at the front counter of police stations. More recently,
the smartphone application ‘Police Service App’ has been developed to allow
citizens to file a crime report via texting or instant image sharing. For every
report made at a duty counter, citizens will be issued with a formal receipt
(baoan sanliandan), by which they can track the progress of their cases. The
‘One-stop Window’ policy allows citizens in Taiwan to report and have cases
recorded at any duty counter regardless of jurisdiction. The National Police
Agency (NPA), under the Ministry of the Interior, oversees all police forces
in Taiwan, including central police organisations and local police departments.
Given this, the NPA is responsible for publishing official crime statistics to
the public, through monthly, seasonal or annual reports. However, it is noted
that the official statistics released to the public do not draw from the
aforementioned formal receipts, but from modified statistics of the police
internal recording system. Hence, there might be inconsistency in crime
statistics across the formal receipt system, police internal records and publicly

accessed data (see T.-L. Kuo, 2017).
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Figure 3.1 Police recorded crime rates by offence type, Taiwan 1995-2020

However, as mentioned above, one benefit of official crime statistics is
that they provide a picture of crime trends over time (for those crimes which
tend to be reported and recorded). With this in mind, Figure 3.1 displays crime
rates per 100,000 population according to police records in Taiwan by offence
type between 1995 and 2020. It can be seen that in the past few decades,
official records of general crime rates in Taiwan peaked at about 2,442 cases
per 100,000 population in 2005 and declined to roughly 1,101 cases per
100,000 population in 2020 (also see Section 1.2.1). These general reductions
in crime are akin to the general reductions observed in many countries — the
so-called international crime drop (Farrell, 2013; Sidebottom, Kuo, et al.,
2018; van Dijk et al., 2012). Two subcategories of crime are considered
noteworthy here: violence and larceny. According to the Taiwanese police
categorisation, the former contains offences of intimidation or extortion,
kidnapping, robbery and forceful taking, serious injury and wilful
manslaughter, and rape. The latter otherwise includes serious larceny*,

general larceny, motor vehicle theft and motorcycle theft (National Police

4 Serious larceny is defined by a crime report of loss over one million New Taiwan dollars
since 24 March 2016 (before then as NT$500,000). One million New Taiwan dollars are
about GBP£25,740.
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Agency, 2019a). Violence and larceny have both followed a similar
downward trend over time; in 2005, violence had a rate of about 63 cases per
100,000 population and larceny about 1444 cases per 100,000 population. In
2020, the rates have plummeted to around 3 cases per 100,000 population for
violence and 157 cases per 100,000 population for larceny. Considering the
focus of this thesis, the sections below focus on what official police statistics

indicate with respect to burglaries and cybercrimes in Taiwan.

3.2.1.1 Defining burglary and cybercrime in Taiwan official

statistics

According to the ‘Criminal Code of the Republic of China’ (below as
Criminal Code), Chapter 29, Article 321, residential burglary refers to
“...intruding a dwelling house, a structure used as a dwelling house, or a
vessel, or concealing himself therein...” and “...damaging and breaking into
a window, a door, a wall, or other protective features...”, either carrying a
dangerous weapon, involving groups of offenders, or taking advantage of any

disasters.

According to Criminal Code Article 339-3, cybercrime refers to cases
where “A person who for purpose to exercise unlawful control over other’s
property for himself or for a third person takes property of another by
entering false data or wrongful directives into a computer or relating
equipment to create the records of acquisition, loss or alteration of property
ownership”. A person who “fakes an illegal benefit in property” by those

methods are also regarded as a commission of cybercrime.

Presented below are the official crime statistics for burglary and
cybercrime, as defined above, drawing on official Taiwanese police recorded

crime data.
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3.2.1.2 Police recorded burglary

Burglary is counted as a larceny offence and is not specifically disclosed in
official statistics in Taiwan. Yet it is published in some announcements by
the NPA on an irregular basis (National Police Agency, 2020). Figure 3.2
displays the trend in burglary rates in Taiwan between 2004 and 2018. Similar
to that observed in Figure 1.1 for general crime in Taiwan, Figure 3.2 shows
a downward trend in burglary since 2005. Over this time period (2004-2018),
burglary rates in Taiwan are found to have peaked in 2005 at around 195 cases
per 100,000 population and then experience a consistent downward trend,
falling to 16 burglaries per 100,000 population in 2018. These falls are
dramatic. The reason for these falls in Taiwan is unclear, though improved
household security might be a key driver in the declines in burglary as the
Western literature suggested (Farrell et al., 2014; Tilley et al., 2015; Tseloni
et al., 2017). However, more research is needed to support whether
improvements in household security can account for these falls in Taiwan

(Sidebottom, Kuo, et al., 2018).
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Figure 3.2 Police recorded burglary rates by year, Taiwan 2004-2018
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It is noteworthy here that other than the NPA, a few local police
departments in Taiwan also publish their own burglary data to the public. The
datasets often comprise merely burglary statistics at a city/country level (or
further at a district-level). An exception is those released by the Taoyuan
Police Department (TYPD), of which data the geographical information of
burglary incidents is disclosed. In Chapter 5, I use police data made available

by the TYPD. Further details are provided in Section 5.3.1.

According to the profiling of burglary offences during the year of 2019
performed by the NPA, offenders tend to be male (nearly 90 percent), aged
30-49 years old, unemployed, and the offences take places in working hours
(9 am to 6pm) (National Police Agency, 2019b). The most common modus
operandi is breaking into a house when it is vacant and without the use of
force. The most common entry points for burglary in Taiwan are by doors and
windows (Ho, 2013; National Police Agency, 2019b). No evidence is
presented on which type of property in Taiwan experience higher rates of

burglary.

3.2.1.3 Police recorded cybercrime

Official statistics on cybercrime can be found in the annual publication of
crime statistics by the Criminal Investigation Bureau (CIB) of the NPA (see
e.g. Criminal Investigation Bureau, 2020). Figure 3.3 displays the trend of
cybercrime rates for the past decade in Taiwan (marked in blue), with the
percentage of the annual increase in the electronic shopping trades given as a

complementary line (marked in grey).
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Figure 3.3 Rate of police recorded cybercrime and changes in trades of
electronic shopping by year, Taiwan 2010-2019. The blue line represents the
trend of cybercrime rates. The grey dashed line reflects the percentage of the

annual increase in the electronic shopping trades.

Compared to the rates of general crime and burglary presented above,
cybercrime rates, as measured by official crime statistics, exhibit a much
greater level of fluctuation, although an overall reduction in cybercrime can
be observed over the ten-year time period covered in Figure 3.3. The rate
seemed to peak at over 80 cases per 100,000 population in 2011 and then
again in 2014. A third peak can be seen in 2017, of which point around 64
cases of cybercrime per 100,000 population was recorded. The rate then
declined gradually to around 55 cases per 100,000 population in 2019. To my
best awareness, there were no noticeable changes in reporting and recording
practices that may contribute to those peaks and slumps. An explanatory
factor might be sharp increases identified in the level of electronic shopping
in certain years (see Figure 3.3 the grey line), of which points there might be

a boost in the number of ecommerce platforms, thus providing more
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opportunities for cybercrime to occur. Yet further evidence is required to
support such correlations between increased trades, platforms and cybercrime

rates. More research is needed.

The annual publication on crime statistics by the CIB provides little
additional information about cybercrimes in Taiwan. According to the limited
analysis of cybercrime committed in 2019, cyber offenders in Taiwan tend to
be male (nearly 70 percent) while cyber victims tend to be slightly dominated
by male as well (about 60 percent). Half of the cases took place in the daytime
(between 9am and 7pm) (National Police Agency, 2019b). There are no sub-
categories of cybercrime provided in the official report, in which we do not

know which type of cybercrime or modus operandi are the most common.

The aforementioned discussions about cybercrime patterns bring up a
question that whether official crime statistics are a decent measure of
cybercrime victimisation. Firstly, many victims may not report to the police
but instead report to, say the banks. Second, unlike burglary, the category of
cybercrime refers to a wide range of different offences whose individual
patterns might be masked by this overall category. These points inform the
following sections to discuss victim surveys in Taiwan, with respect to both

conventional crime and cybercrime.
3.2.2 Victim surveys in Taiwan

Currently, the national estimate of victimisation in Taiwan mainly draws on
the TAVS, which began in 2000. However, it is noteworthy that the TAVS
does not contain information on cybercrime. For a reference point, the Crime
Survey for England and Wales (CSEW) included fraud and computer misuse
from October 2015 and the first estimate of CSEW on fraud and computer
misuse was published in July 2016 (Office for National Statistics, 2018).
Hence, one may foresee cybercrime-related questions being included in future
TAVSs. Nevertheless, this thesis utilises another series of national surveys on
citizens’ access to the internet — the DOSIH that contains several questions

related to cybercrime, but which hitherto has not been analysed from a crime
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science perspective. This thesis is, thus, the first to do so. It should be noted,
however, that the DOSIH was not designed for the purpose of better
understanding cybercrime in Taiwan; it was conceived mainly to understand
how Taiwanese citizens spend their time online (I will return to this point in
Section 3.2.2.2). Below I describe the two main survey datasets that used in

the thesis: the TAVS and DOSIH.

3.2.2.1 Taiwan Area Victimisation Survey

The studies reported in the following chapters will use data collected as part
of the 2015 TAVS. As a general rule in Taiwan, victimisation surveys are
funded by the NPA which, as described above, oversees all national and local
police forces in Taiwan. The NPA has been outsourcing victimisation surveys
to selected university researchers in Taiwan since 2000. Unlike most western
countries that carry out national-level crime victimisation survey on a
frequent basis (say quarterly like CSEW), Taiwan conducts their victim
survey every five years. The first TAVS took place in 2000 and there have
been three subsequent sweeps®. The 2015 TAVS is used here as that was the

most recently available data at the time of writing.

The 2015 TAVS used stratified random sampling, with the assistance of
Computer Assisted Telephone Interview (CATI). Participants were nested in
20 of the 22 cities/counties® in Taiwan and all registered nationals aged 12 or
older were eligible for inclusion. Also, because the sampling for the TAVS
required a registered landline, a general limitation is that some population
groups might be excluded from the TAVS — most obviously young people

(who only have mobile phones), the homeless and immigrants. However, the

5 The most recent sweep is expected to be administered in 2020 but the project might be
delayed due to the Covid pandemic in Taiwan. Until I am writing up this thesis, there is no
further information released by the NPA about which unit would be in charge of the new
TAVS.

® Due to the political controversy with mainland China, the survey area of TAVS tend to
focus on the ‘Taiwan area’ (officially referred as the ‘Province of Taiwan’), excluding the
two counties: Matsu and Kinmen. The two counties are located in provinces that are
dominantly governed by mainland China and outside the province of Taiwan.
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TAVS researchers suggested that the survey be considered a nationally
representative sample of Taiwan population with respect to regions, age and
gender (at a significance level of 0.05) (Central Police University, 2015).
Phone calls were made between 5 May and 20 July 2015 and 13,016
interviews were marked as completed, reaching a response rate of 30.76
percent’. The big attrition rate was attributed to a high volume of refusals
(nearly 50%) made at the time of phone contacts. For a reference point, the
original response rates for the CSEW were 70% for year ending March 2019
and 64% for year ending March 2020 (Office for National Statistics, 2021a).
Researchers have found that the response rates for the CSEW tend to be lower
in areas that report higher crime, though the impact of non-response on the
crime estimates is small (Hopper, 2015). Because the TAVS did not disclose
such information about patterns of non-response/attrition, it is difficult to
explain why there were a such big difference in response rates between the

TAVS and CSEW.

Nevertheless, the TAVS participants were asked about eight types of
criminal victimisation experienced in the previous year (1 January to 31
December 2014), namely residential burglary, motorcycle theft, car theft,
fraud, robbery, forceful taking, injury and general larceny. The questionnaires
were delivered in Chinese. The question asking participants about the
experience of residential burglary was: “In the past year, did anyone steal
belongings from your residence (including residential and office mixed use

buildings)?”.

To provide some context to the reader, Table 3.1 compares some of the
key attributes and findings from the national crime victim surveys in Taiwan,
the US and England and Wales for a comparable survey period (roughly
2014/2015). Note that Taiwan includes respondents as young as 12-year-olds;
the CSEW has been criticised for setting the minimum age at 16 years and

thus missing a sizable portion of crime. In response to this criticism, the

7 The response rate refers to the percentage of interviews completed out of the total number

of individuals who could be contacted in the sample.
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CSEW has extended to include children aged 10 to 15 years and reported the

data as a separate annex (Office for National Statistics, 2021a).

Table 3.1 Comparison of victim surveys in Taiwan, UK and US, 2014/2015

TAVS(Taiwan) CSEW(UK)  NCVS(US)

Sample size 13,016 35,248 90,380
Minimum respondents’ age 12 16 (10)° 12
Originated in 2000 1981 1973
Frequency of survey 5 yrs. Quarterly 2 per yr.
Public access to data N Y Y
Agency in charge NPA ONS BJS
Multiple victimisations counting cap 6 598" %) 10 (since 2010)
Prevalence rate of burglary 1.49 2.29 1.67
Prevalence rate of theft 5.57 10.61 6.41
Prevalence rate of robbery 0.03 0.28 0.16
Incidence rate of burglary (per 100 HHs) 2.37 2.89 2.31

Source: National Police Agency (NPA); Office for National Statistics (ONS); Bureau of
Justice Statistics (BJS).

Note. TAVS = Taiwan Area Victimisation Survey ; CSEW = Crime Survey for England and
Wales ; NCVS = National Crime Victimization Survey. “A sole child aged 10 to 15 is
randomly selected to be interviewed in households that have participated in the main survey
if applicable. * CSEW used to apply a capping of victimisation at five. Yet according to a
review commissioned by ONS (J. Williams, 2016) and its consultation response (Office for
National Statistics, 2016), an approach of the 98" percentile of victim incident counts has
been applied for the first time in the CSEW: year ending September 2018 (released on 24
January 2019). A possible 12 for violence and sexual offences, and 18 for threats was
suggested using data for 2003 to 2015 (Office for National Statistics, 2019).

There are three main limitations with the TAVS that warrant mention:
frequency of survey, public access to the data, and the capping issues. Due to
the TAVS being carried out every five years, the first limitation results in the
absence of a clear picture of crime trends over time. The second limitation of
public access to the data constrains the capacity of research into victimisation

in Taiwan. It is because external utilisation of data cannot be made unless
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external researchers have a connection with the selected university
researchers who are in charge of the survey project. The third limitation,
capping, refers to a recording practice in which a maximum number of
victimisations can be recorded. The intention behind this decision is to avoid
extreme figures unduly influencing overall crime rates (see Budd &
Mattinson, 2000). Such counting conventions are common in national victim
surveys. For example, the US National Crime Victimization Survey (NCVS)
caps the number of victimisations a respondent can report at ten since 2010
(a cap of 6 before 2010) (Lauritsen et al., 2012) and the UK CSEW used to
cap at five until the year ending September 2018 of CSEW (Office for
National Statistics, 2019).

However, researchers have argued (and demonstrated) that such capping
conventions underestimate the true count of crime and, in particular, the
extent of repeat victimisation (Farrell & Pease, 2007a, 2007b). Studies using
British Crime Survey (BCS) data revealed that estimates of violence were the
most affected and that the actual burglary count is nearly one fifth (19.7%)
higher than that shown in the (capped) survey data. Tseloni and Pease (2005)
have also estimated that the entry of actual number rather than a cap of five
to BCS would make the property and personal crime incidence increase by
about 2 and 1.5 times, respectively (Tseloni & Pease, 2005). Responding to
such criticism, ever since the year ending September 2018 (released on
January 2019), the CSEW has applied a cap of 98" percentile of victim
incident counts for each crime type (Office for National Statistics, 2019).
Although not quantitively examined here, I expect the capping conventions
of the TAVS will similarly undercount the extent of crime more generally and
repeat victimisation in particular. Further details of this limitation will be
discussed in Chapter 5 (Section 5.5.2) — the chapter examining repeat

victimisation in Taiwan.
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Figure 3.4 Rates of victimisation by offence, 2015 TAVS. Incidence rate =
number of victimisations per 100 individuals/households; prevalence rate =
% of victimised individuals/households by individual/household’s exposure

to victimisation risk

Despite the limitations mentioned above, the TAVS can still provide a
good overview of crime victimisation in Taiwan, and one which usefully
supplements that provided by official crime statistics. Figure 3.4 shows the
incidence and prevalence rates for each offence type included in the 2015
TAVS. Incidence rates here refer to the number of victimisations per 100
individuals/households, taking multiple experiences of same types of
victimisations into account. Prevalence rates, as defined by the 2015 TAVS,
refers to the proportion of victimised individuals/households by
individual/household’s exposure to victimisation risk. Multiple experiences
of victimisations were thus counted once. It is also noted that in the case of
burglary, the denominator of incidence and prevalence — the number of

sampled households — would be the same. Yet in some cases, the number of
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individuals/households exposed to victimisation risk sometimes does not
comply with the sample number of individuals/households. For example, the
households that do not have a car/motorcycle would not be exposed to
car/motorcycle theft. They would count for the denominator of incidence
rates but not for prevalence ones, as defined by the TAVS. Note that this
definition is different from that by Farrell (1995) (see Section 2.3), of which
the incidence denotes the average number of crimes per 100 (or other definite
number) of the population at risk and prevalence relates to the whole

population.

Briefly, the ratio of incidence to prevalence rates for each offence type
indicates the extent of concentration over the sampled population. The
incidence divided by prevalence indicates how certain types of crime are
unevenly distributed over targets. Note again that the Taiwan survey capped
the total number of victimisations that a victim could report to six. Experience
of victimisation over six times were hence coded as six and over. That is to
say, provided that this truncation was removed from the TAVS, incidence
rates would be higher as the same number of victims would have the chance
to experience more incidents, so that a higher extent of concentration would

be expected.

In line with police statistics, Figure 3.4 shows that larceny was the most
prevalent type of crime in Taiwan, with a prevalence rate of 5.57 and
incidence rate of 7.86 in the 2015 TAVS. The least prevalent crime was
robbery, with a prevalence rate of 0.03 and incidence rate of 0.08. However,
robbery was the most concentrated crime over victims, with a concentration
rate of 2.67. Car and motorcycle theft were less concentrated, with both

having a rate less than 1.

It is also noted that the 2015 TAVS did not measure the victimisation of
cybercrimes as other national victim survey did (say CSEW for example).
This warrants alternative data source to be identified. Fortunately, another

nation-wide survey — the DOSIH — includes such information to be drawn on
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estimating the extent of cybercrime victimisation in Taiwan. This is

introduced below.

3.2.2.2 Digital Opportunity Survey for Individuals and
Households

The second main dataset used in this thesis is the DOSIH. The survey is
commissioned by the National Development Council, a policy-planning
agency of the Executive Yuan of Taiwan, and often conducted by private
polling organisations in Taiwan. The stated aim of this survey is to better
understand generational and regional inequalities in accessing the internet and
computer devices. The Taiwanese government has commissioned the DOSIH
every year since 2001, though cybercrime victimisation was not measured
until 2015. These surveys have focused on digital opportunities and risks
raised by new ways of communication (such as internet technology) at a

national scale.

Unlike the TAVS, for which the public has limited access, raw data from
the DOSIH are accessible to researchers for academic use with permission
from Survey Research Data Archive (SRDA). The 2017 sweep is used in this
thesis, as it was the first sweep that additionally measured individuals’
victimisation of virus infection beyond cyber abuse, fraud and identity theft

in the 2015/2016 sweeps.

The 2017 DOSIH used stratified random sampling and the assistance of
CATI, for which all registered nationals aged 12 or older and nested in all 22
cities/counties in Taiwan were eligible for inclusion. Like the TAVS, as the
sampling required a registered landline, those young, affluent, homeless or
immigrants might therefore be excluded from the survey. Phone calls were
made between 22 August and 29 September 2017 and 9,337 cases were

completed, reaching a response rate of about 67 percent.

As stated above, the DOSIH was primarily designed to understand

generational and regional inequalities in accessing the internet and computer
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devices. Although it included a few items on the risks that people would
encounter in the cyberworld, the questionnaire was not intended for
cybercrime research. To my knowledge, no research has been done on
cybercrime victimisation in Taiwan using such data. This thesis is hence the

first study applying the DOSIH for criminological purposes.

Individuals’ experiences of cybercrime victimisation were covered in four
questions (translated from Chinese into English) as: (1) “During the past year,
have you suffered online verbal attack?”; (2) “During the past year, have you
suffered personal information leakage (e.g. credit card/phone number) or
account theft because of internet use?”’; (3) “During the past year, have you
suffered fraud because of internet use?”’; and (4) “During the past year, have
your PC or phone contaminated with virus because of internet use?”. Unlike
the TAVS, which asked about multiple experiences of the same type of
victimisation, the DOSIH merely recorded whether a respondent had
experienced a certain type of cybercrime (i.e. yes or no). This means that the
concentration of cybercrime victimisation in Taiwan cannot be computed

using the DOSIH.

A main limitation of the DOSIH is noted here. To reiterate, the DOSIH
survey was not designed for the purposes of understanding the extent or
patterns of online victimisation in Taiwan. Hence, some key concepts in
regard to cybercrime were not clearly stated or included. For example, the
second question actually measured two types of cybercrime, namely
information leakage and identity theft. The missing concepts otherwise may
include a person’s time spent online, their installation of security software,
and so on. The limitations will be detailed in Chapter 6 (Section 6.6.4) and

Chapter 7 (Section 7.6.3), which concern cybercrime victimisation in Taiwan.

Before presenting the trends of cybercrime victimisation in Taiwan, it
would be helpful to provide some key indicators for readers to better
understand internet access and use in Taiwan, with comparison to other
regions. Figure 3.5 shows the trend of internet access in Taiwan, Hong Kong

and Great Britain. In addition to the DOSIH, the statistics provided were
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drawn from official surveys (Census and Statistics Department, Hong Kong
Special Administrative Region, 2020; Office for National Statistics, 2017).
Figure 3.5 shows the rate of household internet access in 2017 was about 82%
in Taiwan, while that in Hong Kong was around 80% and in the GB was 90%.
For a reference point, the internet penetration rate (i.e. number of internet
users divided by the population) is about 64% in Asia, 88.2% in Europe, 94%
in North America, and an average of 66% across the globe (Miniwatts
Marketing Group, 2021). The statistics suggest that Taiwan has a higher-than-
average level of internet access in the Asian region; yet slightly lower than

that in the European regions.
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Source: DOSIH(Taiwan), Census and Statistics Department (HK), and ONS(GB).

Figure 3.5 Trends of internet penetration between Taiwan, Hong Kong (HK)
and the Great Britain (GB), 2005-2017. Data on Hong Kong is only available
every 5 year before 2015.

Figure 3.5 also indicates an upward trend in which a growing proportion
of citizens aged 12 and older had access to the internet between 2005 and

2017 in Taiwan. Important implications drawn on this upward trend are that
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cyberworld has been growing in Taiwan, more problems might be brought
out, and that more studies should be conducted to understand the risk factors

of cybercrime.

Table 3.2 shows cybercrime victimisation in Taiwan drawn on the three
sweeps of DOSIH between 2015 and 2017. Their sample sizes ranged from
9,408 to 23,465 participants. The table indicates personal information leakage
(or known as data breach) and identity theft to be the most problematic —
around one tenth of participants across sweeps had experiences of such
victimisation in the past year. Virus infection was only available as an option
in the 2017 sweep where it accounted for one tenth of cybercrime

victimisation in Taiwan.

Table 3.2 Statistics of cyber victimisation, DOSIH 2015-2017

2017 2016 2015

Types of victimisations
Count (% ofn) Count (% ofn) Count (% of n)

Online verbal abuse 218 (2.33) 528 (2.25) 224 (2.38)
Information leakage/ identity theft 715 (7.66) 2,196 (9.36) 1,018 (10.82)
Online fraud 309 (3.31) 880 (3.75) 369 (3.92)
PC/phone virus infection 946 (10.13) - -
Sample size (n) 9,337 23,465 9,408
Response rates (%) 67.01 65.45 67.31

For a reference point, Table 3.3 displays the prevalence of cybercrime
victimisation by regions drawn on Kaakinen et al.'s (2018) comparative study.
The study utilised online questionnaires and recruited youth and young adults
aged 15-30 years old from the US (n=1,033) and Finland (n = 555) in spring
2013, and the UK (n=999) and Germany (n=978) in spring 2014.
Cybercrime victimisation was measured for the past 3 years. Two
subcategories of cybercrime victimisation were recorded: offensive

cybercrime and cyber-fraud. Offensive cybercrime included defamation,
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illegal threat, and sexual harassment while the cyber-fraud included identity
theft and online fraud. The table shows offensive cybercrime was more
prevalent than cyber-fraud across countries. Comparable types of
victimisations were identity theft and online fraud, for which the prevalence
rates were about five times and nearly two times greater (respectively) in
Taiwan than for these four countries. This suggests that cybercrime

victimisation is more prevalent in Taiwan than that in a western context.

Table 3.3 Prevalence rates of cybercrime victimisation (%) by countries

drawn on Kaakinen et al.’s (2018) study

Type of victimisation All countries UsS UK Germany Finland
Victim of cybercrime 6.42 6.10 7.41 6.03 5.95
Victim of offensive cybercrime 426 436  4.80 4.09 3.42
Defamation 2.61 290 250 2.76 1.98
Illegal threat 2.19 1.65 270 2.35 1.98
Sexual harassment 1.09 1.26 1.00 1.02 1.08
Victim of cyber-fraud 2.92 2.52 2.80 3.27 3.24
Identity theft 1.49 1.65 1.60 1.12 1.62
Fraud 1.77 1.16 1.60 2.35 2.16
Sample size 3,565 1,033 999 978 555

Source: Kaakinen et al. (2018)

3.2.3 General limitations of Taiwanese datasets used

in this thesis

The limitations for the selected Taiwanese data sets used here are the same as
the general limitations of using police recorded crime data and victim surveys.
In addition, there are further limitations concerning the lack of input by the
researcher into the design of the questionnaire. Using secondary data can

present more difficulties in analyses than using primary data since researchers
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are unable to tailor the questions of interest by themselves (Jones, 2010). The
variables provided in the secondary dataset are often not well defined in terms
of the researchers’ interests. For example, some responses may be collected
in categories when the researchers need them to be exact figures, as is the

case with cybercrime victimisation on the DOSIH.

To summarise, Taiwanese police data is limited in providing profiles of
victims/targets, either in terms of burgled house or specific cybercrime.
Furthermore, limitations of the TAVS are that: (a) the low frequency and
limited access to surveys have an effect on the capacity of crime research; (b)
the capping convention at six may underestimate the concentration of crime
in Taiwan; and (c) there is no measures of cybercrime victimisation.
Otherwise, the DOSIH, as an alternative data source of cybercrime
victimisation, has three limitations noteworthy: (a) no entry of multiple
experiences of cybercrime victimisations that limits an examination into the
concentration of cybercrime over population and further patterns of repeat
cybercrime victimisation; (b) an inappropriate question measuring
victimisation that might bias the prevalence of identity theft; and (c) absence
in measures with regard to cyber lifestyle and security. The main reason for
raising aforementioned limitations is that the DOSIH is not originally
designed for cybercrime victimisation. Therefore, some important items
related to cyber security are absent from the questionnaire. Examples of key
concepts are like items to measure individuals’ time spent online or the
presence of (updated) security software, which are not included in the DOSIH.
More limitations about the police data, TAVS and DOSIH will be addressed

in the following empirical chapters.
3.3 Summary of chapter

This chapter introduces the data sources used in this thesis. It acknowledges
the strengths and weaknesses of both official crime data and victim surveys.
On the one hand, official data has strengths in measuring longitudinal patterns

and trends in well-reported crime and containing geographic information that
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can be used for local crime pattern analysis. Its weaknesses lie in the fact that
the statistics are dependent on victims’ reporting behaviours and the recording
practices of the CJS and particularly the police. On the other hand, victim
surveys provide a more complete estimate of crime and risk, overcoming the
issues of unreported and unrecorded crime. They are also a valid and reliable
measure that can be used to understand the causes and impact of crime.
However, the reliability of victim surveys might be influenced by issues such
as self-selected samples, recall bias, over-reporting or under-reporting of
victimisation, or adjustment issues with social desirability. Each measure of
crime has its strengths and limitations; and therefore the utilisation of both
measures would provide a better estimate of crime patterns. This thesis would

use both police recorded data and victim surveys.
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Chapter 4 A Multilevel Assessment of
Domestic Burglary Victimisation in

Taiwan

This chapter presents the first empirical study of this thesis. It aims to answer
the research question presented in Chapter 2 (Section 2.4), namely: Does a
lifestyle-routine activity approach adequately explain burglary victimisation
patterns observed in Taiwan, as measured by the TAVS? As mentioned
previously, the LRAA has been applied extensively to examine victimisation
patterns in various industrialised contexts, yet it is less evident whether the
same approach is applicable to an Asian context, specifically burglary in
Taiwan. Consequently, this study is the first in the criminological literature
to use multilevel modelling to better understand if the LRAA applies to

burglary victimisation patterns in Taiwan.
4.1 Background

As outlined in Chapter 2, the RAA suggests that the convergence of motivated
offenders, suitable targets, and the absence of capable guardians constitutes a
crime event (Cohen & Felson, 1979; Felson & Cohen, 2011). With the
inclusion of a lifestyle-exposure perspective, the LRAA proposed by Cohen
et al. (1981) is increasingly used by researchers to explain criminal
victimisation patterns. According to the LRAA, an individual’s risk of
victimisation is related to his/her daily routine activities that comprise his/her
lifestyle. The attractiveness of potential targets, absence of guardianship,
exposure to risk, proximity to potential offenders, and the specific properties

featured by specific crimes! are the five elements deemed crucial for

! Specific crimes feature specific instrumental actions (or say lifestyle-routines and
knowledge) by potential offenders. For example, burglaries may require offenders’ more
awareness of victims’ routine activities (e.g. about if the dwelling is occupied) and commands
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explaining opportunities for crime (Cohen et al., 1981). The first four
elements of the LRAA model provide opportunities for crime to occur, whilst
the last element relates to variations in opportunity for different types of crime

(also see Section 2.1.4).

Drawing on the LRAA, the following sections present what is known from
previous (mainly Western) research about the patterns of residential burglary
victimisation. This research literature is important because it acts as a guide
for the variables used in the analysis reported in this chapter. This is followed
by a summary of relevant Asian research (also see Section 2.2.1.2) before the
presentation of the results of the multilevel analysis. The literature review

provided below builds on that presented in Chapter 2.

4.1.1 Residential burglary victimisation from the
perspective of lifestyle-routine activity

approach

Several studies have examined patterns of residential burglary from a LRAA.
This line of research has identified multiple factors associated with differing
risk of victimisation. Table 4.1 summarises the key risk factors identified in
previous research as they relate to both the household (i.e. the property itself)
and neighbourhood level (i.e. the wider environment in which the property is
located). These factors can be categorised according to three main theoretical
concepts which lie at the heart of the LRAA — target attractiveness/suitability,
guardianship and proximity/exposure to crime and disorder. Discussing each

concept (and the associated research) in turn.

of techniques (e.g. ways to break in a dwelling), than that required by general larcenies. Also
see Section 2.1.4.
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Table 4.1 Lifestyle-routine factors related to burglary victimisation at household (HH) and neighbourhood (NB) levels

Concepts Dimensions Level Related factors Explanation & references R;latlonshlp
with burglary
HHs with higher incomes would tend to live in more expensive properties in affluent
HH income areas and, crucially, be in possession of more expensive (attractive) items (Cohen et al.,  Positive
Attractiveness: PRy 1981)
the perceived HH* Avallablllty of . Such dwellings would have higher perceived rewards so that they may experience Positi
rewards on SXPENSIVE TeMS I pioher risk of burglary (Miethe & McDowall, 1993; Micthe & Meier, 1990) ositive
offending a property
Layout of a Living in a detached house might suggest the privileged economic status of inhabitants, Mixed
dwelling though there was mixed evidence being found (Bowers et al., 2005)
Fences can be both a barrier to access the property and an obstacle obscuring dwellings
HH Fences from public view, and thus hindering the intervention of potential guardians (Hope, Mixed
1984)
Mixed findings partly because of its interaction with physical visibility:
Target. a) dwellings on more accessible street segments (e.g. those located on major roads and
att.ract.l\.leness/ . connected street segments) suffered a higher risk of burglary than those on cul-de-
suitability HH Penngablllty of sacs because they might be more visible and accessible to burglars (Johnson & Mixed
dwelling _
Bowers, 2010);
Accessibility: the b) dwellings on cul-de-sacs suffered a greater risk of burglary than those on major
ease of entry and roads because the former dwellings were less guarded by the public (Hillier, 2004)
physical visibility e The ground-floor units of a building suffered a higher risk of burglary because they
were easier to be accessed by burglar (Robinson & Robinson, 1997); so as terraced
houses and flats on the second floor and above were less likely to be burgled than
detached or semi-detached houses (Ellingworth et al., 1995; Osborn & Tseloni, 1998)
HH  Types of dwellings e Mixed finings observed in detached houses: a) having more entry points on the ground Mixed

floor would attract more burglaries (Miethe & Meier, 1990); b) detached houses
suffered the least burglary risk, compared to flats and semi-detached properties, when
controlling dwellings’ environmental factors (i.e. economic conditions by area)
(Bowers et al., 2005)

(Continued)
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Table 4.1 (Continued)

Concepts Dimensions

Level

Related factors

Explanation & references

Relationship
with burglary

Physical
guardianship:
self-protection
measures

HH

Security measures
against burglary
(e.g. burglary
alarm, locks, etc.)

HHs with security measures, considered as being guarded, would be less likely to
experience burglary (see e.g. Budd, 2001; Miethe & McDowall, 1993; Miethe & Meier,
1990)

Negative

Guardianship

Social
guardianship

HH

House occupancy

A house without occupancy may lack guardianship and experience a higher risk of

burglary than those being occupied.

a) Residents’ employment status: those at work or in education leave houses empty for
several hours a day, and the time of leaving and returning home is quite predictable
to potential offenders (Miethe et al., 1987);

b) HH composition: houses are more likely to be occupied when the HH is composed
of two or more adults. These houses were found to have a reduced risk of being
burgled (Osborn & Tseloni, 1998).

Negative

NB

NB watch schemes

When the dwelling is unoccupied, NB watch schemes would act as a guardianship
against burglary. Hence, HHs with NB watch schemes were found to experience a
reduced risk of burglary (Bennett et al., 2007; Hunter & Tseloni, 2016).

Negative

NB

Population density

An indirect measurement of social guardianship. A high population density implies
more potential guardians in presence, and thus HHs located in highly populated NBs
would experience a lower risk of burglary (Battin & Crowl, 2017; Hipp & Roussell,
2013).

Negative
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Table 4.1 (Continued)

Concepts Dimensions Level

Related factors

Explanation & references

Relationship
with burglary

NB

Informal social
control (i.e. the
extent to which the
community
intervenes in
neighbourhood
problem solving)
drawn from social
disorganisation
theory (SDT)

These include several neighbourhood characteristics that influence the level of
collective efficacy within a community and further to informal social control within
that community to combat crime (Kubrin & Wo, 2016; R. J. Sampson et al., 1997; R.
J. Sampson & Wikstrom, 2008).

a)

b)

Objective and quantifiable qualities: e.g. poverty, population heterogeneity, or
residential instability. For example, capable guardianship is less likely to be
found in disadvantaged areas in which communities’ access to public resources
is generally more limited. Such resources refer to sources of informal social
control and collective efficacy (i.e., sources of informal social control) *. That is
to say, in deprived, mix-resident, and resident-unstable environments (in)formal
social control is typically in short supply, resulting in weakened controls against
crime, including burglaries (Wilcox et al., 2007)

Perceptual qualities: 1) signs of social disorder (e.g. graffiti, drug deals, peer
gangs hanging out, decayed facilities, loitering, street prostitution, etc.): more
signs are related to a weakened level of informal social control and to a higher
level of crime risk within a community (R. J. Sampson & Raudenbush, 1999); 2)
Organisational participation (e.g., items asking to what extent did the residents
socialise with each other, feel belong to the neighbourhoods, or was willing to
solve the problem within the neighbourhoods): the higher organisational
participation within a community the higher level of informal social control;
3)social interaction and informal network (e.g. friendship and kinship ties within
the community): the closer connection between residents a community has, a
higher level of informal social control it has and the lower level of crime risk
within the community (R. J. Sampson et al., 1997); 4)collective efficacy (i.e. a
community’s ability to maintain public order) (Cantillon et al., 2003; R. J.
Sampson & Groves, 1989)

Mixed
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Table 4.1 (Continued)

Concepts Dimensions Level Related factors Explanation & references R;latlonshlp
with burglary
Studies have supported that offenders’ journey to crime is often short (Rossmo, 1999;
Townsley & Sidebottom, 2010). As a result of their routine activities, offenders are
o more likely to commit crimes in areas that they are familiar with (P. L. Brantingham
Objective & n.egi.ghbourhoo d & Brantingham, 1993; Eck, 1993). The cost of travel and offenders’ familiarity and
. . awareness of opportunities to succeed within those areas plays a role in attracting o
quantifiable NB crime rates, area . . . . Positive
Lalities unemplovment offqnses, thus e.xpla.lnln.g why exposure ar}d proximity to crime/disorder has an
4 ¢ p ¢ y environmental implication of crime. Specifically in terms of burglary, offenders’
rates, ete. familiarity was proved a significant predictor of offenders’ location selection (Frith et
al., 2017). Evidence otherwise suggested that neighbourhoods might suffer higher
Proximity/exposure burglary rates if located close to affluent potential offenders (Mawby, 2001).
to crime/disorder
Signs of disorder as a proximity/exposure element may overlap with the
aforementioned SDT (R. J. Sampson & Raudenbush, 1999; Skogan, 2012) concept.
e.g. signs of social ~ Nevertheless, signs of disorder as a proximity/exposure element can also be drawn
Perceptual QisgrQer, upon ‘Fhe “bquen windows’.’ t.hfa(.)ry (Kelling, 1997; Kelling & Coles, 1997) argu.ing .
qualities NB individuals’ that visual evidence of “incivilities” (or say anti-social behaviours) such as public Mixed

perception of risks,
etc.

gambling, drinking, or drug sales, etc. give potential offenders an impression of
misbehaviour tolerance within the neighbourhoods and thus attract predatory crime
(R. J. Sampson & Raudenbush, 1999). This perspective echoes the concept of
proximity/exposure to crime embedded in LRAA.

Note. “Target attractiveness is suggested to be related to both the perceived appearance of a property and an interaction between the property and wider environmental factors.
Affluent properties located in poorer areas are shown to be at especially high risks of being burgled compared to affluent and poorer houses in affluent areas (Bowers et al., 2005).
$ Physical and social guardianship are classified according to Tseloni et al.’s (2004)" SDT causal model of crime would be like this: neighbourhood characteristics — collective
efficacy — informal social control — crime (see e.g. Kubrin & Wo, 2016; R. J. Sampson et al., 1997; R. J. Sampson & Wikstrom, 2008)

126



4.1.1.1 Target suitability (attractiveness and accessibility) in

the context of burglary

From the perspective of the LRAA, a property can be thought of as a burglary
target. Previous research has therefore considered properties with regard to
target suitability in two dimensions — attractiveness and accessibility (see

Table 4.1).

Two aspects of attractiveness (i.e. household income and perceived
availability of valuable goods inside the property) have been found to be
positively related to burglary risk. (Cohen et al., 1981; Miethe & Meier, 1990),
while mixed evidence has been found on the impact of dwelling type on
burglary victimisation. For example, Miethe and Meier (1990) found that
detached houses attract more burglaries while Bowers et al (2005) suggested
that detached houses exhibit the least burglary risk, compared to flats and
semi-detached properties, when economic conditions in dwellings’

surroundings were controlled (see Table 4.1).

Likewise, accessibility has been shown to have an inconsistent relationship
with burglary risk. Some studies have suggested that dwellings on more
accessible street segments (e.g. those located on major roads and connected
street segments) suffer a higher risk of burglary than those located on cul-de-
sacs because, all things being equal, they are more visible and accessible to
burglars (Johnson & Bowers, 2010). By contrast, other scholars have argued
that dwellings located on cul-de-sacs suffer a greater risk of burglary
victimisation because they are less guarded by the public (Hillier, 2004). It is
also noted that target attractiveness can be related to the perceived appearance
of a property and its interaction with the neighbourhood in which it is located.
For example, using data from Merseyside (UK), the aforementioned Bowers

et al.’s (2005) research found that detached houses located in poorer areas’

2 There were 118 wards in Merseyside which were categorised into five levels of
deprived/affluent areas using the ward-level Index of Multiple Deprivation 2000.
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were shown to be at especially high risks of being burgled compared to

detached houses located in more affluent areas (Bowers et al., 2005).

4.1.1.2 Guardianship in the context of burglary

The second class of factors found to be related to burglary victimisation is
guardianship, which can be referred as both physical and social guardianship
(see Section 2.1.1.2). Physical guardianship in the context of burglary mainly
comprises self-protection measures (e.g. burglar alarm, locks, etc.) which
affect the ease and risk with which an offender can gain access to a property
(Tseloni et al., 2004)3. Factors related to social guardianship may range from
signs of occupancy at the household level to levels of informal social control,

drawing from SDT* at the neighbourhood level (see Table 4.1).

Briefly speaking of SDT, informal social control and collective efficacy
are two key concepts at the heart of this popular criminological theory.
Informal social control refers to the extent to which a community intervenes
in resolving neighbourhood problems. Collective efficacy refers to a
community’s ability to maintain public order (R. J. Sampson et al., 1997). Put
simply, a SDT causal model of crime looks like this: disorganised
neighbourhood — weak collective efficacy — weak informal social control
— more crime (Kubrin & Wo, 2016; R. J. Sampson et al., 1997; R. J.
Sampson & Wikstrom, 2008). According to this model, in a socially
disorganised neighbourhood where informal social control and collective
efficacy is weak, residents are more isolated from one another and their social
institutions. Neighbours are thus less likely to provide supervision over and

intervene in forms of delinquency carried out within their neighbourhood

3 Note that Tseloni et al. (2004) included participation in collective crime prevention
enterprises such as neighbourhood watch programme might be confusing with social
guardianship.

4 Three elements — solidarity, cohesion, and integration — are considered essential in a socially
organised neighbourhood. Residents within these neighbourhoods share similar perspectives
about norms and values, have strong connections and established networks between each
other (Kubrin & Wo, 2016). Conversely, these three elements are less likely to be observed
in a socially disorganised neighbourhood. As a result, informal social control is weak in such
neighbourhoods (C. R. Shaw & McKay, 1942).
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(Cantillon et al., 2003). As potential guardians/controllers are less able to
function in their neighbourhood, crime is considered more likely to occur.
Examples of key SDT studies are referred to in Table 4.1 (see also R. Bursik,
1988; Jobes et al., 2004; R. J. Sampson & Raudenbush, 1999; C. R. Shaw &
McKay, 1942).

The purpose of mentioning SDT here is to highlight how the presence and
capability of potential guardians — a key feature of the LRAA model — is also
influenced by neighbourhood level factors. However, one thing to note is that
despite the impact of social disorganisation on crime, to date SDT research
has mainly centred on violent crime and using data from the US. Further,
among those few burglary-related studies which draw on SDT, inconsistent
results emerge. For instance, a study using three waves of BCS data found
that neighbourhood cohesion exerted an indirect effect on social disorder and
burglary (Markowitz et al., 2001). Other early research indicated an effect on
robbery rather than on burglary or homicide (R. J. Sampson & Raudenbush,
1999). Clearly, the effect of social (dis)organisation on burglary (in a relation

to the presence of guardians in an area) requires more empirical attention.

4.1.1.3 Exposure/proximity to crime or disorder in the

context of burglary

The third factor related to burglary victimisation is exposure and proximity
to crime or disorder. Connections between disorder and crime draw from
many theoretical perspectives, including: (a) “broken windows” theory
(Kelling, 1997; Kelling & Coles, 1997), arguing that visual evidence of
“incivilities” (or say anti-social behaviours) such as public gambling,
drinking, or drug sales, etc. gives potential offenders an impression of
misbehaviour tolerance within the neighbourhoods and thus attracts predatory
crime (R. J. Sampson & Raudenbush, 1999); (b) SDT: disorder weakens
neighbourhood stability, informal social control, and enhances fear of crime
(Skogan, 2012); and (c) crime pattern theory: since motivated offenders will

select targets in close proximity to their residences, closer proximity to
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motivated offenders will increase residents’ likelihood of being victimised.
Evidence suggests that neighbourhoods might suffer higher burglary rates if
located close to more potential offenders (Mawby, 2001), about whom
extensive evidence shows mostly undertaken journeys to crime are short
(Rossmo, 1999; Townsley & Sidebottom, 2010). As a result of their routine
activities, offenders are hence more likely to commit crimes in areas that they

are familiar with (P. L. Brantingham & Brantingham, 1993; Eck, 1993).

It is noteworthy that most routine activity perspective-driven research
applies indirect measures to examine the effects of proximity to crime. Such
measures include objective measures such as neighbourhood crime rates and
area unemployment rates as well as more subjective measures such as signs

of social disorder and individuals’ perception of risks (see Table 4.1).

As indicated above, Table 4.1 provides a summary of the research
associated with those factors implicated in burglary victimisation, organised
according to the key elements of the LRAA. However, it should be noted that
these categories are not independent. Some factors linked to burglary risk
relate to several theoretical concepts. An example might be the type of a
dwelling, say a detached house. A property being detached may be considered
as both an attractive burglary target (i.e. privileged economic status of house
owners perceived by burglars) and an accessible burglary target (i.e. more
entry points compared to, say, a top floor apartment). Likewise, signs of social
disorder in a given area might indicate not only signs of less guardians but
also provide evidence that there are more potential offenders operating within
a neighbourhood. Table 4.1 is therefore intended to summarise the main
findings regarding burglary risk factors using a LRAA framework, and should

not be taken as a strict classification of the concepts.

We turn now to burglary research in an Asian context, and in particular the
limitations with the existing research, some of which are addressed in this

chapter.
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4.1.2 Issues with burglary research in Asia

As described in Chapter 2, there is presently a small body of research on
burglary in Asia using an opportunity perspective (recall the summary of key
studies presented in Table 2.2). Focussing on Taiwan in particular, Wang
(2015), using data from the 2010 TAVS, found through logistic regression
analysis that properties that were detached, located on the ground floor, and
in a socially disorganised area suffered higher risks of burglary. The analyses
further suggested that individual security measures were associated with a
reduced risk of burglary victimisation. Those security measures included
security guards, burglar alarms, security bars on windows, the presence of
dogs, light sensors, and the use of a police-connected security system® (H. C.
Wang, 2015). Another study from Taiwan, using a sequential negative
binomial regression with the same data produced a slightly different picture.
It suggested that whilst security guards significantly lowered a dwelling’s
burglary risk, light sensors significantly increased the risk of burglary
victimisation (S.-Y. Kuo, 2015).

In addition to the use of different analytical techniques, the mixed findings
described above may be a consequence of using only single-level analyses
rather than multilevel analyses, meaning that neither Wang’s (2015) nor
Kuo’s (2015) study accounted for possible environmental/neighbourhood-
level influences on burglary patterns in Taiwan. To be more specific, in
Wang’s (2015) study the measurement of social disorganisation related to
individual household’s responses toward questions about teenagers hanging
around on the street, social disorder caused by recreational facilities, and
violence in the community. However, considering that individuals’ responses

are not in fact independent and might be influenced by the community where

5 Police-connected security system is a security system in which the installed burglar alarms
are connected to the local police stations. Once an alarm is triggered, the station will receive
a report of burglary immediately. However, the system is operated by a third-party security
company rather than the police authority.
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they liveS, this individual-level measurement may not fully (or accurately)
capture social disorganisation at a community level. Ignoring the issue of
nesting and non-independence might lead to a biased estimation of predictors’
effects (Aarts et al., 2014). Therefore, a more appropriate approach is to
aggregate those responses at a neighbourhood level. I will expand on this in

the analysis section (Section 4.3.3.3).

Only a few Asian studies have examined multilevel factors of burglary risk.
To my best knowledge, one is conducted in South Korea (Roh et al., 2010)
and the other in China (L. Zhang et al., 2007). Both studies have found some
individual- and neighbourhood-level characteristics consistent with
theoretical expectations and consistent with what is routinely observed in
Western societies. The characteristics include target attractiveness (e.g.
household income), guardianship (e.g. occupancy at an individual level and
collective efficacy and public control at a neighbourhood level) and

community disorder (see Table 2.2).

Of those multilevel studies which have taken place in Asia, inconsistencies
with Western research findings are also identified. For instance, in the South
Korean study, the presence of household security measures’ and community
cohesion (relevant to the aforementioned SDT concepts) enhanced the risk of
burglary and robbery (Roh et al., 2010). Likewise, Zhang et al.’s (2007) study
also found that residential stability was positively related to burglary
victimisation, which conflicts with the SDT literature (Wilcox et al., 2007).

Conflicting findings on SDT may be attributed to differences in
measurement or cultural and contextual differences across studies (L. Zhang
et al., 2007). However, an increased risk of burglary observed in Korean
dwellings with security measures did not indeed conflict with all Western

research findings. In a recent study, Tilley et al. (2015) also found a positive

¢ Those who live in a community tend to act more similarly than those who live elsewhere.
More detail will be provided in the Method section.

" Roh et al.’s (2010) study conceptualised target hardening efforts as security measures
implemented in residence, including an intrusion detection sensor, CCTV, a door video
phone, and a burglar alarm.
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association between the presence of burglar alarms and the risk of burglary
when using multiple sweeps of the CSEW. Beyond coding and respondents’
error, they proposed several possible explanations for this positive (and to
some extent counter-intuitive) relationship: (1) adaptive offenders who
learned how to avoid or distinguish the effective alarm system; (2) flags for
target suitability in which burglar alarms informed burglars of valuable items
in presence; (3) drowned out effects in which (false) alarms became so
prevalent that its function of attention decayed and (4) heterogeneity in
systems and effects (or say some alarms systems may be less effective than
others). Lastly, they noted that the CSEW does not provide information about
the quality or the actual functioning of an alarm system. The difficulties in
controlling for the quality and functioning of an alarm system meant that such
findings of ineffectiveness against burglary need to be taken with caution

(Tilley et al., 2015).

In addition to the explanations offered by Tilley et al. (2015), when the
security features were installed is a key consideration about their
effectiveness against burglary. The aforementioned studies in Taiwan (S.-Y.
Kuo, 2015; H. C. Wang, 2015), South Korea (Roh et al., 2010), and China
(e.g. L. Zhang et al., 2007) did not give clear information about the time point
of household security implementation. If the security measures were installed
after residents' experiences of burglary, then a positive association is expected
to be observed between those burgled and the number of security measures
since burgled households would somehow take protections against future
victimisation. Few Asian studies are able to distinguish between the time-

ordering of security and victimisation.

The differential measurement of security devices, inconsistent conclusions,
and problems with analytical methods raise questions about whether it is
appropriate to apply Western research findings to a non-Western context such
as Taiwan. Moreover, the noted shortage of multilevel studies makes it
difficult to reliably examine the differences across contexts and to determine
the extent to which observed patterns relate to household or neighbourhood

level variables, and interactions between the two. This lack of research in Asia

133



is to some extent understandable because such research often requires a large
data sample in order to provide enough aggregated (higher-level) units
beyond individuals in order to allow for multivariate statistical analysis. A
lack of studies in Asia thus likely reflects the lack of suitable data, a point
touched upon in Chapter 1 (see page 28-29). However, as mentioned
previously in this thesis, the logic behind situational crime prevention is very
crime specific (Section 2.2.3). Without the decent understanding of the
specific contexts in which crime takes place, it is difficult to plot an effective
prevention scheme. For these reasons, the current study targets Taiwan as a
non-western context to revisit opportunity-based theories into burglary

victimisation, drawing on a large nationally representative dataset.
4.2 The current study

The LRAA framework has gathered much research attention in the process of
better understanding the risk of burglary victimisation. This framework
considers the effect of target attractiveness/suitability, guardianship and
exposure/proximity to potential offenders (see Table 4.1). Taken together,
this framework emphasises the role of opportunity in crime and argues that
the opportunity structure should be examined separately for different types of
crime. Moreover, given that opportunity changes by environment, this
framework brings out the need to understand risk factors of victimisation at
not only a household level but also at an environmental/neighbourhood level,

as well as explore interactions between the two.

Unfortunately, it is difficult to identify many Asian studies — especially in
the context of Taiwan — applying this perspective to understand crime patterns.
If we focus on the specific crime of burglary, the crime of interest in this
chapter, the limited studies from Asia to date cannot provide consistent
evidence to support whether what has been found in the Western literature is
generalisable to the distinct (and different) settings of Asia. The most
controversial inconsistency lies in the (in)effectiveness of household security

measures (e.g. S.-Y. Kuo, 2015; Roh et al., 2010; H.C. Wang, 2015), and, as

134



discussed above, this inconsistently may be attributed, in part, to the
researchers’ failure to record a household’s timepoint for installing security
measures. Research evidence relating to SDT in Asia, in which informal
social control might be related to the concept of guardianship, has also
produced conflicts with what is typically reported in the Western literature,
most notably with respect to the effect of residential stability (L. Zhang et al.,
2007) and community cohesion (Roh et al., 2010) on burglary risk.

Given the aforementioned sparsity of Asian victimisation research, this
study aims to better understand burglary victimisation patterns in Taiwan,
using a multilevel lifestyle-routine approach. As mentioned in Chapter 2
(Section 2.4), the research question for this study is “Does a lifestyle-routine
activity approach adequately explain burglary victimisation patterns in
Taiwan?” In response to the research question and inconsistent findings in
previous Asian studies, a series of hypotheses will be examined here, the
outcome of which will collectively help assess the applicability of an
opportunity-based model (namely attractiveness of potential targets,
guardianship and exposure/proximity to potential offenders) in the Taiwanese

context.

Informed by relevant theory and previous research, below are the

hypotheses to be tested in this study:

e Hl.a: Households with less security measures are more likely to be

burgled.

The first hypothesis is derived from the inconsistent findings on the
effectiveness of security measures against burglary in Asia. Fortunately, the
2015 TAVS, which will be used in the following analyses, contained
information on the installation of household security measures, specifically
whether they were put in place before or after a burglary event, thereby
overcoming the abovementioned time-ordering problem that affects many
previous Asian studies. As a result, it is assumed in this study that if security
measures are in place before a burglary incident, they will likely have a

preventive function and be associated with lower risks of burglary. It is also
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assumed that more security measures will work more effectively, as has been

found in previous research from the UK (see Tseloni et al., 2017).
e H1.b: Households without dogs are more likely to be burgled.

Another security measure considered here relates to the presence of dogs.
This study is one of the first to empirically examine the effect of dogs on risk
of burglary victimisation. Clearly the effectiveness of a dog against burglary
may vary by types of dogs. A Chihuahua, the smallest breed of dog, is likely
to be less aggressive or threatening to a potential burglar compared to a larger
bread such as a Pit Bull. Regrettably, however, the data used here did not
contain information on the breed or number of dog(s) in sampled households.
Hence, the dog-security hypothesis tested here follows the conventional
direction of security measures, in which dogs are considered to serve a
preventive function against burglary. Simply put, it is predicted that the
presence of a dog will be associated with lower risks of burglary as their
presence is assumed to deter potential offenders by increasing the perceived

risk of injury.

e Hl.c: Households without security bars on windows are more likely

to be burgled.

Findings on the effectiveness of individual security measures are
inconsistent in Taiwanese studies (S.-Y. Kuo, 2015; H. C. Wang, 2015).
Among those security measures considered, security bars on windows (or
some called iron-barred windows) are quite prevalent in Taiwan yet remain
neglected in previous Taiwanese research. This study thus examines the effect
of iron-barred windows on burglary risk. It assumes that houses with barred
windows will suffer a lower risk of burglary, since the presence of bars will,
all things being equal, increase the effort involved in an offender gaining
access to the property and/or increase the risk that an offender might be

spotted trying to gain illegal access to said property.

In addition to the abovementioned role of individual household security
measures, and inspired by the opportunity framework and SDT (using Table

4.1 as a reference), this study also investigates the effect of target,

136



guardianship, exposure/proximity, and social disorganisation on burglary

victimisation. The following hypotheses relate to these elements:

e H2.a: More attractive households, measured here as household

income, are more likely to be burgled.

A positive relationship between household income and its burglary
victimisation is suggested by both the western and Asian literature (see both
Table 2.2 and Table 4.1). The rationale is that households with higher
incomes would tend to live in more expensive properties in affluent areas and,
crucially, be in possession of more expensive (attractive) items. The current
study follows this statement and assumes a positive relationship between

household income and burglary victimisation.

e H2.b: More accessible households, measured here as the presence of
conspicuous security measures, the awareness of police anti-burglary

consultancy and easy entry, are more likely to be burgled®.

Likewise, studies have suggested that the accessibility of households
relates to their burglary victimisation (Robinson & Robinson, 1997), though
variations in measuring accessibility are observed (see Table 4.1). This study
assumes that houses with accessibility will reduce the effort involved in an
offender gaining access to the property and/or reduce the risk that an offender
might be spotted trying to gain illegal access to said property. All things being
equal, those properties will suffer a higher risk of burglary. The measures of

accessibility will be detailed later in Section 4.3.2.

e H3: Households with fewer guardians present are more likely to be

burgled.

As mentioned, guardianship is a key concept underpinning the LRAA. The
study assumes that households with fewer guardians in place will reduce the

risk that offenders might be detected when they try to gain illegal access to

8 Conspicuous security measures in this thesis refer to two security measures (i.€. security
door chains and iron-barred windows) that hinder potential offenders’ access to a dwelling.
Also, I would discuss how I measured household attractiveness and accessibility in the Data
section (Section 4.3.2).
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said property. All things being equal, households with fewer guardians will
be more likely to be burgled.

e H4: Households with greater exposure and proximity to
crime/potential offenders are more likely to be burgled.

Offenders’ familiarity has been found a significant predictor of offenders’
location selection (Frith et al., 2017). Evidence otherwise has suggested that
neighbourhoods might suffer higher burglary rates if located close to a greater
number of motivated offenders (Mawby, 2001). This study thus assumes that
households with greater exposure and proximity to crime/potential offenders
are more likely to be burgled. Again, measures of exposure and proximity
will be detailed later in Section 4.3.2.

e HS5: Households located in ‘socially disorganised’ neighbourhoods are
more likely to be burgled.

Guardianships, or say (in)formal social control, are typically weak in a
‘socially disorganised’ neighbourhood (see Table 4.1). All things being equal,
households located in such neighbourhoods are less likely to have guardians
nearby. This study thus assumes that households located in ‘socially
disorganised’ neighbourhoods are more likely to be burgled. Measures of

‘socially disorganised’ neighbourhoods will also be covered in Section 4.3.2.

4.3 Data and Method

The following sections describe the data, variables and analytical strategies
used in this study. I then explain why this study uses a reduced sample of
TAVS data in order to avoid biases and the drawing of incorrect statistical

inferences.

4.3.1 Data

This study used data collected as part of the 2015 TAVS. The details of the
data were given in Chapter 3 (see Section 3.2.2.1). To reiterate, unlike most

Western countries which carry out a national crime victimisation survey on a
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frequent (typically annual) basis (say like England and Wales, US), Taiwan
conducts its victim survey every five years. Hence, the 2015 version is the

most recently available data at the time of writing.

The 2015 TAVS used stratified random sampling, with the assistance of
CATL. Participants (n = 13,016) were nested in 20 out of the 22 cities/counties
and 350 districts that make up parts of Taiwan. All registered citizens aged
12 or older were eligible for inclusion. Participants were asked about the
experience of eight types of criminal victimisation in the previous year (1
January to 31 December 2014): residential burglary, motorcycle theft, car
theft, fraud, robbery, forceful taking, injury, and general larceny.

This study is concerned only with residential burglary, and so used the
following question as the dependent variable: “In the past year, did anyone
steal belongings from your residence (including residential and office mixed-
use buildings)?”®. One hundred and ninety-four respondents indicated that
they had been the victim of burglary over the past year, accounting for 1.49%
of surveyed households. For the purposes of comparison, over the same time
period 2.29% of respondents in the CSEW reported experiencing burglary in
the past year (see Table 3.1).

4.3.2 Variables

Table 4.2 describes the variables used in this study and their expected
relationship with burglary victimisation in Taiwan, informed by relevant
theory and research. Put simply, the variables used here exist at two levels —

household-level variables and community/neighbourhood-level variables.

? It is noted that this question did not specify illegal entry as an important component
of burglary from a legal standpoint. By virtue of the wording, the responses might
include cases where “larceny-theft” victims were victimised by offenders who were
legally allowed or invited into a residence. However, this description is in line with
the police statistics, of which burglary is specified as one form of “larceny” taking
place in a “residence”, regardless of (il)legal entry.
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Table 4.2 Framework of independent variables used in burglary research in Taiwan

Aspects Variables

Measures/items

Expected relationship with burglary victimisation

Household-level variables

“What is your family income per

Target Family income month?” (11-item ordinal scale ranging  The higher the family income is, the more likely the house would be burgled (Cohen
attractiveness (ordinal) from less than NT$20,000 to 120,000 or et al., 1981) (also see Table 4.1).
more; NT$1 = £GBP 0.025)

Conspicuous security P . .

measures (1= yes = az{z)u;:g ri()]ifq’eiﬁf :;:;g;)z;l:nce take The dwellings with conspicuous security measures would be less likely to be

security door chain or b Y 4 accessed, and thus less likely to experience burglary (Miethe & Meier, 1990).

) ) urglary]?

iron-barred window)

e Anti-burglary consultancy is a special service provided by Taiwan police, in which
security surveys of individual properties are conducted to help residents detect
potential vulnerabilities in their houses and surroundings in terms of burglary.

e Those householders who were aware of this service were therefore assumed to

. " . . have had their house strengthened in response to the advice of the police, and
o Awareness of anti- ‘Are you aware of the following crime ) .
Accessibility . . hence be less suitable targets for burglary and thus less likely to fall prey to
burglary consultancy prevention measures [anti-burglary burglars
= P .

(1=yes) consultants] conducted by the police: o Note: this variable might not truly reflect the protective level of a dwelling since
the question asked the participants if they were ‘aware of’ this police service rather
than if they actually used it or acted in accordance with police advice. Individuals’
awareness might not accurately represent their application of anti-burglary
measures.

Easy accessnd(lz yes = “What is your house type (and at which ~ The easier the dwellings can be accessed, the higher risk of burglary victimisation

detached, 2" floor and . o . . ;

below?) floor is it located)? they would experience (Miethe & Meier, 1990).

“During 2014, did your residence take o Given that research suggested that combined security devices worked better than a
any security measures [before specific individual one (Tseloni et al., 2017), security measures were coded into

Number of security burglary]?” (Security measures include: integers (i.e. the number of security measures). The more security measures a

Guardianship dogs, CCTV cameras, light sensors, dwelling had, the less likely it would be burgled.

measures (ordinal)

door/window, anti-theft alarms, police
connection security system, private
security guards, timers)

o Note: The rationale behind this coding was to verify if more security measures
function better against burglary as the opportunity-based theory predicts rather than
identifying the most effective measure.
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Table 4.2 (Continued)

Aspects

Variables

Measures/items

Expected relationship with burglary victimisation

(Guardianship)

Daytime Occupancy (1
=yes)

Occupation: housewife/househusband or

unemployed

¢ Daytime occupancy was coded according to participants’ employment status (see
e.g. Miethe et al., 1987). A dwelling with daytime occupancy were expected to
experience a lower level of burglary risk.

e Note: (un)employment does not exactly confirm whether guardianship was actually
present at the time of the incident. A better measure of guardianship would be
more like “Were you or any other member of this household present when this
incident occurred?” (see Hollis et al., 2013). However, survey responses regarding
occupiers’ presence were only available for those burgled, which does not provide
enough information to distinguish occupancy patterns between victims and non-
victims.

Night-time occupancy
(1 =yes)

“How often do you go out at night in a

typical week?”’

Participants who went out at night less than twice in a typical week were believed to
be more likely to guard their dwellings at night, and their dwellings were thus less
likely to experience burglary.

Lone guardian (1 =
yes)

“How many family members (including

yourself) aged 12 years old live
people”

together?

A household with merely one adult was regarded as lone-guardian since the resident
was less likely to provide control function over the property for longer periods of
time, and thus the household would be expected to experience a higher level of
burglary risk.

Number of male adults
(ordinal)

“How many male family members

(including yourself) aged 18 years old

live together?

male.”

Male adults often exert more protective power against burglary (Sidebottom, 2013).
The number of male adults in a household was included under the concept of
guardianship to examine whether it was negatively associated with burglary
victimisation.

Family size (ordinal)

“How many family members (including

yourself) aged 12 years old live

together?

people”

More occupiers were assumed to provide stronger guardianship as a function of
higher chance of occupancy, and thus a dwelling with a bigger family size would be
expected to experience a lower level of burglary risk (see Miethe et al., 1990).
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Table 4.2 (Continued)

Theoretical concept  Variables

Measures/items

Expected relationship with burglary victimisation

Community-level variables (aggregated and divided by the number of households per district)

Population density by

district

(person/10,000km?)

Alternatively utilising Taiwan official
data in 2014 (Department of Household
Registration, M.O.1., 2020) instead of
TAVS

In a more crowded district, it is more likely that a house will be under the
surveillance of neighbours (i.e. potential guardians) even though the occupiers are
absent (Battin & Crowl, 2017; Hipp & Roussell, 2013). A dwelling located within a
higher populated district would hence be less likely to be burgled.

Proportion of volunteer
patrol team by district

“Is there any volunteer community patrol
team in your residential area?”
(Responses as “yes” were coded as 1 and
aggregated to a district level)

e Volunteer community patrol team was termed as a “Civil Patrol Team” by Martin
(2011). This institution consists of neighbourhood members on a voluntary basis
and is partially sponsored by the local police authority. It could be understood as
some neighbourhood watch-alike programmes in the West.

e Dwellings located in neighbourhoods with a higher level of volunteer patrolling
would have a higher level of social guardianship in presence , and thus experience
a lower level of burglary risk.

Guardianship

Neighbourhood

poverty: proportion of
poor households per

district*

The number of poor households was
divided by the number of total
households per district. The number of
poor households was retrieved from the
Ministry of Health and Welfare
(Department of Statistics, 2017) while
the number of total households per
district was retrieved from the
Department of Household Registration
(Department of Household Registration,
M.O.L, 2020). Both represented
conditions in the corresponding survey
year of 2015 TAVS, say 2014.

e Three explanations for the link between neighbourhood poverty and crime: a)
poverty generates greater incentives for individuals to commit crimes for economic
benefits. Neighbourhood poverty may be signs of more motivated offenders in a
community; b) community poverty may indicate an environment where informal
social controls are weakened and thus there is a general failure to intervene in
antisocial and criminal behaviours in public space (R. J. Sampson et al., 2002); ¢)
neighbourhood poverty is a sign of homogeneity of poorly secured properties in
neighbourhoods and a situational factor related to the greater vulnerability of
victims (e.g. deficiencies in security measures) (Sharkey et al., 2017).

o This thesis initially regarded neighbourhood poverty as signs of deficiencies in
security measures and weakened social guardianship within neighbourhoods. It
was thus conceptualised as a guardianship-related variable. Dwellings located in
neighbourhoods with a higher level of poverty would experience a higher level of
burglary risk.

e Further, this variable was included to examine if there was an interaction between
target attractiveness (i.e. family income) and surroundings (Bowers et al., 2005). In
line with the literature, this thesis expected a similar interaction in which affluent
properties located in poorer areas would have a higher risk of being burgled than
poorer houses in affluent areas in Taiwan.
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Table 4.2 (Continued)

Theoretical concept

Variables

Measures/items

Expected relationship with burglary victimisation

(Guardianship)

Residential stability:
mean of years living in
the residence by
district*

“How many years have you been living

in this property? “ (Ordinal responses
were recoded into their mean of years
(i.e. 1,2,4,7.5, 15, 20 years) and
aggregated to a district level)

A district with a greater number represented a higher level of stability. A dwelling
located in such a district was expected to suffer a lower risk of burglary victimisation
(Markowitz et al., 2001).

Proportion of
neighbourhood
problem solving by
district*®

“If the problems mentioned above

[juvenile hanging around on the street,
violent crime such as fight and brawls,

social disorder caused by places of

entertainment such as internet café, pool,

or karaoke room] occurs near your
residential area, will you or your
neighbours go approaching?”’

(Responses as “often” and “sometimes”

to deal with neighbourhood problems
were coded as 1 and aggregated to a
district level)

Neighbourhoods with a higher level of problem-solving would have a higher level of
collective efficacy (or say neighbourhood cohesion), within which neighbourhood the
dwellings would experience a lower level of burglary risk (R. J. Bursik, 2000; R. J.
Sampson & Raudenbush, 1999).

Trust in police:
proportion of trust in
the police by district®

“Does the local police enforce the law
Sairly?”; “Does the local police respect
citizens?”’; “Does the local police have a

good communication with citizens?”
(Responses as “strongly agree” or”
slightly agree” to either two of these

three questions were marked as showing
trust toward police and aggregated to a

district level)

e As a confounding factor in predicting burglary victimisation based on two reasons:
a) police function is tied up with social control of deviance within a community
(Bradford & Jackson, 2016). b) extensive research, although slightly inconsistent
about its effect power, has found a relationship between public trust in the police
and public willingness to cooperate with officers to combat crime (Bradford &
Jackson, 2010; Reisig et al., 2012; Sunshine & Tyler, 2003; Tankebe, 2013; Tyler
& Fagan, 2008). Missing the role of police in the community may overestimate the
effect of social cohesion or collective efficacy on burglary victimisation.

o Note: unlike research in a western context on measures of public confidence in the
police (Jackson & Bradford, 2010), this construct has not been standardised in the
Taiwanese literature. To avoid confusion, I used “trust” rather than a more
comprehensive concept of “confidence”. Further, considering that those questions
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Table 4.2 (Continued)

Theoretical concept

Variables

Measures/items

Expected relationship with burglary victimisation

(Guardianship)

(Trust in police)

allowed blank responses such as “refuse to answer” and “no comment”, it is not
appropriate to either neutralise “disagree” with “agree” responses or to use single
confidence measure. Items were not weighted because little research can be
borrowed from such operation. The weighted operation required further literature.

Area type: urban

“Where do you live? ___ City/County;,
__District” (According to (Fu, 2015) 7-
level stratification of urbanisation in

Neighbourhoods situated in an urban setting demonstrated lower levels of collective
efficacy and informal social control) (Twigg et al., 2010), and thus dwellings located

Exposure/proximity
to crime

(1=yes)* Taiwan, dwellings located at the two in urbanised neighbourhoods would be expected to experience a higher level of
most urbanised levels were recoded as burglary risk (Markowitz et al., 2001).
being located in urban areas )
The number of burgled dwellings was Neighbourhoods with higher burglary rates suggested more exposure to an
District burglary rates divided by the number of total environment with a pool of potential offenders, within which neighbourhood

households per district

dwellings would be expected to have a higher risk of burglary.

Proportion of
neighbourhood
disorder by district

“Within 200 metres from your residence:
a) How serious is the problem of juvenile
hanging around? b) How serious is
violent crime such as fight and brawls?
¢) How serious is the social disorder
caused by recreation such as internet
café, pool, karaoke room?”
(Neighbourhood disorder was coded as 1
when at least one of three problems
sometimes/often occurred nearby.
Neighbourhood disorder referred to an
aggregated count of neighbourhood
disorder divided by the number of
participants by district)

The higher proportion implied a higher possibility of contacts between residents and
potential offenders, thereby a higher risk of burglary victimisation.
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Table 4.2 (Continued)

Theoretical concept  Variables

Measures/items

Expected relationship with burglary victimisation

Proportion of young

The number of respondents aged 35s and
younger was divided by the number of

o The choice of 35 as a reference line was based on research suggesting that the age
of offending for property crime peaks in the 30s and then tails off in Taiwan
(Steffensmeier et al., 2017).

people by district o e A higher proportion implied a higher possibility of contacts between residents and
households per district potential offenders and thus a higher risk of burglary victimisation within that
district.
“Are you satisfied with the public
Proportion of public security near your residential area?”’ A higher proportion implied a higher level of exposure/proximity to crime/disorder
security dissatisfaction  (Responses as “dissatisfied” and “very and thus a higher risk of burglary victimisation within that district (for logic see e.g.
by district dissatisfied” were coded as 1 and Markowitz et al., 2001).

aggregated to a district level)

(Exposure/proximity

to crime)
Proportion of fear of
crime by district

“Generally speaking, are you worried
about being a victim of crime?”
(Responses as “very worried” and
“somewhat worried” were coded as 1
and aggregated to a district level)

A higher proportion implied a higher level of exposure/proximity to crime/disorder
and thus a higher risk of burglary victimisation within that district (for logic see e.g.
Markowitz et al., 2001).

Proportion of drug
exposure by district

“Did you have any following experience
[witnessing or having actual contact with
new drug (ketamine, FM2,
Nimetazepam/Erimine, laughing gas,
etc.)] during the past year?” (Positive
responses were coded as 1 and
aggregated to a district level)

The higher proportion implied a higher possibility of contacts between residents and
potential offenders and a thus higher risk of burglary victimisation.

Note. * Variables drawn upon SDT. ¥ 2™ floor in Taiwan refers to 1% floor in the UK.
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An opportunity framework argues that households with greater security
will, all things being equal, experience lower levels of residential burglary.
This was examined here using ten household-level variables that speak to
issues of target suitability and levels of guardianship: family income,
conspicuous security measures (defined in this study as iron-barred windows
and door chains that block burglars from entering the dwelling), awareness of
anti-burglary consultants, easier entry (defined in this study as lower-level
dwellings and detached houses with more entry points on the ground), the
number of security measures, daytime occupancy, night-time occupancy, lone

guardian, number of male adults and family size (see Table 4.2).

As mentioned previously, there is sparse research on burglary in Asia
which has examined empirically the role of community-level variables.
Multilevel analysis is rare. To complement the flaw of merely examining
social disorganisation at the individual level mentioned above (H. C. Wang,
2015), the current study examined the effect of environmental factors on
household burglary risk and aggregated relevant variables at a district-level
(see Table 4.2). In this sense, the neighbourhood, community, area and
environmental level may be used interchangeably to describe level-two
variables in this chapter. Community-level variables were composed of two
aspects — guardianship and exposure/proximity to crime, with seven and six
variables underpinning them respectively. Briefly, the community-level
guardianship aspect included population density and volunteer patrol team
and other variables drawn upon SDT: neighbourhood poverty, residential
stability, neighbourhood problem-solving, trust in police and area type. The
exposure/proximity aspect contained variables related to district burglary
rates, neighbourhood disorder, young population, public dissatisfaction
toward security, fear of crime, and drug exposure. Their explanations and
expected relationships with burglary victimisation were also given in Table

4.2.
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4.3.3 Analytical strategy

There were three sets of analytical strategies used in this study. A Chi-square
analysis and a latent class analysis were applied to preliminarily examine
hypothesis 1 concerned with the effectiveness of individual security measures.
A more sophisticated approach (i.e. multilevel logistic regression) was then

used to test the remaining hypotheses.
4.3.3.1 Chi-square analysis

The Chi-square analysis was first used to provide evidence relating to
hypothesis 1. In a situation where variables are categorical (in the case of the
first hypothesis, say, the application of security measures and burglary
victimisation), it is meaningless to compare means or similar statistics
because they are not measured continuously. The researcher should compare
the observed frequencies in certain categories with the frequencies that would
be expected on the basis of chance (Field, 2009). In this situation, the

Pearson’s chi-square test was utilised.

Despite a Chi-square analysis being appropriate for analysing categorical
variables, one drawback is that it fails to control for other confounding factors.
This approach could give researchers a basic idea about the relationship
between certain variables, but one should bear in mind that the result needs
to be taken with caution. Otherwise, the examination of security measures as
a whole (the number of security measures) can be examined in a more
sophisticated method, such as multilevel logistic regression (as detailed in

later Section 4.3.3.3).

4.3.3.2 Latent Class Analysis

To identify unobserved constructs underlying observed responses, factor
analysis is the most popular analytical technique. However, a factor analysis

is designed for use on continuous data and usually normally distributed latent
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variables. In the case of binary or categorical variables, problems might occur
regardless of the transformation of variables. Alternatively, latent class
analysis (LCA) has gradually been used to cluster or construct typologies
(Denson & Ing, 2014; Vermunt, 2003). That is, LCA permits researchers to
classify latent variables and improve the analysis value of the class variables.
Briefly, by maximising the between-cluster differences and minimising the
within-cluster differences, LCA classifies observed variables into latent
variables. By allowing several statistical models to be compared and the
residuals between items to be examined statistically, LCA can improve the
analysis value of the class variables and helps researchers to adopt a model
(Schreiber, 2017). In this way, the latent impact factors of the class variables
can be retrieved through probability (Liu et al., 2017).

A simple example using LCA is: presuming that we had three questions
asking people if they like alcohol, fizzy drinks, and bubble tea, we may end
up identifying a few groups. These groups may be people who like them all
(‘unhealthy drinker’), people who like them none (‘healthy drinker’), people
who like merely fizzy drinks and bubble tea (‘sweet tooth drinker’), and
people who like merely alcohol (‘boozer’), and so on. Or we may just find the
first two groups covering everyone in the survey. This is the time that LCA

can help us statistically decide how many groups to be used in our model.

LCA was used here in the classification of security measures among
households against burglary. That is, security measures applied in households
were analysed to fit a latent class model, ending up with three unobserved
security behaviour classes. After running LCA, the observed values could be
assigned to the appropriate latent classes. The posterior classification
properties of the observed value would enable me to analyse the relationship
between clustered classes of security measures and burglary victimisation,

with further application of simple logistic regression.
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4.3.3.3 (Multilevel) Logistic Regression

A simple logistic regression was used to verify the effect of security measures
on burglary, with posterior classification derived from LCA. However, to
understand whether security measures have an impact on preventing burglary,
the aforementioned approaches might be inaccurate as there are likely to be
interactions between household opportunities for crime and neighbourhood-
level effects (R. J. Sampson & Wooldredge, 1987). A multilevel approach,
including both individual- and neighbourhood-level variables, is often used
to estimate the effect of environmental variables (e.g. Miethe & McDowall,
1993; Rountree et al., 1994; Sampson & Wooldredge, 1987; Tseloni, 2006;
Wilcox et al., 2007). Hence, a multilevel approach was used in this study, as
a complement to hypothesis 1 and more importantly, other hypotheses about
lifestyle-routines and SDT. Besides, as my data contained a dichotomous
response toward burglary victimisation and large-scale participants, the
multilevel logistic model (MLM) is more appropriate than a simple logistic
regression since the former MLM allows for the identification of risk factors
among certain areas/environments. That is to say, failing to distinguish the
features of particular areas that are associated with a greater risk of burglary
may risk missing the mechanism(s) behind victimisation patterns, resulting in
a bias for verifying the hypotheses about the lifestyle-routine framework and

SDT.

Another reason to run a multilevel model instead of a standard logistic
regression is because the nested data structure violates the assumption of
independence of the residuals in the linear model (Sommet & Davide, 2017).
Nested data refers to data that is organised at hierarchical or multiple levels
such as various neuron samples collected from one animal. In the social
science field, students grouped into classes, and further in schools is a typical
example of nested structure. In the 2015 TAVS, the households were sampled
based on a stratified random selection, in which districts and cities were used
as stratification. This meant not only that the district where the respondents

lived might be influential, but that individuals’ responses should not be
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considered as independent. That is, participants nested in the same cluster (i.e.
district) tend to respond in a more similar way than those nested in different
clusters. Ignoring this dependency will result in an incorrect estimation of
predictors’ effects, especially their statistical significance or say an inflated

type I error rate (Aarts et al., 2014).

The original TAVS data consisted of 13,016 participants nested in 350
districts; however, the analysis reported here used a reduced sample to avoid
concerns of biases and incorrect statistical inferences. Concerns and reasons
for this approach are discussed shortly in the following section (i.e. Section
4.3.4). Put simply, with a reduced sample of 6,158 participants (level-one
units) nested in 121 clusters (level-two units), the multilevel modelling can
extricate within-cluster effects (the extent to which some household
characteristics are associated with the odds of burglary victimisation) from
the between-cluster effects (the extent to which some district characteristics
are associated with the odds of burglary victimisation). In this sense, this
study used a multilevel logistic regression to analyse patterns of burglary

victimisation in Taiwan.

Statistical analysis reported in this chapter followed the steps proposed by
Sommet and Morselli (2017). First, an intercept-only (unconditional) model
with no predictor variables was performed (model 1)!°. This model indicates
whether there is any variation in the risk of residential burglary between
clusters (i.e. Taiwanese districts). Second, the ten household-level variables
were added to explain variations in burglary risk (model 2). Third,
community-level variables were added to assess the influence of district-
aggregated characteristics on burglary risk. To construct this model, two
intermediate models were built. First was the constrained intermediate model
(CIM) which contained all household-level variables, all community-level
variables, and possibly all intra-level interactions if needed. CIM is used to
estimate the unexplained variation of lower-level (i.e. household-level)

effects. The CIM equation is shown below:

10 Equation: Yi = Boo +o
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Yi :Boo+ Blo X XU+ BOl XX]+ UO]
4.1)

where Bio is the fixed slope of Xj (the overall effect of household-level
variables) and By is the (necessarily fixed) slope of X (the overall effect of

district-level variables).

Then the augmented intermediate model (AIM), with each lower-level
variable was built respectively to compare with the CIM. The AIM includes
the residual term associated with the relevant level-one variable, allowing
estimating the random slope variance. The random slope variance refers to
the extent of the variation of the effect of the lower-level variable from one
cluster to another (i.e. the extent of the variation in household-level variables

from one district to another). The AIM equation is shown below:

Yi = BOO + (BIO + Ul]) X XU + BOl XX] + UO]
(4.2)

where Uj; is the deviation of the cluster-specific slope (i.e. the specific effect
of a household-level variable on burglary victimisation within a given district)
from the fixed slope (i.e. the average effect of household-level variables

regardless of districts).

A likelihood-ratio (LR) test was then performed to determine whether
considering the cluster-based variation of the effect of the household-level

variables improves the model. The LR test formula is as below:

LR X? (1) = deviance (CIM) - deviance (AIM)
4.3)

where deviance (CIM) is the deviance of the constrained intermediate model,

whereas deviance (AIM) is the deviance of the augmented intermediate model.
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“(1)” corresponds to the number of degrees of freedom. The deviance is a
quality-of-(mis)fit index: the smaller the deviance, the better the fit. Since the
model has ten household-level variables, the test needed to be performed ten
times in total. The LR tests showed that the AIM was not significantly
different from the CIM. Hence, this study presented only the CIM,
representing a random intercept model including fixed effects of individual-

level and district/city-level variables varying within groups.

Logically, the cross-level interactions will be added into the final model
since Sommet and Morselli (2017) suggest that a non-significant LR test does
not stop one from testing cross-level interactions. In a sense that the
combination of environments and target attractiveness along with security
measures (e.g. CCTV, burglar alarm) might produce different scenarios of
crime prevention effectiveness (Tilley et al., 2015; Welsh & Farrington,
2009), some cross-level interactions between security measures and family
income and proportion of poor household per district were tested to better
understand the application of hypotheses about lifestyle-routines and SDT.

With cross-level interactions included, the possible final model will be like:

Y; = Boo + (B1o + Uij) X Xij + Boy X X; + Byy X X;j X Xj + Uy,
(4.4)

where Bi1 is the coefficient estimate associated with the cross-level
interaction. Six sets of cross-level interactions were tested, including the
interactions between (conspicuous) security measures and neighbourhood
poverty, (conspicuous) security measures and burglary rates by district and
family income and neighbourhood poverty. Table 4.3 displays the model
statistics. The statistics show that all those cross-level interactions were not
significant, and nor models with cross-level interactions were found
significant to improve the models. Therefore, the individual cross-level

interactions were not presented in the result section.
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Table 4.3 Model statistics for null, single-level and fully specified multilevel logistic regression models and models with cross-level interactions for

burglary victimisation in Taiwan, 2015 TAVS

Null Single level Multilevel Cross-level interactions

ConSM x ConSM x SM x SM x Familn x

(Model 1) (Model 2) (Model 3) BurgRate NeibPov BurgRate NeibPov NeibPov

Log-lik. -741.52 -722.93 -674.01 -673.67 -673.68 -673.95 -673.97 -673.11
AIC 1487.04 1469.85 1398.02 1399.34 1399.36 1399.90 1399.94 1398.22
BIC 1500.50 1550.56 1566.16 1574.20 1574.22 1574.76 1574.81 1573.08
LRT (df) 37.19(10) 97.83(13) 0.68(1) 0.66(1) 0.12(1) 0.08(1) 1.80(1)
P-value p <.001 p <.001 p =.4087 p=.4164 p=.7253 p=.7833 p=.1799

Note 1. n=6,158. Group n = 121. 2. LRT = Likelihood (lik.) ratio test; df = Degree of freedom; ConSM = Conspicuous security measures; BurgRate = Burglary rates by district;
NeibPov = proportion of poor households by district; SM = Number of security measures; Familn = family income
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All regressions were performed in Stata version 15.0, using the “xtmelogit”
command for MLM. Multicollinearity was checked using the “collin”
package, in which a mean variance inflation factor (VIF) of 1.41 and a
maximum of 2.63 (area type urban variable) less than five revealed little

concerns of multicollinearity (Akinwande et al., 2015).
4.3.4 Sample size issue in multilevel logistic models

As mentioned, the 2015 TAVS originally recruited 13,016 level-one
participants (i.e. households) within 350 level-two clusters (districts). In
multilevel models, the number of groups (i.e., higher-level units) is more
important than the number of individuals per group (Maas & Hox, 2004;
Swaminathan et al., 2011). A small sample size of 50 or less at level two
might result in greater biased standard errors than a group size of, say, five.
Further, the fixed effect parameters are suggested to have less and negligible
biases than the random intercept and random slope (Maas & Hox, 2004;
Moineddin et al., 2007). Since the fixed effect parameters (i.e. CIM) rather
than the variance components were used in the analysis, ten groups are
enough for good estimates (Hox, 2002; Maas & Hox, 2004). Hence, the
sample size of 350 at level two in the model is not very susceptible to bias
and can give correct estimates of the standard errors according to Maas and

Hox (2004)’s rule of thumb.

In addition to Maas & Hox’s (2004) rule of thumb, Moineddin et al. (2007)
suggested a minimum of 50 at both group size and group number for a proper
multilevel logistic regression model when the prevalent events are low. Low
prevalence requires a larger group size. Although the outcome prevalence at
the district-level was not very low (227 out of 350 i.e. 64.86%), concerns were
raised about the zero-cell problem. Generally speaking, the number of
outcomes in each group should be greater than one and the number of
individuals per group ideally larger than five (inclusive). A zero-cell
problem occurs when violating this principle, resulting in biases and incorrect

statistical inferences (Moineddin et al., 2007). Moreover, when this minimum
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requirement is not met, the random slope and intraclass variation should be

avoided to MLM procedures.

To avoid zero-cell concerns, the MLM analyses conducted here deleted
districts with no burglary experience and a group size of less than five. That
is to say, the presented MLM consisted of merely 6,158 households nested in
121 districts rather than the original 13,016 households in 350 districts. I
acknowledge that this is a large loss of data. However, such an approach was
judged critical to reduce the risk of biases and incorrect statistical inferences,
of which the risk arose particularly in districts that contained merely one

participant.

4.4 Results

Table 4.4 displays descriptive statistics for the reduced data sample used in
this chapter (individual-level n = 6,158; community-level n = 121).
According to Table 4.4, less than three percent of households reported being
burgled in the past year!!. The average district burglary rate was two percent.
One thing to note is that public trust in the police appeared to be relatively
high. The mean proportion of self-reported trust in police by district was
around 84%, for which the standard deviation of 0.05 revealed little
differences across districts. Neighbourhood problem solving inclination
showed a similar pattern. These figures suggest that informal social control,

as measured herein, is relatively strong among Taiwanese society.

The following results are presented by hypothesis. The first three
hypotheses are related to household security measures and thus are grouped

together. Others are presented separately.

' To recap, there were 194 participants reported being burgled (1.49%) out of the original
sample of 13,016 participants.
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Table 4.4 Descriptive statistics of burglary victimisation variables in Taiwan, 2015 TAVS

Variables Obs. % Mean SD Min Max
Dependent Variable
Burglary victimisation (1 = yes) 160 2.60
Household level variables
Target attractiveness Family income: household monthly income 4.28 2.28 1.00 11.00
Conspicuous security measures (1= some) 4,738 76.94
Accessibility Awareness of anti-burglary consultancy (1=yes) 1,066 17.31
Easy access (1= yes=detached, 2" floor and below) 1,173 19.05
Number of security measures 1.23 1.32 0.00 7.00
Daytime occupancy (1 = yes) 3,114 50.57
Guardianship’ Night-time occupancy (1 =yes) 4,626 75.12
Lone guardian (1 = yes) 544 8.83
Number of male adults 1.71 0.99 0.00 9.00
Family size 3.68 1.61 1.00 15.00
(continued)
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Table 4.4 (continued)

Variables Obs. % Mean SD Min Max
Community-level variables
Population density (person/10,000km?) 1.00 0.95 0.00 3.98
Proportion of volunteer patrol team by dist. 0.52 0.16 0.00 1.00
Proportion of poor households per dist. 0.13 0.10 0.00 1.00
Mean of years living in the residence by dist. 14.94 1.08 12.78 20.00
Guardianship Proportion of neighbourhood problem solving by dist. 0.74 0.06 0.40 1.00
Proportion of trust in the police by dist. 0.84 0.05 0.60 1.00
Urban (1=yes) 3,205 52.05
District burglary rates 0.02 0.02 0.00 0.25
Proportion of neighbourhood disorder by dist. 0.18 0.06 0.00 0.60
Proportion of young people by dist. 0.32 0.07 0.08 0.68
Proximity to crime
Proportion of public security dissatisfaction by dist. 0.10 0.04 0.00 0.29
Proportion of fear of crime by dist. 0.67 0.06 0.33 0.90
Proportion of drug exposure by dist. 0.01 0.01 0.00 0.09

Note. 1. Individual-level n = 6,158. Community-level n = 121 (mean = 50.89, SD = 47.50, min = 5, max = 240). 2. Obs. = observed frequency; dist. = district. 3. * Dogs as a guardian
was counted as one of the security measures because the analyses were based on different sizes of sample. The descriptive statistics of each security measures can be found in Figure

4.1.
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4.4.1 The effectiveness of security measures

Hl.a: Households with less security measures are more likely to be burgled.
H1.b: Households without dogs are more likely to be burgled.

Hl.c: Households without security bars on windows are more likely to be

burgled.

As mentioned previously, unlike many other victimisation surveys carried out
in Asia, the design of the TAVS allowed me to distinguish if the security
measures were applied before or after a house was burgled. For those
households that suffered a burglary, they were asked if specific security
measures were installed before and after the incident. This is of benefit to
evaluating the effectiveness of security measures and solving the issue in
previous Asian research failing to differentiate the timepoints of security

installations.

Table 4.5 shows the associations between specific security measures and
burglary using Chi-square analyses. The analyses did not exclude households
with multiple security measures and thus the results should be taken
conservatively. The figures presented in parentheses represent the ratio of
observed frequencies divided by the expected frequencies of burglary
victimisation. The more the ratio deviates from one, the more the observed
frequency differs from the expected frequency. Hence, without controlling
for other variables, several security measures were found significantly related
to burglary victimisation. Households with dog(s), for example, suffered
significantly more burglaries than one would expect to observe if they

occurred by chance (ratio = 1.26, p < .05).
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Table 4.5 Association between security and burglary victimisation in Taiwan,

2015 TAVS

Security measures Burgled (ratio) x2 ®
Dog* 57 (1.26) 3.92 0.02
Light sensor** 13 (0.54) 5.86 -0.02
Door/window burglar alarm** 13 (0.52) 6.67 -0.02
Police connection system™** 6 (0.29) 11.72 -0.03
Private security guard** 10 (0.26) 27.22 -0.05
Timer** 2(0.13) 12.58 -0.03
Iron-barred window 131 (0.93) 2.28 -0.01
Door chain 36 (0.86) 1.14 -0.01
CCTV 53 (0.81) 3.84 -0.02

Note 1.n=13,016. 2. *significantly higher than the expected, ** significantly lower than the
expected, df = 1, p <.05. 3. (ratio) = Observed / Expected, the more it deviates from one, the
more different. 4. Normally Cramer’s V (®) wouldn’t be negative. The results retrieved via
Stata were given as a sign of the direction of the association. 5. Cells in which houses with a
timer and being bulged were less than five so a Fisher’s exact test was run instead.

Household security measures found to be associated with a reduced risk of
burglary in Taiwan were light sensors, burglar alarms, police connection
systems, private security guards, and timers. Within these measures, private
security guards and timers seemed to function best against burglary
victimisation, as shown by the lowest ratios in column two of Table 4.5. That
is to say, when considering security measures alone, the likelihood that
households with security guards being burgled were much lower than one can
expect if burglary occurs by chance alone (ratio = 0.26, p <.05). Among those
effective anti-burglary measures, timers showed the greatest deviation from
one, over 80% lower than the expected (ratio = 0.13, p < .05). The effect of
security bars on windows, the focus of Hl.c, was small and not statistically
significant. To this point, without controlling for other factors, security bars
on windows seemed to be unrelated to burglary victimisation. This is
noteworthy given that iron-barred windows are ubiquitous in Taiwan. To

illustrate, see Figure 4.1 which shows the high prevalence (over 70%) of iron-
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barred windows installed in Taiwanese houses'?, compared to other security
measures. Meanwhile, Figure 4.1 also reveals that the aforementioned most

effective measure — timers — was the least used.

Iron-bar window 72%
CCTV 34%
Dog 23%
Door chain 22%
Private security guard 20%
Door/window burglar alarm 13%
Light sensor 12%
Police connection system = 1%
Timer = &%
0 3000 6000 9000 No. of HH

Figure 4.1 Percentage of security measures installed per household in

Taiwan, 2015 TAVS. n=13,016. No. of HH = number of households

The results presented in Table 4.5 are suggestive without being conclusive
that security bars on windows had little effect and that security guards worked
best against burglary victimisation. However, within-participant effects and
collinearity should be taken into consideration. That is, although the survey
was neither a repeated measure design nor longitudinal data, a more rigorous
approach should be taken, considering that those security measures examined
here were not mutually exclusive. A logistic regression would be a better
option than the Chi-square analysis as the former allows all security measures
to be entered at the same time. However, within-participant effects generate
concerns about running a simple logistic regression. That is, as mentioned
above, observations are nested in participants as some combination of
security measures were more likely to happen and these may due to some

specific participants. Thus, participants should be treated as higher-level units.

12 Here the denominator included both burgled and non-burgled houses. Security measures
among burgled households measured security measures installed before a burglary event
while those among the non-burgled did not specify such a differential time point.
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In doing so, a multilevel logistic regression is better able to disentangle
possible within-participant effects from between-participant effects.
Moreover, as research suggested, a cluster-mean centring of the level-one
predictors was applied to estimate the pooled fixed effects within participants
(Enders & Tofighi, 2007). However, after doing so, I found serious

collinearity between all security measures existing in the model.

Table 4.6 Individual security measures predicting odds of residential burglary

victimisation in Taiwan, 2015 TAVS

Security measures OR(SE) 95% CI
Dog 3.07 (1.01) ** 1.61 5.86
Light sensor 4.10 (3.14) 0.91 1841
Police connection system 3.45 (3.63) 0.44 27.18
CCTV 2.22 (1.00) 091 5.37
Door/window burglar alarm  1.77 (1.84) 0.23 13.63
Iron-barred window 1.21 (0.33) 0.71 2.07
Door chain 0.99 (1.03) 0.13 7.55
Private security guard - - -
Timer - - -
Intercept 0.02 (0.00) *** 0.01 0.02

Note 1. n=5,097. 2. LR/Wald Chi2 = 16.42. 3. OR = Odds ratio; CI = Confidence interval,
** p <.01, *** p < .001. 4. 106 cases of burglary occurred. 5. Private security guard and
timer were omitted because of the blank cell problem.

With such a limitation, [ used a simple logistic regression as an alternative.
To avoid the dependency effects within participants, households with
multiple security measures were dropped. This left a sample of 5,097
households relating to 106 burglary events (around 55% of the original 194
events). Table 4.6 shows the effects of individual security measures on
residential burglary victimisation. Among households applying a single
security measure, no security measures were found to be significant negative
predictors. This suggests that a single security measure was not effective
against burglary on its own. Among those security measures, it is interesting

that the presence of dogs might significantly increase the risk of burglary (OR
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=3.07, p<.01). Households with a dog suffered a higher risk of being burgled
— over two times higher than those without a dog, all things being equal.
However, the results of model should be interpreted with caution. Two points
need to be mentioned. First, private security guards and timers were omitted
because of the empty cell problem. Second, a significant postestimation of
specification errors was found through the Box-Tidwell test (p = .02),

implying that further transformation of variables is required.

In response to the aforementioned concerns, a simple solution was to
cluster security measures and to examine the clustered effectiveness of
security measures on preventing burglary victimisation. Table 4.7 and Figure
4.2 show the classification of household tendency of security measures, using
LCA. When house types and family income were controlled, there were 15,
19, and 65 percent of the sampled households being predicted to be in class
1, class 2, and class 3, respectively (see Table 4.7). This suggests that poorly
secured households (class 3) were quite common in Taiwan, compared to

physically secured and guardians secured households.

Table 4.7 Estimated mean for each security measures in each class

controlling house types and income, 2015 TAVS

Class 1- Class 2- Class 3-
Physically Guardians Poorly
secured Secured secured
Pr (Class) 0.15 0.19 0.65
Probability of
Iron-barred windows 0.84 0.56 0.74
CCTV 0.74 0.63 0.14
Light sensor 0.45 0.14 0.04
Alarm 0.42 0.18 0.04
Door chain 0.41 0.32 0.14
Dog 0.35 0.13 0.23
Police connection system 0.29 0.24 0.02
Timer 0.24 0.07 0.04
Security guard 0.22 0.79 0.02

Note. 1. n = 13,016. 2. Pr (Class) = Expected proportions of the population in each class. 3.
AIC =76812.076, BIC = 77051.083.
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Source: 2015 TAVS

Figure 4.2 Probability for individual security measure by class, 2015 TAVS

Judging by the probabilities of applying certain security measures (see
Table 4.7), class 2 showed a great tendency of applying social guardianship-
related elements as protection, since the marginal probability of using security
guards in the households was relatively high (probability = 0.79). Table 4.7
also shows that respondents in class 2 were less likely to have physical
measures like light sensors (probability = 0.14) or alarms (probability = 0.18)
in the house. Class 1 in Table 4.7 demonstrates the preference for physical
protection such as CCTV (probability = 0.74), iron-barred windows
(probability = 0.84), etc. A low probability of having security guards
(probability = 0.22) was predicted while that of other physical measures was
either high or moderate. Households aligned in Class 3 are shown to be the
least secured in terms of the marginal probability of using security measures,

except for iron-barred windows (probability = 0.74, also see Figure 4.2).

Table 4.8 reveals the relationship between aligned classification and
burglary victimisation. It suggests that poor security was a significant
predictor of burglary victimisation. For a poorly secured household the
likelihood of being burgled was almost three times that of a socially guarded
household. When compared to guardian-secured houses, households with a

high probability of physical security measures did not differ significantly in
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the risk of burglary victimisation. These findings support the hypothesis that
houses with less security measures (here referred to as poorly secured
households) are more likely to be burgled (H1.a). Moreover, it was found that
iron-barred windows alone might not be sufficient to prevent burglary as the
poorly secured households were found very likely to have iron-barred

windows installed (probability = 0.74), such is their ubiquity in Taiwan (H1.c).

Table 4.8 Security classification predicting burglary victimisation in Taiwan,

2015 TAVS

Predicated class Odds Ratio 95% CI

Intercept 0.01(0.00)*** 0.00 0.01

Guardians secured (baseline)

Poorly secured 2.52(0.70)*** 1.46 4.36

Physically secured 1.15(0.47) 0.52 2.55
Note. 1.n=13,016. 2. LR/Wald Chi* = 19.94. 3. CI = Confidence interval; *** p < .001.

Overall, although a Chi-square analysis showed that some security
measures might be related to a lower burglary risk (Table 4.5), the results
should be taken with caution since this analysis failed to avoid collinearity
among security measures, or to control for other individual or community-
level factors. The analysis with least collinearity concerns, namely the results
found in households with just one security measure in place, suggested that a
single security measure was not effective in preventing burglary. Except for
the case of dogs (for which a significant and positive relationship was found),
the relationship between households with only one security measure and
burglary victimisation did not reach significance (see Table 4.6). Additionally,
LCA and the following logistic regression analysis found that some level of
security measures could prevent burglary victimisation, with poor security
shown to be a significant predictor of burglary victimisation. However, the

findings also suggest that iron-barred windows alone were found to not be
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associated with reduced burglary risk, and households with dogs surprisingly
suffered a higher risk of burglary than those without. In sum, the current
findings partially support H1.a and fail to support H1.b and H1.c. Testing for
the effectiveness of multiple security measures requires more complex
approaches, which is undertaken in the examination of the remaining

hypotheses.

4.4.2 Multilevel logistic regression of burglary

victimisation

The analyses above provide basic descriptions of security measures against
burglary victimisation. A comprehensive understanding of patterns and
predictors of burglary victimisation requires a more sophisticated analysis
such as MLM, for the reasons already given. In consideration of the zero-cell

problems, a reduced sample was used for the multilevel analysis.

Table 4.9 presents the models in which districts failing to meet the
minimum requirement of at least one burglary event, and a group size of five,
were dropped (n = 6,158). Although there seemed no differential effects of
such revision on variables, I present the revised model to avoid a possible

zero-problem concern.

Model 1 included only the outcome variable (i.e. burglary victimisation)
while Model 2 included level-one (i.e. individual-level) variables. Based on
Model 2, Model 3 also examined community-level variables. Additional
models with cross-level interactions were intended to better understand cross-
level interactions between some variables such as family income and
neighbourhood poverty. However, as given earlier in Table 4.3, none of these
interactions improved the specification of models predicting burglary
victimisation in Taiwan. Table 4.3 suggests little cross-level interactions
between household (conspicuous) security measures, income, and district

burglary rates and neighbourhood poverty.

The test of the remaining hypotheses (H2-5) is presented below.
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Table 4.9 MLM predicting odds of residential burglary victimisation in Taiwan, 2015 TAVS

166

Variable Model 1 Model 2 Model 3 (CIM)
a (SE) 95% CI a (SE) 95% CI a (SE) 95% CI
Intercept 0.03 (0.00)*** 0.02  0.03 0.03(0.01)*** 0.02  0.05 0.00(0.01)** 0.00 023
Household Variables
Family income ' 1.06(0.04) 0.99 1.14  1.07(0.04) 0.99 1.15
Conspicuous security measures (1=yes) 0.68(0.12)* 048 097 0.77(0.14) 0.53 1.10
Awareness of anti-burglary consultancy (1=yes) 0.95(0.21) 0.62 146 1.00(0.22) 064 1.54
Easier entry (1=yes=detached, 2™ floor and 1.74(0.32)** 1.22 2.48 1.53(0.29)* 1.06 2.21
below)
Number of security measure * 0.77(0.06)*** 0.66  0.89 0.74(0.06)*** 0.63 0.86
Daytime occupancy (1=yes) 0.66(0.11)* 048  0.92  0.60(0.10)** 0.43 0.84
Night-time occupancy (1=yes) 1.14(0.22) 0.78 1.66  1.04(0.20) 0.71 1.53
Lone guardian (1=yes) 1.29(0.38) 0.72 229 1.27(0.38) 0.71 2.30
Number of male adults | 0.98(0.11) 0.79 1.22 0.96(0.11) 0.77 1.20
Family size * 1.08(0.07) 0.94 1.23  1.08(0.07) 0.95 1.24
(Continued)



Table 4.9 (Continued)

Variable Model 1 Model 2 Model 3 (CIM)
a (SE) 95% CI a (SE) 95% CI o (SE) 95% CI

Community Variables (by district) $
Population density 0.86(0.15) 0.62 1.20
% Volunteer community patrol team 1.00(0.00) 0.99 1.01
% Poor households 0.95(0.08) 0.80 1.13
Years living in the residence 1.03(0.07) 1.04 0.90
% Neighbourhood problem solving 1.00(0.01) 0.03 0.98
% Trust in the police 1.01(0.02) 0.98 1.04
Urban 0.84(0.25) 046 151
District burglary rates 1.20(0.03 )*** 1.14 1.26
% Neighbourhood disorder 1.00(0.01) 0.98 1.03
% Young people 1.00(0.01) 0.98 1.02
% Public security dissatisfaction 1.01(0.02) 0.98 1.05
% Fear of crime 1.00(0.01) 0.98 1.02
% Drug exposure 1.04(0.05) 0.94 1.14

LR/Wald chi2 0.00%** 36.42% % 147.83%**

Note. 1. Household level n = 6,158; Community level n = 121. 2. o= odds ratio; *p <.05. **p < .01. *** p <.001; CI = Confidence interval. 3." numerical variables were cluster-mean
centred to avoid overdispersion; $ proportion was entered as percentages to avoid overdispersion. 4. Housing type alone was significant but became not significant when including the
low-floor-dwelling variable in the model (partly because low-floor variable contained too many missing observations). Low-floor variable itself was non-significant. The combined
variable as easier entry (i.e. detached or lower floor) was found significant in the models.
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H2.a: More attractive households, measured here as household income, are

more likely to be burgled.

Target attractiveness is the first variable of target suitability. Although family
income was positively related to burglary victimisation, the significance was
borderline (OR wmodet 2 = 1.06, 95% CI [0.99, 1.14]; OR modet 3= 1.07, 95%CI
[0.99, 1.15]. Since very large parts of the 95% confidence interval did not
cover the value of 1, family income seemed likely to predict burglary
victimisation. I therefore further examined the cross-level interactions of
family income and proportion of poor households by district, based on the
aforementioned argument that the effect of family income on the probability
of burglary victimisation might depend on the wealth of their districts of
residence. That is, affluent dwellings located in poorer areas may suffer a
higher risk of being burgled than the counterparts (Bowers et al., 2005).
However, the cross-level interaction between neighbourhood poverty and
household income on burglary victimisation risk was not statistically
significant in the Taiwanese context, and a likelihood ratio test showed that
including such interaction did not improve the model (see Table 4.3). The
result suggests that target attractiveness (i.e. family income) did not reach a
statistical significance and such an effect did not interact with the household
surroundings (poor vs rich neighbourhood). The analysis therefore did not

support H2.a.

H2.b: More accessible households, measured here as the presence of
conspicuous security measures, the awareness of police anti-burglary

consultancy and easy entry, are more likely to be burgled.

Results of multilevel analysis indicated that conspicuous security measures,
including security door chains and iron-barred windows, had a significant
influence on preventing burglary (OR modet 2 = 0.68, p < .05). This is to say,
door chains or iron-barred windows decreased the chances of a household
being burgled by over 30 percent, all things being equal. However, this effect

was found to mediated by the introduction of neighbourhood effects, in which
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Model 3 found conspicuous security measures did not significantly predict an

individual household’s likelihood of victimisation.

The second measure of accessibility considered here— anti-burglary
consultancy — was found to be non-significant in terms of predicting burglary
victimisation. This measure was based on the logic that when household
members are aware of police service, they are more likely to consult police
and are thus more likely to take greater security precautions which might
include locking doors and windows. Dwellings with greater security
precautions make burglar more difficult to access, and thereby the dwellers
are less likely to experience a burglary. A significant and positive relationship
(r = 0.04, p < .05) found between the awareness and number of security
measures supports this logic. However, the relationship was weak. This study
acknowledges that anti-burglary consultancy is not a perfect measure of

accessibility.

Easier entry to a property was found to be a significant predictor of a
residential burglary in both Model 2 and Model 3. Consistent with expectation,
households with easier entry, measured herein as detached or lower-floor
houses, had a higher risk of victimisation (OR mode1 2 = 1.74; OR Mode1 3 = 1.53,
p <.01). This suggests that those households exhibited over 50 percent higher

chance of being burgled compared to their counterparts, all other things equal.

Overall, tests of H2 found that households which were easier to gain entry
to were more likely to be burgled, while measures of target attractiveness (i.e.
family income) and other accessibility-related variables (i.e. conspicuous
security measures and anti-burglary consultancy) were not found to be
statistically significant correlates of burglary in Taiwan. That is to say, the
results partially support the hypothesis that more accessible targets (here
households) are more likely to suffer burglary (H2.b) but they do not provide
sufficient statistical evidence to support the effect of target attractiveness on

household burglary risk (H2.a).
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H3: Households with fewer guardians present are more likely to be burgled

In addition to the result for H1 presented above, which suggested that single
security measures may not be effective against burglary, the MLM found that
the likelihood of being burgled decreased as other types of security measures
were present in a property (OR model 2 = 0.77; OR model 3 = 0.74, p < .001).
Such a protective effect increased, with the introduction of neighbourhood
variables, such as population density, neighbourhood poverty, district
burglary rates, neighbourhood disorder, etc. With one unit of security
measure increased, a household’s chance of being burgled was reduced by
over one quarter, all things being equal. This finding provides further support
for the previously mentioned Hl.a. An important thing to note is that the
relationship between the number of security measures and family income was
found to be significantly positive (» = 0.14, p < .001). This suggests that the
number of security measures increased as the income of households increased.
This is understandable as, all things being equal, a more affluent household
is more likely to be able to afford more (and more secure) household security

measurcs.

Further examination of the relationship between the number of security
measures and the proportion of poor households indicates a significantly
negative effect (» = -0.07, p < .001). This weak but negative relationship
suggests that more household security measures were present in more affluent
areas. Again, such an interaction between household security measures and
neighbourhood poverty was not statistically significant in terms of burglary
victimisation (see Table 4.3), suggesting that the effectiveness of security
measures did not depend on the area in which households were located (i.e.

either poor or rich).

As indicated above, prior research shows that occupancy is an important
aspect of guardianship. In this study, daytime occupancy (OR wmodel2 = 0.66, p
<.05; OR Modet 3 = 0.60, p < .01) was found to be significantly related to a
lowered risk of burglary while night-time occupancy was found to not hold a

statistically significant association. Table 4.10 shows the distribution of
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burglary victimisation by time slots, drawing upon the responses of time when
victims believed the burglary took place. It is thus acknowledged that these
estimates may not be precise by virtue of the fact that many burglaries occur
when no one is at home. The table shows that the self-reported time of
victimisation among the Taiwanese sample was roughly evenly distributed
across the daytime and night-time. Further, the effect size of daytime
occupancy was noticeably large, with a reduction of about one fifth to over
50 percent in burglary risk (95% CI [0.43, 0.84]) when the neighbourhood

characteristics were taken into consideration.

Table 4.10 Distribution of burglary victimisation by time slots in Taiwan,

2015 TAVS

Time of burglary Frequency Percent Cum. percent
6-9 4 2.50 2.50
9-12 13 8.13 10.63
12-15 19 11.88 22.51
15-18 21 13.13 35.64
Daytime, not sure 21 13.13 48.77
18-21 13 8.13 56.90
21-24 5 3.13 60.03
0-3 20 12.50 72.53
3-6 13 8.13 80.66
Night-time, not sure 20 12.50 93.16
Not sure 11 6.88 100.00

Note 1. Total n = 160. 2. Freq. = frequency; Cum. percent = cumulative percent.

For other guardianship-related measures — including night-time occupancy,
lone guardian of the household, number of male adults and family size,
neighbourhood population density and the presence of a volunteer patrol team
— were all found to be not significant. The results drawn upon household

security measures and day-time occupancy support the hypothesis that
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households with fewer guardians present are more likely to suffer burglary

(H3).

H4: Households with greater exposure and proximity to crime/potential

offenders are more likely to be burgled

Proximity to crime, as shown in Table 4.9 presents a somewhat different
picture from what was expected on the basis of the research literature.
Neighbourhood disorder, the proportion of young people per district,
neighbourhood dissatisfaction toward public security, fear of crime, and drug
exposure were all found to be not significantly associated with burglary. Only
district burglary rates significantly predicted residential burglary (OR wmodel 3
=1.20, p <.001). A one percent increase in burglary rates at the district level
increased the likelihood of burglary by 20 percent. Given that other variables
such as neighbourhood disorder, fear of crime, drug exposure, and so on had
little impact on burglary victimisation, the findings presented here provide
only partial support for the hypothesis that households with greater exposure
and proximity to crime/potential offenders are more likely to suffer burglary

(H4).

H5: Households located in ‘socially disorganised’ neighbourhoods are more

likely to be burgled

The findings presented in Table 4.9 provide limited support for this
hypothesis. Variables drawn from SDT seemed to have little impact on
burglary victimisation in Taiwan, with measures of neighbourhood poverty,
residential stability, neighbourhood’s ability to solve problems within, public
trust in police, and urbanisation all found to be not significant. The analysis

therefore did not support HS.
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4.5 Discussion

This chapter reported the results of multi-level analyses concerned with the
patterns and predictors of residential burglary victimisation in Taiwan,
informed by the lifestyle-routine perspective and SDT and using data from
the 2015 TAVS. The analyses found that 2.6 % of households (n =160)
reported experiencing burglary in the past 12 months, and that greater
burglary risk was associated with: (1) dwellings with less security measures
(H1.a and H3); (2) households which were easier to gain entry to (H2.b
partially supported); (3) the absence of guardians in place (H3 partially
supported); and (4) district burglary rates but not with other
exposure/proximity-related factors (H4 partially supported). The analyses
found limited evidence to support hypotheses regarding the effect of dogs
(H1.b), iron-barred windows (H1.c), target attractiveness (H2.a) and SDT on

burglary victimisation (HS).

Below I discuss some of the key points arising from this study, and the

main limitations.

4.5.1 The application of lifestyle-routine activity
approach to burglary victimisation patterns in

Taiwan

In this section, I consider the implications of the findings for understanding
the role of target suitability, guardianship, and exposure/proximity to
crime/potential offenders in helping explain burglary in Taiwan. I then
discuss the extent to which the findings reported here do or do not support
SDT as an explanation of the role of general environmental factors in terms

of burglary victimisation patterns in Taiwan.
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4.5.1.1 Target suitability (attractiveness and accessibility)

As mentioned previously, target suitability is a key element of the LRAA. In
this study, family income was used as a proxy variable for target (household)
attractiveness, as has been done in previous germane research (e.g. Cohen et
al., 1981). Results indicated that there was no observable relationship
between household income and burglary victimisation risk. Further, given
that the cross-level interaction between household income and
neighbourhood poverty was not significant, the attractiveness of a dwelling
as a burglary target does not seem to depend on the environment in which it
is located, at least using the variables considered here. Interestingly, this result
does not follow the patterns observed in some Western studies, such as
Bowers et al. (2005) who found that the risk of burglary was influenced by
where a house was located. Affluent properties located in poorer areas were
at especially higher risk of being burgled compared to their counterparts in
affluent areas, and poorer houses located in affluent areas. This departure
from previous research raises two points. First, the inconsistency might be
derived from different measures of affluency/deprivation. Bowers et al.'s
(2005) measured affluent properties as detached houses whereas this study
used household income given that detached houses may not necessarily imply
owners’ affluency in Taiwan. Second, no observable relationship was found
here between household income and burglary victimisation risk, thereby
suggesting that there might be in fact no statistically significant interactions
between target attractiveness and neighbourhood economic conditions in
Taiwan. Hence, using the variables considered here, the attractiveness of a
dwelling as a burglary target does not depend on the neighbourhood in which

it is located.

Easy accessibility is another common feature of a suitable burglary target.
In this study, houses which were easier to gain entry to were similarly found
to have a significantly higher risk of burglary victimisation. Furthermore,
dwellings with iron-barred windows and door chains (defined in this thesis as

conspicuous security measures) were found to be significantly and negatively
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related to burglary victimisation at a household level. This was in line with
UK findings where window and door locks in combination produced
moderate protection against burglary with entry (Tseloni et al., 2017). In
Taiwan, the most common entry points for burglary are by doors and
windows (Ho, 2013; National Police Agency, 2019b). Hence, dwellings with
conspicuous security measures that hinder offenders’ access to them were
found less likely to be burgled. Interestingly, such a protective function of
conspicuous security measures was moderated when community-level
variables were considered. While this finding suggests that accessibility was
important in predicting burglary victimisation to some extent, it also suggests
that conspicuous security measures became less effective in Taiwan when the
surroundings of a dwelling were taken into account. Why might this be so?
One possible explanation is that the conspicuous security measures are so
common in Taiwan that potential burglars may not regard them as a challenge
for accessing the dwelling. In fact, it is very common for the burglars to have
break-in tools (e.g. hydraulic cutter, steal cutter, or screwdriver, etc.) in hand,
allowing them to easily damage door chains or security bars on windows (Ho,
2013)!3. From an opportunistic perspective, conspicuous security measures
would only work if the property is the only one with such obstacles in the
neighbourhood. The effect of conspicuous security measures begins to tail off
when the neighbourhood within which a house nested are homogenous. The
variation in the significance of conspicuous security measures also highlights
the necessity to examine burglary victimisation at both individual- and

neighbourhood-level, as discussed in Section 4.1.2.

4.5.1.2 Guardianship

Other than easy entry, the most obvious evidence supporting the LRAA is

that houses exhibited less risk of burglary when they were occupied or

13 Damaging door chains (72%) or security bars on windows (66%) was found a common
modus operandi for burglary entries in Taiwan. It was very common (more than 50%) for the
burglars to have break-in tools (e.g., hydraulic cutter, steal cutter, or screwdriver, etc.) in
hand (Ho, 2013).
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guarded. The results of MLM indicated that houses with daytime occupancy
were less likely to be burgled. Interestingly, night-time occupancy was not
significant. There are two possible explanations for this finding. First, this
may partly be because a greater portion of burglary victimisation in Taiwan
occurred in the daytime. However, concerns are raised as the recalled time of
burglary seemed to be distributed evenly in both daytime and night-time
(Table 4.10). The other explanation is that the measure of night-time
occupancy used did not accurately reflect the true level of household
guardianship. This variable was based on participants’ responses about their
frequency of going out at night in a typical week. Houses were regarded as
occupied in the night-time when a participant went out at night less than twice
in a typical week. It was more like a lifestyle measure than a measure of the
guardianship of a house. Other indirect measures of guardianship like lone
guardian, the number of male adults, and family size, were also found to be
not significant. While these variables were the most suitable items available
in the TAVS to measure the relevant concepts, they are clearly not perfect.
These sorts of limitations are common when using secondary data which was
not designed to accurately capture theoretical constructs (as mentioned in

Section 3.2.3).

The guardianship-related findings also suggest that the more protective
measures a house had, either personally or electronically, the lower the
burglary risk. Multiple protective measures were shown to significantly
prevent burglary in Taiwan. This is seen in the MLM where households with
more security measures in place exhibited lower odds of being burgled (see
Table 4.9). One issue that requires further attention is the finding that security
measures were related to household income and were less prevalent in
disadvantaged households/areas. This is understandable as poorer households
and communities are less likely to be able to afford security measures.
However, their interaction with neighbourhood poverty was not significant
(see Table 4.3), suggesting that the effectiveness of security measures did not

depend on community deprivation. Multiple security measures seemed to
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work against burglary victimisation regardless whether the dwelling was in a

disadvantaged or an affluent neighbourhood.

The examination of security measures not only supports the hypothesis
that guardianship prevents burglary but also indicates that any single security
measure might not effectively prevent burglary on its own. Two findings
support this argument. First, the negative relationship between burglary
victimisation and the number of security measures reveals that multiple
security measures had the least victimisation odds. Second, no significant
effects could be found in households with single security measures. The LCA
results show that the sampled households had three types of security
preference. One preference was for physical security measures like CCTV,
police connection system, and so on, rather than security guards; the second
preference was for private security guards; the third preference was for no
security measures with the exception of iron-barred windows. The third type
of poorly secured households suffered almost three times of the burglary risk
than households with guardianship security (type 2). All these findings imply
that security measures, as a guardianship concept in this chapter, are
suggested to work better in combination than in a single form. The finding
about more security measures being more effective is in line with what has

been found in previous research (Thompson et al., 2018; Tseloni et al., 2017).

Furthermore, it is worth highlighting that this study estimated the effect of
security measures on burglary victimisation using survey data from 2015, a
time when the overall rate of burglary in Taiwan was exceptionally low (see
Figure 3.2), owing to the sharp downward trend in burglary in Taiwan starting
around 2005. It is therefore possible that the effect of a single household
security measure might be less in 2015, compared to that at a time when the
base burglary rate was much higher. Put differently, the burglars who remain
active in 2015 may well be those burglars who are more experienced and
successful, and less deterred by security measures than those burglars who
were active a decade previously and have since been deterred/abstained. If
true, this may explain why the combination of multiple security measures was

found more effective in preventing burglary than a single security measure.
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This is because remaining (more seasoned) burglars would be less likely to
regard a single security measure (say iron-barred windows for example) as an
obstacle to breaking into a property. It will be fruitful for future research to
explore this issue from the offenders’ perspectives, perhaps through semi-
structured interviews of those convicted of burglary in Taiwan. In doing so,
researchers can not only better understand the potential change in offender
population during the Taiwanese crime drop, but also link the observed
change with wider research on the international crime drop and particularly
the debut crime hypothesis, which suggests that reduced crime opportunities
may have reduced the onset and continuance of criminal careers for young

people who might otherwise engage in crime (see Farrell et al., 2015).

4.5.1.3 Exposure/proximity to crime/potential offenders

The finding that district burglary rates were a positive predictor of an
individual dwelling’s burglary risk is as expected and in line with the
literature. Extensive research shows that as a result of offenders’ routine
activities, they are more likely to commit crimes in areas near their central
nodes (Rossmo, 1999; Townsley & Sidebottom, 2010) with which they are
more familiar (P. L. Brantingham & Brantingham, 1993; Eck, 1993).
Dwellings located in neighbourhoods with higher burglary rates would hence
experience higher risk of burglary victimisation because those
neighbourhoods might be closer to more potential burglars (Mawby, 2001).
Further, this linkage may be interpreted as a result of repeat victimisation —
particularly near repeat victimisation (see Section 2.3.1), for which a pool of
potential burglars forage targets nearby. This possible explanation informs
the next Chapter in this thesis which explores (near) repeat burglary

victimisation patterns in Taiwan.

Other than burglary rates, exposure/proximity-related variables including
neighbourhood disorder, the proportion of young people in districts, security
dissatisfaction, fear of crime and drug exposure, all of which were found to

be not significant in the MLM. It is noteworthy that the role of proximity to
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crime/potential offenders in crime is based on the lifestyle perspective and
then incorporated into the LRAA. The lifestyle perspective suggests that
when sharing a similar lifestyle with potential offenders, victims are more
subjected to crime. In the case of burglary victimisation patterns in Taiwan,
exposure to potential risk/disorder had no association with whether a house

was burgled.

4.5.1.4 Social disorganisation theory

The variables used here which relate to SDT were found to have only a minor
impact on burglary victimisation in Taiwan. Measures related to
neighbourhood poverty, residential stability, neighbourhood problem-solving,
public trust in police, and urbanisation were all found to have no statistically
significant association with burglary in Taiwan, based on the MLM. There
are two possible explanations. First, this may due to the fact that very few
Taiwanese districts fit the profile of being socially disorganised. Additionally,
those SDT factors, as being presented in Table 4.4, show little variation across
Taiwanese society, and particularly far less variation than the US settings in
which SDT was developed and is usually empirically tested. For example, the
mean proportion of trust in the police among survey respondents by
Taiwanese district was 0.84, with a standard deviation of 0.05. Likewise, the
variable of neighbourhood problem-solving had a mean of 0.74 and standard
deviation of 0.06. As a result, the first explanation for the identified weak
impact of SDT is that high levels of social organisation and small variations
within neighbourhoods make SDT-variables unlikely to significantly predict

burglary risk in Taiwan.

Second, the weak impact of SDT on burglary victimisation identified in
Taiwan might be related to the unit of neighbourhood used by this study. The
problem of unit boundaries will be covered later in Section 4.5.2. Briefly,
researchers have argued that smaller ecological units of aggregation might be
more meaningful than bigger units when seeking to estimate neighbourhood

effects on crime (see e.g. E. B. Patterson, 1991). Although the size of
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community variables used here ranged from 5 to 240 households per district,
with an average of around 51 households per district (see Table 4.4), and the
aggregation of the district was the smallest unit available in the dataset of use,
it might not be small enough to examine the ecological effect of a
neighbourhood on burglary victimisation in the context of Taiwan. Overall,
the study did not rule out SDT as an explanation to burglary victimisation,

but neither did it support it.

4.5.1.5 The overall applicability of lifestyle-routine activity

approach to burglary in Taiwan

Based on the findings mentioned above, a few things are clear. First, when a
house was occupied in the daytime, it suffered a lower risk of burglary.
Second, multiple household security measures were found to function better
at reducing burglary than individual security measures. Third, the most
prevalent security measure, security bars on windows, was not significantly
associated with burglary risk. Put simply, guardianship was an effective
preventive factor against burglary in the Taiwanese context yet limited
evidence was found to support the role of proximity to risk and social

disorganisation in predicting burglary victimisation.

Overall, these findings suggest that the observed burglary patterns in
Taiwan partly fit a routine activity perspective. That is, when potential
offenders (e.g. in districts with high burglary rates) meet suitable targets (e.g.
houses with easy access) in a setting where capable guardians are absent (e.g.
houses unoccupied or with less security measures), burglary is more likely to
happen. Consequently, this suggests that SCP is effective in tacking burglary
in Taiwan, so long as it is tailored to the specific aspects of the burglary
problem. As mentioned in Chapter 2 (Section 2.2.3), SCP is concerned with
blocking or reducing the opportunities for crime through changing the
physical environment in ways which increase offender effort and increase the
risks of committing crime (also see Clarke & Eck, 2005). This study supports

such an SCP approach, in which for instance multiple security measures were
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associated with lower levels of burglary in Taiwan. Based on these findings,
SCP techniques such as target hardening (e.g. increased security measures),
access control (e.g. hindering easy entry), and surveillance (e.g. signs of
occupancy/guardianship) are likely to be effective strategies to reduce
burglary as shown in the West (again see Section 2.2.3). The application of
SCP informed by this study would be discussed in Section 4.5.3.

4.5.2 Limitations

This study has several limitations. I have already acknowledged one
limitation regarding the measurement of SDT in the Taiwanese context, and
another limitation regarding the generally low incidence of burglary in
Taiwan. Put simply, the first limitation about SDT can be discussed in two
aspects: (a) the ‘boundaries’ of neighbourhoods that I used in this study; and
(b) the ability to have longitudinal observations of ecological effects within
neighbourhoods. The second limitation about the low incidence of burglary
matters in the current study for the purposes of examining the effectiveness

of security measures in combination.

On the one hand, the measurement of SDT used here relied on the national
survey in which the smallest boundary was a ‘district’. As indicated above,
this may not correspond to the neighbourhood unit of analysis used in the
previous Western literature on SDT, such as blocks, census tracts,
neighbourhood clusters, police beats, or political constituencies (R. J.
Sampson et al., 2002). For instance, in the current study the population of
districts at the year of survey was about 2,000 to 556,000 people, with an
average of 73,500 people (Department of Household Registration, M.O.L.,
2018)

14, By contrast, in the US the population of census tracts tends to range

from 1,200 people (or 480 housing units) to 8,000 people (3,200 housing

14 The statistics were based on the sampled area alone, excluding two archipelagos - Matsu
County and Kinmen County.
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units), with an average of 4,000 people (1,600 housing units) (United States
Census Bureau, 2015). The size of these different areal units also differs
considerably. District area size in Taiwan, derived from historical boundaries,
ranges from 0.88 square kilometres to 1641.86 square kilometres while the
spatial size of census tracts in the US depends on the population density of

each area.

Given census tracts as subdivisions of a county in the US, districts
(subdivisions of cities/counties in Taiwan) might be an equivalent measure of
Taiwanese neighbourhood!®. However, the unit of neighbourhoods might in
fact be smaller than districts, considering the differences in the organisational
infrastructure of neighbourhoods between Taiwan and Western communities.
Several SDT studies in the Chinese context have mentioned the uniqueness
of the neighbourhood unit to be used when evaluating ecological effect in
Chinese-like contexts (He & Messner, 2019; L. Zhang et al., 2017). Hence,
the aggregation of community-level variables to a district level in the current
study might not be as appropriate as that in the Western literature. That is,
residents’ daily interactions (or social ties) may operate at a smaller scale,
leaving the aggregation problematic as the interaction is in fact distributed
unevenly. The more appropriate unit to examine SDT in Taiwan might be
‘village’ (1i) or ‘neighbourhood’ (/in)'®, in accordance with Sampson et al.
(2002) defining neighbourhoods as ‘“ecological units nested within
successively larger communities” (R. J. Sampson et al., 2002, p. 445). A
village — a mix of both territorial boundaries and cultural binding — is a
subdivision of district and a counterpart unit of streets in the aforementioned
Chinese burglary study (L. Zhang et al., 2007), and thus might be more

accurate to measure the neighbourhood effects in the context of Taiwan.

On the other hand, the current study is limited in measuring SDT due to

the lack of longitudinal observations of ecological effects within

15 Hierarchically under census tracts are the unit of block groups and then blocks in the US,
whereas villages and then neighbourhoods are under the unit of districts in Taiwan.

16 The units of ‘1’ and ‘lin” derived from the Baojia system under Japan-colonial Taiwan (see
Read, 2012).
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neighbourhoods. As recognised by the Chicago School scholars, the
ecological pattern should be observed through “the history and growth of the
city and the local communities which comprise it” (C. R. Shaw & McKay,
1969, p. 14). The lack of longitudinal observations means it is difficult to
draw conclusions about the applicability of SDT to explain observed burglary

patterns. Further research is required here.

The second limitation, from an analytical perspective, is the low incidence
of burglary (1.49% of the full sample) and ‘small’ sample (13,016 participants)
in the TAVS that makes it challenging to identify the effectiveness of security
measures in combination. That is, to examine combinations, two elements
need to be considered: ‘positive rate’ of burglary victimisation and sample
size. Using a UK study (Tseloni et al., 2017) as an example, there was an
average of 2.66 percent of households with experience of a burglary incident
across four sweeps of CSEW (April 2007 to March 2012). The total sample
size was not reported; however, an annual number of around 40,000
respondents has been reported since 2001/2002. The UK study was therefore
expected to comprise 160,000 respondents. The positive rate and large sample
size allowed seven security measures and 128 possible configurations to be
examined!”. The TAVS used in this study contained nine security measures
and thus 512 possible configurations would be generated. To reliably explore
the effectiveness of these configurations, the samples would need to be
increased to a comparable size to that in the UK study'®. Therefore, this study
appeals for an annual crime victim survey available in Taiwan to make
longitudinal and comparable data, with the possibility to provide sufficient

statistical evidence for the effectiveness of security device configurations.

7 The final analysis utilised 52 configurations due to a cut-off point of which the
configuration should be available in at least 50 households in the sample.

18 0r even to a larger size given the low prevalence rate of burglary in Taiwan. A simple
calculation of sample size is likely to be 285,638 respondents when 52 configurations are to
be examined at a prevalence rate of 1.49% in Taiwan, compared to 2.66% (n = 160,000) in
the UK.
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4.5.3 Prevention implications

The findings reported here have several implications for burglary prevention.
Firstly, district burglary rates were the only environmental factor found
significantly to predict the risk of burglary victimisation in this study. In the
case that other neighbourhood characteristics (e.g. neighbourhood disorder,
residential stability, etc.) no statistical evidence was found to indicate which
neighbourhood would be more vulnerable than others. It follows that district
burglary rates could at least inform the allocation of preventive resources
against burglary victimisation. This could be taken together with the
allocation of improved and effective security measures within the

neighbourhoods with high burglary rates.

The approach mentioned above begs the question: “which security
measures are most effective to reduce burglary in Taiwan?” With the effect
of neighbourhood heterogeneity controlled, this study sheds light on the
changes in the effectiveness of conspicuous security measures against
burglary. That is, to secure a dwelling from burglary, house owners should be
encouraged to take further precautions other than merely installing
conspicuous security measures as their effect may be moderated by
neighbourhood homogeneity. The difficulty lies in not only how to identify
the most effective combination of household security measures but also how
to distribute protection evenly across vulnerable targets (e.g. households
within districts with high burglary rates). The former requires a large enough
sample to enable analysis of different security configurations, as discussed in
the limitations section above. The latter involves an overall strategy of
resource distribution. For those who are unable to secure their property with

multiple measures, shall the responsibility be transferred to the government?

From the perspective of social justice and considering the great national
loss caused by burglaries in Taiwan (an estimated USD$700 million, see S.-
Y. Kuo, 2015), it is reasonable to argue that the government plays an
important role in protecting properties from burglary. This might be outside

the remit of this study. This study however sheds light on what might be
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effective — the more security measures in place would be better. With finite
government budgets, at least the current cheapest solutions (yet less used; see
Figure 4.1) — light and timer — are suggested here to be the most effective
measures (also see Table 4.5) to be allocated to those premises considered to

be most vulnerable.

Crime prevention should never be regarded as the job of the police alone.
It is impractical and inappropriate to burden the police with all aspects of
crime prevention and neglect the role of other stakeholders. The responsibility
of burglary prevention should also shift from police operations alone to house
owners, the community, or even construction companies. This echoes the
principle embedded in SCP (see Section 2.2.3), for which all stakeholders
take responsibility in burglary (and more generally crime prevention). But
which approach should stakeholders take? To recap, this study has found easy
entry as a type of burglary vulnerability and increased security measures and
occupancy as protective factors against burglary. In this sense, it might work
to borrow what has been mentioned in Table 2.4 (i.e. examples of SCP
techniques against domestic burglary). For example, target hardening (e.g.
multiple security measures) and access control techniques (e.g. defensible
space) would increase offenders’ effort to enter the dwelling and thus prevent
burglary. Further, extending guardianship (e.g. leaving signs of occupancy
when away from the house), the use of place manager (e.g. apartment
complexes with doormen) and strengthening formal surveillance (e.g. burglar
alarms or CCTV camera) would increase offenders’ risks of entering the

dwelling and therefore stop them from doing so.

Nevertheless, security measures are only effective if they are deployed
effectively. The effective deployment may be, for example, doors/windows
being properly locked and closed, locks and security devices being
maintained to a high quality and specification, or timers being effectively
scheduled to create the illusion that the property is occupied, and so on. To
best ensure the effective deployment of security measures, implemented SCP
measures could be supplemented with awareness training toward citizens.

Overall, this study informs what might work to prevent burglary and
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reinforces that burglary prevention would never be the job of a standalone

stakeholder. All those involved should take part in burglary prevention.
4.6 Chapter conclusion

The current study aims to find patterns of burglary victimisation in the Taiwan
context. Building on the concepts of target suitability (accessibility and
attractiveness), guardianship (with some elements drawn upon SDT) and
proximity/exposure to potential offenders embedded in the LRAA, this study
is the first in the criminological literature to use multilevel modelling to
examine whether the LRAA is generalisable to explain burglary victimisation

patterns in Taiwan.

The study provides some support for the applicability of the LRAA to
burglary victimisation in Taiwan. To be specific, the study found statistically
significant relationships between target accessibility, the presence of
guardians and burglary victimisation that are in line with the literature. Also,
the study reported consistent evidence supporting a stronger effect of multiple
security measures than single security measure against burglary victimisation.
Yet the study found limited evidence that could support the existence of an
interaction between household income and neighbourhood poverty in Taiwan.
Furthermore, the findings did not provide strong evidence for the effects of

SDT with regard to burglary victimisation.

The study has two limitations: (1) the measurement of SDT should have
taken on a smaller neighbourhood unit than districts and on longitudinal
observations of ecological patterns in the community; and (2) this study could
not examine which combination of security measures worked most
effectively in Taiwan due to a small volume of burglary incidents observed

in the TAVS.

Overall, this study sheds light on crime prevention and future research in
Taiwan. First, SCP techniques such as target hardening, access control and

strengthened surveillance are suggested to be working in the Taiwan context.
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Second, the relationship between victimisation and neighbourhood burglary
rates suggests that there might be some neighbourhoods with a pool of
potential offenders nearby. This may lead to neighbourhoods with higher
burglary rates experiencing higher levels of burglary risk for dwellings within,
on which neighbourhood crime prevention can focus. The study also suggests
a possible formation of (near) repeat burglary patterns in Taiwan, which
informs the research on repeat burglary victimisation in Chapter 5 to provide
further viewpoints of crime prevention against (repeat) burglary victimisation

in Taiwan.
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Chapter S Examining Repeat Burglary

Victimisation in Taiwan

Extensive evidence indicates that prior victimisation is a reliable predictor of
future victimisation. Repeat victimisation is thus common. Much of the
existing research on repeat victimisation has taken place in western
industrialised countries; less so in Asian contexts. This chapter aims to answer
the research question proposed in Chapter 2: “Is there evidence of (near)
repeat burglary victimisation in Taiwan?”. To answer this research question,
two datasets are used: (1) the 2015 TAVS, also used in Chapter 4; and (2)
police recorded burglary data from Taoyuan city for the period January 2015
to April 2018. The chapter concludes by comparing the observed findings to
those from previous (Western) research and reflecting on the implications of

the findings for burglary prevention in Taiwan.
5.1 Background

Repeat victimisation refers to the consistent research finding that crime
concentrates on a small minority of targets and places (Bernasco & Steenbeek,
2017; Eck et al., 2007; Weisburd, 2015). The concept was first introduced in
the late 1970s, and quickly gathered popularity because of the perceived (and
later realised) benefits to crime prevention policy, practice, and resource
allocation (Farrell & Pease, 2017; O et al., 2017). Patterns of RV have been
identified for a wide range of crime types, from domestic violence and racial
attacks to bicycle theft and child abuse (Farrell et al., 1995). Indeed, a recent
systematic review of the repeat victimisation literature found a high level of
concentration for both personal and property crimes. The synthesised
evidence drawing from a large number of studies revealed that the most
victimised 20% of properties and persons accounted for 46.7% and 51.5% of

victimisations, respectively (O et al., 2017).
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Burglary, as one type of property offence, is found to be a classic case for
which RV occurs. Indeed, the majority of research into RV has focussed on
this offence type. The famous Kirkholt project, for example, investigating
burglary levels on a housing estate in Rochdale, England, revealed that the
risk of a house being burgled again was four times the risk of a first burglary
victimisation (Forrester et al., 1988). Moreover, analysis of the 1998 BCS
identified that 19.5% of burglary victims were burgled more than once in the
previous twelve months (Mirrlees-Black et al., 1998). The UK is not unique
in this regard. The Netherlands, for instance, exhibits a similar pattern of
repeat burglary victimisation (Kleemans, 2001; Wittebrood & Nieuwbeerta,
2000). North American research also provides convincing evidence for this
kind of concentration pattern (e.g. Polvi et al., 1990; Robinson, 1998).
Likewise, analysis of data collected as part of the ICVS concluded that repeat
burglary victimisation is a common phenomenon among most industrialised
nations, despite some variation across countries. For example, England and
Wales was found to have a moderate proportion of repeat burglaries (12%)
compared to, say, the US, which experienced a dramatically higher proportion

of repeats (33%; see Farrell & Bouloukos, 2001).

There are four recurrent findings in the research literature into RV. First,
prior victimisation is shown to be a reliable predictor of future victimisation.
Second, a small number of repeat victims typically account for a
disproportionately high number of all victimisations. Third, repeats are highly
prevalent in high crime areas. Indeed, the repeated victimisation of particular
people or places is often found to generate the heat in observed hot spots.
Lastly, RV often occurs quickly in the wake of an initial victimisation (Farrell,

1995; Farrell & Pease, 2017).

The last finding on the temporal pattern of risk — the so-called time course
of repeat victimisation — extends repeat victimisation research to ‘near’ repeat
research. That is, RV, by definition, refers to the repeated victimisation of the
same target, also sometimes referred to as a ‘direct repeat’. However, an
extension of the concept of RV is NRV, which combines elements of spatial

and temporal repeat victimisation, and refers to the phenomenon whereby
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similar crime targets (however defined) that are geographically close to a
crime victim are more likely to be victimised themselves in the short term
than would be expected on the basis of chance. The term ‘near repeat’
summarises this spatial and temporal tendency of revictimisation risk of

nearby comparable targets (Farrell & Pease, 2017).

Like RV, a large body of studies has also identified near repeat patterns.
Burglary, for instance, is found to be more likely to occur within 300-400
metres and 1-2 months from the location and time of the initial event in the
UK (Johnson & Bowers, 2004a, 2004b). This pattern exists across countries
such as Australia (Townsley et al., 2003), the Netherlands, the United States
(Johnson et al., 2007), South Africa (Clark, 2018), Brazil (Chainey & da Silva,
2016), and China (P. Chen et al., 2013), and across diverse types of crimes
such as gun-shootings (J. Ratcliffe & Rengert, 2008), or sex crimes and
threats (Amemiya et al., 2020).

Previous research has identified that the time range and distances of risk
clustering varies across countries and types of crime. For example, research
in some Chinese cities has found that, in line with near repeat findings more
generally, the risk of burglary is highest nearest the sites and time of the initial
incidents and decays gradually afterward. The risk was found to be elevated
(above chance) for 56 days and one kilometre (Ye et al., 2015), and for three
weeks and beyond 100 metres of the initial incident the risk drops
dramatically (P. Chen et al., 2013). Research in Houston, Texas, has also
found similar patterns of space-time clustering of burglary risk, although the
risk lasted for a longer time range (up to 90 days) and distance interval (up to
2.5 kilometres). Meanwhile, a shorter spatial and temporal span has been
observed in street robberies (6 days and 400 metres) and aggravated assault

(7 days and 1.6 kilometres) (Y. Zhang et al., 2015).

As mentioned in Section 2.3.1, there are two main explanations for (near)
repeat victimisation: event dependence and risk heterogeneity (Johnson &
Bowers, 2004b; Lauritsen & Quinet, 1995; Osborn & Tseloni, 1998; Wu et

al., 2015), also known as ‘boost’ and ‘flag’ accounts, respectively. The boost
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account suggests that the initial victimisation boosts the chance of (repeat)
victimisation in the future. In the case of burglary, the burglary target
becomes more vulnerable or desirable as a result of a successful initial
victimisation. That is, burglary success encourages an offender’s return visit
(Ashton et al., 1998; Martinez et al., 2017). The flag account, on the other
hand, refers to a scenario in which there is a stable chance of victimisation
independent of victimisation history. Therefore, there is not a correlation
between the events that occur in the future and those in the past. The events
that will occur against the same target are due to the fact that certain targets
are in some way vulnerable and hence attractive to motivated offenders. Prior
research identifies several factors that might increase the likelihood of a
household being burgled, such as a property being detached and hence easier
to access (Osborn & Tseloni, 1998), weak or no security measures in place
(Miethe & Meier, 1990), and so on (also see Table 4.1). Indeed, the results
presented in the previous chapter indicate why some Taiwanese households
experience burglary and others do not. In terms of explaining RV, these
specific characteristics are thought of as acting as a ‘flag’ to prospective

offenders that this property is an attractive target to burgle (Pease, 1998).

Beyond the flag and boost accounts, researchers concerned with
explaining patterns of NRV also often refer to ‘optimal foraging theory’
(Bernasco, 2009; Johnson, 2014; Vandeviver et al., 2021). Consistent with
the rational choice perspective of offender decision making (Clarke &
Cornish, 1985), the optimal foraging theory suggests that offenders seek to
be optimal foragers who target multiple suitable properties in a chosen
neighbourhood (rather than one single property) in order to try to minimise
their effort and maximise their potential rewards (Bowers & Johnson, 2004;
Stokes & Clare, 2019). In doing so, offenders are also likely to ‘forage’ in
areas where they have previously been successful (Bernasco et al., 2015) or
areas within their ‘awareness space’ (i.e. familiar locations like home, work,
and shopping precincts where offenders spend considerable time) (Townsley
& Sidebottom, 2010). In this sense, it is argued that, all things being equal,

offenders ought not move on to other locations until the perceived ‘rewards’
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available in the current ‘optimal’ neighbourhood are gone (Bernasco, 2009;

Chainey & da Silva, 2016; Johnson, 2014).

To summarise, then, the risk of (N)RV could be attributed to offenders: (a)
foraging in areas where they are familiar; (b) making rational decisions to
prey on suitable targets (‘flags’) or targets with prior success of offence
(‘boosts’); and then (c) searching for targets nearby as part of an optimal
foraging strategy. In the case of burglary, the flag characteristics of a property
make it perceived as an easier target and more attractive to a potential
offender. Then, the risk of future burglary is boosted following an initial
successful incident by foraging offenders who tend to revisit the same or
nearby locations for a short period to carry out a series of further offences

after an initial offence.

Before moving on to the focus of the current studys, it is important to report
the findings from recent research in England and Wales which suggests that
the extent of RV is on the rise (Ignatans & Pease, 2015) albeit against the
backdrop of large and consistent reductions in crime overall — the previously
mentioned ‘international crime drop’ (Farrell et al., 2015; Sidebottom, Kuo,
et al., 2018). Based on their analyses of the CSEW between 1994 and 2012,
Ignatans and Pease (2015) found that although the overall chance of being
victimised has fallen, the proportion of total victimisation experienced by the
same individual has increased from 57% in 1994 to 72% in 2012. This implies
that the inequality in victimisation has increased against a backdrop of
widespread crime reductions. In 1994, for example, the top one percent of
victims accounted for 42% of all personal victimisations; in 2012, they
accounted for 52%. Similar trends were also found for property crimes (from
22% to 33%) and vehicle related victimisation (16% to 27%) (Ignatans &
Pease, 2016a, 2016b). The analysis of data collected as part of the ICVS
revealed a similar trend, in which the proportion of total personal
victimisation experienced by the top one percent of victims increased by four
percent (from 32% in 1992 to 36% in 2000). The greatest growth of 15% was
observed in vehicle-related victimisation (from 33% to 48%) (Pease et al.,

2018).
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The observed inequality in crime experience is but one of ten reasons
proposed by Farrell and Pease (2017) for why studying RV is important,
displayed in Table 5.1.

Table 5.1 shows the various preventive gains to be had from efforts to
reduce RV specifically. Simply put, because crime concentrates on a small
number of repeatedly victimised targets (i.e. RV), then gains in prevention
can be maximised by targeting (and tailoring) interventions to those targets at
greater risk of revictimisation in the short-term. Likewise, if the risk of
victimisation spreads to comparable targets in space and time (i.e. NRV), then
time-limited predictions can be made about where crime is most likely to
occur and preventive resources deployed accordingly. Again, there is strong
evidence to support the effectiveness of this approach particularly in reducing
residential burglary (Fielding & Jones, 2012; Stokes & Clare, 2019), albeit,
as alluded to throughout this thesis, such evidence is not available in the

Taiwanese context.

Interestingly, compared to the abundance of research on repeat or near
repeat research, an analysis by Pease and colleagues (2018) using Google
Scholar suggested that only eight percent of identified studies dealt with both
repeat and near repeats in their analysis (Pease et al., 2018). In light of the
paucity of information about both kinds of victimisation pattern, especially in
an Asian context, this chapter aims to answer the research question stated in
Chapter 2, namely “Is there evidence of (near) repeat burglary victimisation
in Taiwan?”. The chapter focusses on burglary victimisation in part because
existing research from Western studies provides a comparable reference with

which to compare the findings observed here.
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Table 5.1 Ten reasons why it is important to study repeat and near repeat

victimisation, as proposed by Farrell and Pease (2017)

Summary of reasons

Explanation and potential benefits

1.

10.

Limited resources to crime
problems

Repeat victimisation
chronically exploits resources

Increased risk per target

Short-term repeats

The avoidance of extensive
resource allocation

Enhanced detection of repeat
offenders

Consideration of crime
displacement and diffusion of
benefits

Enhanced detection of serious
and prolific offenders

Performance indicators

Applicability for all crime
types

As resources are limited, a focus on
repeats would be a cost-effective
way of resource allocation to crime
problems.

Repeats are chronic issues so will
gradually consume the criminal
justice system. A focus of
combating repeats will save crime
prevention resources.

Targets have different levels of risk,
for which repeated targets indicate
an increased risk. Resource
allocation should thus depend on
individual risk.

Risk is unevenly distributed across
targets. Repeats are so immediate so
specific prevention should focus on
such high-risk targets.

The allocation of crime prevention
resources targeted at repeat victims
will be more practical than at a
generally vague population (e.g. all
pupils).

A focus of repeat victimisation will
make crime detection/prevention
start at an early stage

There are low chances of
displacement and high chances of
diffusion of benefits, meaning
prevention on repeats could
maximise the benefits.

Stopping volume crime at an early
stage.

Repeat victimisation prevention can
be developed into an agency and
individual performance indicators.

Repeat victimisation is relevant to
all crime types, ranging from
organised crime to property crimes

Source: Farrell and Pease (2017)
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5.2 The current study

As mentioned in Chapter 2, research into repeat and near repeat victimisation
is sparse in Asian settings. To recap what was summarised in Chapter 2 about
key findings in burglary studies of (N)RV in Asia (see Table 2.2 and Section
2.3.1), there are two general patterns that are noteworthy. First, although
repeat burglary patterns have been observed in Asian settings, such studies
have shown a large range of concentration — about one tenth of burglaries
were found to be RV in Japan (Hino & Amemiya, 2019) whereas about half
of burglaries were RV in Taiwan (S.-Y. Kuo, 2015), for example. Second,
and in relation to NRV, spatial and temporal clustering of repeat burglaries
can also be observed in Asian settings. However, it is difficult to draw firm
conclusions about the spatiotemporal range within which the risk

significantly communicates.

As indicated above, few studies have investigated the extent and patterns
of (near) repeat burglary victimisation in Taiwan, of which most studies tend
to provide descriptive rather than inferential statistical information (see Table
2.2). For example, Tseng (2014) reported a spatial range of repeat burglaries
of 2.4 kilometres (Tseng, 2014). Two issues arise here, however. First, the
conclusion on the radius seemed to be vague as the researcher did not perform
any statistical analyses. This hinders the generalisation of findings to a wider
context. Second, no information about the decay function was provided in the

study so it is difficult to draw practical crime prevention implications.
Based on these research gaps, two hypotheses are tested here:

e HI: There is a significantly higher concentration of repeat burglaries

in Taiwan than would be expected on the basis of random victimisation.

If repeat burglary in Taiwan is found to be non-random — provided that the
role of event dependence and risk heterogeneity functions similarly in the
case of burglary in Taiwan — I would also expect a spatiotemporal near repeat

pattern of burglary victimisation to be observed. Hence the second hypothesis:
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e  H2: Properties located nearby a burglary victim are more likely to be

burgled in the short term.

5.3 Data and methods

The following sections describe the two main data sources used in this study,
namely the 2015 TAVS and police recorded burglary data from Taoyuan city.
I then introduce the analytical strategies to be used in this study, including
descriptive analyses, Lorenz curves, the local indicator of spatial

autocorrelation (LISA) and the Knox test.

5.3.1 Data

The analysis reported here draws on two datasets. The first dataset is the 2015
TAVS, as was used in the previous chapter. To reiterate, the 2015 TAVSis a
large nationally representative survey that used multi-stage stratified

sampling and collected data from 13,016 households.

Relevant to this chapter, it is important to note that the 2015 TAVS capped
the total number of victimisations that a victim could report — the cap was six
victimisations per crime type in the previous year (also see Section 3.2.2.1).
Experience of seven or more victimisations over the previous 12-month
period was hence coded as simply six and over (n=10). This is common
practice in many victimisation surveys and is practiced mainly in an effort to
avoid extreme figures prejudicing average crime rates (Budd & Mattinson,
2000). However, such an (arbitrary) counting convention has been shown to
misrepresent the true distribution of crime and, in particular, the extent of
repeat victimisation: the extent of repeat (chronic) victimisation is

undercounted (see Farrell & Pease, 2007a, 2007b). The patterns of repeat
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victimisation according to the 2015 TAVS should, therefore, be taken with

caution and considered to be an underestimation!.

Further, as the 2015 TAVS contained neither geographic nor temporal
information about the victimised households, it is impossible to map the
patterns of near repeat burglary using this dataset. Instead, to completement
the analysis of the TAVS, this chapter additionally reports analysis of police
recorded crime data drawn from a northern metropolitan city in Taiwan -

Taoyuan City.

Taoyuan city is the fourth-largest metropolitan area (1,221 square
kilometres) and fifth-largest populated city (2,249,037 persons) in Taiwan
(Taoyuan City Government, 2020). Its police recorded burglary data is
publicly accessible and contains information about the date on which the
burglary was believed to have occurred, the location (latitude and longitude
coordinates) of the burglary, and the police station and bureau in charge of
the reported burglary incident. The police data used in this study covered the
period from January 2015 to April 2018 (40 months) and contained 506
recorded burglary incidents. This data source was used to extend the analysis
of RV using the TAVS and to also consider patterns of NRV. Note that
although the police data is not limited to a cap of six victimisations as in the
TAVS, a familiar limitation with the police data is that not all burglaries are
reported to and recorded by the police (see Section 3.1.1). However, this data
source is expected to supplement the 2015 TAVS and allow me to examine

the spatial and temporal patterns of NRV in Taiwan.
5.3.2 Analytical strategy

The analytical strategy used here involved descriptive analyses, Lorenz

curves, the LISA test, and lastly the Knox test. The first approach taken for

! Note again that the raw dataset retrieved from the 2015 TAVS did not record the exact
number of victimisations when a victim reported being victimised of more than six times in
the past year. Hence, this thesis could not estimate the extent to which repeat victimisation
was undercounted. This issue would be detailed in the limitation section.

198



testing the first hypothesis is to quantify repeat victimisation. It follows the
approach proposed by Tseloni and Pease (2005), in which they presented
concentration rates, the percentage of repeat crimes, and the cumulative
distribution. The former two elements can be displayed in a table containing
the distribution of repeat burglary victimisation based on the 2015 TAVS,

while the last measure can best be visualised using a Lorenz curve.

Lorenz curves are a graphical tool to plot the distribution of incidents,
commonly used in research into economic inequality (see e.g. Gastwirth,
1972; Jann, 2016; Prendergast & Staudte, 2016). The logic behind Lorenz
curves is that by sorting individuals on the basis of some index of interest, for
example from the one who has the lowest, say, income, to the one who has
the highest income, the cumulative distribution of income is constructed.
From an economic perspective, the square box generated is shaped by the X-
axis representing the proportion of the population whereas the Y-axis
represents the cumulative distribution of total wealth. In a country where
income is equally distributed, the curve is expected to be consistent with the
main diagonal line of the square box (i.e. from bottom left to right top corner).
However, in light of the oft-observed 80-20 rule (the Pareto principle, see e.g.
Dunford et al., 2014) assuming the top 20 percent of the population accounts
for 80 percent of the national wealth?, the curve will be pulled towards the
low right corner of the box (i.e. with extremely 100% population and 0%
income coordinates). The more the curve corresponds to such a shape, the
more inequalities are present in the distribution of, in this example, income.
Such an approach is also applicable to examine the distribution of crime
across victims (see e.g. Bernasco & Steenbeek, 2017; Curiel, 2019; Mohler
et al., 2019; Ratcliffe, 2010; Steenbeek & Weisburd, 2016; Tseloni & Pease,
2005).

This study used Lorenz curves to examine the distribution of burglaries in
Taiwan. The concept is similar to that used in economics: sorting individuals

according to households who experience the lowest number of burglaries, b

2 The bottom 80% population holds 20% of the overall wealth, vice versa.
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(1), to those who experience the highest number of burglaries b () (over a
given time period) so as to build the cumulative distribution of the number of
burglaries. The Lorenz curve thus represents the cumulative distribution of
the total number of households N and the total number of burglaries B (Curiel,
2019). To the best of my knowledge, this is the first time that crime

distribution in Taiwan has been displayed this way.

By analogy with the economic context, in the case where there is no repeat
victimisation, the observed Lorenz curve over victims would move towards
the equality diagonal of the figure box. In this way, one could expect x% of
the victims to experience about x% of the predicted events. If the observed
curve is steeper than the equality line (i.e. the 45° line), it reveals that the
more heavily victimised suffer disproportionately more crimes (Tseloni &
Pease, 2005). Here I need to reiterate the issue of victimisation responses, as
measured by the victim survey, being capped at six. Were there to be
disproportionality in the experience of burglary, the inequality would be more
serious than the data presented as it misses the frequencies over six potentially

experienced by some individuals

The Lorenz curves reported here were compared to a simulation of Poisson
distributions. The simulation was estimated under the assumption of a factual
low crime prevalence and that crime events are randomly distributed over the
targeted population (Estévez-Soto et al., 2020). The Gini index is also
reported alongside the Lorenz curves as a measure to quantify (burglary)
concentration. The index ranges from zero (i.e. no inequality/concentration)

to one (i.e. complete inequality/concentration).

A one-sample Kolmogorov Smirnov (KS) test is often used to examine if
the distribution of observed incidents statistically differs from a reference
distribution (i.e. a randomly generated distribution). If this is the case, then it
can be concluded that there is more concentration of burglary incidents than
would be expected on the basis of random (repeat) victimisation. Given that
the frequency of victimisation is purely discrete and the victimisation

population in the 2015 TAVS (n = 194) was greater than a suggested sample
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size of 30 (see Dimitrova et al., 2017), the KS test is suggested to be

performed using an improved R package ‘KSgeneral’ (Dimitrova et al., 2020).

If there is evidence to support HI: There is a significantly higher
concentration of repeat burglaries in Taiwan than would be expected on the
basis of random victimisation, there might be worth in further examining how
the concentration is distributed over targets — say different types of properties
and accessibility, for example (Osborn & Tseloni, 1998). Due to the fact that
the number of repeatedly burgled households was small (n = 59) in the 2015
TAVS, it is challenging to perform a sophisticated analysis. Therefore, this
chapter uses Chi-square analyses to investigate potential differences in
(repeat) burglary risk for the various property types (and by extension the ease
of accessibility) in Taiwan. The purpose of such analyses is to preliminarily
explore the distribution of repeat burglary risk over targets with specific

characteristics in Taiwan .

Before statistically testing if properties located nearby a burglary victim
are more likely to be burgled in the short term (H2), I perform the LISA to
map the police recorded burglaries between 2015 and 2018 as a preliminary
analysis. The approach taken here visualises LISA using the local Moran’s I
statistic and produces maps to illustrate local hotspots of burglary in Taoyuan
city. LISA maps are commonly used to examine the degree of spatial
randomness and identify crime hotspots — adjacent areas that have similarly
high rates of crime (Anselin, 1995; Anselin et al., 2000). As a complement to
the Lorenz curves, this could provide both statistical and visualised
information about whether there is a significantly higher concentration of
burglaries in Taiwan than would be expected on the basis of random
victimisation. It is however noted that the unit of LISA analysis to be used
differed from that of Lorenz curves. The former LISA analysis would
examine police recorded burglaries at an aggregated level of “village’ (/i)
nested within districts (see Section 4.5.2 for details) whilst the latter Lorenz
curves draw upon individual households in the TAVS as the unit of analysis.
The LISA maps might be able to show spatial concentrations of burglaries in

Taiwan than would be expected on the basis of random victimisation. Yet,
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they do not indicate the RV of individual properties. The purpose of
presenting LISA maps is to (visually) examine if there is spatial concentration
of burglaries in Taiwan, specifically the city of Taoyuan, using police data. If
so, it is very likely that there would be some patterns of near repeat burglaries
observed in Taiwan. Then, it would make sense to take the following

approach to provide further statistical information about NRV.

The analysis of near repeat burglaries reported here utilised Johnson et al.'s
(2007) permutation-based test which builds on the Knox test (Knox, 1964).
This technique identifies the temporal and spatial distance of paired events
and determines whether there are more observed pairs in temporal and spatial
proximity than would be expected based on a random distribution. As each
event is compared with every other and the spatial and temporal distance
between them recorded, 2 n (n-1) pairings will be generated provided n cases,
followed by a contingency table containing the number of event pairs that
occur within the defined spatial and temporal increments (or bandwidths).
This enables comparisons between the observed and expected cell counts
under the null hypothesis that the temporal distance and the spatial distance
are unrelated. With the existence of near repeats, the observed counts will be

significantly higher than the expected ones (Johnson et al., 2007).

There are a few issues with using the Knox test to examine crime repeats.
The first issue concerns population bias due to variations in growth rates of
populations by geographic subareas (Y. Zhang et al., 2015). As the Knox test
does not take population growth into consideration, in a geographic area
where there is a rapid expansion (or shrink) in population size within a short
period, it would make the Knox test unreliable. However, the population shift
bias would not be a critical issue as the population here for burglary is
households rather than people, and presumably this doesn’t change much over

time, especially for a study period of 40 months in Taiwan.

The second issue with the Knox text is the selection of the bandwidth of
the space-time clusters, which heavily relies on prior empirical evidence

about the scale at which potential crime clustering may occur. Despite the
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aforementioned sparsity of research found in Taiwan, thanks to much
attention gathered in the west (e.g. Johnson & Bowers, 2004b; Townsley et
al., 2003) and some further available in a Chinese context (Wu et al., 2015;
Ye et al., 2015), the current study used the bandwidth of 7 days and 100
metres. To generate large enough distortion for different boundary definitions,
the choice of cut-off in distance and time is also critical and should be drawn
from the literature (Wu et al., 2015). Considering that the risk of burglary
victimisation was found to be contagious for 56 days in a Chinese context (Ye
et al., 2015) and a longer period of 90 days found in the US (Y. Zhang et al.,
2015), the cut-off point in time used here is the conservative figure of 98 days
while a spatial cut-off point of at least 3,000 metres was suggested by the
literature (Grubesic & Mack, 2008). Further, as researchers have noted that
the inclusion of exact repeats would predict better clustering (Y. Zhang et al.,
2015), the current near repeat analysis includes pairs of events with 0 distance

(practically less than 0.1 metres, see Davies, 2019).

Another issue noted in the literature relating to the measurement of repeat
victimisation is the so-called time window effect, which refers to the absence
of repeats being observed due to too short an observation period, say one
week for example (Farrell et al., 2002). Even though there is a pattern of crime
repeat, the shorter the period of data is used, the higher likelihood that the
repeat would fall outside the timeframe of measurement. Put differently, an
analysis using data containing merely one week would possibly find no repeat
victimisation should the incidents happen the week before or after the
observed period. There is little chance for those incidents being noted as
‘repeats’ because their precursors or subsequent offences are not recorded in
the dataset being analysed. This results in undercounted RV as well as
overcounted single-incident crimes. Briefly, Farrell et al. (2002) have found
that data containing a period of one year captures 42% more repeats than that
of six months while a three-year one captures 57% more repeats than a one-

year counterpart.

RV research often utilises a one-year period although it may contain less

than 50% of the actual repeats. This may partly because victim surveys
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conventionally have a recall period of one year to avoid the memory-decay
effect of interviewees. However, the current study uses both data from the
victim survey data with a recall period of one year and police records with a

period of 40 months would diminish the time-window effect to a great extent.

The near repeat analysis reported in this study used Python with the
function defined by Davies (2019) in which function the increment is set to

be open to the left by default®.

5.4 Results

HI: There is a significantly higher concentration of repeat burglaries in

Taiwan than would be expected on the basis of random victimisation

Table 5.2 The distribution of burglaries in Taiwan using data from the 2015
TAVS

Burﬁﬁl;ly Prevalence Incidence % all targets % victims % incidence
0 12,822 - 98.51 - -

1 135 135 1.04 69.59 43.83

2 37 74 0.28 19.07 24.03

3 9 27 0.07 4.64 8.77

4 3 12 0.02 1.55 3.90

5 - - - - -

>6 10 60 0.08 5.15 19.48
Total 13,016 308 100% 100% 100%

Table 5.2 shows the extent of (repeat) burglary victimisation based on the
2015 TAVS. It shows that burglary in Taiwan is a rare event, at least

compared to that of England and Wales. Less than two percent of sampled

? In this chapter the temporal and spatial bandwidth were set as 7 days and 100 metres. Hence,
the first- and second-time increments would be 0 to 7 days (not inclusive) and 7 (inclusive)
to 14 (not inclusive). Equivalently, the spatial bands of distance would be 0.1 to 100 metres
(not inclusive), 100 metres (inclusive) to 200 metres (not inclusive), and so on.
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households reported being the victim of burglary in 2014 (308 burglaries in
total) and 0.5 percent of sampled households experienced two or more
burglaries over the one-year study period (173 burglaries in total). Put
differently, 56 percent of the total number of reported burglaries took place
in these 0.5 percent of sampled households (i.e. the repeatedly victimised
households). That is to say, of those households that were burgled over the
one-year period, about 70% experienced only one burglary. Around five
percent of victimised households experienced six or more burglaries, which
accounted for nearly 20 percent of all reported burglaries in the data used here.
The observed probability of being burgled one time only is thus 0.01 whereas

the probability of repeat victimisation is 0.30, a ratio that is 30 times higher.

Figure 5.1 shows the distribution of burglary over all households and all
victims using Lorenz curves. The left panel presents evidence of extreme
inequality in terms of burglary victimisation across the sampled population
(Gini index = 0.99) since only a very small number of surveyed households
in Taiwan were burgled. The inequality is lessened only when those who had
been burgled at least once were retained in the analysis (see the right panel,
Gini index = 0.30). However, the concentration pattern is still obvious in both
panels. In the right panel, the curve becomes steeper from the point of the
cumulative 70% of victims on the X-axis. This shows that the top 10% most
victimised subjects (n = 194) experienced about 30% of the victimisations (n
= 308) while the lower 10% accounted for less than 10% burglaries.
Meanwhile, the KS test revealed that the observed distribution of burglaries
was significantly different from the null distribution (D = 0.55, p < .001).
Simply put, the results observed here suggest that there was a significantly
higher concentration of repeat burglary than would be expected on the basis
of random victimisation. This finding provides support for hypothesis one and
conforms with the dominant finding in the research literature, this time in the

atypical setting of Taiwan.
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Lorenz curves: Burglary in Taiwan
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Figure 5.1 Lorenz curves with the observed and expected distributions of

burglary victimisation using the 2015 TAVS

Previous research shows that the risk of burglary (re)victimisation is
influenced by property type. Taking advantage of the questions asked in the
TAVS, Table 5.3 investigates potential differences in (repeat) burglary risk
for the various property types (and by extension the ease of accessibility) in
Taiwan. It shows that, relative to the prevalence of burglary at each property
type, detached houses appeared to be the most likely to be revictimised (40
percent) compared to their counterparts. However, repeats were found not
significantly related to property type in general (y*(4) = 5.08, p = 0.23), except
for semi-detached houses which suffered significantly lower frequencies of
repeats than expected (% (1) = 4.92, p < .05). Houses with easier access (i.e.
those detached or located on the second floor* or below within an apartment

or high-rise building) experienced 1.24 times more revictimisation than

* The second floor in Taiwan equals to the first floor in the UK.
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expected, all things being equal. However, such a relation was again not

statistically significant (p = 0.10).

Table 5.3 Risk of revictimisation by different types of property in Taiwan,

2015 TAVS

Property characteristics

Repeats (% by house type)

Zero repeats Revictimised
House type
Bungalow/detached Obs. 21(60.00%) 14(40.00%)
Exp. 24 11
Semi-detached* Obs. 76(76.77%) 23(23.23%)
Exp. 69 30
Apartment Obs. 24(63.16%) 14(36.84%)
Exp. 26 12
High-rise building Obs. 10(62.50%) 6(37.50%)
Exp. 11 5
Other Obs. 4(66.67%) 2(33.33%)
Exp. 4 2
Easy access Obs. 34(61.82%) 21(38.18%)
Exp. 38 17

Note 1. House type: Pearson y*(4) = 5.08, p = 0.23. Cramér's V = 0.16. 2. Easy access:
Pearson y*(1) = 2.19, p = 0.10. Cramér's V = 0.11. 3. * indicates cell frequencies that were
significantly lower than expected, using a chi-square test with one degree of freedom, p <.05.
4. It is difficult to translate the term used in the TAVS as the property type in Taiwan is very
different from that in the UK. Briefly, the category of semi-detached may include terraced
and town house.

H?2: Properties located nearby a burglary victim are more likely to be burgled

in the short term.

We now turn our attention to NRV and the analysis of police recorded
burglary data. Figure 5.2 shows LISA maps using the local Moran’s I statistic
to illustrate local hotspots of burglary in Taoyuan between 2015-2018. The
left panel (a) shows burglary rates (per 100 households) while the right panel
(b) shows burglary counts. Figure 5.2 reveals a cluster of burglaries and

hotspots in the study area. For example, Guishan District (see upper-right
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corner of the study area) represented parts of a cluster with positive spatial
autocorrelation, in which the district had the greatest number of areas with a
high burglary rate. Three districts were outliers and had a negative spatial
autocorrelation, which had villages that had a high burglary rate and were
surrounded by areas with low burglary rates. Note that Fuxin district (at the
bottom of the study area), by area, is the largest in Taoyuan City; yet it is a
mountainous indigenous district. No burglary occurred in this district
between 2015-2018. While the aforementioned Lorenz curves provided
support for burglary being concentrated over targets, the LISA maps reported

here additionally suggest a spatial concentration of burglary in the study area.

‘‘‘‘‘‘
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High-High Cluster
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a. LISA’s burglary by rate b. LISA’s burglary by count

Figure 5.2 LISA maps of burglary hotspots using counts and rates per 100
HHs by villages in Taoyuan, Taiwan, 2015-2018
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Table 5.4 shows the results of the (N)RV analysis of burglary risk using
police recorded crime data for Taoyuan city (n = 506). The statistics in the
table represent the ratios of medians, namely the difference between the
observed and the expected counts of data using 999 iterations. The higher the
figure the greater the difference between the observed and the expected
counts of burglaries. To improve the visualisation of near repeat patterns, the
table contains a reduced distance range of 1,000 metres and a time range to
less than 42 days. A table showing the spatial and temporal limits of 3,000
metres and 98 days can be found in the Appendix (Table A.1).

Table 5.4 Near-repeat analysis of burglary risk using police recorded burglary
data from Taoyuan city, Taiwan, 2015-2018 (n = 506) (999 iterations)

Spatial unit Temporal unit (day)

(m) 0to<7  7to<l4 14to<2l 21t0<28 28t0<35 35to<42
foirggon 32.00%%  4.00%%  4.00%*  0.00 0.00 0.00
0.1t0<100  2.00 0.00 0.00 0.00 0.00 2.00
100 t0 <200 4.00%*  3.00% 2.00 1.00 0.00 1.00
200t0 <300  5.33**  2.00 2.00 1.00 1.00 0.00
300 to <400  4.00%*  1.33 0.67 0.00 2.00 0.67
400 to <500 0.00 5.33%% .67 0.00 0.00 0.67
500 to <600  1.20 0.80 1.00 1.00 1.50 0.50
600 to <700  1.67 3.20%%  0.40 0.40 1.60 1.00
700 to <800  0.67 1.60 0.50 0.40 2.50% 1.00
800 to <900  2.29%* .14 0.67 1.33 1.00 2.00%
900 to <1000 1.25 2.29%%  0.00 1.14 0.67 0.33

Note *Significant at p < 0.05. **Significant at p <0.01.

As Table 5.4 shows, the significant values were found mostly on the top
left of the table. This suggests that burglary risk in Taiwan was communicable
within a range of 3 weeks and 400 metres around a location at which a
burglary was previously committed, as would be predicted by the literature.
A significant pattern of exact repeat victimisation was found, in which there

was evidence of an over-representation of events at the same place up to 21
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days after an initial incident. The most significantly over-represented RV
range was the spatial zone from O to less than 7 days from an initial incident.
The chance of another incident was about 32 times greater than if there were
no repeat victimisation patterns. In the immediate space-time vicinity to an
originator event, the most over-represented space-time range that was
statistically significant was the zone from 200 to less than 300 meters and
within 7 days from an initial incident. The chance of another incident
occurring was over five times greater than if there were no discernible pattern.
However, note that within the range of 100 metres, the risk of burglary was
found not to be statistically significant. The risk of burglary victimisation
seemed to be influenced by its temporal proximity to a victimised target. Yet
the spatial pattern of proximity was less evident. H2 is partially supported

from the temporal perspective.

Table 5.5 shows the number and proportion of near repeats of all burglary
incidents for different spatial and temporal bands. Although the pattern of
near repeats observed here was statistically significant for most of the cells
that were spatially and temporally closest to originator incidents within 3
weeks and 400 metres, less than 5% of all recorded burglaries were near
repeats within 200 metres and 7 days of an originator incident. Meanwhile,
around 5% of all recorded burglaries were near repeats within 200 metres and

14 days of an originator incident.

Table 5.5 The proportion of near repeats for different definitions of near in
space and time using police recorded burglary data from Taoyuan city,

Taiwan, 2015-2018

Number of near repeats and % of all burglaries

Near repeat definition

0-7 days 0-14 days
Within 100 m 17(3.36%) 19(3.75%)
Within 200 m 21(4.15%) 26(5.14%)
Within 300 m 29(5.73%) 36(7.11%)

n =506
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5.5 Discussion

This section is formed of two sub-sections: (1) a discussion of the
implications of the main findings and (2) a discussion of the limitations in this

study.
5.5.1 Implications of findings

This chapter began by setting out that there is a large literature on the patterns
of repeat and near-repeat victimisation, particularly burglary victimisation.
Presently, however, there is limited knowledge of the extent and patterns of
(N)RV in Taiwan. To address this research gap, this chapter reported findings
on the extent of repeat and near repeat residential burglary victimisation in
Taiwan, using data from both the 2015 TAVS (to explore RV) and police
recorded crime statistics from one city in Taiwan (to explore both RV and
NRYV). The analysis found that the patterns of repeat and near-repeat burglary
victimisation observed here were largely in line with that of (the mainly
Western) research literature, despite the notable differences in context and
crime levels. That is, burglaries were shown to be far more concentrated than
would be expected on the basis of chance (H1): 56 percent of self-reported
burglaries were repeat victimisation. This figure is far higher than the
proportion of repeats found in many western and developed countries, for
which a comparative study identified the highest proportion being 33 percent
(in the US, see Chainey & da Silva, 2016).

The degree of burglary concentration was similarly higher than what was
found in the literature. According to the Lorenz curves reported in Figure 5.1,
the top 10% most burgled households in Taiwan accounted for 30% of the
burglaries in Taiwan, while the same figure for the UK was 20% (Tseloni &
Pease, 2005). The current figure over victims also reveals that RV was more
serious over those with high frequencies of burglaries as the line becomes
much steeper from the point of the cumulative 70% of frequency of victims.

Were the TAVS not capped at six, repeat victimisation would likely be even
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more concentrated (or more unequally distributed). This informs the necessity
of prevention against those super targets (i.e. those with high frequencies of
repeat burglaries) given the extreme inequality of repeats identified in Taiwan.
Furthermore, future research could usefully focus on the impact of capping in
crime surveys in Taiwan. The problem of capping is discussed in the later

limitation section.

As mentioned above, given that the risk of RV was not random but heavily
concentrated, it is important to identify the household risk factors that give
rise to the observed patterns of repeat. However, given there are few
revictimised households in the data used here (n = 59), it was not practical to
conduct any sophisticated analysis. Instead, a simple Chi-square analysis by
house type for (no) repeats revealed that semi-detached houses suffered a
significantly lower risk of revictimisation. This is consistent with Bowers et
al.’s (2005) finding that semi-detached houses suffered a significantly lower

risk of revictimisation than an expected Poisson distribution.

Note that it was challenging to properly translate the property type from a
Western context to Taiwan. The category of semi-detached houses may also
refer to those terraced and townhouses in Taiwan. In this sense, it would be
confusing to apply the aforementioned study to Taiwan as Bowers et al.'s
(2005) study also indicated that terraced houses and flats were at significantly
higher risk of revictimisation of burglary. I assume that the negative
relationship between semi-detached houses and revictimisation risk was
partly due to fewer entry points for burglars to break in. This could also
explain why the observed counts of revictimisation for detached houses and
houses with easy access, although not statistically significant, were higher
than expected as those houses potentially contained more easy entries.
However, it was not clear why the significant relationship was found only in
semi-detached houses. This assumption needs to be tested in further research
using data with a larger sample size and more sophisticated analytical
strategies. The police data might be a suitable alternative than victim surveys.

Unfortunately, the current publicly accessible police data in Taiwan contains
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only the time and place of burglary occurrence but no information about

house types.

With respect to the current police data, the analysis reported above
revealed a statistically significant and meaningful pattern of repeat and near
repeat victimisation. The risk of burglary victimisation was elevated by
spatial and temporal proximity to an initial incident (partially supporting H2).
Put differently, the risk decayed by time and space following an initial
burglary incident. Interestingly, while the significant pattern was mostly
found within the temporal and spatial range of 3 weeks and 400 metres, which
was in line with the research literature, the risk within the range of 100 metres
was not statistically significant. A possible explanation for this inconsistency
concerns residents’ precautions and police interventions after the initial
burglary. On the one hand, within a radius of 100 metres, residents are very
likely to be aware of the initial incident of burglary. As a consequence, they
may be more likely to take precautions that reduce their risk of burglary (such
as locking their doors, neighbourhood watch, security systems, etc.) or the
police were allocated there in the forms of, say, visible foot patrols to deter
potential offenders and thereby reduce the risks of near repeat victimisation.
On the other hand, the police patrol deployment is common to see in Taiwan
once there is an incident occur within a police jurisdiction, though its form
may range from vehicle to foot patrols. The aforementioned residents’
precautions and police interventions may result in a reduced risk observed in
the first spatial band. However, such an explanation needs to be tested
empirically, and requires further examinations into both the residents’ and

police’ responses to burglary.

Another thing to note is that, unlike the aforementioned victim data, the
police recorded data in Taiwan revealed that the levels of near repeat
burglaries were under-represented. The proportion of burglaries that were
near repeats was much lower than those found from studies in western
countries, or even some Chinese settings. For example, the proportion was
23% within 200 metres and 7 days in Newcastle, UK (Chainey, 2014) and 26%
within 120 metres and 14 days in Wuhan city, China (Wu et al., 2015).
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Contrarily in Taoyuan, Taiwan where the police data was retrieved, repeat
victimisation and near repeat victimisation within 200 metres and 14 days
accounted for merely about 5% of all burglaries, which was about one fifth
of that in the UK and China. If generalisable, this figure would call into
question the cost-effectiveness of any crime prevention programme designed
to reduce repeats and near repeats in the short term and over a limited
geographic area, as it would only yield an overall burglary reduction by
roughly five percent. This finding drawn upon police data is in conflict with
the concentration patterns identified by the analysis of TAVS, in which the
allocation of crime prevention resources across the 10 percent most heavily
victimised households implied a reduction of potentially 30 percent of
burglary incidents. Hence, more police datasets across crime types and
regions are required to examine if such an underrepresentation is with merely

burglary victimisation or a regional issue that merely occurs in Taoyuan city.

Overall, while the concentration of repeat burglary using the victim survey
data was found consistent with the literature, the pattern of near repeats
generated some inconsistencies with existing studies. The risk of repeats and
near repeats tailed off within a temporal range of three weeks. However,
within the spatial range of 400 metres, the risk did not decline steadily. Future
research should focus more on why the 0.1 to 100-metre interval did not show

a constant risk of near repeat victimisation.

5.5.2 Limitations

A few general problems derived from surveys were noted as my Lorenz curve
analyses were drawn on victim survey data. These may include common
issues such as measurement error, response bias, or telescoping which can be
referred to Chapter 3 (see Section 3.1.2). The more serious problem was the
effect of capping. The 2015 TAVS allowed for a maximum of six entries
being recorded for one type of crime event. As mentioned above, this
counting convention is commonly applied in many national victim surveys.

The US NCVS, for instance, has allowed their counts of series victimisation
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capped at ten since data for 2010 (a cap of six before 2010) (Lauritsen et al.,
2012) whereas CSEW once capped at five, until a new approach of capping
at 98" percentile of victim incident counts for each crime type being
introduced in the year ending September 2018 of CSEW (Office for National
Statistics, 2019).

Many researchers have found such counting conventions to misrepresent
the extent and distribution of crime (Farrell & Pease, 2007a, 2007b). Tseloni
and Pease (2005) has also indicated that the entry of actual number rather than
a cap of five to BCS would make the property and personal crime incidence
increase by about two and 1.5 times respectively. That is to say, provided that
this truncation was removed from the 2015 TAVS, crime would be more
unevenly distributed as the same number of victims would have the chance to

experience more incidents.

Built from this perspective, probing the effect of capping is especially
crucial to RV in Taiwan. However, the current data did not allow me to track
back the original number of victimisations. Victimisation inequality might be
worse than the current analysis found but the extent remained unanswered.
The future TAVS should reconsider the application of such counting
convention and record the actual entries of victimisation more properly. In
this way, the actual crime distribution could be estimated, and criminal justice

equality could be improved.

The second limitation concerns the inability to reliably explore the boost
account of repeat victimisation. At present, studies on the impact of event
dependence and risk heterogeneity on repeat victimisation may require entries
of the individual incident as these allow researchers to plot the distribution of
time intervals between each event (see e.g. Estévez Soto, 2020). The analysis
of the time-course of repeat victimisation was not available given the TAVS
of use did not record the individual experience of victimisation other than the

time elapsed between the last two incidents.

The third limitation concerns the small volume of local police data used in

this study, which contained only 506 burglaries over a 40-month period. The
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current analysis alternatively utilised police recorded data to examine patterns
of repeat and near repeat burglary as it consisted of geographic and temporal
information of burglary incidents, in which the current TAVS failed to
provide. Let alone that police recorded data is notorious for underreporting
practice, the dataset containing merely 506 cases for 40 months was not
comparable to the existing literature, especially to other context-alike Chinese
studies. For example, there were 1,533 burglaries for merely five months
(between 19 May to 31 October 2007) recorded in Beijing (P. Chen et al.,
2013), 4,226 burglaries from 1 January to 30 December 2013 for a large city
located in south-eastern China (Z. Wang & Liu, 2017), and remarkably
10,548 burglaries for the year of 2013 in Wuhan (Wu et al., 2015), to name

some.

Further, the police data lacked information such as house types. It was
difficult to analyse the risk factors for burglary victimisation other than near
repeat patterns using police data in Taiwan. Hence, I could not tell if the
lowered risk of repeat burglary observed in those semi-detached houses was
consistent both in victim surveys and police data. The mechanism behind such
an argument was not clear, either. I understand that burglary incidents are rare
in Taiwan so that the authority may not pay much attention to it. However, it
is of great importance to understand why there are some targets at extreme
vulnerability and why (and how) patterns of repeat and near repeats in Taiwan
is not very in line with the literature. While Taiwan’s low burglary incidence
might be a deficiency in terms of victimisation research, it is a benefit to
understand what makes it less vulnerable. Moreover, were police data and
victim surveys being made comprehensive and accessible, the extent and risk

factors of crime would be easier to estimate.

The last limitation concerns the lack of longitudinal data in Taiwan to be
compared with the growing concentration of RV across countries. Despite
Taiwan having witnessed a consistent drop in crime rates with international
trends (Sidebottom, Kuo, et al., 2018), the lack of longitudinal data on
concentration over victims makes the study unable to examine if the

concentration is also in line with some cross-national trends (Pease et al.,
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2018). If it is the case (i.e. concentration over victims becomes more intensive
by time), more resources should then be allocated to those most vulnerable.
Put simply, with longitudinal data, future research is applicable and believed

to improve crime prevention policies.
5.6 Chapter conclusion

The results reported here indicate a consistent and highly concentrated pattern
of repeat and near repeat burglary victimisation in Taiwan, more so than is
often found in western settings. In line with previous research, the risk of
burglary victimisation in Taiwan was shown to decay across both time and
space following an initial burglary incident, covering a period of three weeks
and 400 metres. However, the current results also suggest that burglary risk
within 100 metres of a prior incident was not elevated to a statistically
significant degree. These patterns depart from the consensus in the research
literature and may reflect differences in offender targeting strategies and/or

the design and layout of properties in Taiwan.

As alluded to above, the findings presented in this chapter may have
implications for the effective and efficient distribution of police resources to
the most vulnerable burglary targets. While the concentration of burglary
across the population is unequal, the prevention against repeats is a viable and
cost-effective approach to crime reduction, as has been documented in
numerous studies in the UK and US. While the spatial pattern of near repeat
burglary victimisation appeared to be less evident in Taiwan, patterns of
direct repeats were clearly observed in both the victim survey and the police
data analysed here. Taken together, these provide strong evidence that, for the
crime of burglary at least, RV is a real phenomenon in Taiwan. It warrants
further research to explore the correlates of repeat burglary and the existence

of repeat patterns for other crime types.
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Chapter 6 Cybercrime victimisation

Using data collected as part of the 2017 Digital Opportunity Survey for
Individuals and Households, this chapter deals with two research questions
presented in Chapter 2: (1) does the lifestyle-routine activity approach
adequately explain patterns of online victimisation in Taiwan? And (2) do
victimisation patterns vary across different types of online victimisation
experienced in Taiwan? The research presented in this chapter is considered
timely: there is an increasing body of literature exploring the applicability of
LRAA to cyberspace, but that research is currently largely confined to
university students based in Western countries. It is therefore not known if
this theoretical framework applies to settings such as Taiwan and to a more
representative population of potential victims than university students. To
begin to address this research gap, this chapter applies the LRAA to examine
four types online victimisation and aims to understand how online
environments and individuals’ online routine activities are associated with

variation in experience of different types of cybercrime.
6.1 Background

This section introduces the reader to the concepts and literature on cybercrime
that are relevant to this chapter and which were not fully covered in Chapter
2. It begins by classifying the four types of cybercrime victimisation
considered in this study, namely cyber abuse and cyberbullying, cyber fraud,
identity theft, and malware and virus attack. I then discuss each crime type
from the perspective of the LRAA and how the application of such a

framework has implications for the use of SCP in an online context.
6.1.1 Classification of Cybercrime

As the internet enters its fifth decade, it is estimated that over 4.5 billion

people, or 58 percent of the world’s population, now have access to the
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internet. North America has the highest internet penetration rate of nearly 95
percent, followed by Europe (87%) and the Middle East (about 70%). Asia is
slightly below the world average, with an internet penetration rate of 53
percent (Miniwatts Marketing Group, 2020). Taiwan shows a high internet
penetration rate of around 80 percent, comparable with most other

industrialised regions (see Section 3.2.2.2).

Environmental criminology maintains that crime follows opportunity, and
that these opportunities are often produced by otherwise positive societal
developments. The internet is a classic example, as an innovation that brings
great and wide-ranging societal benefits but one which also creates
opportunities for cyber victimisation. There is now a considerable body of
literature on cybercrime, albeit there is no standard definition of what
constitutes a cybercrime. The difficulty in defining the term lies in the fact
that cybercrime refers not to a single kind of criminal activity but to “a
diverse range of illegal and illicit activities that share in common the unique
electronic environment (‘cyberspace’) in which they take place” (Yar &

Steinmetz, 2019, p. 6).

In light of the challenges of neatly defining cybercrime, scholars have
instead chosen to consider cybercrime as ‘the computer-mediated activities
that are illegal’ and further classify it as ‘computer-assisted crimes’ and
‘computer-focused crime’ (Yar & Steinmetz, 2019). As indicated in Chapter
2 (Section 2.2.2), the former refers to ‘traditional’ forms of crime that
occurred before the internet but which take a new form when carried out in
cyberspace. Examples include certain types of fraud, theft and sexual
harassment. The latter category — ‘computer-focused crime’ — refers to those
crimes that were brought about following the advent of the internet and which
could not exist if there were no internet. Examples here include hacking and
malware attacks. The classification by ‘computer-assisted’ and ‘computer-
focused’ cybercrime is adopted by organisations such as the UK National

Crime Agency.
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This terminology, however, has been criticised by researchers for its focus
on technology and alleged neglect of the relationships between offenders and
targets/victims (Yar & Steinmetz, 2019). An alternative categorisation system
using existing legal conceptions has therefore been suggested as: (1) crime
against property — including stealing physical or intellectual property (e.g.
credit card fraud, piracy) or trespassing on other people’s property and/or
causing damage (e.g. hacking, viruses); (2) crime against morality —
breaching laws on obscenity and decency (e.g. cyber-pornography); (3) crime
against the person — doing psychological harm to or encouraging physical
harm against other people (e.g. hate speech, stalking, bullying); and (4) crime
against the state — activities that endanger the nation or its infrastructure (e.g.
terrorism, leakages of official confidential information) (Yar & Steinmetz,
2019). Such a classification system not only links cybercrime more closely to
conceptual elements of traditional crimes but paves the way for the
application of existing crime science theories to crime patterns in cyberspace.

This theme is picked up in the next section.

6.1.2 The application of lifestyle-routine activity

approach to cyberspace

As mentioned in Chapter 2, the rational choice perspective is the dominant
model for offender decision-making, and is a core plank of EC. It assumes
that the decision-making processes of criminals is largely akin to that of non-
criminals. Offenders try to gain rewards (broadly defined) from their illicit
behaviours in much the same way as non-offenders seek to maximise the
benefits of their non-criminal decisions (Cornish & Clarke, 2014). Like their
offline counterparts, cybercriminals are also thought to adopt a largely
rational decision-making process when making choices about illicit cyber
behaviours, weighing up the perceived benefits of their online activities
against the expected costs and risks (Bachmann, 2010; Higgins, 2007;
Hutchings, 2013; Pittaro, 2007; Rege, 2014).
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Based on the assumption that cybercriminals tend to operate in ways which
accord with the rational choice perspective, the RAA has thus gradually been
used as a framework to examine patterns of cybercrime, where a cybercrime
would occur if a motivated offender meets suitable targets in the absence of
capable guardians who could otherwise prevent the offence from occurring
(e.g. Back, 2016; Barkan, 2006; Jansen & Leukfeldt, 2016; Leukfeldt & Yar,
2016; Rege, 2014; Reyns & Henson, 2016). However, to apply the RAA to
the study of cybercrime, researchers have modified the required
spatiotemporal convergence of offenders and targets. Simply put, a refined
‘cyber lifestyle-routine activities approach’ suggests that for a crime to
succeed, offenders and targets without capable guardians do not necessarily
need to be present in the ‘exact’ same moment in the same ‘physical’ location,
considering that virtual spaces are fluid and that the presence of online actors
is not very predictable. Rather, these three elements are thought to converge
in a ‘network’ and the contact between victims and offenders can be ‘delayed’

(Reyns, 2017).

To reiterate what was presented in Chapter 2, the LRAA proposes five key
factors for explaining victimisation risk: guardianship, exposure to risk,
proximity to potential offenders, attractiveness of potential targets, and
definitional properties of specific crimes themselves' (Cohen etal., 1981). All
things being equal, it is held that individuals who are more exposed to risk,
are in closer proximity to offenders, are more attractive as targets to offenders,
and are not protected by capable guardians, are more likely to be victimised.
When applying the LRAA framework to cybercrimes, certain daily activities
on the internet are considered “riskier” than others, because they are more
likely to expose individuals to motivated offenders in cyberspace, absent the
presence of capable and empowered (cyber) guardians. For example, in a

study of malware infection among students, faculty, and staff at a US

' To recap, Cohen et al. (1981) believe that specific crimes feature specific instrumental
actions by potential offenders. For example, offline theft requires less commands of technical
knowledge for offenders to commit than do online identity theft. Likewise, burglaries require
offenders’ more awareness of victims’ routine activities (e.g. about if the dwelling is
occupied) than general larcenies do.
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university, Holt and Bossler (2013) found that legitimate routine computer
behaviours (e.g. checking emails, shopping or using instant messaging) did
not significantly predict a higher likelihood of malware infection, while

involvement in deviant computer use (e.g. viewing online pornography) did.

Hence, research has suggested that different online activities may cause
different levels and/or different types of risk and the risk may not depend on
the legitimacy of routine computer behaviours (van Wilsem, 2013b). This
highlights the necessity of examining risk factors for different types of cyber
victimisation. Complementing Chapter 2, the below sections summarise the
main findings from the literature on the LRAA as they relate to the four types
of cybercrime considered in this study. Then, by reason that the LRAA has
implications for preventing crime, the application of SCP drawn upon the

LRAA to cyberspace is briefly recapitulated (also see Section 2.2.3.2).

6.1.2.1 Cyber abuse and cyberbullying from lifestyle-routine

activity approach

Cyber abuse is a collective term that comprises online abusive interpersonal
behaviours including online bullying, stalking, sexual solicitation, and
problematic exposure to pornography (Mishna et al., 2011). Despite no
consistent definitions of cyber abuse to date, as with cybercrime more
generally, most researchers agree that cyber abuse refers to a repetitive and
continuous (over time) performance of threatening or annoying behaviour
through the use of technology (Brown et al., 2014; Reyns et al., 2011;
Vakhitova et al., 2016).

Online bullying, more commonly termed as cyberbullying, is one form of
aggression and violence involving electronic technologies. The leading
definition has been given by Patchin and Hinduja (2006) as “‘wilful and
repeated harm inflicted through the medium of electronic text” (Patchin &
Hinduja, 2006, p. 152). Cyberstalking is then defined as the use of electronic
or internet-capable devices to repeatedly pursue an individual, ranging from

constant unwanted contact to threats of violence (Mishna et al., 2011; Reyns
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et al.,, 2011). A few researchers have categorised cyberstalking and cyber
harassment into one narrow concept of cyber abuse, ranging from less severe
behaviours such as offensive name-calling and purposeful embarrassment to
more severe behaviours including physical threats, sustained harassment,
stalking, sexual (or any) harassment (Duggan, 2017; Vakhitova et al., 2016).
Sexual solicitation refers to behaviours of requesting that individuals engage
in unwanted sexual activities/conversations or to provide personal sexual
information while problematic exposure to pornography involves some
general pornography-related activities, searching behaviours or commission

of criminal offences (for detail see Mishna et al., 2011).

Cyberbullying is arguably the most researched form of cyber abuse. A
systematic review has revealed that cyberbullies (i.e. perpetrators) tend to be
male, albeit in many cases details of the perpetrators are unknown
(Aboujaoude et al., 2015). Research presents a mixed picture in relation to a
common victim profile (Slonje et al., 2013; Tokunaga, 2010). Examples can
be found of males being more vulnerable than females (Kalia & Aleem, 2017,
Salmivalli & Poyhonen, 2012); few or no significant differences in
victimisation by gender (Brown et al., 2014; Hinduja & Patchin, 2008; Q. Li,
2006; Smith et al., 2008); and females being more vulnerable (Aboujaoude et
al.,2015; Kowalski & Limber, 2007; J. Wang et al., 2009; Wolke et al., 2017).
Similarly, variations have been observed in the relationship between age and
cyberbullying victimisation, with some studies finding no association
(Brown et al., 2014; Smith et al., 2008; Wolak et al., 2007) and others finding
an inverse or curvilinear relationship (Hinduja & Patchin, 2008; Tokunaga,

2010).

Observed inconsistencies in research on cyber bullying may be attributed
to a number of factors, including the use of different age groups, countries,
and utilising different methodologies (Brown et al., 2014). More importantly,
the inconsistencies in victim profiles may also be attributed to the fact that
some studies do not account for lifestyle-routine activities as a potential
moderator of victimisation risk (e.g. Salmivalli & Poyhonen, 2012; Wolke et

al., 2017). It is because the vulnerability of certain population groups may
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derive from their online lifestyle-routines rather than demographic factors,
given that research suggests a different level of target suitability or exposure
to risk such as the use of social media by a number of demographic factors
(e.g. gender differences see Hargittai, 2007; Kalia & Aleem, 2017). The
neglect of lifestyle-routine factors might therefore contribute to the

inconsistent findings of prior research.

First posited by Marcum (2008) and reassessed by Mesch (2009), the RAA
and LRAA have been shown to predict cyberbullying and the broader concept
of cyber abuse. For example, prior research has found that time spent online
communicating with others (e.g. online chatrooms, forums) and sharing
personal information (e.g. active social networking, or frequent site profile
updating) have a significant positive impact on victimisation risk for online
bullying and harassment (Bossler & Holt, 2009; Hinduja & Patchin, 2008;
Marcum, 2008; Marcum et al., 2010; Mesch, 2009; Navarro & Jasinski, 2012;
Reyns et al., 2011). A more recent study collecting data through an online
survey of American adults also provides evidence that greater exposure to
risk (measured therein through online involvement such as self-promotion) is
a positive predictor of both indirect and direct forms of cyberstalking and
cyber harassment (Vakhitova et al., 2019). However, the authors have
suggested that when interaction effects are considered within their model,

some explanatory effects (e.g. online gaming) are more useful than others.

Notwithstanding that cyberbullying affects different ages, a large body of
research using the LRAA has focused on cyberbullying of young people (e.g.
Hinduja & Patchin, 2008; Kalia & Aleem, 2017; Marcum, 2008; Mesch, 2009;
Navarro & Jasinski, 2012). This may be related to sampling convenience or a
belief in a curvilinear relationship between age and victimisation, of which
victimisation peaks around middle school age (around 13-15 years) and
decreases after older adolescence (Slonje et al., 2013; Tokunaga, 2010).
Several scholars have identified the need for more research on cyberbullying

among older individuals ((Jenaro et al., 2018; Vakhitova et al., 2016).
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6.1.2.2 Cyber Fraud from lifestyle-routine activity approach

Fraud is a form of economic crime involving the ‘‘intentional deception or
attempted deception of a victim with the promise of goods, services, or other
benefits that are nonexistent, unnecessary, were never intended to be
provided, or were grossly misrepresented’’ (Titus, 2001, p. 57). Departing
from this definition, an internet (cyber) fraud can be viewed as any type of
fraudulent act that involves one or more components of the internet to commit
(Koong & Liu, 2006). An example of cyber fraud might be the publication of
misleading or deceitful information online (see Smyth & Carleton, 2011);
however, the means of deception may utilise any electronic resources,
including but not limited to email, chat rooms, message boards or websites
(Kunz & Wilson, 2004; Tade & Aliyu, 2011). A typical form of cyber fraud
is the Nigerian e-mail fraud, in which individuals receive an e-mail from an
alleged heir to millions of dollars that are hidden in accounts all over the
world, and that can be released and shared only if the victim agrees to pay,
say, several thousand dollars for the lawyer’s fee. The truth is that they never

receive the claimed money (Kunz & Wilson, 2004).

Who is most likely to be involved in cyber-fraud? Studies have shown that
people with low self-control are more likely to participate in online fraudulent
acts (e.g. Holtfreter et al., 2010). Other studies in Nigeria have found that
perpetrators of cyber fraud tend to be youths (particularly students) with
social media platforms, which are often used as the primary means of locating

victims (Ogunleye et al., 2019; Onah & Nche, 2014).

Victim profiles for cyber fraud are mainly limited to demographic
characteristics as there are not many studies applying a LRAA framework on
cyber fraud in particular. Prior studies have found that, unlike street crime,
higher educated people and higher-income households are more vulnerable to
fraud victimisation while young people are more often victims, as in the
context of street crime (Holtfreter et al., 2006; Titus, 2001). Pratt et al.'s (2010)
study, which is one of the few to draw on the LRAA, provided an explanation

for variations in vulnerability across sociodemographic populations. The
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research revealed different lifestyle-routine activity patterns between
participants with different sociodemographic characteristics, for which
female, older, and African American respondents as well as participants with
lower levels of formal education spent significantly less time online compared
to their counterparts. Similarly, African American, retired, and less educated
participants were less likely to make online purchases. Differences in
participants’ patterns of online activities might thus affect their experiences
of online victimisation as younger and more educated individuals were found
significantly more likely to be targets of consumer fraud via the internet. van
Wilsem's (2013) study also supported experiences of online fraud
victimisation being inversely related to age and positively related to
educational level. The author suggested a complementary explanation for
such vulnerability — higher educated people might be more skilled in
retrieving interesting commercial offers, resulting in a greater probability of

falling into the fraudster’s trap (van Wilsem, 2013a).

Based on their findings, Pratt et al. (2010) suggested that routine online
activity had a greater effect in explaining online fraud victimisation compared
to sociodemographic characteristics. Among different routine internet
activities, online purchasing, and online forum participation were regarded as
key risk enhancing factors in terms of internet fraud victimisation (Pratt et al.,

2010; van Wilsem, 2013a).

6.1.2.3 Identity theft from lifestyle-routine activity approach

Identity theft is one form of consumer fraud and is arguably the fast-growing
type of fraud around the world (Cavoukian, 2013; Jibril et al., 2020; Kahn &
Linares-Zegarra, 2016; Reyns, 2013; M. L. Williams, 2016). By applying
internet tools, malicious actors trap oblivious users into the disclosure of
personal identity and financial account credentials. The users are then
exploited for illicit purposes such as online payment and banking services
(Jibril et al., 2020). ‘Phishing’ is one common technique employed, by which

malicious actors pretend to be a trusted authority using digital means like
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email. Such spoof emails “are designed to lead consumers to counterfeit Web
sites that trick recipients into divulging financial data such as usernames and

passwords” (Anti-Phishing Working Group, 2020, p. 2).

Given the low levels of apprehension of cybercriminals by law
enforcement?, researchers have little information on the profile of offenders
committing online identity fraud (M. L. Williams et al., 2019). Alternatively,
several sociodemographic characteristics among victims have been found
significantly related to identity theft. These include age, gender, and income;
however, the first two characteristics do not show a consistent result across
regions. Whilst UK researchers have found that the elderly are at greater risk
of identity theft, US studies have found a non-linear correlation given that the
risk declines steadily as age increases (beyond 75 and over) and people
between the ages of 25 and 54 are believed to be the most vulnerable.
Meanwhile, male users appear to be more likely than females to be victims of
identity theft in the UK, yet the US shows a more similar pattern between
genders (Anderson, 2006; Harrell, 2019; Reyns, 2013).

Perhaps the most profound demographic trait linked to victimisation of
identity theft is income; the aforementioned studies have all revealed a
significantly positive relationship between the two. Anderson (2006) has
attributed possible moderators of identity theft victimisation as variations in
the number of accounts, transactions, and credit cards that are held by certain
groups. However, associations between victimisation and sociodemographic
characteristics are found to be largely moderated by online routine behaviours
(Reyns, 2013). This may account for the distinct demographic profiles of
victims observed as the users in different regions appear to have different

patterns of online activities.

The introduction of online routine behaviours reiterates that participation

in certain online activities increases the likelihood of identity theft. Online

2 A study in the state of Florida, US revealed a clearance rate of four per one hundred in 2002,
compared to seven per one hundred for motor vehicle theft and a more significantly distinct
rate for robbery (16 per one hundred, p < .05) (Allison et al., 2005).
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routine activities, including e-banking, shopping, emailing, downloading, and
selling on online auction sites have consistently been found to statistically
predict domestic online identity theft victimisation in the US, the Netherlands,
the UK, and Europe (Pratt et al., 2010; Reyns, 2013; van Wilsem, 2011; M.
L. Williams, 2016). Apart from online participation, the location of routine
internet access is another important factor to predict identity theft
victimisation, for which using computers in public settings (e.g. libraries or
universities) is found to be riskier compared to access in the workplace (M.
L. Williams, 2016). Suggested reasons might be the fact that computer use in
the workplace often involves more rigorous security policies, a higher level
of guardianship and single-purpose computers, whereas public computers
may have multiple users, use of plug-in devices or more flexible policies of
use, leaving the targets to meet potential offenders on networks with low
levels of guardianship (Reyns, 2013; M. L. Williams, 2016). This is an
interesting finding in the sense that it implicates both online and offline

activities in the risk of identity theft victimisation.

Other than participation in certain online activities by individuals, the
function of guardianship embedded in the LRAA remains contested in the
literature with respect to online identity theft. Leukfeldt (2014) has found that
having up-to-date antivirus software as a technically capable guardian has no
effect on financial damage caused by phishing attacks. Conversely,
Williams’s (2016) comparative study between European countries found that
the adoption of ‘passive’ physical guardianship measures (measured therein
as using only one computer, email spam filtering, installing antivirus software
and secure browsing)? is negatively associated with online identity theft

victimisation (M. L. Williams, 2016).

3 The author classified guardianship as: (1) passive physical guardianship (using only one
computer, email spam filtering, installing antivirus software and secure browsing); (2) active
personal guardianship (changing security settings and passwords); and (3) avoidance
personal guardianship (doing less online, such as banking and purchasing goods)
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Further, Williams (2016) has suggested a few factors that mediate the
association between guardianship and identity theft victimisation across
countries: (a) internet penetration rates, and (b) cybersecurity strategy. On the
one hand, users residing in countries with lower internet penetration rates
(assumed to be a proxy measure for a less-developed internet infrastructure)
and adopting passive guardianship as well as ‘avoidance’ guardianship
measures (less online activities, e.g. less banking and online purchase), are
deemed more likely to experience online identity theft, compared to those
adopting these types of guardianship in countries with higher internet
penetration (assumed as possibly better-developed infrastructure). Hence,
country internet penetration rates have been suggested to be a mediator. On
the other hand, the maturity of a cybersecurity strategy has also been shown
to moderate the effectiveness of guardianship, in which users with passive
guardianship in countries with more mature cybersecurity strategies were
found to experience decreased levels of online identity theft. The author has
therefore concluded that some sorts of guardianship (e.g. changing security
settings and passwords) maintain their level of effectiveness regardless of
country-level guardianship (internet penetration and national cybersecurity
strategy as the direct measure of country capable guardianship), yet upon
which the effectiveness of passive physical guardianship is dependent (M. L.
Williams, 2016). This research sheds light on the necessity of examining
guardianship from both individual- and environmental/area-level

perspectives.

6.1.2.4 Malware and virus from lifestyle-routine activity

approach

Malware is a term describing all types of malicious software. Virus is one
type of malware despite the fact that these two terms are often used
interchangeably. Viruses spread across cyberspace by attaching themselves
to files, applications or programmes, and are distributed through infected

websites, flash drives, or emails. Once activated by a victimised target, a virus
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may delete or encrypt files, modify applications, or disfunction systems
(McAfee, 2020). Other common types of malwares include worms and
spyware. Unlike viruses, the former malware does not need to attach
themselves to other programmes and can self-replicate many times, causing
immediate harm to devices. The latter virus is a type of software that can steal
personal information from users. Once installed onto devices, spyware can
use, say, the webcam without the user’s knowledge or record everything the
user types (i.e. keylogging), enabling keyloggers to steal user’s passwords,

account numbers, credit card numbers, and other important data (BBC, 2020).

Studies on malware infections have revealed less evidence on victims’
sociodemographic profiles. A US study using the 2003 NCVS found that
better educated, male, and white people were more likely to be victims of
computer viruses (Yucedal, 2010). Some Dutch studies further found that
younger populations might suffer a higher risk of digital attacks via email and
websites (van Wilsem, 2011); yet targets’ value (i.e. financial characteristics)
did not play a significant role in predicting malware victimisation. Inversely,
individuals with lower incomes were found to be at an increased risk of

malware victimisation (Leukfeldt, 2015).

The applicability of LRAA to malware infection is promising as
researchers have drawn comparisons between the way malware infects
computer systems to how burglars enter a dwelling (Bossler & Holt, 2009).
That is, like burglars utilising points of entry and concealing their traits from
detection to access a dwelling, malicious software seeks to exploit system
weaknesses or vulnerabilities as entry points and avoid (or disable) security

measures (e.g. antivirus programmes) to access a device.

Online routine activities, such as proximity to motivated offenders, has
been shown to predict malware victimisation as with other forms of
cybercrime mentioned above. Yucedal's (2010) study revealed that
individuals’ participation in leisure online activities such as playing online
games, downloading games, programs, and video or music files increased

their victimisation risk of spyware in the US. Dutch studies also found that
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users’ online behaviours were a significant predictor of malware victimisation,
for which behaviours such as spending more time online, downloading, online
gaming, surfing the web (both targeted and untargeted), online purchasing
and webcam use enlarged chances of malware victimisation (Leukfeldt, 2015;
van Wilsem, 2011). Research using a similar but more recent sample of adults
in the Netherlands found similar findings. Further, contrary to Leukfeldt’s
(2015) prior argument that “Internet users who visit all kinds of (legitimate)
sites are at greater risk” (Leukfeldt, 2015, p. 29), the research suggested that
legitimate uses of internet like searching for information online and reading
social media messages were not strongly associated with greater risks of

malware victimisation (Holt et al., 2020).

These correlations might be explained as a result of proximity to motivated
offenders. However, it is noticeable that some researchers have explicitly
suggested that, unlike other types of online victimisation, malware
victimisation depends on proximity to malware rather than to offenders
(Bossler & Holt, 2009; Holt & Bossler, 2013). In this sense, cyber deviance
such as pirating media or viewing pornography can increase an individual’s
proximity to malware due to their frequent behaviours of downloading and
opening suspect files (Bossler & Holt, 2009; Choi, 2008). This argument
implies that the deviance itself may not directly increase the risk of
victimisation, yet the behaviour of downloading and opening suspect files
does. Vulnerability thus depends more on proximity to malware than to
proximity to motivated offenders, causing downloading files (either via email
or websites) to be constantly more risky than passive web surfing. This

complies with Holt et al.’s (2020) findings.

Surprisingly, evidence on the effectiveness of physical guardianship (e.g.
virus-scanner) against malware infection is mixed. Choi's (2008) study using
a sample of students from a university in Pennsylvania, suggested that
computer security software (i.e. antivirus software, firewall, and antispyware
software) functioned as capable guardians in the digital world whereas other
more recent studies have found no statistically significant effect of such

software on levels of victimisation (Bossler & Holt, 2009; Leukfeldt, 2015;
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Ngo & Paternoster, 2011). The latter researchers have pointed out a common
problem with many such security measures as they are merely able to detect
known variants but not new variants (most common by means of files). They
cannot prevent cybercriminals from exploiting an unknown flaw in the
software. However, one thing to note is that those studies have not included
the installation time of security software as a reference. As I have mentioned
in Chapter 4 (Section 4.1.2), failure to identify the installation time of security
devices may give rise to a false positive relationship between victimisation
and the presence of security measures due to the reactive protective measures
taken by the victims following their victimisation. The mixed effectiveness
of security measures against malware infection might thus be moderated by
issues of time ordering, yet this argument remains debatable given the limited

evidence.

6.1.2.5 Situational crime approach to cyberspace

As described in Chapter 2, the LRAA has implications for preventing crime. If
crime occurs when key elements converge, preventing that convergence will lead
to crime reductions. To this end, cybercrime researchers informed by the LRAA
have suggested that there is great utility in devising situational strategies (i.e.
increasing the effort, increasing the risks, reducing rewards, reducing
provocations and removing excuses) in cyberspace (e.g. Hinduja & Kooi, 2013;
Reyns, 2010; Stockman, 2014). Examples of increasing the effort may include
the use of target hardening techniques such as enhanced and up-to-date computer
security (Choi, 2008) and improving access control via frequent password
changes and multifactor authentication to access devices (Anandarajan & Malik,
2018), thereby making it more difficult for online offenders to access potential
victims. Similarly, reducing provocations (e.g. reducing peer pressure and
imitation) might be used to make the recruitment of money mules more
difficult, given that evidence reveals that social ties and peer pressure are
important factors (Leukfeldt & Kleemans, 2020). More examples of how SCP

techniques apply to cybercrime prevention can be found in Section 2.2.3.2.
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6.2 The current study

It is encouraging that in recent years there has been an increasing number of
studies investigating online victimisation patterns in non-western contexts,
including India, Turkey, Singapore, Japan, and South Korea (Ang & Goh,
2010; Aoyama et al., 2012; Aricak et al., 2008; Kalia & Aleem, 2017; Tippett
& Kwak, 2012; Topgu et al., 2008). However, research on cybercrime
victimisation is disproportionately centred on cyber abuse, or more
specifically on ‘cyberbullying’, with an attendant focus on the experiences of
young people, which may not be representative of the population of internet
users more generally (Marcum et al., 2010; Yar & Steinmetz, 2019). As Ngo
and Paternoster (2011) have suggested, simply being online may not be
inherently risky; the risk depends on what someone is doing when online.
Activities that involve active interaction with others (e.g. participation in
online forums) might lead to a higher level of risk in terms of cyber abuse, in
comparison with some passive activities that typically do not involve
interaction with others (e.g. watching YouTube videos or downloading files),
whereas downloading might cause other risks such as malware infection. In
sum, there is a scarcity of research which considers the relationship between

different online activities and different types of cybercrime.

The purpose of this study is to examine whether the LRAA can help
understand online victimisation in Taiwan. This study is important for several
reasons. First, to my knowledge, this is the first attempt to examine general
cyber victimisation patterns in Taiwan. Second, there is a gap in the literature
that attempts to explain patterns of online victimisation in an Asian context,
especially utilising a theoretical basis. Third, there is presently an imbalance
in the cybercrime literature, which is heavily oriented towards studies
focussing on cyberbullying (or cyber abuse) and less so other types of online
victimisation. Fourth, the representative dataset used here overcomes the
concerns about some previous studies that makes use of data collected from
convenience samples, mainly university students. The data analysed here is

derived from a large and nationally representative sample. Lastly, by gaining
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an improved and theoretically-informed understanding of the patterns of
different types of cybercrime victimisation, policymakers, and practitioners

can better develop strategies to address specific types of cybercrime.

Two research questions are considered here: (1) does the LRAA
adequately explain patterns of online victimisation in Taiwan? And (2) do
victimisation patterns vary across different types of online victimisation in

Taiwan?

Derived from these two research questions are five specific hypotheses

which are tested in this study:

e Hl.a.: Individuals who are more exposed to risk, are more attractive
as targets to offenders and are not protected by capable guardians are more
likely to be victims of online verbal abuse

e HIl.b: Individuals who are more exposed to risk, are more attractive
as targets to offenders and are not protected by capable guardians are more
likely to be victims of data breach/identity theft

e Hl.c: Individuals who are more exposed to risk, are more attractive as
targets to offenders and are not protected by capable guardians are more
likely to be victims of fraud

e HIl.d: Individuals who are more exposed to risk, are more attractive
as targets to offenders and are not protected by capable guardians are more
likely to be victims of virus infection

e H2: The predictor variables that explain the risk of victimisation are
different for types of cybercrime — verbal abuse, virus infection, identity

theft, and fraud.

6.3 Data and measures

The following sections describe the data — the DOSIH — and variables to be
used in this study.
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6.3.1 Data

The data used in this chapter come from the DOSIH conducted in 2017.
Briefly, the DOSIH used a stratified random sampling method to collect data
from a representative sample of 9,337 citizens aged 12 years old and above
in Taiwan, with the utilisation of CATI. The surveys were primarily designed
to understand generational and regional inequalities in accessing the internet
and computer devices rather than cybercrime victimisation. To my knowledge,
no research has been done on cybercrime victimisation using these data at the
time of writing. Full details of the data used here were given in Chapter 3

(Section 3.2.2.2).

Researchers have mentioned that without the internet, cybercrime could
and would not exist (Yar & Steinmetz, 2019). Therefore, it makes sense that
only those with internet access should be recruited as research targets in terms
of cybercrime. After eliminating those survey respondents without internet
access, the sample used in this study dropped moderately by over a quarter to

6,806 participants.

6.3.2 Measures

The dependent variables here include four types of self-reported cybercrime
victimisation. The independent variables draw on the key theoretical concepts
associated with the LRAA as they relate to the online environment. Below

are descriptions of those variables.

6.3.2.1 Dependent variables

There were four dependent variables used in this study, with each
representing a specific type of online victimisation: verbal abuse, identity

theft (and/or data breach), fraud, and virus infection.

The first item used to capture respondents’ experience of verbal abuse was

“During the past year, have you suffered any online verbal attack?” Verbal
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attack (“yanlun gongji”) in the context of the survey, was close to the concept
of online bullying described above albeit not limited to repeated harm.
Regardless of whether the attack came from one or multiple perpetrators,
repetition of the attack is required in both online and offline definitions of
bullying (Brown et al., 2014; Reyns et al., 2011; Vakhitova et al., 2016). Due
to the lack of mentioning repetition in the question, it was not appropriate to
use the term online bullying in this study. With respect to the wording of the
question and ambiguity in cyber abuse mentioned above, the first type of
cybercrime victimisation used in this study was hence described as ‘verbal

abuse’.

The second survey item was “During the past year, have you suffered
personal information leakage (e.g. credit card/phone number) or account
theft because of internet use?”, which referred to the concept of a data breach
and identity theft. The third item measured online fraud, in which the question
“During the past year, have you suffered fraud because of internet use?” was
used. The last type of victimisation was virus infection, measured by the item:
“During the past year, have your PC or phone contaminated with a virus
because of internet use?”” All the dependent variables used in this study were
dichotomously coded as 1 representing experience of a certain type of online
victimisation over the past year and 0 for no experience. It is noted that, unlike
the TAVS data analysed in the previous two chapters, the total number of
victimisations experienced by survey respondents in the past year was not
measured in the DOSIH. I will cover this issue in the limitations section

further on.

6.3.2.2 Demographic controls

Based on research that suggested participation in online routine activities is a
function of age and gender (Pratt et al., 2010), several individual

characteristics items extracted from the DOSIH were entered as covariates in

the analysis presented here. These included gender, age, education, and
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employment*. Firstly, I expected gender as an intermediate risk factor to alter
participants’ online lifestyle- routines to cybercrime victimisation, for which
males might be more prone to engage in verbal abuse and risky online
activities than females (Kalia & Aleem, 2017). For other demographic control
variables: age was extracted from the item measuring participants’ age,
ordinally with “1” representing people aged 12 to 14 years old, “2” for people
aged 15 to 19 years old, “3” for 20 to 29 years old, correspondingly to “6” for
50 to 59 years old, “7” for 60 and 64 years old, and “8” to people aged 65
years old and older. The other item asking participants’ year of birth was not
used due to a huge portion of missing responses (near 20 percent). The
classification of age was not ordinally optimal; yet it was the most applicable
item that could be used in this study. The assumed direction for age was that
young people might be more likely to suffer verbal abuse whilst the direction
remained open to other types of victimisations, reflecting the dominant
findings in the research literature (Duggan, 2017; Holt et al., 2020; Reyns,
2013; van Wilsem, 2013a).

The third demographic variable — university — referred to people with a
higher education degree (say university or postgraduate degrees), for which
it was hypothesised here that a higher likelihood of victimisation (particularly
with regard to cybercrime against property) would be observed in better-
educated groups. This was based on the assumption that they might be more
likely to spend more time online and more likely involved in retrieving
interesting commercial offers, as has been proposed in prior studies (van
Wilsem, 2013a). The last demographic variable was employment, which
referred to participants’ employment status. Those unemployed was used here
as the baseline for those who were students and employed. Students were
believed to be more likely to suffer fraud and identity theft as it was
hypothesised that they are more likely to share (more) personal information

on social networking sites (Leukfeldt, 2014; van Wilsem, 2013a).

4 Income was dropped from the models. The reason was detailed in 6.4. Analytical approach
- Logistic regression

238



6.3.2.3 Exposure/proximity to risk independent variables

Exposure to risk and proximity to cyber offenders might overlap and not be
completely separate (Vakhitova et al., 2019). The main difference may lie in
the domain to which a user enters. In the case of cyberbullying, for example,
users performing online activities in their own domain (e.g. posting on the
personal Facebook page) have exposure to cyber risk whereas entering
someone else's domain (e.g. other’s Facebook pages) may lead to greater
proximity to potential cyber offenders. Yet the boundary of the domain is not
always clear and may not make sense for other types of online victimisation.
Hence, this study did not distinguish between the online activities associated
with proximity or exposure to potential offenders but categorised them into

exposure/proximity to risk.

The measure of exposure and proximity to risk was operationalised by two

sets of items: general internet use and types of online activities.

General internet use

Given that the survey did not contain the exact time that participants spent on
the internet, general internet use was operationalised here via the number of
activities that one reported having participated in online. The ordinal number
of activities was treated as a measure of participants’ diversity in online
routine activities, for which higher scores indicated more general internet and
thus were hypothesised to be associated with greater exposure to
risk/motivated offenders, as has been suggested by previous research

(Hinduja & Patchin, 2008; Marcum et al., 2010).
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Types of online activities

The second operationalisation of exposure and proximity to risk contained six
types of online activities: (1) searching information (Info search); (2) instant
messaging (MG via social media); (3) watching online videos; (4) gaming;

(5) posting on Facebook; and (6) online purchasing. The questions were:

(1) “During the past year, have you searched new information needed on
the internet (all kinds of information are included)? How about the
frequency?”

(2) “During the past year, have you used any instant messaging
applications or social media, say Line, Facebook for instance? How
about the frequency?”

(3) “During the past year, have you used the internet to participate in
activities related to music and video such as watching a video or
listening to music? How about the frequency?”

(4) “During the past year, have you played online games or mobile games?
How about the frequency?”

(5) “During the past year, have you posted articles, photos or videos on
Facebook or blog? How about the frequency?”

(6) “During the past year, have you made any online purchase, either on
your own or group buying? How about the frequency?”

The responses to these questions were recoded inversely to the original
dataset, with “0” referring to “no use”, “1” as “less than once a month”, “2”
as “at least once a month”, “3” as “at least once a week”, “4” as “once a day”,
and “5” as “several times a day”. As proposed by the LRAA, increased
participation in certain online activities is expected to be associated with
greater opportunities for potential targets to meet potential offenders on the
virtual network (Bossler & Holt, 2009; Marcum et al., 2010); and therefore, I
assumed positive relationships between frequencies of online activities and a
higher risk of online victimisation. However, it was argued that the activities
that predict risk might differ for different types of online victimisation, as

found in the literature mentioned above.
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Online activities as exposure/proximity or target suitability

Notably, some researchers have operationalised online routine activities as
target visibility under the RAA framework, dividing the online activities into
low-level visibility (e.g. e-mail, targeted browsing and online messaging) or
high-level visibility (e.g. untargeted browsing, online chat rooms, and online
gaming) (e.g. Leukfeldt, 2015). Although some conceptions were
transportable to the LRAA, the current study suggests a clarification between
target suitability and exposure/proximity to risk. Exposure/proximity would
refer to lifestyle-routines (i.e. active participation in online behaviours) that
introduced the opportunity for the convergence of offenders and targets
whereas target suitability is more like some ‘passive’ characteristics of the
users (or habits of internet use) that make them valuable, visible, or accessible
to the offenders (i.e. acronym of VIVA as detailed in later sections). There is
no right and wrong here as this terminology might derive from the application

of RAA or LRAA.

6.3.2.4 Target attractiveness/vulnerability independent

variables

According to Cohen and Felson (1979), target suitability is subject to an
individual’s availability as a victim, as well as his or her attractiveness to the
offender. Researchers have suggested four elements that determine the extent
to which a victim is attractive to a motivated offender: value, inertia, visibility,
and accessibility (VIVA) (Felson & Clarke, 1998). In terrestrial research,
target attractiveness has been operationalised by material desirability such as
family income, social class, or ownership of expensive and portable goods.
Nevertheless, considering the specifics of the online context and the way in
which offenders meet victims as distinguished from the offline world,
translating this concept to the new environment of cyberspace might be a
challenge. For example, inertia may refer to the size of digital files; however,
it is difficult to be transported to the virtual environment (Leukfeldt & Yar,
2016; Yar, 2005). Further, given that the aforementioned traditional variables
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of material desirability were found to have no consistent associations with the
risk of cyber victimisation across the literature (Leukfeldt & Yar, 2016; Ngo
& Paternoster, 2011), the operationalisation of target attractiveness requires
refinement and modification with more focus on a redefined target value,

visibility, and accessibility.

The variables under the concept of target attractiveness/vulnerability (or
say suitability) in this study included aggressive posting, disability, Wi-Fi use,
and the mobility of internet access. As cybercrime can be categorised into two
aspects — ‘crime against property’ and ‘crime against the person’, most of the
variables used here would have two different implications in terms of target

attractiveness, which would be given as below.

Aggressive posting

Aggressive posting to capture target suitability (i.e. activities that make the
student more attractive to motivated offenders) can be viewed as a target
value to potential verbal abusers as they would be more likely to respond to
the aggressive posting whereas, for other types of crime against property, it
is more like increased target visibility. The item used was “Compared to
yourself'in the real world, how do you perceive yourself when posting online?”
People who perceived themselves as “more aggressive” were coded as “17,

here denoting aggressive posting.

Disability
Research has found individuals with either physical or mental disabilities,

suffer a higher risk of online victimisation® (Rose et al., 2015; Sourander et

5 Otherwise in the offline context, research has also suggested an increased risk of both
personal and property victimisation among people with a physical disability (Mueller-
Johnson et al., 2014) and mental or intellectual disability (Fogden et al., 2016; Hughes et al.,
2012; Nixon et al., 2017; Silver et al., 2005; Tsigebrhan et al., 2014; Wilson et al., 1996;
Wilson & Brewer, 1992). An additional example could be found in the fact that people with
intellectual disabilities are commonly abused by their carers (Petersilia, 2001). Such an
opportunity complies with the LRAA, which suggests target accessibility/availability in the
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al., 2010). Wilson et al. (1996) have suggested that the higher risk might be
due to the nature of their disability, meaning that an impaired person would
probably be less adaptable to everyday circumstances or potential offenders
might see more (and easier) opportunities to take advantage and exploit that
person. A systematic review including ten primary studies on the correlation
between cyber victimisation and people living with chronic conditions or
disabilities found a consistently higher risk of victimisation among the
population with chronic conditions and disabilities (Alhaboby et al., 2019).
The relationship is more profound especially in terms of bullying, in which
studies have suggested a higher risk of offline and online bullying
victimisation among people with disabilities (Beckman et al., 2020; Didden
et al., 2009; Kowalski et al., 2016; Rose et al., 2011; Schroeder et al., 2014;
Sourander et al., 2010).

A disability may have two different aspects in terms of target attractiveness
for cyber victimisation. For verbal abusers, people with disabilities might be
a target with value whereas, in other forms of crime against property (i.e.
fraud, identity theft, and virus), disability might mean greater accessibility to
potential offenders. Disability was measured in the survey data by
respondents’ self-reported disability — “Do you or your family have a
disability identification?”. Note that this item included both physical and
mental disability. Respondents who were disabled or both respondents and
their family members who were disabled were coded as “1”. Respondents
who were not disabled or those who were not disabled yet had a family
member with disability were coded as “0” as family impairment did not

exactly reflect targets’ appeals to offenders.

victims’ living environment, absence of a capable guardian (less protection if the guardians
are perpetrators themselves), exposure to risk and proximity to potential offenders (conflicts
due to carer stress or provocative incidents) (Fogden et al., 2016).
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Wi-Fi use

The third variable of target attractiveness is Wi-Fi use. The security
vulnerability arises when connecting to a poorly secured Wi-Fi network.
Users fall prey to cybercriminals who can illegally gain access to their
personal information and devices. One may argue that Wi-Fi use also relates
to the exposure concept as potential offenders may be more likely to prey on
targets using public (less secure) Wi-Fi connections. The reason that this
chapter constructs Wi-Fi use wunder the concept of target
attractiveness/vulnerability rather than exposure 1is because target
attractiveness/vulnerability refers to how visible a target is online whereas the

exposure concept is about what a target does online (Nési et al., 2021).

With respect to its nature, Wi-Fi use might increase a targets’ visibility or
accessibility in terms of crime against property (e.g. identity theft and virus
infection) whereas the impact of using Wi-Fi might be less obvious in terms
of online bullying. Whilst several antivirus companies, including Norton and
Kaspersky, having warned about the risk of using public Wi-Fi (AO
Kaspersky Lab, 2020; NortonLifeLock Inc., 2020), one thing to note is that
the item “Have you used wireless internet connection?” used in this analysis
did not specify if the connection was a public or home Wi-Fi. However, this
was the most appropriate item that could be used as a measure of targets’
attractiveness. In line with Holt et al.'s (2020) finding that a secured wireless
connection decreased the risk of malware victimisation, the risk of Wi-Fi use
was expected to be a positive predictor of cybercrime against property yet its

influence on verbal abuse to be open.

Mobility of internet access

Lastly, the mobility of internet access used in this study is referred to as
participants’ most frequent use of certain devices that have an unrestricted

connection to the internet beyond a fixed place (e.g. laptops, tablets, and
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smartphones)®. Such mobility of internet access was expected to increase
users’ visibility and accessibility to potential offenders as they could access
the internet anytime and anywhere. This variable might blur its boundary with
guardianship in the context of cyber abuse as internet use outside their main
residence may imply a lack of capable guardians (e.g. parents) present
(Marcum et al., 2010). Again, the classification between target, guardianship,
exposure and proximity embedded in LRAA is not clear cut. There are some
overlaps between these elements so that there is no right and wrong way to
classify a risk factor under an element. Overall, this study assumed a higher
risk of online victimisation observed among people who access the internet

more often and in more locations using multiple devices.

6.3.2.5 Guardianship independent variables

Reynald et al. (2018) have argued that there are differences in the conception
of guardianship in the RAA and the LRAA, in which the former is explicitly
limited to ‘persons’ who can provide supervision, and therefore target-
hardening objects and informal social control are excluded. The latter holds a
more relaxed perspective toward guardianship as any person and/or object
that may function in ways that make crime less likely. In this vein, according
to the LRAA, guardianship in cyberspace might refer to both persons (e.g.
law enforcement officers, parents, or family members) or objects (e.g.
antivirus software, firewall software, family safety tool services, and apps)
that make cybercrime less likely. The form of guardianship may vary
according to different types of cybercrime. For example, guardianship against
virus infection might be the installation of antivirus software or firewalls
while parental supervision might act as a form of guardianship against cyber

abuse.

® In terms of time use, which device below is used most to access the internet? (1) desktop
(2) laptop (3)tablet (4)smartphone (5)TV (6) wearable devices (e.g. watch, hear rate monitor,
smart glasses, virtual reality devices) (7)smart home appliance (Chromecast, google home,
amazon echo) (96)other (specify) (97)none of these (98) refuse to answer
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Like their offline study counterparts, previous studies have used multiple
items to measure online guardianship. These include persons (e.g. supervision,
restriction, or monitoring from parents, family, or teachers) and forms of
software (blocking or filtering software, antivirus software) (e.g. Marcum et
al., 2010). This study adopted a classification summarised by Vakhitova et al.
(2016), by which physical guardianship denoted protective computer
software against computer criminals (e.g., antivirus, anti-spyware, firewall
programs, system updates), personal guardianship denoted respondents’ skill
levels with computers and technology (Ngo & Paternoster, 2011), and
additionally, social guardianship denoted capable supervision from others
such as peer deviance assessment (as negative proxy see Bossler & Holt, 2009;
Reyns et al.,, 2011), presence of others while using a computer, and
parent/guardian monitoring the use of their child’s computer (Marcum et al.,

2010).

There were not many items available in the DOSIH to be utilised as
measures of guardianship. The variables included are live-in family and

programming ability.

Live-in family

The most relevant individual-level variable to be used in this study is the
number of family living in the same residence, with the logic being that more
live-in family members, all things equal, might provide a higher level of
supervision on participants’ online activities. This logic is in line with
Marcum et al. (2010), who found that a ‘parent/guardian monitoring the use
of a computer’ was negatively related to the risk of adolescent victimisation.
Noticeably, more recent research suggested that ‘live-in guardians’ might not
discourage students’ cyber-harassment victimisation in real-time as internet
use is often solitary and a measure of the live-in family members cannot
therefore accurately reflect if internet/computer users and their guardians stay

in the same room (Reyns et al., 2016).
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Programming ability

The second measure of guardianship used here relates to participants’
programming ability measured by the question “Have you learned
programming or can you command any programming language?” As
mentioned, researchers have regarded computer knowledge and skills as a
form of personal guardianship, or specifically a protective factor against
target accessibility and by extension victimisation (Leukfeldt, 2014;
Leukfeldt & Yar, 2016; Ngo & Paternoster, 2011; Vakhitova et al., 2016). It
is assumed that a higher level of computer literacy represents a higher level
of security and risk awareness online. In line with this rationale, studies have
found that victims’ risk awareness positively predicts actual risk assessment
and therefore is negatively linked to online victimisation (Choi, 2008;
Marcum, 2008). This study thus would expect participants’ programming
ability to be a form of guardianship, thereby showing a negative relationship

with cybercrime victimisation.

6.3.2.6 Environmental independent variables

Environmental variables included here are measures of urbanisation, internet
penetration, and the role of the government as a ‘super controller’. These
variables were regarded as proxies of guardianship and examined at two

community levels — the district-level and city-level.

Urbanisation and internet penetration

High internet penetration may act as a proxy for more secure infrastructure
and hence was used here as an indirect measure of district/city-level
guardianship. This was supported by a comparative study that found a
significantly negative association between levels of country internet
penetration and identity theft victimisation (M. L. Williams, 2016).
Urbanisation and internet penetration were thus entered into the statistical

models developed here as environmental factors associated with cyber
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victimisation. I used respondents’ household locations for measuring
urbanisation by district level, using the same process as that described in
Chapter 4 (Section 4.3.2). Yet, with regard to urbanisation by city-level, 1
alternatively classified it as those located in the six municipals in Taiwan.
Internet penetration was retrieved by the number of people with access to the
internet by district/city from the original sample of 9,337 respondents.
Despite the fact that a higher penetration rate may also increase the pool of
potential victims on the network, based on the literature I assumed that
urbanisation and higher levels of district/city internet penetration would

reduce the risk of online victimisation.

The role of the government as a ‘super controller’

Lastly, the role of government as a super controller was inspired by the
arguments about governments’ supervision over media and internet-based
service providers to combat internet crime (R. Sampson et al., 2010;
Vakhitova et al., 2016). This was measured through the question “During
the past year, have you received any information actively provided by the
government, e.g. disaster alert or electronic newspaper? How about the
frequency?” The frequencies were retrieved from the original sample of
9,337 respondents and aggregated by district and city level, respectively. The
role of government as a super controller (variable named as government
notification coverage) was an exploratory variable. Despite the fact that the
above survey question was not limited to public alerts of cybersecurity, I
assumed that a higher level of coverage and governmental supervision would

be associated with a lower level of online victimisation.
6.4 Analytical approach — Logistic regression

The reason for using (multilevel) logistic regression was covered in Chapter
4 (i.e. burglary chapter). The same rationale applies in this chapter. The

dependent variables used herein included four types of cybercrime
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victimisation — verbal abuse (bullying), virus, fraud, and identity theft. All
were coded as binary variables. Embedded in the opportunity framework, the
independent variables consisted of (a) demographic variables; (b) variables
related to all online activities that could be constructed as proximity to
potential offenders/exposure to risk; (c) target attractiveness/vulnerability; (d)
guardianship; and further (e) environmental factors. Table 6.1 presents the
variable framework and descriptive statistics (I will return to this table later

in the results section).

In multivariate analysis, a suppressor effect refers to the fact that the
significance of some variables depends on the fact that another variable is
controlled (Agresti & Finlay, 1997). To deal with such a suppressor effect,
backward elimination is often used as the method of stepwise regression,
whereby all possible variables are initially contained in the model. This
approach reduces the risk of ruling out variables involved in suppressor
effects (Menard, 2002). In line with backward elimination, sets of logistic
regression analyses including all related variables (25) were conducted in the
very beginning of the analyses reported here. Yet unlike my models for
burglary victimisation, the postestimation (Box-Tidwell) showed that models
for online victimisation might be over-parametrised. To reduce the risk of
over-fitting and hence lack of precision, I followed the suggested stepwise
modelling strategy (see Molitor et al., 2010; Peng & So, 2002), utilising p-

values as the criterion for the variable selection process.

Nevertheless, the models were refitted by only keeping covariates with p
<.05 for at least one type of victimisation in the earlier analyses, with a focus
on the comparisons between types of victimisations and an additional concern
that some variable might have influential power only if others were kept in
the models. Moreover, as researchers have mentioned that the p <.05 criterion
for retention of variables in the models might be too strict (Bendel & Afifi,
1977), I relaxed the p < .05 criterion to better reveal any possible statistically

significant relationships. ‘Searching information’ and ‘Gaming’ were
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Table 6.1 Concept framework and descriptive statistics drawn from the 2017

DOSIH, Taiwan
Variables Obs. %  Mean SD Min Max
Dependent Variables
Verbal abuse (1=yes) 218 3.20
Info leak/ ID theft (1=yes) 715 10.51
Online fraud (1=yes) 309 4.54
Virus infection (1=yes) 946  13.90
Demographic controls
Agef 469 1.79 1.00 8.00
Male (1=yes) 3,282 48.22
Uni (1=yes) 2,618 3847
Employment
Unemployed(baseline) 1,757  25.82
Employed 4,027  59.17
Student 1,022 15.02

Individual-level IV
Exposure to risk/ Proximity to offenders

Num. of online activity 7.16 298 0.00 14.00
Info search 275 171 0.00 5.00
MG via social media 452 1.13 0.00 5.00
Video watching 3.11  1.76 0.00 5.00
Gaming 1.76  2.08 0.00 5.00
Facebook posting .13 1.39 0.00 5.00
Purchasing 1.01  1.09 0.00 5.00
Target attractiveness/ vulnerability
Aggressive posting 156 2.29
Disability 175 2.57
Wi-Fi use 5,863  86.14
Mobile net access 5,623  82.62
Guardianship
Num. of live-in family 379  1.84 1.00 27.00
Programming ability 1,465 21.53
(1=yes)
District-level IV
Urban (1=yes) 984 14.46
Percentage of internet 0.76  0.13 0.09 1.00
penetration
Gov. notification coverage 0.53 0.20 0.00 3.00
City-level IV
Urban (1=yes) 1,934  28.42
Percentage of internet 0.74  0.08 0.58 0.87
penetration
Gov. notification coverage 0.51  0.08 0.36 0.71

Note 1. N = 6,8006; District groups = 356; city groups = 22. 2. Obs. = observed frequency;
Info search = searching information; MG = messaging; Gov. = government. 3. TAge is an
ordinal variable coded participants’ ages as 1 = 12-14 yrs., 2 = 15-19 yrs., 3 = 20-29 yrs.,
4=30-39 yrs., 5 =40-49 yrs., 6 = 50-59 yrs., 7 = 60-64 yrs., 8 = 65 yrs. and over.
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retained in the models concerning their effect sizes and the relaxed p criterion
set at .10. The refined models consisted of 18 variables. The seven variables
dropped from the model were income, online course, internet calling, search
product review, e-banking, e-hospital appointment, the weighted factor of

government website access.

Table 6.2 presents null, single-level and multilevel versions of estimated
logistic regression models for the four types of cyber victimisation (a to d), in
which goodness of fit would be detailed later in the findings section (6.5.1).
Briefly, the likelihood ratio tests (LRT) for the models with all variables did
not show any significant improvement from those with refined variables.
Further, AIC and BIC values across all four types of cybercrime for the latter
models were smaller than those for the former models (e.g. verbal abuse,
AlCRrefined - AICa1 var = 1801.59 - 1809.60 = -8.01; BICrefined - BICall var =
1931.28 — 1987.06 = -55.78), suggesting that the refined single-level models
were more appropriate for estimating cybercrime victimisation compared to

models with all variables included (Akaike, 1974; Raftery, 1995).

Further, multicollinearity in single-level refined models was not
significant, as VIFs were very small, with the largest being 3.23 and an
average of 1.58 — lower than a value of ten which is generally regarded by
researchers as signs of problematic multicollinearity (Wooldridge, 2012). An
examination of outliers and influential cases using scatter plots of
standardized residuals and Cook’s distance values did not indicate any outlier

or influential cases. The analysis was run in Stata 15.
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Table 6.2 Model statistics for null, single-level, and multilevel logistic models of cybercrime, 2017 DOSIH

a. Verbal abuse

Single level Multilevel
Null Demo Refined All var Refined District Refined City
Log-lik. -964.62 -949.74 -881.80 -878.80 -881.80 -880.34 -881.80 -880.75
AlIC 1931.25 1911.48 1801.59 1809.60 1803.59 1806.69 1803.59 1807.50
BIC 1938.07 1952.43 1931.28 1987.06 1940.10 1963.68 1940.10 1964.49
LRT - 29.77**F*%  165.65%** 6.00 - 2.90 - 2.09
n 6806 6806 6806 6806 6806 6806 6806 6806
Groups - - - - 356 356 22 22
b. Identity theft
Single-level Multilevel
Null Demo Refined All var Refined District Refined City
Log-lik. -2287.15  -2223.056 -2152.06 -2149.63 -2152.06 -2151.62 -2152.00 -2148.68
AIC 4576.30 4458.11 4342.12 4351.26 4344.12 4349.23 4344.00 4343.36
BIC 4583.12 4499.07 4471.81 4528.72 4480.63 4506.22 4480.51 4500.35
LRT - 128.18%**  270.17*** 4.86 - 0.88 - 6.65
n 6806 6806 6806 6806 6806 6806 6806 6806
Groups - - - - 356 356 22 22
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Table 6.2 (continued)

c. Fraud
Single-level Multilevel
Null Demo Refined All var | Refined District Refined City
Log-lik.  -1257.37  -1225.732 -1192.55 -1189.09 i -1192.55 -1191.34 -1192.55 -1190.27
AIC 2516.75 2463.46 2423.09 2430.19 | 2425.09 2428.68 2425.09 2426.54
BIC 2523.57 2504.42 2552.78 2607.65 2561.60 2585.66 2561.60 2583.53
LRT - 63.28***  129.65%** 6.90 : - 243 - 4.55
n 6806 6806 6806 6806 6806 6806 6806 6806
Groups - - - - 356 356 22 22
d. Virus
Single-level Multilevel
Null Demo Refined All var | Refined District Refined City
Log-lik.  -2743.74  -2709.331 -2622.93 -2619.97 -2622.93 -2620.30 -2622.93 -2621.58
AIC 5489.47 5430.66 5283.85 5291.97 | 5285.85 5286.60 5285.85 5289.17
BIC 5496.30 5471.62 5413.54 5469.44 | 5422.36 5443.59 5422.36 5446.16
LRT - 68.81%FF 241 62%** 5.88 ! - 5.25 - 2.68
n 6806 6806 6806 6806 | 6806 6806 6806 6806
Groups - - - - 356 356 22 22

Note 1. ***p < .001. 2. Log-lik.: Log-likelihood; LRT: likelihood ratio tests. 3. Degree of freedom for LRT: single-level models with only demographic variables
(Demo) vs null: df = 5; single-level models with refined variables (Refined) vs null: df = 18; Refined vs single-level models with all variables (All var): df = 7,
multilevel models with district/city level variables (District/City) vs Refined: df = 3. 4. The seven variables dropped from the model were income, online course,
internet calling, search product review, e-banking, e-hospital appointment, the weighted factor of government website access. The three variables added to
multilevel models are (1) urban; (2) government notification coverage by district and city; and (3) the percentage of internet penetration by district and city.
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6.5 Results

Using data from the 2017 DOSIH, Table 6.1 shows that virus infection (about
14%) was the most common type of cybercrime experienced by respondents
in the past year, followed by identity theft (about 11%), fraud (about 5%) and
finally verbal abuse (about 3%). The table further suggests that internet users
tended to be more involved in instant messaging via social media and video
watching than other online activities. Meanwhile, Wi-Fi use and mobile
internet access were highly prevalent among the DOSIH participants (both
over 80%). Otherwise, environmental variables such as internet penetration
and government notification were found to show little variation at either the

district or city level.

Below I present findings by first comparing the results of statistical
modelling, and then model interpretations by demographic controls and the

LRAA for the four types of cyber victimisation.
6.5.1 Comparing statistical modelling results

Table 6.2 shows model statistics for the null, single level with demographic,
refined and all variables, and multilevel versions of estimated logistic models.
Multilevel models were random intercept models including fixed effects of
individual-level and district/city-level. To make an equivalent number of
groups comparable between models with refined and environmental variables,
the multilevel refined models included only individual-level variables but
allowed a fixed district/city level effect varying within groups. Hence, the
Log-likelihood, AIC, and BIC values differed between the multilevel refined
models and the single-level refined models that had no environmental effects.
The goodness of fit was assessed using LRT. AIC and BIC values were given

as a supplement, for which smaller numbers indicate better goodness of fit.

The LRT of single level models with all variables versus null models are

not presented in Table 6.2. Yet, they were all statistically significant (p
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<.001). The value for verbal abuse was 171.65, identity theft 275.04, fraud
136.56, and virus infection was 247.50. Single-level models across all four
types of cybercrime were found to be significantly different than null models
in terms of LRT, suggesting the appropriateness of using logistic regressions.
Comparing the models, AIC and BIC values of single-level refined models
were all smaller than their counterpart models of demographic controls and
all original variables. Table 6.2. d. reveals the refined models in virus
infection smaller values of AIC and BIC (AICRrefined — AICDpemo = 5283.85 -
5430.66 = -146.81; BICrefined — BICpemo = 5413.54 - 5471.62 = -58.08). It is
a bit tricky to explain the goodness of fit for fraud (Table 6.2.c) as AIC and
BIC represent different results (AICgefined — AICDemo = 2423.09 - 2463.46 = -
40.37; BICrefined - BICpemo = 2552.78 — 2504.42 = 48.36). There have been
arguments about which has been favoured in model fitting (see Dziak et al.,
2012); however, the LRT presented in Table 6.2.c shows significant
improvement with the LRAA variables included in the model (LRT = 66.37,
p <.001). Hence, the results presented here indicate the single-level refined
models fitting and better in predicting overall four types of cyber
victimisation, compared to models with all variables or only demographic

controls.

Conversely, all LRT statistics presented in the multilevel models show that
multilevel models did not significantly improve fit when compared to single-
level refined models. Further, AIC and BIC values for the single level refined
models were found to be smaller than those in the multilevel models (either
district or city) across all four types of cybercrime, suggesting that the single-
level refined models were more appropriate for estimating cybercrime
victimisation (Akaike, 1974; Raftery, 1995). The goodness of fit assessment
presented here suggests the extent to which unobserved district/city
characteristics (i.e. urbanisation, government notification coverage, and
percentage of internet penetration) contributed to variations in online

victimisation was not statistically influential.
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6.5.2 Findings by demographic controls

Table 6.3 shows the extent to which demographic controls predict online
victimisation. Several demographic controls were found to be statistically
significant factors, with odds ratio (OR) greater than 1 revealing a greater risk
of victimisation, and vice versa. Younger respondents were more likely to
suffer verbal abuse and identity theft incidents, with one unit decrease in the
age category leading to 16 percent (OR = 0.84, p <.01) and 18 percent (OR
= 0.82, p <.001) increase in the likelihood of victimisation respectively,
provided all other conditions being equal. Conversely, those targeted for virus
infection tended to be older, with one unit increase in the age category leading
to a 10 percent increase in the odds of virus infection victimisation (OR =
1.10, p <.001), holding other variables equal. Age did not provide statistically

significant evidence for online fraud victimisation.

Gender was found to hold a statistically significant association for
individual online victimisation yet the role differed across types of
cybercrime. Male respondents were found to be at higher risk of verbal abuse
(OR =1.35, p <.05) and virus infection (OR = 1.41, p <.001) whilst females
were found to be at higher risk of identity theft (OR =0.81, p <.05) and online
fraud (OR = 0.66, p < .001). The greatest risk deviation was amongst virus
infection, in which males exhibited over 40 percent higher risk than their

female counterparts, holding other conditions equal.

Those targeted for online victimisation tended to be better educated, except
for verbal abuse where no statistically significant variation was observed.
Those with a university or above degrees suffered an increased 68 percent
(OR =1.68, p <.001), 57 percent (OR =1.57, p <.001) and five percent (OR
= 1.05, p < .01) risk of identity theft, fraud and virus infection than those

without a higher education degree, holding everything else equal.
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Table 6.3 Demographic cyber victimisation using data drawn on the 2017 DOSIH, Taiwan

Variables Verbal abuse Identity theft Online fraud Virus infection
OR(S.E)) 95% C.I. OR(S.E)) 95% C.I. OR(S.E)) 95% C.I. OR(S.E)) 95% C.I.

Intercept 0.06(0.02)***  0.03 0.13 0.23(0.05)*** 0.16 0.38 0.07(0.02)*** 0.04 0.12 0.09(0.02)*** 0.06 0.13
Age 0.84(0.05)** 0.75 0.94  0.82(0.03)*** 0.77 0.87 0.92(0.04) 0.84 1.01 1.10(0.03)*** 1.04 1.16
Male 1.35(0.19)* 1.03 1.78  0.81(0.07)* 0.69 0.96 0.66(0.08)*** 0.52 0.83 1.41(0.10)*** 122 1.62
Education-Uni 1.14(0.17) 0.86 1.52 1.68(0.14)*** 1.42 1.98 1.57(0.19)*** 123 1.99 1.05(0.08)** 091 1.22
Employment

Unemployed(baseline)

Employed 0.96(0.19) 0.65 141 1.18(0.13) 095 146 1.27(0.20) 094 1.72 0.98(0.09) 0.82 1.17

Student 1.03(0.32) 056 1.88  0.57(0.1)** 040 0.83 0.38(0.12)**  0.21 0.71 0.72(0.13) 0.51 1.03
LR/Wald chi2 135.88%** 141.99%x** 66.37%%* 172.81%**

Note 1. n=6,806. 2. * p <.05; ** p <.01; *** p <.001.

257



Table 6.4 Predictors of cyber victimisation using data drawn on the 2017 DOSIH, Taiwan

Variables Verbal abuse Identity theft Online fraud Virus infection
OR(S.E.) 95% C.I.  OR(S.E. 95% C.1. OR(S.E.) 95% C.1. OR(S.E.) 95% C.I.

Intercept 0.00(0.00)*** 0.00 0.01 0.03(0.01)*** 0.01 0.06 0.01(0.00)*** 0.00 0.02 0.02(0.01)*** 0.01  0.04
Age 1.02(0.07) 0.89 1.16 0.91(0.04)* 0.85 098 1.02(0.06) 091 1.13 1.22(0.04)*** 1.14 130
Male 1.26(0.19) 094 1.70 0.90(0.08) 0.76 1.07  0.76(0.10)* 0.59 0.98 1.42(0.11)%** 1.22 1.65
Education-Uni 0.75(0.12) 0.55 1.03 1.16(0.11) 097 139 1.13(0.15) 0.87 1.47 0.77(0.06)** 0.66 091
Employment

Unemployed(baseline)

Employed 0.86(0.17) 0.58 1.28 1.00(0.11) 0.80 124  1.11(0.18) 0.82 1.51 0.86(0.08) 0.72 1.04

Student 1.32(0.41) 0.72 2.44 0.68(0.13)* 047 1.00 0.51(0.16)* 0.28 0.96 0.78(0.14) 054 1.12

Individual-level variables
Exposure to risk/ proximity to offenders

Num. of online act. 1.08(0.04)*  1.00 1.18 1.1500.03)*** 1.10 120 1.14(0.04)*** 1.07 122  1.12(00.02)***  1.08 1.17
Info search 1.04(0.06) 093 1.16 1.02(0.03) 096 1.09  0.95(0.04) 0.86 1.04  1.05(0.03) 1.00  1.11
MG via social media  1.09(0.11) 0.89 134  1.04(0.06) 094 116  1.14(0.10) 096 136  0.90(0.03)**  0.84  0.96
Video watching 1.11(0.06) 099 124 1.07(0.03)* 100 1.14  1.00(0.04) 092 1.09  1.08(0.03)** 1.03  1.14
Gaming 1.07(0.04) 099 1.15 0.98(0.02) 094 1.02  0.96(0.03) 091 1.02  0.98(0.02) 094  1.02
Facebook posting 1.29(0.07)*** 1.17 143  1.05(0.03) 099 112 1.04(0.05) 094 1.13  0.97(0.03) 091  1.02
Purchasing 0.99(0.08) 085 1.15 1.05(0.05) 096 1.15 1.19(0.08)** 1.05 135  1.01(0.04) 093 1.10

Target attractiveness/ vulnerability
Aggressive posting 3.83(0.97)*** 234 629 1.19(0.28) 0.74 1.90 1.40(0.48) 072 273 2.37(0.44)*** 1.65 3.42

Disability 2.39(0.84)* 1.20 4.75 1.21(0.33) 071  2.07 1.13(0.45) 052 246 1.49(0.30)* 1.00 2.20
Wi-Fi use 1.33(0.39) 0.75 2.35 1.08(0.16) 0.80 1.45  0.94(0.20) 062 141 1.39(0.17)** 1.09 1.77
Mobile net access 0.80(0.14) 056 1.14 1.01(0.11) 081 1.25 1.36(0.24) 096 191 0.80(0.07)* 0.67 0.95
Guardianship
Live in family 1.04(0.04) 097 1.12 1.01(0.02) 097 1.06  0.98(0.03) 092 1.05 1.05(0.02)** 1.01 1.09
Programming ability 1.57(0.25)** .15 2.13  1.12(0.11) 092 135 1.14(0.16) 086 1.51 1.11(0.10) 0.93 1.33
LR/Wald chi2 165.65%** 270.17%%* 129.65%** 241.62%**

Note 1. n =6,8006. 2. * p <.05; ** p <.01; *** p <.001. 3. Num. of online act. = number of online activities; Info search = searching information online; MG = instant
messaging
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Employment did not show strong correlations with online victimisation.
Compared to those respondents who were unemployed, respondents with
employment did not suffer a statistically higher risk of online victimisation.
Students experienced a reduced likelihood of victimisation for identity theft
(OR =0.57, p<.01) and online fraud (OR = 0.38, p <.01), compared to those

who are unemployed.
6.5.3 Findings by lifestyle-routine activity approach

The final models predicting online victimisation are presented in Table 6.4.
The effects of demographic characteristics on cyber victimisation changed
when the LRAA concepts were introduced. Younger people still suffered a
higher risk of identity theft yet no statistically significant variations were
observed in relation to verbal abuse victimisation. For one unit decrease in
the age category, the odds of identity theft victimisation increased by nine
percent (OR =0.91, p <.05), if every other element was equal. Those targeted
for virus infection still tended to be older, yet with one unit increase in the
age category leading to a 22 percent increase in the odds of virus infection

victimisation (OR = 1.22, p <.001), holding other variables equal.

Gender did not provide statistical support for predicting verbal abuse and
identity theft anymore. The predictions for the other two types of
victimisations remained in a similar direction as without the LRAA variables.
Females suffered an increase of 24 percent odds of fraud victimisation (OR =
0.76, p < .05) compared to their male counterparts, holding other elements
equal. Conversely, males suffered an increased 42 percent likelihood of virus
infection (OR = 1.42, p <.001) than their female counterparts, holding other

elements equal.

Education showed the greatest change after LRAA variables were
introduced into the models. It was now found to only significantly predict
virus infection victimisation but not others. That is, when holding all other
elements including LRAA concepts equal, those with higher education

degrees contrarily suffered a reduced likelihood of virus infection (OR =0.77,
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p <.01). Figure 6.1 reveals the different tendency of using instant messaging
by education, in which those with higher education degrees showed a higher
level of participation. The link between this tendency and the reverse

influence of education on virus infection is picked up in the discussion section.
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Freq. messaging via social media

Figure 6.1 Percent of instant messaging tendency by participants’ education

The impact of employment on online victimisation remained similar.
Holding all other variables equal, respondents with employment did not suffer
a statistically higher risk of online victimisation than their unemployed
counterparts. Students still experienced a reduced likelihood of victimisation
in identity theft (OR = 0.68, p < .05) and online fraud (OR = 0.51, p < .05),

compared to those unemployed provided that everything else was equal.

The below sections presented the results by key concepts of the LRAA.
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6.5.3.1 Proximity/ exposure to risk for cybercrime

victimisation

The number of activities that a respondent participated in online remained a
significant predictor of online victimisation. With one unit increase in online
participation, the likelihood of victimisation increased by eight percent for
verbal abuse (OR = 1.08, p <.05), 15 percent for identity theft (OR = 1.15, p
<.001), 14 percent for fraud (OR = 1.14, p <.001), and 12 percent for virus
infection (OR = 1.12, p <.001), provided everything else equal.

Respondents who watched online videos more frequently showed an
increased risk of identity theft (OR = 1.07, p <.05) and virus infection (OR =
1.08, p <.01). With one unit increase in this activity, the odds of victimisation
increased by seven and eight percent, respectively. Watching videos online
did not statistically predict victimisation of verbal abuse or online fraud. The
more frequently respondents posted articles, photos, or videos on Facebook
or blogs, the higher their risk of verbal abuse (OR = 1.29, p < .001); yet no
significant correlations were observed for other types of cyber victimisation.
That is, one unit increase in the activity on Facebook or blog posting resulted
in 29 percent increased odds of verbal abuse victimisation but for no other
types of victimisations. Purchasing had a similarly unique effect on fraud
victimisation alone. For those who participated in online purchasing more
frequently, an increase of one unit increased the risk of fraud victimisation by

19 percent (OR =1.19, p <.01).

Noticeably, unlike activities presented above that showed a significant and
positive relationship with certain types of victimisations, the more frequently
respondents used instant messaging via social media, the less likely they
would fall prey to virus infection (OR = 0.90, p < .01). Searching for

information and gaming did not statistically predict online victimisation.
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6.5.3.2 Target attractiveness/vulnerability for cybercrime

victimisation

Self-reported tendency of aggressive posting was found to be a significant
predictor of verbal abuse (OR = 3.83, p < .001) and virus infection (OR =
2.37, p <.001). Respondents with aggressive posting behaviours suffered an
increased risk of victimisation by 280 percent and 130 percent, respectively,
in verbal abuse and virus infection, compared to those without such
behaviours when all other elements were held equal. Aggressive posting

behaviours were not associated with identity theft and fraud.

Respondents with disabilities showed similar patterns of online
victimisation. Those with self-reported disabilities experienced an increased
risk of victimisation by about 140 percent and 50 percent respectively in
verbal abuse (OR = 2.39, p <.05) and virus infection (OR = 1.49, p < .05),
compared to those without such disabilities when all other elements were held

equal. Disabilities were not a significant predictor of identity theft and fraud.

The use of Wi-Fi and mobility of internet access were found only
significant in predicting virus infection, yet in the opposite direction.
Although a positive predictor across all types of victimisations, respondents
were only found to experience a statistically significant increase in virus
infection by about 40 percent (OR = 1.39, p <.01) with the use of Wi-Fi
connection. The mobility of internet access revealed a different picture. Users
with devices that allowed them to access the internet everywhere were found
less likely to suffer an incident of virus infection, for which a decreased
likelihood of victimisation by 20 percent was observed in those with mobility
of internet access (OR = 0.80, p <.05) compared to those without such
mobility, holding everything equal. Likewise, the directions were consistent

but not significant for the other three types of online victimisation.
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6.5.3.3 Guardianship for cybercrime victimisation

The number of family members living in the same household as the
respondents were found positively related to cyber victimisation; however, it
was only statistically significant in virus infection. With a one-person
increase in the households, the respondent’s odds of receiving virus infection

were increased by five percent (OR = 1.05, p <.01).

Respondents with programming skills were found positively related to
cyber victimisation. Nevertheless, like the number of live-in families, it was
only statistically significant in one type of victimisation — verbal abuse. Those
with such computer skills experienced an increased risk of being verbally
abused by over 50 percent compared to those without such skills (OR =1.57,
p <.01), provided everything equal.

6.5.4 Findings summarised by types of crime

Younger and male respondents suffered a higher risk of verbal abuse.
However, after introducing LRAA variables, demographic characteristics
were no longer significantly related to verbal abuse victimisation. The level
of online participation and posting behaviours (say exposure to risk) and
aggressive posting and disability (say target attractiveness), were found
positively linked to verbal abuse victimisation. The impact of guardianship
was not obvious in terms of preventing victimisation of verbal abuse. These
findings partially supported the hypothesis “H!.a.: Individuals who are more
exposed to risk, are more attractive as targets to offenders and are not
protected by capable guardians are more likely to be victims of online verbal
abuse”; however, evidence of guardianship remained weak with respect to

verbal abuse.

In terms of identity theft, female and better-educated participants suffered
a higher risk of victimisation, yet the impact was moderated when LRAA-
variables were introduced. After LRAA-variables were taken into

consideration, elderly and student respondents were less likely to suffer
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victimisation than their counterparts. The level of online participation and
watching videos online, as exposure to risk, were found positively linked to
identity theft victimisation. The effect of target attractiveness and
guardianship was not found statistically significant. These findings partially
supported the hypothesis “HI1.b: Individuals who are more exposed to risk,
are more attractive as targets to offenders and are not protected by capable
guardians are more likely to be victims of data breach/identity theft”, where
online activities provided supportive evidence as risk factors yet target
attractiveness and guardianship might lack sufficient support in the case of

identity theft.

With respect to fraud, better-educated participants suffered a higher risk of
fraud yet again the effect was found to be moderated by the LRAA variables.
After such variables were introduced, male and student respondents remained
less likely to experience online fraud. Similar to identity theft, only two risk
exposure factors (i.e. the number of online activity and purchasing) were
found positively linked to fraud victimisation. Likewise, the effect of target
attractiveness and guardianship was not found to be statistically significant.
These findings also provided partial support for the hypothesis “HI.c:
Individuals who are more exposed to risk, are more attractive as targets to
offenders and are not protected by capable guardians are more likely to be
victims of fraud”, where certain online activities could provide supportive
evidence as risk factors, but the influence of target attractiveness and
guardianship remained limited in explaining the victimisation pattern of

online fraud.

Lastly, many predictors were found to be significant for virus infection,
compared to other types of online victimisation. Better educated individuals
suffered a higher risk of virus infection but became less vulnerable when
LRAA variables were introduced, while elderly and male respondents
remained more vulnerable than their counterparts. Briefly, those with higher
education degrees, more frequent use of instant messaging, and having more
internet access were found less likely to suffer virus infections. Conversely,

respondents who were male, elderly, had more diversity in their online
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activity and frequent involvement in watching online videos (i.e. exposure to
risk), had disabilities, self-reported aggressive posting tendency and use of
Wi-Fi (i.e. target attractiveness) were more vulnerable to virus infection. The
victimisation of virus infection seemed to provide more statistical evidence
supporting the hypothesis “H1.d: Individuals who are more exposed to risk,
are more attractive as targets to offenders and are not protected by capable
guardians are more likely to be victims of virus infection”. However, the
concept of guardianship seemed to be contradictory in supporting H1.d,
where a larger number of live-in family members was found significantly

related to the risk of virus infection.

Notably, the aforementioned results further suggested that the predictor
variables that explain the risk of victimisation seemed to be different for different
types of cybercrime. However, as some types of victimisations shared the same
risk factors, the evidence supporting “H2: The predictor variables that explain
the risk of victimisation are different from types of cybercrime — verbal abuse,

virus infection, identity theft, and fraud.” remains debatable.

6.6 Discussion

This chapter sets out to examine systematically patterns of cybercrime
victimisation in Taiwan, drawing on the LRAA to understand how online
routine activities and the online environment itself provide opportunities for

different types of crime to occur.

Using data from the 2017 DOSIH, cybercrime victimisation was found to
be related to participants’ demographic characteristics. Yet as the literature
suggested, most of those effects were found to be moderated by online routine
activities and lifestyles. For example, younger and male respondents were
initially found more likely to be involved in verbal abuse incidents, yet such
correlations became less obvious when taking into account their online
routine behaviours. With regard to the impact of online routines on verbal
abuse victimisation, the final analytical models produced here (see Table 6.4)

reveals that a higher frequency of posting information on Facebook or blogs
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resulted in participants’ higher risk of verbal abuse. This is because the
posting behaviour might involve communicating with people online and
sharing personal information which increased the likelihood of online
victimisation. This finding is consistent with the literature, of which it is
suggested that the intensity of social media use and online self-disclosures
positively relate to individuals’ cybercrime victimisation (Bossler & Holt,
2009; Hinduja & Patchin, 2008; Marcum, 2008; Marcum et al., 2010; Marttila et
al., 2021; Mesch, 2009; Mitchell et al., 2007; Navarro & Jasinski, 2012; Reyns
etal., 2011).

Below I discuss how the LRAA can be used to explain online victimisation

in Taiwan.

6.6.1 Lifestyle-routine activity approach on

explaining online victimisation

The finding of the aforementioned moderating effect was further in line with
previous studies suggesting that users’ demographic characteristics might not
be the most important predictors in cyber victimisation compared to users’
online routine activities (e.g. Kalia & Aleem, 2017). This provides support
for the applicability of LRAA to an online context as individuals’ online
routine activities and lifestyle moderated and accounted for the risk of cyber

victimisation (H1).

Further, in compliance with previous research (Holt et al., 2020), the
aforementioned risk of verbal abuse derived from posting in social media did
not raise the risk of other types of online victimisation. Likewise, online
purchasing was significantly related to cyber fraud but no other types of
victimisations. These ‘risky’ routine activities might increase participants’
chances to meet specific and motivated offenders online (in the absence of
capable guardians) and thus increase participants’ risk of victimisation. This
additionally supported the notion that specific crimes occur due to specific

opportunity structures, as is a core plank of EC. The predictor variables that
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explain the risk of victimisation seemed to be different for different types of

cybercrime (H2).

However, as some types of victimisations shared the same risk factors, the
evidence supporting H2 remains debatable. For example, the diversity of
online participation was a consistent risk factor for all four types of
cybercrime. This was in line with previous findings, as the diversity could be
regarded as a proxy of time that one spent online. It was predicted that the
more diverse one’s online activities, the greater his or her exposure/proximity
to risk or potential offenders. Watching videos online was found to increase
the likelihood of identity theft and virus infection. There might be a few
reasons behind this. Firstly, watching online content might involve
downloading software, plug-in applications or the video itself, for which the
behaviour of downloading was found to be a risk factor for malware infection
and identity theft (Holt et al., 2020; Holt & Bossler, 2013; Reyns, 2013;
Yucedal, 2010). Further, although the survey did not ask by which means did
the respondents watch a video, there might be some chance that some illicit
avenues or pirate websites were involved, thereby increasing respondents’

exposure to malicious software or say, potential offenders.

Additionally, a few types of cybercrime also shared target
attractiveness/vulnerability in common. For example, aggressive posting
tendency and disability, in line with theoretical assumptions, were found to
be significant predictors of victimisation of verbal abuse and virus infection.
The explanation might be different depending on the traits of crimes against
person (here as verbal abuse) and property (virus infection). As mentioned
above, aggressive posting might be regarded as a proxy for target value to
verbal abusers whereas aggressive posting might denote increased visibility
to virus attackers. Likewise, people with disabilities might be a target with
value to verbal abusers whereas disability might make such individuals more

accessible and thus vulnerable to potential offenders committing virus attacks.

Although some predictors were found in common across types of online

victimisation, they did not follow a uniform pattern of online routine activity.
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For example, the activity that caused the risk of verbal abuse (e.g. posting on
Facebook) was way different from others. Similarly, the activity that caused
the risk of fraud (e.g. purchasing) did not lead to the risk of other types of
victimisations. Although some victimisation shared a few risk factors in
common, it was too arbitrary to apply a specifically single form of online
activity to explain the patterns and mechanisms of all kinds of online
victimisation. Hence, the current findings do provide some evidence for H2
and suggest supports for RQ2 “Do victimisation patterns vary across types
of online victimisation? ”’, meaning that there were still variations in different

types of online victimisation based on the observed results.

Probably the most serious issue with the analyses reported here concerns
the evidence relating to H1, which attempted to answer my research question
of “Does the LRAA apply to online victimisation in Taiwan?” As mentioned
above, the current evidence partially supports the notion that online routine
activities play an important role in predicting individuals’ online
victimisation. However, the transposability of all of LRAA’s concepts to the
virtual context remains uncertain based on the current study. Limited
evidence was found that target attractiveness was influential for identity theft
and online fraud. Moreover, little evidence was found to support the function
of guardianship in cyberspace. In fact, the directions of guardianship-related
elements (i.e. number of live-in family and programming ability) were all
positively related to online victimisation, in which the number of the live-in
family was statistically significant to virus infection while programming

ability to verbal abuse.

The explanation for the positive relationship between the number of live-
in family members and virus infection might be the fact that more family
members living in the same residence would lead to multiple uses of the same
device as well as the same internet protocol address (i.e. IP), increasing the
exposure to risk and thus the likelihood of virus infection. This explanation
was in line with the direction of the mobility of internet access, which was
also in the opposite direction as expected. Such a negative direction with virus

infection implied that the mobility beyond residence might restrict the device
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to a single user which was a proxy against virus infection rather than target

visibility/accessibility to potential offenders.

Such arguments reiterate questions about the transportability of
guardianship to the online context, an issue mentioned in previous studies
reviewed earlier. The research suggested that due to the private nature of
computer use, the function of “live-in guardians” might not work in the
immediate online environment and such a measure was unable to reflect if
users stayed in the same room with their capable guardians (Reyns & Henson,
2016). In line with such an explanation, it was not surprising to find that the

live-in family might not function well against all types of online victimisation.

In addition, programming ability, contrary to literature that suggested it
was an aspect of guardianship (Leukfeldt & Yar, 2016) or a protective factor
against target accessibility (Leukfeldt, 2014), was found to be a positive
predictor of verbal abuse (or to other types of victimisations yet not
statistically significant). This study argued that computer ability was more
like an indirect proxy of exposure to risk given that this characteristic might
leave targets sharing a similar lifestyle with the potential offenders (especially

the crime against property which often requires advanced computer skills).

Given that the current and previous findings on online guardianship did
not provide strong empirical support that it protects against online
victimisation (Bossler et al., 2012; Holt & Bossler, 2008; Marcum et al., 2010;
Ngo & Paternoster, 2011; Reyns et al., 2011), the current study questions the
validity of using live-in family and computer ability as measures of online
guardianship. Perhaps a more appropriate way to operationalise guardianship
might be to use individuals’ intensity of social networking (see Vakhitova et
al., 2019). The suggested operationalisation is in line with the finding that the
use of instant messaging via social media was a negative predictor of virus
infection. The more intense the respondents used instant messaging, the less
likely they would fall prey to virus infection. Likewise, better-educated
respondents used to be vulnerable to virus infection but the likelihood of

victimisation was moderated or even reversed when the frequency of instant
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messaging was taken into consideration as they appeared to be more involved

in such means of social networking.

The use of social networking as a measure of social guardianship would
have another benefit as parental supervision was found less effective due to
their lack of knowledge of social networking sites and their children’s online
engagement. Several researchers have argued that parental guardianship had
little effect in reducing cyber victimisation as originally suggested by the
LRAA (Kalia & Aleem, 2017). Hence, until we can find better measures of
online guardianship (e.g. respondents’ social networking) on the evidence to
date we must conclude that the LRAA does not provide a satisfactory
explanation of cyber victimisation; the little evidence to date implies that

guardianship functions differently online and offline.

Based on the current finding it appears that both the research questions can
be only partially answered. On the one hand, the LRAA might apply to online
victimisation in Taiwan, especially in terms of one’s lifestyle-routine
activities which played a more and consistent role in predicting certain types
of cyber victimisation. Yet the concept of guardianship warrants more
appropriate measures and some alternation distinct from traditional offline
crime. On the other hand, victimisation patterns and mechanisms were found
to vary across types of online victimisation, though some characteristics and
routine activities (e.g. online participation, aggressive posting, or disability)

led to a shared risk.
6.6.2 Practical insights drawn on findings

Practically speaking, findings about the effect of lifestyle-routine activities on
cybercrime victimisation could inform crime prevention. For example,
watching videos was found to be a positive risk factor for individuals’
experience of identity theft and virus infection, thereby the responsibility of
video website owners becomes critical. The owners’ effort on providing a
secure online environment may thus protect their users from these types of

online victimisation. Further implications would have something to do with
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the behaviour of aggressive posting. Compared to other online
activities/behaviours, self-reported tendency of aggressive posting was
especially a highly risky behaviour given its effect size. As mentioned,
respondents with aggressive posting behaviours suffered an increased risk of
victimisation by over 280 percent and 130 percent respectively for verbal
abuse and virus infection, compared to those without such behaviours when
all other elements were held equal. This implies that prevention strategies like
awareness campaigns aiming at reducing ones’ aggressive posting behaviours

might work against verbal abuse and virus infection at a strong level.

Similarly considering the effect size, the vulnerability of disabled internet
users requires attention as those disabled experienced an increased risk of
victimisation by about 140 percent in verbal abuse, compared to those without
such disabilities when all other elements were held equal. To my best
knowledge, there is no empirical evidence on what works to keep disabled
people safe online. However, one may consider the application of SCP in the
cyberspace (see Section 2.2.3.2 or Table 2.5), with a focus on the population
with disabilities. For example, increasing the effort (target hardening e.g.
awareness campaign, education, etc), increasing the risks (e.g. real-name
registration system for online bullying prevention), reducing the rewards (e.g.
shielding offensive posts), reducing provocations (e.g. shielding posts
containing aggressive contents) and removing excuses (€.g. warning banners
on website, warning violators, suspension or restricted access to network)

might help in protecting those vulnerable from falling prey to verbal abuse.

Last but not least, the results also suggest that the main body of research
participants in prior studies — young people or students — might have
limitations as these participants might not be vulnerable to certain types of
cybercrime. In fact, students were found significantly less likely to become
victims of identity theft and cyber fraud, and no statistically significant
association was found between age and cyber abuse and virus infection. The
recruitment of students as research targets might therefore introduce bias,
especially when previous studies have centred on cyberbullying among

students and young people. The current study, using a more representative
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sample, is therefore expected to inform cybercrime prevention among wider

populations (say like adults).
6.6.3 Unexplained environmental effects

The comparisons between single-level and multilevel models presented
above revealed that the function of environmental factors in cyberspace might
be different from what was found in an offline context (say, for burglary). No
evidence in this study was found to support the impact of environmental
factors on cybercrime victimisation in Taiwan. That is, government
notification coverage might not significantly function as a super controller,
and urbanisation and district/city internet penetration might not be a proxy of

infrastructure to significantly indicate regional guardianship, either.

The interpretations might be the fact that the units used to measure
environmental factor was not appropriate (too huge or too tiny). On the one
hand, the immediate environment in terms of verbal abuse might be school,
peer, or workplace, on which victimisation the district/city-level factors were
far remotely to have an impact. On the other hand, for other types of
cybercrime against property, the unit of district/city-level was too tiny to
observe enough variations between groups. Research that found internet
penetration as a proxy of higher-level guardianship was based on a country-
level comparison (M. L. Williams, 2016), where the variations may vary
significantly between countries. Given Taiwan is a small island, the level of
urbanisation, infrastructure, or cybersecurity strategy would not vary as
greatly as those between countries and therefore such environmental factors
as regional level guardianships were not obvious in terms of online

victimisation.
6.6.4 Limitations

The study shares the strengths and the limitations of most secondary data

studies, as stated in Chapter 3 (3.2.3). The strengths are that the sample size
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and representativeness of the survey data are much greater than could have
been achieved as a PhD student. Nevertheless, the limitation is that I had no

say over the questions.

There were a few limitations in this study. The first relates to the measures
of online victimisation, which used four single-items asking victims if they
had any experience of verbal abuse or virus infection, etc. The responses were
potentially biased (e.g. social desirability bias, recall problems, etc.) or might
require a different level of awareness (e.g. most virus could conceal itself).
Additionally, the wording about victimisation of identity theft introduced
confounds, combining two concepts in one question. That is, there were
actually two types of victimisations placed within the question “During the
past year, have you suffered personal information leakage (e.g. credit
card/phone number) or account theft because of internet use?”. This made
the examination of victimisation patterns more difficult as a specific crime

might have a specific pattern and mechanism.

The second limitation concerns many basic yet important concepts missing
in the DOSIH. First, there was no exact (or even approximate) time that one
spent online, leading to the difficulty to examine the time-adjusted risk of
online participation. Second, there was no information about users’
participation in legitimate or deviant online behaviours. For example,
watching video online did not specify if the users are accessing legal or pirate
websites. The classification of the legitimacy of online activities might
strengthen if there was any difference in exposure/proximity to the risk and

potential offenders.

The third limitation relates to missed concepts in the DOSIH in that there
were few items available to measure, say, guardianship. As mentioned above,
the number of live-in family members did not fully reflect the level of
guardianship. An additional question like if the respondents received
supervision/monitoring when using the computer would help in better
understanding guardians’ real effect on online victimisation risk. Further,

there were no items that could be operationalised as physical guardianship
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(e.g. firewalls, antivirus software), which led to the application of LRAA to
cybercrime less comprehensive in the context of Taiwan. Most of the research
to date has found that physical guardianship has no effect (see Holt et al.,
2020); yet the effect of guardianship might be mediated by participants’
reaction to online victimisation as earlier burglary research failed to identify
if the timing of security measure installation (before or after burglary).
Unfortunately, the DOSIH did not allow me to examine if physical
guardianship influenced online victimisation, let alone the operationalisation
as what I did in Chapter 4 — the timing of security in place. Social
guardianship was also limited in this study as the DOSIH merely allowed the
operationalisation of internet penetration and government notification (yet
not limited to cybersecurity). The results suggest that such operations did not
provide sufficient evidence to the LRAA and the role of government as a
super controller (i.e. social guardianship from the government) required

further precise measures.

Last but not least, missed concepts in the DOSIH are the lack of
information about respondents’ offline lifestyle routines. Previous research
suggests that offline context might affect online victimisation as they might
share similar characteristics (Bossler & Holt, 2009; van Wilsem, 2011).
Further offline information might include environmental factors, such as
perceptions of community climate and perceptions of safety, employment
setting (workplace stressors), and community setting (culture diversity, etc.).
The lack of such information made the link between online and offline
victimisation unclear. More importantly, this led to the scarcity in
guardianship measure (e.g. deviant peer as social guardianship) and
environmental factors as mentioned above. Overall, the lack of proper
measures of online victimisation, time of internet use, guardianship and
offline lifestyle-routines in the DOSIH limited the examination of LRAA to

some extent.

The last limitation is not about the DOSIH itself but the issue with model
comparisons. Poor goodness of fit scores with multilevel models limited the

examination of cross-level interactions as I did in Chapter 4. While
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comparative studies have observed a higher risk of online victimisation
among the richer countries, they have also revealed a significant cross-level
interaction between individual wealth and victimisation that moderates the
regional effects. That is, respondents with low status yet living in richer
countries were found to suffer a significantly higher risk of victimisation,
compared to their equivalent living in poorer countries (M. L. Williams,
2016). Their findings shed light on whom to protect via examining users’
offline and online characteristics. However, the poor fit of multilevel models

made the identification of the most vulnerable population more challenging.

6.7 Chapter conclusion

In conclusion, this chapter has applied multiple logistic regressions to identity
whether the LRAA is transportable to online victimisation in Taiwan and
whether victimisation patterns vary across types of online victimisation. The
findings supported the notion that different types of victimisations might have
different patterns and different underlying causal mechanisms. Certain
activities and user characteristics might require additional caution as they
raise a shared risk of victimisation while some activities remain a specific risk
factor to a specific crime. Online routine activities also moderate the impact
of demographic differences in online victimisation in Taiwan and therefore
the focus of crime prevention should shift to routine activities rather than

certain demographic groups.

Overall, the findings provide partial support for the application of LRAA
to cyberspace in Taiwan. However, the effect of guardianship was found to
be limited. The application of SCP to online victimisation may thus need
some reconsideration as there was little evidence for the effectiveness of
personal and social guardianship as currently operationalised. Note that this
study should not be taken as invalidating the role of guardianship in protecting
against online victimisation in Taiwan. The effectiveness of physical
guardianship is unclear due to the lack of operationalisation. The study

therefore highlights that it is necessary to include physical guardianship,
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along with the timing of installation/update of such protective measures
necessary to the future surveys. Furthermore, it is also vital to include items
related to social guardianship and offline information. The operationalisation
of social guardianship (e.g. immediate supervision, social networking) and
the offline environment is critical to better understand the transportability of
LRAA from an offline to an online context. In this way, more practical

prevention strategies can be informed.

276



Chapter 7 Cybercrime Poly-
victimisation

The previous chapter explored the differences between victims and non-
victims of cybercrime in Taiwan. This chapter examines if there are any
differences in those individuals who experienced a single form of cybercrime
versus those who experienced multiple different kinds of cybercrime, defined
here as poly-victimisation. Based on the findings reported in previous
chapters that applied the lifestyle-routine activity approach to cybercrime,
two additional research questions are to be answered in this chapter: (1) is
there evidence of online poly-victimisation in Taiwan? and (2) do
victimisation patterns vary between single and poly-victims? To answer these
questions, this chapter makes use of Bayesian Profile Regression models, a
hitherto underutilised statistical technique in crime research. To my
awareness, this is the first study to examine the profiles of poly-victims in the

context of cybercrime.
7.1 Background

As indicated previously in this thesis, it is well-established that criminal
victimisation is not randomly distributed among a population. Evidence
consistently shows that some individuals experience victimisation more often
than others, a phenomenon referred to as ‘repeat victimisation’. Chapter 5
demonstrated that repeat victimisation, at least with respect to burglary, is
prominent in Taiwan as it is elsewhere. Repeat victimisation refers to the
repeated experience of a single form of crime. Some individuals experience
multiple crime types in a given time period. To distinguish this phenomenon
from repeated victimisation for a single crime type, the term poly-
victimisation is used to describe cases where individuals experience one or
more incidents of different crime types during a given period of time (a

calendar year for instance) (Tanksley et al., 2020). An example of poly-
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victimisation is when an individual suffers a bike theft, receives a fraudulent
call that incurs a financial loss, and has his/her laptop hacked, all within a
one-year period. The diversity in crime types experienced by this individual
makes poly-victimisation distinct from repeat victimisation, which was the

focus of Chapter 5.

Note that the term ‘multiple victimisation’ is sometimes used instead of
poly-victimisation (e.g. Tseloni & Pease, 2005). However, other studies have
used ‘multiple victimisation’ to describe incidents in which multiple
offenders commit a crime or in which more than one victim is affected in a
single incident (e.g. Sparks, 1981). To avoid confusion, the term ‘poly-
victimisation’ is now generally preferred by researchers to describe
victimisations experienced by an individual, involving multiple different
forms of crime over a given time period (e.g. Finkelhor et al., 2009; Le et al.,

2016; Turner et al., 2017).

Poly-victimisation can be further distinguished from the notion of ‘crime
multipliers’, a concept introduced by Felson (2010). Whist both poly-
victimisation and crime multipliers involve multiple different forms of crime,
the main difference between these two concepts is that poly-victimisation
does not imply causality between crime events. By contrast, the term crime
multiplier describes a sequence of related crime incidents, in which the
completion of one crime increases the likelihood that another crime will occur.
To illustrate, imagine if the individual’s multiple victimisations are a
sequence of crime events. A possible scenario would be: a thief steals a phone;
they illegally sell it to someone who knows it is a stolen phone; the buyer
illegally accesses personal information stored in the stolen phone; they then
make purchases with that information online. This sequence involves four
illegal acts — theft of phone, illegal purchase of a stolen item, unauthorised
access of credentials, and unauthorised payment, for which the probability of
each subsequent crime occurring is ‘multiplied’ following the initial theft (see
Felson, 2010). However, for poly-victimisation, multiple different crimes
need not be causally related. The example of poly-victimisation mentioned in

the paragraph above — bike theft, receiving a fraudulent call, and hacking —

278



might comprise independent and unrelated events involving different
offenders. Therefore, the use of poly-victimisation in this thesis does not
imply any causal links between crime events, other than say the victim’s
behaviour and/or attributes may make him or her vulnerable to multiple

different online victimisations.

The existence of poly-victimisation among some high-risk individuals is
not a new finding and research identifying it can be dated back to at least the
1980s. For example, based on the 1972-1975 US National Crime Survey,
Reiss (1980) presented a ‘crime-switch matrix’ to cross-tabulate poly-
victimisation experienced by the same individuals, including rape, assault,
robbery, larceny and burglary, concluding that personal larceny and
attempted assault was the most frequent combination of poly-victimisation
observed in the data. Reiss further identified that the recurrence of crimes
against the same targets (either households or house members) was more
frequent than would be expected on the basis of chance alone (Reiss, 1980).
Similar clustering is also observed in violence. For example, research
suggests that a child who has been physically assaulted is more likely to also
experience sexual assault either during a survey period (Finkelhor, Turner, et

al., 2011) or in his or her lifetime (Finkelhor et al., 2009).

Poly-victimisation experiences are often accompanied by serious
consequences, such as mental health issues (Alvarez-Lister et al., 2017;
Schaefer et al., 2018), self-harm (Baldwin et al., 2019) or suicidal
thoughts/plans (Le et al., 2016), and distress symptoms (Finkelhor, Shattuck,
etal.,2011). Studies have shown that poly-victimisation is related to a greater
number of mental health problems than single criminal victimisation (Hamby
et al., 2018) or than the repeated experience of the same form of victimisation
(Turner et al.,, 2017). Noticeably, compared to research on repeat
victimisation, poly-victimisation remains a less researched field. As

mentioned in Chapter 2 (Section 2.3.2), results returned from searches on
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Google scholar between 2016 and 2020! for “poly AND victim” is around

one fourth of that found for searches of “repeat AND victim”.

To recap briefly what has been covered in Section 2.3.2, to date the
majority of studies on poly-victimisation have focussed on children and
adolescents as victims of violence (Almeida et al., 2020; Kretschmar et al.,
2017; Leoschut & Kafaar, 2017) and their relationship with mental health
(Alvarez—Lister et al., 2017; Haahr-Pedersen et al., 2020; Latsch et al., 2017).
This line of research has subsequently identified a series of risk factors
associated with an increased likelihood of experiencing multiple forms of
violence. Among the few studies applying an ecological approach to explore
poly-victimisation, a study using a Finnish sample has identified robust
correlates between poly-victimisation and personal/family backgrounds
among pupils aged 12-13 (sixth graders) and 15-16 (ninth graders) years. It
suggests that a LRAA may help explain poly-victimisation (Ellonen & Salmi,
2011). That is, their study suggested that poly-victims tend to spend most of
their free time alone and spend a lot of time in public spaces, while those who
spend most of their free time with their family appear to report relatively low
levels of poly-victimisation. Moreover, alcohol consumption, drug use,
smoking, and delinquency are found to be associated with the self-reported
experience of poly-victimisation. Other identified risk factors include
personal vulnerability such as a chronic disease and disability (Le et al.,

2016)>.

' T used “poly AND victim” as a keyword to search on Google scholar and it returned 9,430
results, compared to 35,300 results for “repeat AND victim” since 2016. The search was
conducted on 16™ August 2020.

2 In relation to family/environmental factors, Ellonen & Salmi’s (2011) research has also
suggested correlations between poly-victimisation and family structure as well as other kinds
of living situations. For example, compared to those children who live in a nuclear family or
a stepfamily with a biological father and stepmother, those who live with a single-parent
father or with a mother and a stepfather report more poly-victimisation. Other living
situations related to poly-victimisation include a poor family financial situation, frequent
parental fighting, seeing parents intoxicated, and poor family communication (e.g. not having
dinner together, or parents not knowing with whom their children spent free time) (Ellonen
& Salmi, 2011).
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In recent years, academic attention has increasingly been paid to the
subject of cyber poly-victimisation as the internet is expanding. Noticeably
most of the studies on cyber poly-victimisation focus on separate, fairly
narrow categories of online victimisation experiences, such as cyberbullying
and harassment (e.g. Cénat et al., 2019; Q. Chen et al., 2018; Mitchell et al.,
2018). Such a focus of cyber poly-victimisation implies two points. First,
research on online poly-victimisation has exhibited a similar focus on youth
poly-victims to that in an offline context. Second, little research on cyber
poly-victimisation has been centred on other types of online poly-

victimisation, such as malware or unauthorised access to devices.

The narrow focus of research on online (poly)victimisation makes it
unclear if the LRAA applies to online poly-victimisation beyond
cyberbullying/harassment. However, at least certain victim characteristics
have been suggested by research in the context of poly-victimisation. In
Mitchell’s et al. (2018) study on harassment involving technology use (i.e.,
internet and cell phone) across the US, poly victims tended to be older youths
(aged 16-20 years than 10-15 years), living in single-parent homes, of
Hispanic ethnicity, with delinquency, drinking alcohol experience, trauma
symptomatology, and getting lower grades in school®. An overlap between
both a victim and a perpetrator was also observed among poly victims.
Mitchell et al.‘s (2018) study further found poly-victims interacted with peers
in more intense and risky ways with respect to technology use. For example,
they tended to have much larger online social networks, a higher level of text
message communications, use the internet more intensely (more than five
hours per day), and were found more likely to exchange digital photos. These
findings suggested that online behaviours may contribute to cyber poly-
victimisation. However, it is noted that this finding on the positive
relationship between involvement in social networking and cyber poly-
victimisation indicated a contradictory notion to previous offline research,

which suggested a negative direction — poly victims were often alienated or

* Note that gender was found no statistical implications for cyber poly victims in this study.
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isolated from peer social networks (Finkelhor et al., 2007b; Litsch et al.,
2017). The role of social networking might therefore be different for online
and offline poly-victimisation, and/or vary by different types of cybercrime.

This uncertainty suggests that more research is warranted.

To summarise then. First, presently research on poly-victimisation is
adolescent-limited; it has overwhelmingly focussed on youth issues either in
an offline or online context; thus, less is known about the extent, nature and
patterns of poly-victimisation among other population groups. Second,
research on cyber poly-victimisation is centred mostly on cyberbullying.
Knowledge about the extent and patterns of other types of cyber poly-
victimisations, such as malware or unauthorised access to device, is limited.
Third, little research has systematically applied a LRAA to explore patterns
of cyber poly-victimisation and in particular the profile of poly cyber victims,
other than cyber bullied/harassed victims. Finally, as with criminological
research more generally, there is presently little research on cybercrime in
Taiwan. This final empirical chapter in this thesis seeks to address these

research gaps.
7.2 The current study

As mentioned in Chapter 6 and above, many existing cyber-related studies
share a common weakness: by focusing on one single form of cyber
victimisation (especially cyberbullying), they fail to shed light on the extent
and patterns of poly-victimisation. The primary focus on one form of cyber
victimisation alone creates a variety of problems. First, it underestimates the
burden of victimisation that an individual has experienced. For example,
those who have their electronic device attacked by viruses may also suffer
identity theft. There might be some link between these two types of
cybercrime; however, it is often the case that cybercrime research treats forms
of cyber victimisation in isolation, excluding other forms in a single model.
Second, existing research largely fails to show the interrelationships among

different forms of online victimisation. Victimisations may cluster due to
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high-risk environments. In the case where only one form of online
victimisation is assessed, the interconnections (or shared risk factors) are very
likely to be overlooked. Hence, researchers should aim to examine the

intersection of multiple victimisations, also known as poly-victimisation.

The previous chapter aimed to distinguish non-victims from victims in the
context of cybercrime in Taiwan. This chapter, as a complement to Chapter
6, aims to understand the differences in victims of a single form of cybercrime
from those who experience multiple forms of cybercrime over the study
period (i.e. poly-victims). Consequently, the purposes of this study are to (a)
explore the prevalence of poly victimisation among the Taiwanese population
and (b) examine the differences between single victimisation and poly-
victimisation. Two research questions are considered here: (1) is there
evidence of online poly-victimisation in Taiwan? and (2) do victimisation
patterns vary between single and poly-victimisation online? The following

hypotheses are proposed:

e HI: There is significantly higher concentration of poly-victimisation

than would be expected on the basis of random victimisation.

If poly-victimisation is found to be non-random, and given that Chapter 6
found that different types of victimisations exhibited different patterns, it is
expected that there should be some patterns of poly-victimisation to be
observed. Based on prior findings that some online activities act as specific
risk factors for specific crimes, and that poly-victimisation is more complex

than one single form of victimisation, the second hypothesis is:

e H2: Poly-victims participate in more online activities than single

victims (defined here as victims with one victimisation).

By saying more involved online, it means that it is hypothesised that poly-
victims would demonstrate various and a higher level of participation in sorts

of online activities.
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7.3 Data and measures

This section describes the data used for analyses. Briefly, the dataset is the
same as that used in Chapter 6 — the DOSIH. Dependent variables are
individuals’ experience of (poly)victimisation while independent variables
were designed to capture aspects of the LRAA. Most of the variables used in
the current study were also covered in Chapter 6. The reader should refer to
the previous chapter for more detailed descriptions of these variables (Section
6.3.2), with the following section focussing only on those variables that did

not feature in the previous chapter and are specific to the current analysis.

7.3.1 Data

The data used in this chapter were taken from the DOSIH conducted in 2017.
Details on the nature, strengths, and limitations of these data were provided
in Chapter 3 (Section 3.2.2.2) and Chapter 6 (Section 6.3.1). Briefly, the
DOSIH used a stratified random sampling method to collect data from a
representative sample of 9,337 citizens aged 12 years and above residing in
Taiwan. The DOSIH utilised computer-assisted telephone interviewing
(CATI) to collect the data. The surveys were primarily designed to understand
generational and regional differences in access to and experience of the
internet and computer devices. Cybercrime victimisation was not the primary
focus of the survey. However, questions were asked about respondents’
experiences of cybercrime that closely resemble items commonly used in
victimisation surveys. To my knowledge, no research has examined
cybercrime victimisation, let alone cyber poly-victimisation, using the

DOSIH datasets.

Two sub-samples of data are used here. The first analysis uses data relating
to all survey respondents who reported having access to/experience of the
internet. This is because, as mentioned in Chapter 6 and elsewhere (Yar &
Steinmetz, 2019), the recruitment of data from samples without internet

access could produce inaccurate and misleading results on the extent of
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cybercrime — someone who doesn’t go online cannot be the victim of a
cybercrime. Therefore, the first subset of data used in this study included
6,806 participants (who reported using the internet) out of the original 9,337
survey respondents. Next, in order to investigate the differences between
single victims and poly-victims, the second part of analysis reported in this
chapter uses data relating on to those survey respondents who reported being
the victim of cybercrime (n = 1,715). Survey respondents who did not
experience any cybercrimes over the survey period were hence excluded from

this part of the analyses.

7.3.2 Dependent variables for cyber poly-

victimisation

The dependent variables (DVs) used here drew on respondents’ self-reported
experience of cybercrime victimisation as measured in the DOSIH. In the
DOSIH, a binary response of victimisation for each type of cybercrime was
recorded. As the purpose of this chapter is to distinguish single victims from
poly-victims, DVs were recoded into four categories: (1) verbally abused
victims; (2) victims who experienced one property-related cybercrime; (3)
victims who experienced multiple property-related cybercrimes; and (4)
mixed poly-victims. The first two categories refer to single victimisation; the
first category contains victims suffering verbal abuse alone, while the second
contains those who experienced only one type of property-related cyber
victimisation — either identity theft, fraud, or virus infection. The last two
categories refer to poly-victimisation; the third refers to poly-victims who
suffered different forms of property-related cybercrime, while the last
category refers to poly-victims who experienced a mix of both verbal abuse
and property-related cybercrimes. Note that the 2017 DOSIH only measured
participants’ experiences of cybercrime victimisation as a binary response
(yes or no), without entries on the exact times of victimisation. Hence, the
DVs used in this chapter did not contain a category of multiple verbally

abused victims due to the lack of information about multiple experiences of
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such an offence. Instead, poly-victims were categorised by property-related

poly-victims and mixed poly-victims.

Table 7.1 shows the categories used to describe respondents’ experiences
of cyber (poly-)victimisation. Four codes represent different types of cyber
victimisation, with “0” denoting verbally abused victims and “3” denoting

mixed type of poly-victimisation.

Table 7.1 Description of cyber (poly)victimisation, DOSIH 2017, Taiwan

Risk Number of

code Category victimisations Description

0 Vprbally abused 1 One experience of verbal abuse
victims

| One property- | One experience of identity theft, fraud,
related victim or virus

Property-related Only experience of multiple (or say

poly-victim - poly) property-related cybercrime
3 Mixed poly-victim > 2 Mixed experience of verbal abuse and
property crime
n=1,715

7.3.3 Independent variables for cyber poly-

victimisation

The independent variables (IVs) used here were those used in the previous
chapter (see Section 6.3.2), namely variables relating to exposure/proximity
to risk online, target attractiveness/vulnerability online and online

guardianship.
7.3.3.1 Demographic controls for cyber poly-victimisation
Based on the literature and the findings reported in Chapter 6, demographic

variables, judged to have a mediating effect on individuals’ lifestyles, were

also included in the analysis to examine if there is any significant difference
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in victims’ profiles between single and multiple forms of cybercrime
victimisation. The demographic controls were age, income, employment,

university degree holder, and gender.

To recap, age was recorded as ordinal responses (1 to 8)* rather than a
continuous variable. A preliminary analysis of clustering of users’ ages found
three clusters. Hence, the variable of age was categorised into three groups,
in which 0 represents those who are aged 12 to 19 years old, 1 for adulthood
between 20 and 49 years old, and 2 for those aged 50 years or older.

Income was dichotomised on the basis of median monthly income —
NT$30,000 to less than NT$40,000 (about GBP£785 ~ GBP£1,045)°, with “0”
standing for earning less than or equal to the average and “1” for earning more
than the average monthly income. The remaining three variables were also
binary, with “0” referring to those who were female, unemployed, and
without a university degree, and “1” referring to those who were male,

employed, and held a university degree.

Again, this study included demographic variables as a control of mediating
effect on person’s routine-lifestyles. Hence, a conservative expectation of

their relationship with cybercrime (poly)victimisation was held.

Further, extensive evidence shows that an individual’s routines and
lifestyle choices play a significant role in the probability of being victimised
(Cohen & Felson, 1979; Jensen & Brownfield, 1986). The analysis thus
included lifestyle-routine IVs — personal online activities, vulnerability and

guardianship. Below I discuss them in turn.

4 “1” representing people aged 12 to 14 years old, “2” for people aged 15 to 19 years old, “3”
for 20 to 29 years old, correspondingly to “6” for 50 to 59 years old, “7” for 60 and 64 years
old, and “8” to people aged 65 years old and older.

5 Taiwan’s median regular earning was about NT$39,000 (approx. £1,000) per month in 2017.
Data was released on 24 December 2018 by the National Statistics, R.O.C. (Taiwan) at
https://www.stat.gov.tw/ct.asp?xItem=43645&ctNode=6357&mp=4
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7.3.3.2 Exposure/proximity to risk independent variables for

cyber poly-victimisation

There were 13 types of online activities considered: (1) taking online courses
(Course); (2) searching for information online (InfoSearch); (3) instant
texting message (Message); (4) watching videos online (Video); (5) playing
online games (Gaming); (6) free internet calling (Call); (7) Facebook posting
(FBpost); (8) searching for product review (ReviewSH); (9) online
purchasing (Purchase); (10) online banking(Banking); (11) retrieving
information on government websites (GovInfo); (12) making payment on
government websites (GovPay); and (13) downloading data from government
websites (GovDL). To simplify the visualisation of clustering, online
activities with their scale of participation were recoded into three levels — 0
as less frequent (“no use” and “less than once a month”), 1 as moderately
frequent (“at least once a month” and” at least once a week”), and 2 as very
frequent (“once a day” and “several times a day”). This three-level scale
applied to all variables of online activities involved in this study. It was
expected that poly-victims, if distinct from single victims, would demonstrate

more various and a higher level of exposure to online activities (H2).

7.3.3.3 Target attractiveness/vulnerability independent

variables for cyber poly-victimisation

Vulnerability, as conceptualised in this study, comprised four variables —
aggressive posting, disability, Wi-Fi use, and hospital e-booking (also known
as hospital e-Service). The former three variables were binary, with “0”
standing for participants without aggressive posting, disability and Wi-Fi use,
respectively, and “1” denoting aggressive posting, presence of a self-reported
disability and Wi-Fi use. The last variable, hospital e-booking, was measured
in three-levels — “0” as less frequent (“no use” and “less than once a month”),
“1” as moderately frequent (“‘at least once a month” and” at least once a

week”), and “2” as very frequent (“once a day” and “several times a day”), in
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line with other variables of online activity mentioned above. This variable is
a measure of vulnerability, in a sense that the more frequent an individual
uses hospital e-booking, the more likely that they have health problems (e.g.
chronic diseases). All things being equal, this may make them more

vulnerable to cybercrime (Le et al., 2016).

Drawing on the findings of the previous chapter, it was predicted that
aggressive posting would be more likely to relate to verbal abuse
victimisation. However, given that it was also found in the previous chapter
that the effect of aggressive posting was less consistent across property-
related victimisation, no prediction about its link to poly-victims is made in
the current study. Otherwise, poly-victims were expected to demonstrate a
higher level of vulnerability — disability, Wi-Fi use, and hospital e-booking

than were victims of single cyber victimisation.

7.3.3.4 Guardianship independent variables for cyber poly-

victimisation

Three variables were used here as proxies for online guardianship — living
with someone, mobile internet access, and government notification. The
variable “living with someone” was recorded in a binary fashion, with “0”
representing the respondents living alone and “1” representing living with
someone else. Living with others is regarded a concept of guardianship in an
offline context; yet considering the solitary aspect of the internet use, I held

an open attitude toward the guardianship of live-in family in an online context.

Mobile net access was measured by respondents’ access to the internet via
portable devices such as smartphones or laptops, with “0” denoting no
possession of such a device. It was assumed that access to portable devices
was linked to increased exposure to the internet without others’ supervision
(guardianship). As above, the expectation was that poly-victims would
demonstrate a higher level of mobile net access than did victims of single

victimisation.
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Government notification variable indicates the frequency that respondents
received warning from the government about the disaster (e.g., tsunami,
earthquake) alerts. It was recoded into a three-level response, with “0” as less
frequent (“no use” and “less than once a month”™), “1”” as moderately frequent
(“at least once a month” and” at least once a week™), and “2” as very frequent
(“once a day” and “several times a day”). It was assumed that government
notification would be linked to infrastructure construction. A higher level of
government notification might indicate a higher level of infrastructure, so a
higher level of government supervision of internet security, and so a lower
chance of cyber victimisation. Provided that patterns of single
cybervictimisation are distinct from poly-victimisation, it was expected to
demonstrate a different yet lower level of government notification among
poly-victims as they may receive less supervision of internet security from

the authority.

Table 7.2 shows the descriptive statistics of the variables used to model
(poly)victimisations (n = 1,715) in this chapter®. It shows that single property-
related cybercrime victims constituted nearly 70 percent of cybercrime
victims in the 2017 DOSIH, followed by property-related poly-victims
(17.96%), one-time verbally abused victims (7.46 %) and mixed type poly-
victims (5.25%). The majority of respondents tend to be adults (58.78%),
those earning less than the average (68.05%), employed (75.98%), those
without a university degree (55.92%), and males (50.38%).

Table 7.2 further indicates some notable patterns of online behaviours
among DOSIH respondents, of which respondents were less involved in
government websites related activities. Conversely, respondents were more
involved in activities such as instant text messaging, watching videos, or

making free internet calls. With regard to target attractiveness/vulnerability,

® The descriptive statistics of variables drawn upon a greater sample including both cyber-
victims and non-victims (n = 6,806) can be referred to Chapter 6 (Table 6.1).
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Table 7.2 Descriptive statistics of variables, 2017 DOSIH, Taiwan

Variables Frequency %
Victimisation

One Verbal abuse victim (0) 128 7.46%

One property-related victim (1) 1,189 69.33%

Property-related poly-victim (2) 308 17.96%

Mixed poly-victim (3) 90 5.25%
Age

Young people (12-19 yrs.) (0) 155 9.04%

Adulthood (20-49 yrs.) (1) 1,008 58.78%

Older people (>=50 yrs.) (2) 552 32.19%
Income (GdIncome)

Earn less than the avg. (0) 1,167 68.05%

Earn more than the avg. (1) 548 31.95%
Employment

Unemployed (0) 412 24.02%

Employed (1) 1,303 75.98%
Education (Uni)

Without Uni degree (0) 959 55.92%

With Uni degree (1) 756 44.08%
Gender

Female (0) 851 49.62%

Male (1) 864 50.38%
Online course (Course)

Little usage (0) 1,420 82.80%

Moderate usage (1) 248 14.46%

Frequent usage (2) 47 2.74%
Information searching (InfoSH)

Little usage (0) 294 17.14%

Moderate usage (1) 737 42.97%

Frequent usage (2) 684 39.88%
Instant messaging (Instant message/MSQ)

Little usage (0) 50 2.92%

Moderate usage (1) 109 6.36%

Frequent usage (2) 1,556 90.73%
Watching video online (Video)

Little usage (0) 249 14.52%

Moderate usage (1) 536 31.25%

Frequent usage (2) 930 54.23%

(continued)
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Table 7.2 (continued)

Variables Frequency %
Online gaming
Little usage (0) 941 54.87%
Moderate usage (1) 218 12.71%
Frequent usage (2) 556 32.42%
Free internet calling (call)
Little usage (0) 283 16.50%
Moderate usage (1) 701 40.87%
Frequent usage (2) 731 42.62%
Facebook posting (FBpost)
Little usage (0) 944 55.04%
Moderate usage (1) 651 37.96%
Frequent usage (2) 120 7.00%
Product review search (ReviewSH)
Little usage (0) 733 42.74%
Moderate usage (1) 783 45.66%
Frequent usage (2) 199 11.60%
Online purchase (Purchase)
Little usage (0) 992 57.84%
Moderate usage (1) 694 40.47%
Frequent usage (2) 29 1.69%
Online banking (Banking)
Little usage (0) 1,193 69.56%
Moderate usage (1) 439 25.60%
Frequent usage (2) 83 4.84%
Retrieving information on government
websites (GovInfo)
Little usage (0) 1,289 75.16%
Moderate usage (1) 393 22.92%
Frequent usage (2) 33 1.92%
Payment on government websites (GovPay)
Little usage (0) 1,670 97.38%
Moderate usage (1) 42 2.45%
Frequent usage (2) 3 0.17%
Downloading data from government websites
(GovDL)
Little usage (0) 1,610 93.88%
Moderate usage (1) 95 5.54%
Frequent usage (2) 10 0.58%
(continued)
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Table 7.2 (continued)

Variables Frequency %
Online posting tendency

Non-aggressive posting (0) 1,642 95.74%

Aggressive posting (1) 73 4.26%
Disability

No disability (0) 1,439 83.91%

Has disability (1) 276 16.09%
Wi-Fi access (Wi-Fi)

No Wi-Fi access (0) 168 9.80%

Had Wi-Fi access (1) 1,547 90.20%
Hospital e-booking service (HPbook)

Little usage (0) 1,452 84.66%

Moderate usage (1) 262 15.28%

Frequent usage (2) 1 0.06%
Live-in family

Live alone (0) 91 5.31%

Live with someone else (1) 1,624 94.69%
Internet mobility

Fixed-spot internet access (0) 330 19.24%

Flexible internet access (1) 1,385 80.76%
Government notification

Little usage (0) 1,432 83.50%

Moderate usage (1) 247 14.40%

Frequent usage (2) 36 2.10%
n=1,715
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nearly five percent of respondents reported having an aggressive posing
tendency, about 16% reported themselves with a disability, over 90% had Wi-
Fi access, and about 15% moderately used hospital e-Service. For
guardianship-related variables, about 95% of respondents reported living with
others, around one fifth had no mobility of the internet access, and 15%

received government notification on a moderate frequency.

All the independent variables were first entered into the model of analysis,
and a variable selection procedure was then conducted. The analysis of the
use and procedure of variable selection is detailed in the section below on

analytical strategy.

7.4 Analytical strategy

Following the strategy employed in Chapter 5, this study uses descriptive
statistics and Lorenz curves to explore if there is a pattern of poly-
victimisation for cybercrime in Taiwan to test the hypothesis “There is a
significantly higher concentration of poly-victimisation than would be

expected on the basis of random victimisation” (H1).

The descriptive statistics and Lorenz curves to be used in this study would
demonstrate how cybercrime victimisation concentrates across targets (n =
6,806). These approaches are similar to the analyses presented in Chapter 5,
in which the distribution of repeat victimisation was displayed. However, it
is noted that the concentrations to be displayed in the current study refer to
the distribution of poly-victimisation and not instances of repeat victimisation

as presented in Chapter 5.

This means, in this study, the distribution of victimisations would
accumulate when a respondent experienced multiple types of cybercrime, but
the extent and concentration of poly-victimisation should not be understood
as repeat victimisation of a same type of crime. Simply put, the illustration of

relevant figures could be taken similarly to repeat victimisation analyses in
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Chapter 5 yet not identically. Following these measures, a more advanced
analytical strategy — Bayesian profile regression — is used to examine if
victimisation patterns and mechanisms vary between single and poly-

victimisation in an online context (H2).
7.4.1 Bayesian profile regression

The logistic regression is the conventional statistical technique to deal with
data with a binary outcome. However, in the current study it would be
desirable to include all four types of cybercrime victimisation and poly-
victimisation in one model, suggesting the use of generalised linear regression.
However, the use of generalised linear regression would need to be taken with
caution when the model consists of highly inter-related independent variables
(Molitor et al., 2010; B. H. Patterson et al., 2002). Where highly-correlated
independent variables are introduced into analyses, the association between
the outcome and one independent variable could reach a high level of
statistical significance by that specific variable alone but not in the presence
of many other correlated variables. This is because that specific variable may
account for most of the multivariate significance while the other variables
make little contribution. It is thus challenging to tell if the high level of
significance is being achieved by one independent variable or the introduction
of other independent variables. Where this is the case, an innovative way to
address these problems has recently been developed in health and medical
research (El-Saifi et al., 2019; Hastie et al., 2013; Mattei et al., 2016) and will
be used here -BPR.

Figure 7.1 is a correlation matrix for the 14 ordered online activities (i.e.
13 exposure IVs and one vulnerability IV) asked about in the DOSIH survey.
The principal diagonal displays the distribution chart for each variable. The
cells below the principal diagonal display the scatterplots represented by the
intersection of the row and column variables. The cells above the principal

diagonal display the Spearman’s rank correlation coefficients between
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Figure 7.1 Correlation matrix for ordered variables of online activities from 2017 DOSIH, Taiwan. * p <.05; **p<.01; ***p<.001
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variables. For example, taking online courses and searching for information
online were significantly and positively related (rho = 0.19, p <.001). Taken
together, Figure 7.1 suggests that many of these variables are highly
correlated. The most highly correlated variables were online purchasing and
searching product reviews online (rho = 0.55, p < .001). The highly
intercorrelated nature of these variables suggests that using a standard
regression model might be problematic. Although the posterior collinearity
check of the logistic regression in Chapter 6 did not reach a worrying level
(VIF = 1.63, less than 3), it is still worth considering if there is an alternative
analytical strategy to complementarily examine patterns and predictors of

cybercrime (poly)victimisation in one model.

My first approach to deal with intercorrelation concerns was to simplify
the levels of online activities from six to three. However, variables of online
activities with three levels had a similar intercorrelation issue. Figure 7.2 is a
replication of Figure 7.1, except that Pearson Chi-square analyses were
performed instead of Spearman’s correlation and statistics of Cramer’s V
were provided in cells below the main diagonal. Most of the cells were shown
in red as significantly correlated (p < .001) with each other, suggesting

intercorrelation issues that were similar to Spearman’s correlation matrix.

A profile analysis was then considered, as it enabled me to classify
research targets from a heterogeneous population into smaller, more
homogenous subgroups based on their values. For profile analysis, variables
are not limited to continuous variables but can be combinations of continuous,
count, and/or categorical variables as indicators of latent class. Compared to
the classical analysis of logistic regression demonstrating the importance of
individual predictors, profile analysis offers additional insights into what

dimensions of exposure are linked to the outcome risk (Hastie et al., 2013).
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Superior to traditional clustering methods such as latent class and profile
analysis, BPR allows the number of groups to vary within subgroups and an
outcome variable of interest to be entered into the model, considering the
influence of outcome variable on cluster membership. This is because BPR
takes a Dirichlet process to cluster respondents with similar independent
variable profiles and associates them with outcomes via a regression model
(Molitor et al., 2010). That is to say, BPR can model the risk of groups of
participants rather than the risk of individual participants taken from

conventional regression methods.

A simple example of how the model could be used to explore associations
between a categorical outcome and an independent variable is the associations
between skin cancers (outcome) and sun exposure (independent variables).
The outcome may contain no or some type of skin cancer while the
independent variables contain sun exposure characteristics — for example,
intensity, duration, and the use of sunscreen — that are categorised into three
discrete and ordinal levels as appropriate. Assume subjects of study are split
into three clusters based on the analysis of cancer risk: cluster 1 containing
subjects at high risk for skin cancer, cluster 2 containing subjects at average
risk, and cluster 3 containing subjects at low risk. By looking at the average
profile (i.e. probabilities of independent variable values) in the high-risk
cluster 1, one might find, for example, a higher-than-average probability of
being in the highest intensity category, the longest duration category, and a
reduced probability of applying sunscreen. However, in practice, there might
be more than three clusters, which provide a more subtle interpretation of

associations between risk and independent variable combinations.

Suppose the cancer study above recruits N subjects and has J independent
variables of interest, where i denotes an individual subject, and j denotes an
independent variable. For each subject, y; represents an observed outcome (of
skin cancer) and x; = (x;,...,x;s ) represents an independent variable profile
(of sun exposure). Taking formulation from Hastie et al.'s (2013) study, for

each subject of individual that is independent of every other, the joint
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probability model for the outcome y; and profile X; can be specified

algebraically as’:

p{Ye Xi] 0 = B2, 012,05, -)} = D Wep(¥il6e, Bo}p(X;l6e, 60}
c=1

(7.1)

where w. denotes the weight of the ¢” cluster, @. the cluster-specific

parameter, and @ some global parameters. The outcome y; and profile X;are
conditional on @. and @). To make inference, let Z; be the additional
allocation parameter and Z; = ¢ denotes that individual i is assigned to the ¢
cluster. Should prior allocation probabilities be given as p (Z; = ¢) = ., then
one can make posterior inference on the groupings of the individual based on
Z= (21, 2, ..., Zn).

In the case where outcome and independent variables are nominal like the
cancer study example:

XijlZi=c~ Multinomial(l, ¢Zi.j)'

(7.2)

where ¢, j = (Pcjs1,Pc)2,...,PcjLj) represents the vector of probabilities
associated with cluster ¢ for each of the possible levels L; that could be
observed for independent variable j (Hastie et al., 2013).

Given that Stata merely allows traditional profile clustering analysis but

not BPR, I used the R (3.6.0 version) package ‘PReMiuM’ to perform the
BPR analysis.

7.4.2 Examining clustering output

To specify the model and estimate how many clusters would be investigated,
an exploratory approach is usually taken. The exploratory approach should
depend on theory and previous research. This approach involves estimating
one more group than is expected and it is suggested that additional clustering

is estimated until a statistically proper and/or practical solution is no longer

7 Vakhitova et al.’s (2019) study was the first attempt to apply BPR to crime research and a
simplified yet clear description of BPR could be found in their Appendices.
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obtained (Berlin et al., 2014). An effective way to identify the optimal
clustering is to use the posterior output as suggested by Molitor et al. (2010).
The PReMiuM package enables R users to manipulate models in which the
number of groups can be changed from iteration to iteration of the sampler.
The optimal clustering was identified by Silhouette width statistics, which
could be found in Table 7.3. The figures suggest that the optimal number of
groups would be four, with each cluster size as 608, 278, 362, 467,

respectively.

Table 7.3 Support for different numbers of clusters

Number
of 3 4 5 6 7 8 9 10 11 12
clusters

Mean of
support

n=1,715.

0.57 063 056 060 054 053 055 056 0.58 0.57

7.4.3 Variable selection

In the case that the proposed model of profiles is constructed by a great
number of independent variables, it is common to see a considerable number
of independent variables that do not contribute to the clustering. A variable
selection procedure is thus often required to avoid the risk of over-fitting the
model. As suggested by the relevant literature (Burnham & Anderson, 2002;
Papathomas et al., 2012; Vakhitova et al., 2019), I conducted some statistical
procedures of variable selection in the PReMiuM package. The rationale
behind this was to identify the variables that were most influential in the
formation of clusters, which was determined by figures of posterior inclusion
probability distributions (in R as rho statistics). Table 7.4 provides these rho

statistics across variables.
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Table 7.4 Posterior median inclusion probability of variables

Variables Rho Kept in the
median refined model

Demographic controls

Age 1.00 A%
Income 0.93 \Y
Employment 0.78 \Y
Education 0.77 \Y
Male 0.56
Exposure to risk/ Proximity to offenders
Watching video online 0.95 v
Online gaming 0.91 A%
Online purchasing 0.84 A%
Information search 0.82 A%
Product review search 0.82 v
Facebook posting 0.77 v
Online banking 0.70 \Y
Retrieving information on government 0.68
websites
Free internet calling 0.62
Instant message 0.52
Online course 0.49
Downloading data from government 0.46
websites
Payment on government websites 0.31
Target attractiveness/ vulnerability
Wi-Fi use 0.87 v
Hospital e-booking service 0.72 A%
Aggressive posting 0.00
Disability 0.00
Guardianship
Government notification 0.08
Live-in family 0.00
Mobile net access 0.00

n=1,715
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Figure 7.3 and Figure 7.4 demonstrate posterior inclusion probability
distributions for subjects’ vulnerability and guardianship variables. The
figures indicate that, for example, “Wi-Fi use” contributed to the explanatory
model with the median inclusion probability being greater than 80 percent,
while aggressive posting tendency did not, with the median inclusion
probability being nearly zero. Hospital e-booking service and disability had a
similar interpretation. In line with Chapter 6 that suggested little effect of the
traditional concept of guardianship on cybercrime victimisation, all three
variables of guardianship were found to make little contribution to the model
exploring patterns of single victims and poly-victims. Therefore, variables

related to guardianship were excluded in the current BPR model.
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Figure 7.3 Posterior probability distributions of vulnerability variables based
on 10,000 iterations of the BPR algorithm
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Figure 7.4 Posterior probability distributions of guardianship variables based
on 10,000 iterations of the BPR algorithm

Figure 7.5 shows posterior inclusion probability distributions for four
variables of online activities — online banking, gaming, watching the video,
and instant message. Noticeably, the histogram of instant message does not
have clear cuts, in which the inclusion probabilities are uniformly distributed
(see the bottom right panel of Figure 7.5). This variable is shown to be less
informative than others with high median inclusion probabilities of over 90
percent (say, online gaming or watching video online). This figure does not
imply that the effect of instant message should be ignored but more

information will be required beyond this dataset.

Based on the current dataset and previous research, it was reasonable to
select independent variables with a cut point of 70 percent in terms of
posterior median inclusion probabilities. The number of variables was

reduced from 25 to 13 (see Table 7.4).
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Figure 7.5 Posterior probability distributions of online activity variables
based on 10,000 iterations of the BPR algorithm

7.5 Results

As indicated above, three sets of results are reported here, namely the
descriptive statistics, the Lorenz curves and the BPR. The descriptive
statistics are given first to show the extent of poly-victimisation in Taiwan, a
phenomenon that hitherto has not been systematically analysed in Taiwan.
Then, I present the results using Lorenz curves to test H1l: “There is
significantly higher concentration of poly-victimisation than would be
expected on the basis of random victimisation”. The final set of results are
those generated by BPR and relate to H2: “Poly-victims participate in more

’

online activities than single victims.’
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7.5.1 Descriptive statistics of poly-victimisation

Table 7.5 illustrates the prevalence and concentration of online victimisation
in Taiwan using data from the 2017 DOSIH. The table shows that nearly six
percent of individuals reported experiencing two or more forms of online
victimisation in the past year (871 incidents in total, i.e., nearly 40 percent of
the 2,188 reported cases of cybercrime). Such poly victims (n = 398) also
constituted more than one fifth of the general victim population (n = 1,715)
and their incidents made up around 40 percent of all reported cybercrime

incidents among the survey sample.

Table 7.5 The distribution of online (poly)victimisation in Taiwan using data

from the 2017 DOSIH

. Numbgr of Prevalence  Incidence 7 L 7 . 7
victimisations All targets Victims  Incidence
0 5,091 - 74.80 - -

1 1,317 1,317 19.35 76.79 60.19

2 329 658 4.83 19.18 30.07

3 63 189 0.93 3.67 8.64

4 6 24 0.09 0.35 1.10

Total 6,806 2,188 100 100 100

Figure 7.6 presents the distribution of cyber poly-victimisation by
cybercrime type. There were 11 types of poly-victimisations according to the
current data. Types of online victimisation were abbreviated as B (verbal
abuse), I (identity theft), F (fraud), and V (virus). The most common type of
poly-victimisation in the data analysed here was the combination of identity
theft and virus victimisation (IV, 39.20%) whilst the least common was that
of verbal abuse, fraud, and virus (BFV, 0.75%). Victims were less likely to
experience verbal abuse with other types of cybercrime. Visually, there were

two general patterns of poly-victimisation observed in the data analysed here
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— crimes against the person (verbal abuse) and crimes against property

(identity theft, fraud, and virus).

160 45.00%
120
30.00%
80
15.00%
40
0 0.00%

\Y IF FV IFV BV Bl BIV BIF BIFV BF BFV

mmmm Frequency == 9% in Poly-victimisation

Figure 7.6 Distribution of cyber poly-victimisation by types in Taiwan using
data from the 2017 DOSIH (n = 1,715). Types of victimisations are
abbreviated as B (verbal abuse), I (identity theft), F (fraud), and V (virus).

7.5.2 Concentration of poly-victimisation

Figure 7.7 comprises Lorenz curves showing the observed and expected
distributions of cybercrime victimisation in Taiwan. The left panel presents
an inequality in cyber victimisation across the population (Gini index = 0.79)
whilst the inequality of online victimisation risk was lessened over victims
(see the right panel, Gini index = 0.17). Concentration patterns are clearly
discernible. The top 10% most victimised respondents (n= 1,715) accounted
for about 20% of all victimisations (n = 2,188) while the lower 10% accounted
for less than 10% of incidents. Additionally, there was a significantly higher
concentration of multiple forms of online victimisation over victims than

would be expected on the basis of random victimisation (The KS test: D =
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0.52, p <.001). There is therefore statistical evidence to support H1: There is
significantly a higher concentration of poly-victimisation than would be

expected on the basis of random victimisation.

Lorenz curves: Cyber Victimisation in Taiwan

All targets Victims
S 100 100
g Gini: 0.79 ; Gini: 0.17
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G
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o
2 40 40 -
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>
© 20 20
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0 40 80 0 40 80

Cumulative % freq of targets

—— Equality ---- Poisson Observed
Figure 7.7 Lorenz curves with the observed and expected distributions of

cybercrime victimisation in Taiwan using data from the 2017 DOSIH

7.5.3 Patterns of single victimisation vs. poly-

victimisation

Figure7.8-7.10 show the effect of demographic characteristics, vulnerability
and online activities, along with risk profiles identified by BPR, respectively.
These analyses reveal four profiles for the four categories of cyber victim —
“0” for verbal abuse, “1” for one property-related victimisation, ‘“2” for

property-related poly-victimisation, and “3” for mixed poly-victimisations.
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Figure7.8. Demographic controls and risk of profiles identified by BPR. The red-coloured boxes indicate that the 90% credible
intervals for the cluster-specific profile parameter are above the average over clusters, the green-coloured boxes indicate that the
intervals are about the average, and the blue-coloured boxes indicate that the intervals are below the average.
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Figure 7.9 Vulnerability and risk of profile identified by BPR. The red-coloured boxes indicate that the 90% credible intervals
for the cluster-specific profile parameter are above the average over clusters, the green-coloured boxes indicate that the
intervals are about the average, and the blue-coloured boxes indicate that the intervals are below the average.
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Figure 7.10 Online activities and risk of profile identified by BPR. The red-coloured boxes indicate that the 90% credible
intervals for the cluster-specific profile parameter are above the average over clusters, the green-coloured boxes indicate that
the intervals are about the average, and the blue-coloured boxes indicate that the intervals are below the average.
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Columns correspond to the risk of (poly)victimisation and independent
variables, with the posterior distribution of the probability of each category
displayed and cluster labels specified on the horizontal axis. The coloured
points on the boxplots highlight the 5% and 95% quantiles, therefore
representing the 90% credible intervals. The red-coloured boxes further
indicate that the 90% credible intervals for the cluster-specific profile
parameter are above the average over clusters. The green-coloured boxes
indicate that the intervals are about the average, whilst the blue-coloured

boxes indicate that the intervals were below the average.

Table 7.6 summarises four profiles of cyber (poly)victimisation and the
characteristics of group members. The results revealed that there were four
clusters of victims in the Taiwan sample (n = 1,715). Cluster 1 contained
single property-related victims that were above the average over the cluster,
meaning that this group consisted mostly of victims with one victimisation of
either fraud, identity theft, and virus attack. The cluster also contained those
who were elderly, financially inferior, unemployed and those who did not
hold a university degree. With all the seven activities marked as little use, the
cluster members were suggested to be not very active online. Likewise, they
also made little use of hospital e-booking services (a measure of individual’s
vulnerability), suggesting that the cluster members might be less likely to

have health problems.

Cluster 2 contained property-related poly-victims who were above the
average over the cluster, meaning that group members were statistically and
significantly more likely to experience multiple types of property-related
cybercrime — a group of poly-victims but experiencing only property-related
crimes (not online crimes against the person). Demographic characteristics in
Table 7.6 show that those victims were elderly yet earning more than the
monthly median wage. Compared to Cluster 1, Cluster 2 members were more
active online — moderately involved in searching information, watching

videos, and searching product reviews. Yet they seldom posted things on
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Facebook or played online games. No vulnerability related variables were

found to be statistically meaningful.

Table 7.6 Summary of cybercrime victimisation profiles identified by BPR

Profile 1: One property- 2: Property- 3: Verbal abused 4: Property poly-
related victims related poly- victims and mixed victims and mixed
victims poly-victims poly-victims
Demographic  Older people, Older people, Young people, Adults, employed,
earning less than earning more than earning less than university degree
the average, the average the average,
unemployed, no employed, no
university degree university degree
Vulnerability Little use of - Little use of Wi-Fi access,
hospital e-service hospital e-service moderate use of
hospital e-service
Online A lower level of Moderately Frequently Very active online
behaviours online searching watching video
participation information online, frequently
online, moderately playing online
watching video  games, seldom
online, moderately doing online
searching product banking
reviews; seldom
posting things on
Facebook, seldom
playing online
games
n=1,715

Cluster 3 contained both verbally abused victims and mixed poly-victims.
The cluster members were found to be young people, earning less than the
average, employed, without a university degree. Compared to Clusters 1 and
2, these cluster members were more active online. They were found
frequently participating in watching online videos and playing online games.
Yet they made little use of online banking and hospital e-booking services.
One thing to note is that verbally abused victims seemed not to be
distinguished from other types of poly-victims, as those who experienced one

victimisation of verbal abuse were grouped with mixed poly-victims in this
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cluster. This means that those who suffered verbal abuse online were very

likely to share similar characteristics with mixed poly-victims.

Cluster 4 consisted of property-related poly-victims and mixed poly-
victims. These cluster members were found statistically more likely to be
employed, at adulthood, and with a university degree. Among all clusters,
Cluster 4 contained group members who were the most active online. They
were frequently involved in searching information, watching online videos,
online gaming, posting things on Facebook, searching product reviews, and
moderately doing online purchases and banking. Cluster 4 was the only group
that contained members having statistically higher than the mean value of Wi-
Fi usage, suggesting Wi-Fi use was a shared factor between people
experiencing property-related poly-victimisation and mixed poly-

victimisation.

Overall, three out of the four profiles contained poly-victims, with only
one group — Cluster 1- relating to victims with one property-related
victimisation. These profiles may contain victims with different demographic
characteristics. Yet, more importantly, a significantly different pattern is
observed in participants’ levels of online participation between poly-victims
and victims with one property-related victimisation. Victims experiencing
only one victimisation were the group that reported being the least active
online whilst victims experiencing multiple victimisations of property-related
and mixed types of cybercrime were the most active. That is to say, online
routine activities appeared to be significantly correlated with online risk
among survey respondents, and the more one was involved online the more
diverse risks he or she might suffer. This argument is particularly evident in
terms of property-related cybercrimes. These findings provide evidence that
supports H2: Poly-victims participate in more online activities than single

victims.
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7.6 Discussion

Chapter 6 looked at online victimisation across four types of cybercrime. It
therefore distinguished victims from non-victims on the basis of their online
lifestyle-routines. Building on the analyses and informed by the LRAA, this
chapter examined the differences between victims who experienced one
cybercrime victimisation and those who experienced multiple types of
victimisations, referred herein as poly-victimisation. To this aim, the study
used a subset of the 2017 DOSIH dataset comprising 1,715 individuals who
reported experiencing at least one type of cybercrime victimisation in the past

year.

Below I discuss the two hypotheses tested in this study and a further three
key points to emerge from the analyses reported here. Then, prevention

implications of the results and limitations are presented.

7.6.1 Factors associated with cyber poly-

victimisation

The prevalence rate of cyber poly-victimisation based on the 2017 DOSIH in
Taiwan was around five percent. The most common type of poly-
victimisation was identified as identity theft and virus victimisation whilst the
least common type was individuals experiencing verbal abuse, fraud, and
virus. Victims were less likely to experience verbal abuse alongside other
types of cybercrime. Using the Lorenz curves to examine the concentration
of poly-victimisation, the results presented above have provided statistical
support for H1: There is significantly a higher concentration of poly-

victimisation than would be expected on the basis of random victimisation.

Based on the patterns of poly-victimisation observed in the descriptive
analysis, there were four categories of victimisation defined in Chapter 7:
verbal abuse, one property-related victimisation (either fraud, identity theft,

or virus infection), property-related poly-victimisation (two or more
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victimisations of fraud, identity theft, or virus infection), and mixed poly-
victimisation of verbal abuse and property-related cybercrime. Using the BPR,
it is noted that verbally abused victims did not demonstrate a distinctive
profile from other types of victims. It was very likely that those being verbally
abused and those with experiences of mixed victimisation shared some
common characteristics. It was those who were young, earning less than the
average, employed, holding no university degree, frequently watching videos
online, frequently playing online games, yet seldom doing online banking that
would be likely to experience one-time verbal abuse or mixed poly-
victimisation. Other than the unclear profiling between verbally abused
victims and other types of victims, the current BPR analysis has identified

that poly-victimisation does exist in Taiwan online context.

Additionally, to reaffirm what is stated in Chapter 6, online activities were
found to play a major role in the risk of cybercrime victimisation while there
was little evidence of a role for guardianship and victim vulnerability. There
are three points that could be drawn on the BPR — comparing single
victimisation from poly-victimisation. The first point concerns implications
taken from comparisons between -clusters; the second concerns the
application of LRAA in explaining an individual’s risk of poly-victimisation;
and the last discusses the inconsistency between literature and findings in this

study that could inform future research.

First, the comparison between Cluster 1 and Cluster 2 delivers messages
about the differences between single victimisation and poly-victimisation.
The two clusters demonstrate different online behaviours, alongside slightly
different demographic profiles. These two profiles both represent older
people but differ with regard to earning and online lifestyle variables such as
searching information, watching video, and searching product reviews online.
This suggests that older people from a prosperous background showed a
moderate tendency of searching information online as well as watching video
online and searching product review, and they were also more likely to

experience property-related poly-victimisation.
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Furthermore, it is clear that exposure to risk/proximity to offenders,
measured in this study as participation in online activities, is significantly
related to one’s risk of poly-victimisation. The more active an individual
participates online, the higher (or say more different) risk of online
victimisation that one would experience, especially in terms of property-
related victimisation. This finding supports H2: Poly-victims participate in
more online activities than single victims, particularly with regard to
property-related cybercrime. Moreover, correlations between poly-
victimisation and the diversity and intensity of internet use partly support the
finding that poly-victims of cyber harassment tend to use the internet more
intensely (Mitchell et al., 2018). This implies that the current study extends
the correlations between poly-victimisation and the diversity/intensity of
internet use to a wider scope of property-related poly-victimisation beyond

cyber bullying/harassment.

Additionally, drawing on the comparison between Cluster 2 (i.e. property
poly-victims) and Cluster 4 (i.e. property poly-victims and mixed poly-
victims), it is suggested that victims who were most active online — being
highly involved in a diversity of online activities — were those who were most
prone to the mixed type of poly-victimisation. This does not only suggest
devoted online participation as an increased risk of poly-victimisation but also
reaffirm that poly-victimisation is activity-specific. That is to say, a moderate
user of the internet, who seldom posts things on Facebook and seldom plays
online games, might be likely to experience property-related poly-
victimisation but is less subject to mixed poly-victimisations. Echoing the
findings in Chapter 6, this supports the applicability of the lifestyle approach
to an online context, with regard to both single victimisation and poly-

victimisation.

Combined with what is mentioned above, the second point that can be
taken from this study is the application of LRAA to cyber poly-victimisation.
Whilst online lifestyle was correlated with an individual’s risk of poly-
victimisation, other concepts of target attractiveness and guardianship were

not found to play a significant role. This echoes the findings on lifestyle-
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routine approaches in Chapter 6, where online lifestyle was found more
influential than guardianship and target attractiveness on cyber victimisation.
Two implications can be drawn. First, online lifestyle, target attractiveness
and guardianship may have a different explanatory power in explaining online
(poly)victimisations. The varying degree of explanatory power is due to the
chosen proxies. Research has questioned the measure of target attractiveness
and guardianship in an online context (Vakhitova et al., 2019). For example,
the choice of government notification as guardianship in the analysis was
guided by the concept that the government may act as a super controller
combating internet crime (R. Sampson et al., 2010; Vakhitova et al., 2016).
Further, respondents’ high frequencies of receiving government notification
may indicate a better-developed infrastructure. All these factors are expected
to lead to a higher level of government supervision as well as a more secure
infrastructure against cybercrime victimisation. However, this measure might
not accurately reflect the authorities’ actual function as a super controller in
preventing cyber (poly)victimisation and therefore the study found the
frequency of government notification a limited contribution to profiling poly-
victimisation. All these arguments suggest that the measures of target
attractiveness and guardianship in an online context be re-examined and

improved.

The second implication that guardianship did not play a significant role in
online poly-victimisation is that guardianship may act very differently from
offline to online contexts. This argument can be supported by the study
suggesting that offline guardianship does not act as a protective factor against
individuals’ victimisation of cyberstalking (Reyns et al., 2016). This is
because offline guardians cannot supervise, monitor, or protect potential
victims from being victimised online, due to the fluidity of the internet and
privacy of computer use. Hence, a live-in family does not protect individuals
from either single victimisation or poly-victimisation online as it does in
traditional crime, say burglary (see Chapter 4). Briefly, the examination into
the application of LRAA to cyber poly-victimisation found that individuals’

online lifestyles were related to their risk of poly-victimisation. Further, this
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study suggests improvements to be made with measures of target

attractiveness and guardianship in an online context.

Last but not least, the current study suggests a limited effect of social
networking on poly-victimisation, given that the BPR found that instant
messaging (say as a measure of the intensity of social networking) had little
contribution to distinguishing single victimisation from poly-victimisation.
This finding is not in line with research stating that poly-victims are often
alienated or isolated from peer social networks (Finkelhor et al., 2007b;
Latsch et al., 2017). Two possible explanations are proposed for the limited
effect of social networking on poly-victimisation found in the current study.
First, the current study examines poly-victimisations covering both crime
against person (verbal abuse) and crime against property (identity theft, fraud,
and virus) while the aforementioned research (Finkelhor et al., 2007b; Létsch
et al., 2017) applied a smaller scope of cyberbullying/harassment to probe
into poly-victimisations. Put simply, social networking might exert a
significant effect against certain types of poly-victimisations (e.g.
cyberbullying and harassment) but its effect becomes less obvious when one
examines poly-victimisation with a wide range of cybercrime. The second
explanation is that instant messaging might be both a measure of social
networking and a proxy for one’s proximity to potential offenders. As one
uses instant messaging, he or she does not only network with others but also
exposes him/herself to potential offenders and risk of cyber-attack, either
against property or person. This does not mean that social networking is not
an important factor against cybercrime, but it does not necessarily help us
distinguish victims with one victimisation from those with poly-victimisation.
Untangling the effect of social networking on cyber (poly)victimisation

would be a fruitful topic for future research.
7.6.2 Prevention implications

The results presented in the current study show that some personal

characteristics and online behaviours were significantly related to an
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increased risk of poly-victimisation. It follows that addressing these factors

could inform online crime prevention strategies.

The first implication concerns the vulnerability of users and, in particular,
those who use Wi-Fi and hospital e-booking services. The use of Wi-Fi as a
correlated risk factor for the mixed type of poly-victimisation informs a need
for a more secure Wi-Fi connection system being provided by the system
operators. Additionally, users should also be aware that they need to turn to
the more secure alternatives of 4G/5G connections when dealing with their
personal information, e-banking, and so forth. Another vulnerability variable,
measured in this study as respondents’ frequency of using hospital e-booking
services, can inform prevention strategies as well. Briefly, the study found a
relationship between mixed type poly victims and their moderate level of
hospital e-booking service. How this finding can inform prevention can be
discussed in two aspects: (a) the booking system itself was a risk factor and
(b) the booking system was a risk indicator of a person’s vulnerability. On the
one hand, the hospital booking system itself might be a risk factor (e.g.
insecure system) that puts users at greater risk of cyber threats. If this is the
case, the hospital e-booking service should be developed to a more secure
system, with its vulnerabilities identified and addressed. The website owner
— hospital authority — should take responsibility for system security. This
argument calls for regular security reviews conducted by hospital (or further
official) authority, yet information about hospital cybersecurity reviews is not

available in Taiwan at this moment.

On the other hand, this study also considers respondents’ use of hospital
e-booking as a measure of their vulnerability. This means that a person who
uses booking services more frequently is considered more likely to have
health problems (e.g. chronic diseases) that, all things being equal, may make
them more vulnerable to cybercrime (Le et al., 2016). If so, prevention efforts
could also be tailored to these vulnerabilities, for example, through the
running of specific public service awareness campaign targeted at at-risk
population groups. Based on the BPR results, the aforementioned awareness

campaign is suggested to be demographic-specific. That is, considering Wi-
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Fi use and hospital e-booking service are related exclusively to victims at
adulthood, being employed, and with a university degree, possible awareness
campaigns targeting at Wi-Fi users and hospital e-booking users (or say those

with health problems) may therefore be more demographic-specific.

The second prevention implication concerns individuals’ specific online
activities identified as risk factors for the mixed type of poly-victimisation.
These activities were Facebook posting and online video gaming in particular.
Although crime prevention tends to be more effective when crime-specific,
prevention strategies targeted at victims with a high risk of mixed forms of
cybercrime victimisation may have cross-crime benefits and thus may be
more cost-effective. Prevention efforts targeting behaviours rather than
demographic characteristics may also avoid any (ethical) concerns about the
identification and targeting of select population groups. In the current case,
prevention schemes targeting posting behaviours on social media may have a
diffusion of benefits for verbal abuse and poly-victimisation more generally.
The responsibility to implement preventative strategies in this area clearly
falls outside the remit of the police, and in particular falls on Facebook and
other social media companies. There has been a thread of written work
highlighting the responsibility of Facebook and other social media companies
to institute prevention strategies against cybercrime (Paquet-Clouston et al.,
2018; Sallavaci, 2018; M. L. Williams & Burnap, 2016; M. L. Williams &
Pearson, 2016). In addition to reinforcing the critical role of social media
companies in cybercrime prevention, this study suggests feasible prevention
strategies (albeit ascertaining their empirical effect goes beyond this study).
Strategies might include e-safety awareness campaigns, real-name
registration systems, blinding critical personal information, or automated
fraud detection, protecting internet users from experiencing multiple forms of
cybercrime. Those strategies would not only deal with a single form but
multiple forms of cybercrime at the same time. Again, to what extent do those

strategies work against (poly) cybercrime warrants future evidence.

Overall, prevention implications should be differentiated by demographic

populations, along with individuals’ online activities and behaviours. The
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current study has identified clear clusters of cyber (poly)victimisation and
thus highlights the importance of tailored prevention schemes based on
demographic populations. For example, those who are elderly, earning more
than the average yet seldom involved in Facebook and online gaming are
potential targets of property-related poly-victimisation. Poly-victimisation
prevention needs to take these characteristics into consideration. That is to
say, awareness campaigns against property-related poly-victimisation might
be least likely to utilise social media as the targeted audience do not frequently
access those venues. However, as they do moderately search information and
product reviews online, awareness campaigns via the utilisation of searching
engines might be a strength. Another group of populations that could be
provided with specific prevention is those who are young, earning less than
the average, employed, and hold no university degree. As they frequently
watch video online, frequently play online games, seldom do online banking,
yet possibly experience the mixed type of poly-victimisation, the authority
could consider forums of online video and games as venues for prevention

schemes.

It is noteworthy that the aforementioned prevention implications are
drawn from victims’ perspectives. Future research might additionally utilise
interviews with offenders, as their perspectives might shed further light on
many of the findings reported here. Specifically, offender interviews can help
better understand how cybercriminals go about selecting targets and what
online behaviours — the use of Wi-Fi, hospital e-booking services, or other
internet-related behaviours — increase (or decrease) victimisation risk. With a
better understanding of cyber offender modus operandi, relevant stakeholders
might better identify flaws in the system, reduce crime opportunities and

tailor cybercrime prevention strategies accordingly.

7.6.3 Limitations

As the current study uses the same dataset — the DOSIH — as used in Chapter

6, a few limitations can be briefly restated: (a) the potential for bias (e.g. social
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desirability bias, recall problems, etc.) resulting from single-item measures of
cybercrime victimisation; (b) wording of victimisation containing two
concepts in one question (i.e. personal information leakage and account theft);
(c) no exact measures on time that one spent online; (d) no information about
users’ legitimacy of online activities (e.g. accessing legal or pirate websites
when watching video online); () few items available to measure the concept
of guardianship, especially physical guardianship (e.g. firewalls, antivirus
software); (f) lack of environmental factors such as perceptions of community
climate and perceptions of safety, employment setting (workplace stressors)
and community setting (culture diversity, etc.) to understand the

environmental effect on cybercrime victimisation.

Three additional limitations are raised in the current study. First, there is
no information by which to understand respondents’ offline victimisation(s).
As some recent cyber studies have suggested a connection between offline
and online abuse — one form of poly-victimisation (Cénat et al., 2019; Q. Chen
et al., 2018), the current dataset falls short of providing information about
offline victimisation. Put differently, those who experience verbal abuse
online may also be verbally abused offline. The lack of such offline
information restrains the current study from exploring if lifestyle or poly-
victimisation of group members vary offline within a cluster. The lack of such
offline information may derive from the purpose of the DOSIH survey itself,
which was to understand regional inequality in internet access rather than
levels of cyber victimisation. However, future integration of the TAVS and
the DOSIH would help overcome current knowledge gaps regarding this

online-offline connection.

Second, survey responses do not contain information on repeat
victimisation. Whilst poly-victimisation is an important but less explored
field, the research reported here would have been enriched if data were
available on the extent of repeat cybercrime victimisation. This is of great
importance with comparative studies between contexts, either for cultural
differences or online/offline comparison. Furthermore, the data could have

been better if respondents’ reporting victimisation to the police was recorded.
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Research on reporting practices may shed light on repeat victimisation or
differences in reporting determinants between types of online (or offline)

victimisation (e.g. van de Weijer et al., 2019)3.

Last but not least, the current DOSIH does not record sequences of
victimisation, or the time of each reported victimisation. Little information
could be drawn to examine if cybercrime incidents are sequential, for which
one crime generates the opportunity for other crimes to occur. That is, for
example, an identity theft (or information leakage) may generate another
online fraud. Likewise, a virus attack may result in victimisation of identity
theft, and further lead to another incident of fraud. Whilst the study suggests
distinctive profiles of online activities between single victims and poly-
victims for property-related crime, it is not clear whether the poly-
victimisation is a mechanism of the ‘crime multiplier’ effect (Felson, 2010).
The inclusion of victimisations in sequence to the DOSIH would enable
researchers to explore such a mechanism and further to make meaningful

implications for crime prevention.
7.7 Chapter conclusion

This chapter used the Lorenz curve to identify that poly-victimisation was not
randomly distributed over victims and was more concentrated than on a
random basis. This study further applied the BPR to classify (poly)victims of
cybercrime. The current findings suggest that victims with one victimisation
demonstrated different characteristics from poly-victims and users’ online
lifestyle were related to their risk of being poly-victimised. Those who were
highly involved in diverse online activities were more likely to suffer mixed
types of cybercrime victimisation, compared to their counterparts living

without frequent internet use.

8 The study uses data drawn from four waves of Dutch cross-sectional population surveys
(N=97,186 victims) and finds that: 1) cybercrimes are among the least reported types of crime;
2) the determinants of crime reporting are different between traditional crimes and
cybercrimes, between different types of cybercrime (i.e. identity theft, consumer fraud, and
hacking)
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From a practical prevention perspective, it is also worthwhile to consider
a specific group of populations alongside their online tendency. For example,
awareness campaigns against Wi-Fi security might target potential victims in
adulthood, being employed, and with a university degree. Additionally, the
prevention strategy against property-related cybercrime could be elderly-
focus and cooperating more with the searching engine than social media
platforms. It is because the vulnerable population of concerns for property-
related poly-victimisation is very likely to be those who are elderly, from a
prosperous background, without frequent use of social media (say Facebook
in this study) yet having a moderate tendency of watching video and searching
information or product review online. Likewise, prevention schemes via
venues of forums of online video and games could consider the characteristics
of the population — people who are young, earning less than the average,
employed, and without university degree. While the prevention might be
beneficial from demographic-specific perspectives, this chapter also sheds
light on cross-crime benefits even when prevention is focused on a single
crime type. That is to say, because poly-victims seem to share some
characteristics in common, prevention against property-related crime may

have a diffusional effect on poly-victimisation.

Finally, the current study calls for the improvement of datasets — say the
DOSIH or TAVS. The inclusion of respondents’ victimisations in sequence,
experiences of repeat cybercrime victimisation, crime reporting behaviours to
the police, and a combination of online/offline lifestyles might bring some
important perspectives to crime research and the practice of cybercrime

prevention.
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Chapter 8 Discussion

This final chapter provides an overview of the main theoretical and applied
implications of the research presented here. It also discusses key limitations
and suggests directions for future research. The chapter begins by reminding
the reader of the main aims of and motivation for this thesis. This is followed
by short summaries of the key findings as they relate to the thesis research
questions. Then, I compare the findings of this research with those of past
studies and discuss their theoretical and practical implications. Lastly, this
chapter discusses the strengths and limitations of my study and suggests

directions for future research.
8.1 Overview of study aims and motivation

As indicated at the outset of this thesis, EC marks a shift in the orientation of
criminological research. It casts opportunity as a causal factor in crime and
pays greater attention to the causal role played by factors (both people and
objects) existing in the immediate environment in which crime takes place.
The routine activity approach (RRA) forms one of three theoretical
perspectives that underpin EC, the other two pillars being crime pattern theory
and the rational choice perspective (Wortley & Townsley, 2016).

Drawing on the RAA and individuals’ lifestyle as risk factors for criminal
victimisation, the LRAA sets out an opportunity framework for how
environmental factors provide opportunities for crime to occur. To recap, the
LRAA suggests five elements — attractiveness of potential targets, lack of
guardianship, exposure, proximity to potential offenders and definitional
properties featured by specific crime (or understood as crime-specific
knowledge or instrumental actions by potential offender) — as risk factors that
influence opportunities for crime to occur (Cohen et al., 1981). Numerous
studies have applied the LRAA to examine patterns of crime in the Western
context, with regards to both traditional crime (e.g. Bowers et al., 2005;

Cohen et al., 1981) and more recently cybercrime (e.g. Vakhitova et al., 2016).
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This thesis was primarily focused on understanding the patterns of crime
victimisation in Taiwan, a non-Western context where the LRAA has been
less researched. Two broad types of crime were considered, including both
offline and online victimisation. Four research objectives were investigated:
(1) victimisation of burglary; (2) repeat and near repeat victimisation of
burglary; (3) victimisation of cybercrime; and (4) poly-victimisation of
cybercrime. Using data drawn from the TAVS, the DOSIH, and police
datasets, this thesis aimed to identify both the risk factors for and mechanisms
that might explain different types of victimisations in the Taiwanese context,

informed by EC in general and the LRAA in particular.

My interest in researching criminal victimisation patterns in Taiwan from
an opportunity perspective was driven, in part, by identified gaps in the
literature. Taiwan’s lack of research-informed crime prevention and policing,
recognised through my previous police work, strengthened this research
interest. My interest was to examine if crime patterns found in Western
contexts are also observed in the non-Western society of Taiwan, where crime
rates are comparatively low (albeit have still fallen dramatically in recent
decades), and by extension whether the popular LRAA is generalisable to the
Taiwanese context, both for traditional crimes (such as burglary) and
cybercrimes. In pursuing this interest, this thesis makes two broad
contributions to the research literature. First, it contributes evidence on the
applicability (or not) of the LRAA to a non-western context with low crime
rates. Second, it helps identify risk factors and enrich knowledge for crime

prevention purposes in Taiwan in both the online and offline context.
Six research questions were thus proposed in this thesis:
Question 1: Does a LRAA adequately explain burglary victimisation
patterns in Taiwan?

Question 2: Is there evidence of (near) repeat burglary victimisation

in Taiwan?
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Question 3-a: Does the LRAA adequately explain patterns of online

victimisation in Taiwan?

Question 3-b: Do victimisation patterns vary across different types of

online victimisation in Taiwan?
Question 4-a:  Is there evidence of online poly-victimisation in Taiwan?

Question 4-b: Do victimisation patterns vary between single and poly-

victimisation online?
8.2 Overview of main findings

The studies presented in this thesis are centred on two main types of crime
victimisation — burglary and cybercrime. There are four empirical chapters,
of which the first two centre on burglary and the rest on cybercrime. Chapter
4 and Chapter 6 deals with the prevalence of certain types of crime whilst
Chapter 5 and Chapter 7 deal with matters of crime concentration, either
repeat victimisation or poly-victimisation. The goal was to tell the story of
(repeat) victimisation in offline (burglary) and online (cybercrime) context in

Taiwan, informed by the LRAA framework.

Below I summarise the main findings from this thesis as they relate to the

above six research questions.

RQ 1. Does a LRAA adequately explain burglary victimisation patterns in

Taiwan?

Building on the concepts of target suitability (accessibility and attractiveness),
guardianship and proximity/exposure to potential offenders, Chapter 4
investigated patterns of burglary victimisation in Taiwan, using data collected

as part of a nationally representative victimisation survey.

The study provided partial support for the applicability of LRAA to

burglary victimisation in Taiwan. To be specific, the study found statistically
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significant relationships between measures of target accessibility,
guardianship and burglary victimisation — particularly at the individual
household level — that are in line with the (mainly western) research literature.
Also, the study provided evidence supporting the hypothesis that multiple
household security measures provide greater protection against burglary
victimisation than single security measures, as has been found in burglary

research conducted elsewhere (Tseloni et al., 2017; van Dijk, 2008).

However, the findings reported here did not provide evidence for a
relationship between exposure and proximity to crime/potential offenders and
SDT and burglary. Furthermore, unlike the dominant finding in the literature
suggesting that risk of burglary depends on the interaction between target
attractiveness and the environment (Bowers et al., 2005), this study found
limited evidence that could support the existence of such an interaction

(between household income and neighbourhood poverty) in Taiwan.

RQ?2. Is there evidence of (near) repeat burglary victimisation in Taiwan?

Whilst repeat burglary victimisation is common in many western
industrialised countries, the prevalence and patterns of repeat residential
burglary in Taiwan remains less clear. Drawing on victim survey data and
local police crime statistics, the study reported in Chapter 5 explored if there

are patterns of repeat and near repeat burglary victimisation in Taiwan.

The findings indicated a consistent and highly concentrated pattern of
repeat burglary victimisation in Taiwan, more so than is often found in
western settings. To be specific, repeat burglary patterns were found, in line
with the literature, and at a level that is greater than would be expected on the
basis of chance. Digging deeper into these patterns of repeats, it was also
found that semi-detached houses in Taiwan suffered a significantly lower risk
of burglary revictimisation than would be expected according to a Poisson
distribution, consistent with Bowers et al.'s (2005) study from the UK. Also
in line with previous research, the risk of burglary victimisation in Taiwan

was found to decay across both time and space following an initial burglary
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incident, covering a period of around three weeks and 400 metres. However,
the findings also suggested that burglary risk within 100 metres of a prior
incident was not elevated to statistically significant degree, differing to the

common finding in prior western studies.

It is noted that the concentration of repeat victimisation was found to be
far higher in Taiwan than in their western counterparts. In this study, 56
percent of burglaries were repeats, whereas the highest counterpart
documented in the literature that I am aware of is 33 percent reported in a US
study (Farrell & Bouloukos, 2001). Likewise, the concentration of repeat
burglaries was found to be comparatively high in Taiwan, with the top 10%
most burgled households accounting for about 30% of all burglaries among
the sampled households. The equivalent statistic in the UK is less than 20%
of all burglaries (Tseloni & Pease, 2005). Moreover, considering the capping
convention of six victimisations in the TAVS (also see Section 5.5.2), the true
concentration of repeats is likely to be even higher in Taiwan than the current

study suggests.

The levels of near repeat burglary victimisation found when analysing
local police recorded crime data were noticeably lower than those found in
western countries, or even in some Chinese settings. For example, this thesis
found that burglaries within 200 metres and 14 days (or seven days)
accounted for just five percent of all burglaries, whereas the same statistic is
around 23% within 200 metres and seven days in the UK (Chainey, 2014) and
26% within 120 metres and 14 days in Wuhan city, China (Wu et al., 2015).
Drawing on both the TAVS and police data, it seems that burglaries in Taiwan
were found to be more concentrated on the same targets but less on those

targets nearby.

RQ3-a. Does the LRAA adequately explain patterns of online victimisation in

Taiwan?

The study in Chapter 6 examined whether the LRAA applied to a wide range

of cybercrime victimisation — verbal abuse, identity theft, fraud and virus
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infection. The aim was to understand, using a nationally representative and
hitherto underutilised dataset, how different online environments and
behaviours made individuals more or less likely to experience different forms

of cybercrime in Taiwan.

The study found evidence to partially support the argument that the LRAA
could be applied to explain online victimisation patterns in Taiwan,
particularly with regard to individuals’ routine activities and lifestyles. Two
findings were noteworthy. First, the effect of participants’ demographic
characteristics on online victimisation were moderated by their online
lifestyle-routines, as the emerging cybercrime literature suggests (Kalia &
Aleem, 2017; Reyns et al., 2011). For example, younger and male
respondents were initially found more likely to be involved in verbal abuse
incidents, yet such correlations became less obvious when taking into account
their online routine behaviours. Second, the more diverse an individual’s
online activities were, the greater the level of exposure/proximity to potential
offenders and, by extension, the greater the risk of victimisation. This is again
in line with both the cybercrime literature in particular (Bossler & Holt, 2009;

Reyns et al., 2011) and crime opportunity theories more generally.

Although the moderated risk of cybercrime victimisation by individuals’
online routine activities and lifestyle implied that online behaviours played
an important role in online victimisation, the concepts of target attractiveness
and guardianship were challenged in the Taiwanese context, at least as these
concepts were measured herein. The study therefore echoed the argument that
due to the generally private nature of computer use, the function of “live-in
guardians” might not work in the immediate online environment (Reyns &

Henson, 2016).

RQ3-b. Do victimisation patterns vary across different types of online

victimisation in Taiwan?

The answer to this question depends on how we explain patterns and

mechanism. Generally speaking, the patterns and mechanism may be
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explained by individual’s online lifestyle-routines. Yet risk factors were
found to vary across types of victimisations as some activities seemed to be
‘risky’ for one specific type of cybercrime alone, as would be predicted by
the LRAA. For example, posting on social media was found to be related to
an increased risk of being verbally abused online but unrelated to other types
of cybercrime. This finding reinforces a central pillar of EC: that different
crimes are brought about by different opportunity structures and therefore it
is important, from both a theoretical and prevention perspective, to be crime-
specific. Whilst generally discussed in the context of traditional (offline)
crimes, this study suggests that the same is also true for online crimes in the
atypical setting of Taiwan. Lumping all cybercrimes together may miss

important patterns and important opportunities for intervention.

However, some risk factors, such as the tendency to post aggressive
messages, having a disability or watching videos online were found
consistently related to at least two types of cybercrime victimisation. The
most consistent risk factor across all types of cybercrime considered here was
an individual’s diversity of online participation, measured here as an
individual’s involvement in different kinds of online behaviours. Again, all
these findings suggest that although the general pattern and mechanism of
online victimisation were found to be related to users’ lifestyle-routines, risk

factors may depend on specific types of victimisations.

RQ4-a Is there evidence of online poly-victimisation in Taiwan?

Chapter 7 examined if there is a pattern of online poly-victimisation in
Taiwan. Based on patterns of poly-victimisation observed in the descriptive
analysis, there were four categories of victimisation defined in Chapter 7:
verbal abuse, one property-related victimisation (either fraud, identity theft,
or virus infection), property-related poly-victimisation (two or more
victimisations of fraud, identity theft, or virus infection), and mixed poly-

victimisation of verbal abuse and property-related crime. The last two
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categories, both referred as poly-victimisation, represent an individual’s

experience of two different crime types over the study period.

Using these four categories, the main findings of Chapter 7 were that poly-
victimisation did exist in the Taiwan online context. Online activities played
an expected role in terms of risk of cybercrime victimisation, though
guardianship and vulnerability also remained less evident as a victimisation
predictor, as was the case in Chapter 6. The study further suggested that there
is a pattern of poly-victimisation in Taiwan. That is, victims who were very
active online — or say highly involved in a diversity of online activities — were
found to be at the highest risk of suffering poly-victimisation. Contrarily, a
moderate internet user who seldom posted things on Facebook and seldom
played online games might be more likely to experience property-related
poly-victimisation but less likely to experience mixed poly-victimisation.
Hence, yes, the findings reported here indicate that there is a pattern of online
poly-victimisation in Taiwan and the pattern is suggested to be related

primarily to users’ online lifestyle-routines.

RQ4-b. Do victimisation patterns vary between single and poly-victimisation

online?

The study further probed into the differences between victims who
experienced one cybercrime victimisation and those who experienced
multiple types of victimisations, referred herein as poly-victimisation. The
study suggested that some forms of single cybercrime victimisation differed
from poly-victimisation but some forms did not. On the one hand, the
differences in victims’ characteristics between single victimisation and poly-
victimisation of property-related cybercrime were suggested to be their
earning and levels of involvement in online activities. Older people earning
more than the average tended to show a moderate tendency of searching
information online as well as watching videos online and searching product
reviews, and they were also more likely to experience property-related poly-

victimisation. On the other hand, older people from a disadvantaged
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background (earning less than the average, unemployed and without a
university degree) and who were less active online were found likely to
experience single victimisation of property-related cybercrime but not poly-

victimisation.

Overall, the study did not find meaningful differences between those who
experienced single victimisation of verbal abuse compared to those who
suffered poly-victimisation. However, the study did find differences between
those who experienced single victimisation of property-related cybercrime to
those who experienced property-related poly-victimisation. In other words,
victimisation patterns were found to vary between single and poly-
victimisation of property-related cybercrime and those variations can be

explained by individuals’ online lifestyle-routines.
8.3 Theoretical implications

The thesis found both consistent and inconsistent evidence with past research.
They have theoretical implications in three main aspects: the generalisability
of the LRAA, theoretical implications for repeat victimisation and poly-

victimisation and implications for crime research.

8.3.1 Generalisability of lifestyle-routine activity
approach

EC, and the LRAA in particular, has long been applied to explain patterns of
criminal victimisation in the West. Yet an opportunity framework (i.e. LRAA)
has been less common in research in non-Western settings. Although most of
the industrialised Asian countries experience less crime compared with
Western countries (del Frate & Mugellini, 2012; Sidebottom, Kuo, et al.,
2018), empirical research on crime victimisation from the perspective of the

LRAA could still help researchers better understand crime patterns and their
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underlying causal mechanisms, and generate knowledges for practical crime

prevention efforts.

Exploring the generalisability of the LRAA to Taiwan is centred on two
aspects in this thesis: traditional offline victimisation of burglary and online
victimisation. To conclude beforehand, this thesis suggests that the LRAA
can explain patterns of victimisation in Taiwan, to some extent. Yet, the

extent to which it applies may vary for offline and online crimes.

8.3.1.1 Lifestyle-routine activity approach to burglary

victimisation in Taiwan

Based on the examination of the LRAA into burglary victimisation in Taiwan,
this thesis suggests that the LRAA is applicable in explaining patterns of
burglary victimisation in Taiwan, to some extent. To be specific, tWwo main
points were found consistent with the literature: target attractiveness and
guardianship at an individual household level. First, the thesis found a
households’ level of target attractiveness positively related to risk of burglary
victimisation (Miethe & McDowall, 1993; Miethe & Meier, 1990). Second,
guardianship at an individual level works to explain burglary victimisation.
On the one hand, occupancy was found to be significantly negatively
correlated to victimisation (Maguire et al., 2010). On the other hand, security
measures were found to be effective protection against burglary victimisation,
and combinations thereof found to be especially effective (Tseloni et al.,

2017).

However, in line with the aforementioned Asian studies (Roh et al., 2010;
L. Zhang et al., 2007), proximity/exposure factors and guardianship drawn on
the SDT at the neighbourhood level were found less evident in explain
burglary victimisation in Taiwan. These findings concern the generalisability
of LRAA (and SDT) to burglary victimisation in Taiwan, of which individual-

level factors were more evident than were neighbourhood-level ones.
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8.3.1.2 Lifestyle-routine activity approach to cybercrime

victimisation in Taiwan

To my knowledge, limited research has examined a comprehensive range of
cybercrimes from the perspective of the LRAA. A great body of research has
had an exclusive focus on cyberbullying in particular. Moreover, no prior
research in Taiwan had paid any attention to cybercrime victimisation from

an EC perspective. This thesis therefore added to this under researched area.

Firstly, in line with the literature, this study found that individuals’ online
lifestyle played a consistent role in predicting their risk of victimisation for
all forms of cybercrime (Vakhitova et al., 2016). Generally speaking, the
more an individual went online!, the higher their risk of cybercrime
victimisation. Also, individuals’ routine activities and lifestyles were found
related to their victimisation in an online context, of which risk arose by
certain lifestyle-routines (e.g. verbal abuse by Facebook and aggressive

posting, virus infection by watching videos, or fraud by online purchases).

However, this research found limited evidence on the effectiveness of
guardianship and the role of target attractiveness in online victimisation in the
Taiwanese context, possibly because the measures of guardianship used here
were a departure from those used in previous research. Overall then, the
evidence presented here suggests that the LRAA might be generalisable to
Taiwan, yet modification of how the concept of guardianship is measured

may be needed.
8.3.2 Repeat victimisation vs poly-victimisation

To recap, there are several recurrent findings about RV and its underlying

mechanisms: (1) repeats are highly prevalent in high crime areas; (2) a small

! Note in this thesis, general internet use was operationalised via the number of activities that
one reported having participated in online, rather than the exact time that they spent online
(see Section 6.3.2).
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number of repeat victims typically account for a disproportionately high
number of all victimisations; (3) prior victimisation is a reliable predictor of
future victimisation (involving the ‘flag’ and ‘boost’ mechanism); and (4) RV
tends to occur quickly in the wake of an initial victimisation and the risk
depends on the temporal and spatial proximity to the initial crime target (see

Chainey & da Silva, 2016; Farrell, 1995; Farrell & Pease, 2017).

In relation to the findings from this thesis, firstly, repeats were found also
to be prevalent in low crime areas like Taiwan. Further based on this finding,
the second implication is that Taiwan experienced a consistent yet far higher
concentration of victimisations across a small number of repeat burglary
victims. Third, the generally consistent patterns of RV identified in Taiwan
have suggested that the ‘flag’ mechanism is relevant to Taiwan, whereas the
boost mechanism was not examined in this thesis due to lack of data (see
Section 5.5.2 for detail). Fourth, the findings on the decaying risk of
victimisation by time from the initial burglary event also partially support the

last recurrent finding concerning the time course of RV.

However, the inconsistency found in the spatial proximity to the initial
event (particularly within 100 metres of a prior incident) suggests atypical
patterns of near repeat burglary in Taiwan. The decay function might be
influenced by unknown factors, such as crime prevention efforts which serve
to reduce the risk of near repeats. More empirical studies are needed to better
understand whether the findings related to NRV found here are representative
of Taiwan and, if so, why they might depart from what is typically found in

comparable studies conducted elsewhere.

Furthermore, with respect to the lesser explored area of poly-victimisation,
several noteworthy findings emanated from this thesis. The findings
suggested a population inequality of cybercrime victimisation in an online
context as was observed in the offline context (Tseloni & Pease, 2005). That
is to say, a small number of victims in Taiwan accounted for a
disproportionately high number of all online victimisations. This finding

expands on the previous result about the concentration of crime by the same
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form over the same targets, to that of multiple forms of victimisation
experienced by the same targets, and further to an online population. This also
implies a possibility to apply the existing theories about RV to poly-
victimisation. For example, the identified vulnerabilities exhibited by
individuals’ online lifestyle-routines could act as a ‘flag’ mechanism in

explaining poly-victimisation beyond the widely researched RV.
8.3.3 Implications for future research

This thesis has implications for future research in two main areas: (1) the use
of BPR in the study of poly-victimisation and (2) research on crime patterns

in Taiwan.

8.3.3.1 Statistical approach of Bayesian profile regression to

crime research

Beyond the contributions discussed above, the thesis also contributes to the
field of quantitative criminology by applying Bayesian regressions to model
crime victimisation. Two specific contributions are made here. First, the
thesis provides an alternative approach to modelling data containing highly
inter-related variables, for which the conventional way of using a generalised
linear regression to model categorical outcome variables is criticised for
generating potentially biased inferences (Molitor et al., 2010; B. H. Patterson
et al., 2002). The BPR, by modelling the risk of groups of participants rather
than the risk of individual participants taken from conventional regression
methods, would avoid making such potential biased inferences (Molitor et al.,

2010).

The second contribution to quantitative criminology relates to an
innovative approach to model crime victimisation in general, and poly-
victimisation in particular. Although the BPR has recently been applied in
health and medical research (e.g. El-Saifi et al., 2019; Hastie et al., 2013;

Mattei et al., 2016), it has received little attention in crime research. As far as

339



I am aware, Vakhitova et al.’s (2019) study was the first to apply the BPR to
crime data. However, that study dealt with cyber abuse (defined by them as
receiving abusive messages or comments online) alone and did not consider
other types of cybercrime. This thesis provides additional support to the
applicability of BPR to criminology by modelling a wider range of
cybercrimes and by exploring poly-victimisation. It is argued that this

statistical technique has much wider applications for quantitative criminology.

8.3.3.2 Crime research in Taiwan

The thesis contributes to crime research in Taiwan in two main ways. First, it
is noteworthy that crime research in Taiwan tends to focus on criminality (or
the distant causes of crime) rather than the immediate environment that
provides opportunities for crime to occur. The thesis took a different
perspective, focussing on patterns of victimisation through the lens of EC, in
particular the LRAA. When introducing the (multilevel) opportunity
framework to explore the conventional crime of burglary and emerging forms
of cybercrime (e.g. verbal abuse, identity theft, fraud and virus), the thesis
demonstrates the utility of crime opportunity theories in the Taiwan context.
It also suggests that use of crime opportunity theories to examine other forms
of crime pattern in Taiwan might be fruitful. Second, presently research on
cybercrime in Taiwan has mainly sought to provide an overview of the
problem (e.g. L. S. F. Lin & Nomikos, 2018; Lu et al., 2006); less attention
has been paid to investigating the patterns and predictors of online
victimisation. In drawing on the LRAA, this thesis provides statistical
evidence to model the patterns and correlates of a range of cybercrimes in

Taiwan, using nationally-representative data.

The importance of this thesis lies in not only developing a new focus of
crime research in Taiwan that bridges the gap between the Western literature,
but in stressing the possibility that by altering the immediate environment

rather than dispositional characteristics of offenders, single victimisation, RV
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and poly-victimisation in Taiwan can be prevented. How crime prevention

can be informed by this thesis will be discussed in the next section.
8.4 Implications for practice

This thesis has implications for practice in three main areas: burglary
prevention, cybercrime prevention, and improvement for crime victim survey
designs in Taiwan. The last one might not be intuitively related to practical
crime prevention but is of great importance in order to broaden the knowledge
base about crime patterns in Taiwan which in turn can inform and sharpen

crime prevention efforts in Taiwan.
8.4.1 Prevention implications for burglary

The thesis informs burglary prevention in two areas: resource allocation and
possible prevention approaches. First, this thesis highlights an uneven
distribution (particularly temporally) of burglary across the population in
Taiwan. Put simply, the identified temporal regularity (within 21 days
following the initial incident) could usefully inform the allocation of
preventive resources to those recently burgled properties. Moreover, the
extreme vulnerability observed in direct repeats over spatially near repeats
would help deploy police resources to particularly troublesome targets.
Allocating preventive resources to past victims quickly should reduce repeats
thereby reducing a chunk of crime overall, as has been demonstrated through
various studies in the UK (for summarised key findings see Laycock, 2001).
The thesis thus has an important implication for prioritising police work
especially in terms of proactive policing. Put differently, given that the police
task often involves deployment to deal with calls for services (reactive
policing), the inequality of vulnerability over the population observed in this

thesis can guide proactive policing and distributive justice in policing.

Crime prevention is not just the responsibility of the police alone. The

identification of the most vulnerable targets should not only inform proactive
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policing but also resource mobilisation by relevant stakeholders. House
owners, construction companies, community or even the social welfare
system are all regarded as relevant stakeholders, and, as discussed below, can
play a role in burglary prevention in Taiwan, based on the findings reported

here.

Although the thesis did not examine SCP specifically, prevention against
burglary in Taiwan could draw on the key concepts of “increase the effort”,
“increase the risks”, “reduce the rewards”, “reduce provocations” and
“remove excuses ” underpinning SCP (Clarke, 2016) (also see Section 2.2.3).
Specifically taking the findings of this thesis with the effect of neighbourhood
heterogeneity controlled, the studies presented in Chapter 4 suggested the
effectiveness of multiple security measures against burglary, rather than that
of conspicuous security measures (defined in the study as security bars on
windows and door chains). The presence of multiple security measures likely
increases offenders’ efforts to break into the property, increase their risks of
being identified or arrested, and thus prevent a burglary from being completed,
as seen in studies elsewhere (Thompson et al., 2018; Tseloni et al., 2017).
Therefore, to secure a dwelling from being burgled, house owners must be
encouraged to take further precautions other than merely installing the
prevalent security bars on windows as a protection. At least at this stage, the
timer is suggested as an add-on security measure in terms of burglary

prevention.

Another risk factor that may inform SCP would be easy access of a
dwelling. The easier a dwelling is accessed by potential offenders, the higher
the risk of burglary. This suggests better access control may lead to burglary
reductions. Security measures such as door chains or security bars on
windows (or say conspicuous security measures) that block offenders’ access
to the dwellings might be a choice. Nevertheless, a previous Taiwanese study
reported damaging door chains and security bars on windows as a common
modus operandi for burglary entries in Taiwan (Ho, 2013). The current study
has further found that the conspicuous security measures do not work

properly when neighbourhood effects are taken into account. The thesis thus
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calls for further analyses of free text police data or interviews with burglars
to better understand burglars’ entries and the plausibility of access control
against burglary victimisation in Taiwan. In this way, the stakeholders can be
informed by improvements in house designing to control potential offenders’
access to potential crime targets (i.e. increasing the effort). Construction
companies, the community, and even the local department involving urban
and rural development affairs (or some referred as agents of urban planning)

are all involved as stakeholders.

Otherwise, we may look the finding about easy access as a risk factor from
a different angle of crime prevention. Until the aforementioned examination
into burglars’ entries and the plausibility of access control taking place,
households with easy access should adopt extra security than conspicuous
security measures. This is because those dwellings are the ‘hot’ target for
burglary, as presented in this thesis. Simply put, while SCP informs how we
can systematically prevent burglary in Taiwan, the thesis strengthens its own
importance in identifying the most vulnerable households. In this vein, the
house owners, community, construction companies, and the (local) authority
can work together in burglary prevention, targeting dwellings with easy

access in particular.

Overall, the suggested preventive approaches may require further research
to explore which combination of security measures outperform others and by
which means do offenders gain access to houses. Policies should also draw
on evaluating the cost and effect size derived from the specific prevention
measures put in place, or, say if the effect size outweighs the cost of the
combined security measures of interest. If it is not the case, cheaper but
somehow effective combinations would be taken as an alternative. With
future analyses into cost-effectiveness of prevention approaches, the thesis
can inform prevention against repeats and further application of SCP to

burglary prevention in Taiwan more fruitfully.
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8.4.2 Prevention implication for cybercrime

Results from the thesis suggested that online behaviours have an important
impact on the risk of cybercrime victimisation and cybercrime poly-
victimisation. Table 8.1 summarises the observed relationships between
online (poly)victimisation and the individual risk factors identified in
Chapters 6 and 7. The table is presented here because it sheds light on possible
cybercrime prevention strategies designed to counter or mediate the identified
risk factors. For example, strategies targeted at aggressive posting behaviours
would be expected to mediate an individual’s risk of verbal abuse, virus
infection and further to mixed type poly-victimisation. The table also suggests
profiles of poly-victims as presented in Chapter 7, which may inform
prevention efforts, particularly in relation to the demographic characteristics
of victims. Take property-related poly-victimisation, for example, the
findings presented here show that elderly individuals earning above average
exhibit higher risks victimisation. Equipped with this knowledge, prevention

efforts might therefore focus on this at-risk group as a priority.

Following on from Table 8.1, Table 8.2 suggests plausible prevention
strategies for online (poly)victimisation based on the findings presented here
and drawing on Clarke’s (2016) 25 SCP techniques. It is noted again that
although it is argued by Clarke that SCP needs to be crime-specific,
prevention strategies targeted at victims with higher risks of poly-
victimisation may have cross-crime benefits and thus may be cost-effective.
For example, prevention efforts targeted at risky online behaviours such as
posting on Facebook might lead to reductions in verbal abuse as well as poly-
victimisation. Similarly, prevention efforts targeted at the riskier use of Wi-
Fi connections might prevent both viruses and the mixed type of poly-
victimisation. With the attempt to increase the offenders’ effort to carry out
virus attacks or other forms of cybercrime, it is suggested that stakeholders

should provide a secure Wi-Fi connection system and that individuals turn to
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Table 8.1 Summary of risk factors for cybercrime victimisation using data

from 2017 DOSIH, Taiwan

Property- Mixed
Virus related type poly-
poly-victim victim

Variables / Type of  Verbal Identity
victim abuse theft Fraud

Socio-demographics
Age - + Elderly  Adulthood
Gender Female Male
Good income +
University degree - +
Employed
(vs unemployed)
Student
(vs unemployed)
Disability + +
Online behaviours
Number of online

activities - - - * - -

Instant messaging -

Searching Info

online ¢ * *

Seqrchlng product . n

review

Video watching + + + +

Gaming - +

Facebook posting + - +

Purchasing +

Aggressive posting + + +

Online banking +

Wi-Fi use + +
Note: ‘- ‘ negatively related to victimisation; ‘+’ positively related to victimisation; a cell left

blank means no statistically significant effect could be drawn on.
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Table 8.2 Prevention of online (poly)victimisation drawn on SCP based on findings of cybercrime victimisation in Taiwan, 2017 DOSIH

SCP

Targeted behaviours

Suggested prevention

Techniques/modified situation

Stakeholders

Possible benefits of
diffusion

Increasing the
effort

Posting on Facebook

e c-safety awareness
campaigns

Targets’ awareness of verbal abuse/poly-
victimisation are hardened and offenders
need more effort to commit crime

Social media
companies &
authority

Verbal abuse & mixed
poly-victimisation

e Wi-Fi use

e secure Wi-Fi connection
systems
e using 4G/5G connections

Access to credential information is
controlled and offenders need more

Service providers

Virus & mixed poly-

Increasing the
risks

¢ Online banking when dealing with effort to commit crime & internet users victimisation
credential information
N . ial i
. e real-name registration Reduced anonymity makes offenders Socia medla Verbal abuse & poly-
Posting on Facebook ) companies & P
systems more likely to be exposed victimisation

authority

Searching behaviours
for either information

or product review

e automated fraudulent
websites detection

Strengthened surveillance makes
offenders more likely to be exposed

Searching engine
companies

Property-related &
mixed poly-victimisation

Video watching

e crackdown on
illicit/pirated websites

Using place managers to monitor the
online environment and increase
offenders’ risk of exposure

Law enforcement
authority & users

Identity theft, virus,
property-related & mixed
poly-victimisation

. e blinding critical Concealed targets reduce offenders’ Social media Verbal abuse & poly-
Posting on Facebook - . . P
Reducing the personal information expected rewards or benefits companies victimisation
g . Users turn to legal service, illicit markets . . Identity theft, virus,
rewards . . e reasonable price for . Streaming service .
Video watching . . are disrupted, and offenders are less . property-related & mixed
streaming service o : . providers & users T
privileged in the domain poly-victimisation
. . . . . . Social media .
Reducing . . e blocking offensive or Disputes and possible emotional arousal . Verbal abuse, virus &
- Aggressive posting : . companies & . e .
provocations aggressive posts that provoke the crime are reduced mixed poly-victimisation

forum managers
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the alternatives of 4G/5G connections when dealing with their credential
information or online banking. Those strategies would not only deal with
single form of cybercrime but have a potential diffusion to other forms of

victimisation or poly-victimisation (see Table 8.2).

Yet in the current case, such a diffusion of benefits might be more evident
for property-related poly-victimisation. This particularly applies when strong
evidence has supported video-watching behaviour as a very ‘risky’ factor to
forms of single cybercrime (identity theft and virus infection) and poly-
victimisation (property-related and mixed poly-victimisation). It would thus
be targeted as a typical example to maximise cost-effectiveness of crime
prevention (see Table 8.2). The responsibility of such cost-effective crime
prevention might involve three stakeholders — law enforcement, streaming

service providers and last but not least, the service users.

With regard to law enforcement, the authority’s responsibility to
crackdown on illicit/pirated websites becomes critical so that offenders are
less likely to perpetrate in such domains (increasing the risks). This is
particularly important given the increase in pirate streaming services due to
the lockdown measures associated with the Covid-19 pandemic. Many
nations have witnessed such a rise, including the UK where visits to piracy
websites increased by 57 percent in one month between February and March
2020 (Sweney, 2020). It is thus noted that law enforcement would not and

should not withdraw from SCP against cybercrime.

Furthermore, the battle against online pirates is not merely the
responsibility of law enforcement (e.g., Europol) but also rests with website
owners. Hence, those owners are the second stakeholder to be considered.
They are not only expected to protect users’ legal access but also to combat
the illicit access to contents. Netflix, for example as a giant streaming service
provider, has launched a designated team battling against online pirates since
2017 (Dassanayake, 2018). More providers such as Amazon Prime, Apple
TV+, Disney+, etc. are expected to take part in the battle. By virtue of

watching video online identified as a very ‘risky’ factor for
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(poly)victimisation in findings drawn upon this thesis, website owners (or say
streaming service providers in particular) should take their responsibility in
cybercrime prevention, of which possible prevention strategy can be referred

in Table &.2.

Last but not least, internet users are one of the stakeholders who should
avoid the illicit avenues of online video. This does not place enormous burden
to victims and should not be taken as a victim blaming for those who
experience cybercrime. It is to inform internet users about the potential risks
of watching videos online that might incur and their responsibility to limit
their access to illicit contents. When there are less consumers going to the
illicit market, there would be less providers, thereby less risky places for the

potential targets and perpetrators to meet virtually (see Table 8.2).

Overall, results from the thesis highlight that individuals’ online lifestyle-
routines have an important impact on the risk of cybercrime
(poly)victimisation. Prevention against cybercrime is thus likely to work by
targeting certain online behaviours with the application of SCP (see Table
8.2), though the actual effect of individual strategy may warrant future

evidence.
8.4.3 Implications for data improvements

In conducting this thesis, several weaknesses in the analysed datasets were
acknowledged. This section sets out some of the ways in which these datasets
might be improved in an effort to improve the quality of (crime) research
using those data. The suggested improvements relate to the TAVS, Taiwanese

police recorded crime data and the DOSIH.

e There are four suggested improvements for the TAVS:
1. Use of a smaller unit to measure neighbourhood characteristics:
the unit used in the current TAVS might be too broad to evaluate
in a fine-grained way the effects of, say, social disorganisation and

the immediate environment on crime. Put differently, residents’
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daily interaction (or social ties) in “ecological units nested within
successively larger communities” (R. J. Sampson et al., 2002, p.
445) may operate at a smaller scale (say like ‘villages’ or
‘neighbourhoods’) in Taiwan. The current aggregation of districts
as measures of neighbourhood effects might therefore be too crude
and hence problematic as it does not adequately account for
variations within districts. Therefore, the smallest unit of
community included in the TAVS is suggested to be villages or
neighbourhoods so that neighbourhood characteristics related to
social guardianship (amongst other things) in Taiwan can be better
measured.

. Increasing the frequency of crime victim surveys (say like
annually) and collecting longitudinal data: the current TAVS lacks
longitudinal data, which limits the breadth and depth of research
in two important ways. First, as recognized by Chicago School
scholars, ecological patterns need to be observed through the
history and growth of local communities/neighbourhoods (C. R.
Shaw & McKay, 1969). The lack of longitudinal data thus makes
it difficult to understand the full ecological patterns (e.g.
neighbourhood deterioration, changes in residential mobility, etc.)
in operation in Taiwanese communities, thereby making it
difficult to explore the link between variations in socio-ecological
patterns and crime over time (R. J. Sampson, 2002; R. J. Sampson
et al., 2002), particularly in a context where signals of social
organisation are thought to be high (see Section 4.5.1.4). Second,
as international trends suggest a growing concentration of crime
over victims by time (Pease et al., 2018), the future TAVS is
suggested to increase longitudinal data allowing researchers to
examine if Taiwan similarly follows such a trend of concentration.
A supply of longitudinal data with the TAVS would aid Taiwan in
identifying the most vulnerable victims and the allocation of crime

prevention resources by time.
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3.

Improving the practice of capping at six victimisations: the current
TAVS only allows survey respondents to report a maximum of six
victimisations per crime type over the one-year survey period.
Such a practice, referred to as the capping convention, has drawn
criticism for underestimating the extent and concentration of
crime (Farrell & Pease, 2007a; J. Williams, 2016). It is likely that
the capping conventions of the TAVS has resulted in a similar
underestimation of RV in this thesis. Hence, it might help better
estimate the true extent of RV in Taiwan should the TAVS re-
examine and improve its capping convention, probably referred to
the innovative approach of the 98" percentile of victim incident
counts in the Crime Survey for England and Wales (also see
Section 3.2.2.1).

Increase the information collected on RV: the current TAVS does
not record information on each victimisation but merely the time
interval between the two most recent cases reported by the victims.
Thus, I was unable to plot the distribution of time intervals
between each event and analyse the time-course of RV from the
perspective of victims. This meant that I was also unable to
explore state dependence (‘boost’ mechanism) as a causal
explanation for RV in Taiwan, using a ‘hurdle’ approach to model
time intervals between crimes against the same target (Estévez
Soto, 2020). The suggested improvement in records of each
victimisation would thus help provide a better theoretical

examination of RV in Taiwan.

e There are two suggested improvements for Taiwanese police recorded

crime data:

1.

Adding house characteristics of the burgled dwellings to police
data: the current police data does not record information such as
house layouts, or ways of burglar entry. This makes it difficult to
compare if the risk factors are consistent with the TAVS. For

example, it is not clear if the lowered risk of RV for semi-detached
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houses observed in the TAVS complies with that in police data.
Should more details within police recorded data be available, it
would be possible to explore why there are some targets at
extreme vulnerability and why (and how) patterns of (N)RV in
Taiwan do or do not differ from the literature. Both have
theoretical and practical implications. Put differently, enriched
police datasets in Taiwan could bridge the gap in comparative
studies between western and non-western contexts and between
Taiwanese victim surveys and police data.

More local police data being released to the public or researchers:
the publicly available burglary data containing geographic
information occurs in Taoyuan city alone. The reason for the
sparsity in data is complex. Simply put, the authorities hold a
conservative attitude toward publishing geographic burglary data
because they are concerned about accountability and the impact
on house pricing nearby burglary hot spots. Whist there was an
underrepresentation issue of repeat burglaries identified in the
thesis, it is not clear if such an underrepresentation is a nationwide
issue. Should more localised police data be released, future
research could assess the generalisability of the findings reported

here.

e Four improvements are suggested to the DOSIH:

1.

Appropriate wording and measures of cybercrime victimisation,
including RV: using single items to ask participants’ experiences
of cybercrime victimisation is potentially at a risk of biased
measurement derived from social desirability bias, recall
problems, awareness of victimisation, concealment of crime itself,
and so on. Not to mention that the item measuring identity theft is
actually a double-barrelled question containing both victimisation
of personal information leakage and account theft. This might
generate misleading responses. Furthermore, the current DOSIH

does not record RV or the sequence of cybercrime victimisation,
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making it impossible to estimate the concentration of cybercrime
victimisation in Taiwan. Improved survey wording and measures
of cybercrime victimisation, e.g. sequences of events by type and
if the events are repeats, would make future results more reliable
and comprehensive, informing practical prevention strategies.

An improved measures of users’ online behaviours: future surveys
are suggested to include items such as individual time spent online
and the legitimacy of online activities (e.g. accessing legal or
pirate websites when watching video online). The modification
also concerns posting behaviour on Facebook. As more social
media platforms gain popularity, the DOSIH would need to extend
the question set beyond Facebook alone. Also, given that posting
behaviour in fact covers a wide range of related behaviours (e.g.
whether SNS profile is public or private, with photo showing face
or not, with geographic information revealed or not), the future
DOSIH should consider follow-up questions to get a better sense
of the specific online behaviours which are taking place. In this
way, future research that utilises the DOSIH could identify
patterns of cybercrime victimisation from a more comprehensive
perspective.

An improved measure of guardianship: the DOSIH is suggested
to include both physical (e.g. firewalls or antivirus) and social
guardianship (e.g. the networking or deviant peers) that are absent
in the current survey. This is of particular importance for crime
prevention in the future.

Inclusion of individuals’ offline lifestyle-routines: the current
DOSIH does not contain information about an individual’s offline
lifestyle-routine activities and environmental factors such as
perceptions of community climate and perceptions of safety,
employment setting (workplace stressors) and community setting
(culture diversity, etc.) that are important to explore the

environmental effect on cybercrime victimisation. The suggested
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improvement would thus help us understand the link between
online and offline victimisation, potentially informing better

crime prevention strategies.

Overall, it is also suggested that the future TAVS should recruit
cybercrime victimisation in the survey or alternatively the DOSIH should
borrow knowledges of measures on victimisation from the TAVS. Future
integration of the TAVS and the DOSIH would help overcome current

knowledge gaps regarding the online-offline connection.
8.5 Strengths, limitations and future research

A strength of this thesis is its use of large and hitherto underutilised nationally
representative datasets. The thesis is also noted for drawing evidence from
multiple data sources — police recorded crime data, crime victim surveys, and
surveys that were not initially designed for research into cybercrime
victimisation. Further, this thesis covers both online and offline victimisation,
RV and a less discussed field of poly-victimisation, expanding the scope of

crime research to a wide range.

Nevertheless, the thesis has identified three limitations in general. Avenues

for future research informed by these limitations are discussed simultaneously.

The first limitation derives from the use of secondary data. The thesis
sought to examine patterns and mechanisms of crime victimisation with the
application of the opportunity framework in a non-western context. Multiple
representative and national surveys were thus accessed and used to examine
victimisation comprehensively for burglary and cybercrime. Yet while this
thesis attempts to cover a wide range of topics regarding victimisation in
Taiwan, it is also noted that the datasets used here have aforementioned
limitations that can be summarised as: (1) a possible underestimation of crime
(either burglary or cybercrime) in Taiwan; (2) limited ability to explore the
temporal patterns of victimisation from the victim’s perspective; (3) limited

ability to examine if there are interrelations between online and offline
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context; (4) limited ability to generalise the findings to a longitudinal patterns
of victimisations. All these limitations can be dealt by the suggested

improvement in datasets mentioned above (see Section 8.4.3).

Future research should, thus, with the aforementioned improvement of
data being put into practice, estimate the extent of undercounting of criminal
victimisation in Taiwan, say for example through comparing police recorded
crime and survey data for crimes types which are well recorded (Farrell &
Pease, 2007a; Lauritsen et al., 2012). Additionally, should entries of time
sequence for each victimisation be available in either the TAVS or the DOSIH,
it is suggested that future research reviews the ‘boost’ mechanism in Taiwan,
both in offline and online settings. Researchers are also suggested to further
examine the effect of crime multipliers on online poly-victimisation, in
particular, after the sequences of such victimisation are included in future
surveys. Furthermore, I suggest future research bridge the gap between online
and offline contexts — say for example examining if there is an overlap
between online and offline victimisation, a link between online victimisation
and offline lifestyle-routine activities, or the other way round (i.e. if online
lifestyle-routines are related to offline victimisation?). Last but not least,
future research should also examine trends of crime (concentration) and
capture long-term social disorganisation and chronical environment issues in

Taiwan, with the use of more sweeps of survey to the analysis if applicable.

The second limitation derives from the inherently low-crime setting as
Taiwan, featuring a small sample of victims to be analysed. Research on
crime in such a setting can be a double-edged sword. The strength is that the
identification of the differences in mechanisms and patterns of victimisation
across contexts can inform us what makes individuals less vulnerable to other
counterparts in the world, and further inform what can be done with crime

prevention from practical and comparative perspectives. Yet a small sample

2 Examples: (1) individuals’ exposure of personal information online (e.g. locations of the
house, vacation plans or flaunting money) might attract potential burglars to their vacant
property or attract extortion; (2) individuals’ aggressive posting on social media might attract
online vigilantes to dox and result in offline victimisation such as bullying, abuse, force of
threats, etc.
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of victims is also a limitation. It is challenging to perform advanced analyses
that require a greater sample size because numbers of (repeat) incidents, say

burglary for instance, are not comparable to those in the literature.

I suggest that future research on RV should draw on police data at a larger
scale. An increased sample size has three implications. First, it could enable
a better comparison with relevant studies in Taiwan and elsewhere — say
greater China and western counterparts. Second, drawing on Taiwanese
police data at a larger scale could allow for the assessment of whether the
observed (under)representation of NRV found in the thesis is generalisable.
Third, it could help explore the applicability of research on the effective
combination of security measures beyond the current victim survey,

generating knowledge for crime prevention.

With respect to deciding what security measures to implement, an
important consideration is the cost-effectiveness of crime prevention
strategies. However, prior research suggests that evidence on the cost-
effectiveness of prevention measures is sorely lacking in the crime prevention
literature, and that this needs to change if we want to improve and develop
crime prevention and policing (Tompson et al., 2021). Likewise, there is a
similar lack of cost-benefit analysis with respect to crime prevention in
Taiwan. Information on the costs associated with implementing and
maintaining different prevention measures is limited. Hence, reliable cost-
benefit analysis cannot be undertaken with the data used here, either. Cost-
benefit evaluation is thus suggested as a direction for future research, further

informing crime prevention and policing.

The third limitation is about generalising the findings to other contexts.
Despite that some of the patterns identified herein are in line with those
observed in the literature, two concerns would be noted: (1) online versus
offline contexts and (2) victims’ versus offenders’ perspectives. First, the
identified inconsistencies may reflect the unique and complex nature of online
and offline crime in Taiwan and the generalisation would thus be taken very

cautiously in countries where crime or culture is fundamentally different. To
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be specific, the thesis merely provided statistical supports for the effect of
target attractiveness and guardianship on burglary victimisation at the
individual level whilst exposure/proximity at the neighbourhood level
remained less statistically obvious. Conversely in an online context, the
findings presented herein suggest individuals’ online lifestyle-routines to be
important risk factors for cybercrime victimisation whist guardianship at
either individual or environmental levels were found less evident. Hence, the
generalisation of findings across online-offline and to other contexts beyond
Taiwan warrants cautions. Second, the thesis draws patterns of crime mainly
from victim surveys and police data, with a limited scope of offenders.
Caution should be exercised when generalising the findings to the

applicability of LRAA from an offender’s perspective.

As mentioned in both Section 4.5 and Section 7.6.2, future research might
interview offenders, as their perspective might shed further light on many of
the findings reported in this thesis. This line of research can be both in relation
to burglary (say, the effect of security measures) and cybercrime (say,
offender targeting strategies). The collection of data may thus include
anonymous online surveys for cybercriminals or interviews with convicted

burglars.

Overall, directions of future research may include the exploration of links
between online-offline victimisation and the cost-benefit analysis, in a way to
inform crime prevention strategies. Future research in Taiwan should also
consider incorporating other avenues like offender interviews to construct a
more comprehensive picture of LRAA in Taiwan, and further expand scopes
to the other two pillars underpinning the EC — the rational choice perspective

and crime pattern theory — in the Taiwan context.

8.6 Conclusion

This thesis aimed to understand the patterns of crime victimisation in Taiwan,

a non-Western context where the utility of the LRAA and crime opportunity
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theories has been little discussed. Two types of crime were considered —

burglary and cybercrime, covering both offline and online contexts of Taiwan.

In regard to theoretical implications, the thesis suggests that the
generalisability of LRAA to Taiwan should be taken with caution. This is
because the thesis found limited evidence to support the role of
exposure/proximity and social disorganisation on burglary victimisation and
that of guardianship on online victimisation. Additionally, two important
departures from the literature in regard to RV in Taiwan were observed. First,
the extent of RV was found to be higher in Taiwan than that is found in the
western literature. Second, NRV research in Taiwan found a consistent
regularity in time but irregularity in space compared with what the literature

suggests.

Given the applied nature of the LRAA and EC in general, the findings
reported in this thesis have implications for practical crime prevention in
Taiwan. Based on the two noted patterns of RV in Taiwan mentioned above,
crime prevention against repeats can be tailored and targeted. That is,
prevention may focus more on direct repeats than spatial near-targets, until
further research can determine if and explain why where is a spatial
irregularity within the 100-metre range following the initial target. Otherwise,
SCP seems to be an applicable strategy in Taiwan. Based on the risk factors
identified in the thesis, it is plausible that SCP efforts aimed at addressing
these risk factors could reduce opportunities for both offline (burglary in
particular) and online offences (verbal abuse, identity theft, fraud, virus, and
poly-victimisation). The current thesis does not statistically examine the
effectiveness of SCP in Taiwan, so that one may argue if the thesis contributes
empirically to the field of crime prevention. However, as mentioned early in
Section 1.2.2, Taiwan has neither established evidence-based policing
movements nor traditions of researchers working closely with practitioners.
Mindful of these barriers, this thesis informs what can be done in Taiwanese
crime prevention based on identified risk factors. Hence, it is however still
the case that the findings presented in the thesis bear relevance to crime

prevention in Taiwan.
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Overall, the thesis looks forward to seeing data improvement as suggested
above so that future crime research in Taiwan can bridge the identified gaps

in the literature.
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Appendix

Table A.1 Near-repeat analysis of burglary risk using police recorded burglary data from Taoyuan city, Taiwan, 2015-2018 (n = 506) (999

iterations)
Spatial unit Temporal unit (day)
(m) 0to 7 to 14 to 21to 28 to 35to 42 to 49 to 56 to 63 to 70 to 77 to 84 to 91 to
<7 <14 <21 <28 <35 <42 <49 <56 <63 <70 <77 <84 <91 <98
Same location  32.00** 4.00%* 4.00%* 0.00 0.00 0.00 n.s. 0.00 0.00 n.s. n.s. n.s. n.s. n.s.
0.1 to <100 2.00 0.00 0.00 0.00 0.00 2.00 0.00 2.00 2.00 0.00 0.00 2.00 0.00 0.00
100to <200  4.00%* 3.00% 2.00 1.00 0.00 1.00 0.00 1.00 1.00 2.00 2.00 4.00* 6.00%* 0.00
200t0 <300  5.33%* 2.00 2.00 1.00 1.00 0.00 1.00 0.00 0.00 1.00 0.00 2.00 0.00 1.00
300 to <400  4.00%* 1.33 0.67 0.00 2.00 0.67 0.67 0.00 2.00% 0.67 0.67 1.00 0.67 0.00
400to <500  0.00 5.33%* 0.67 0.00 0.00 0.67 1.33 1.33 0.67 3.33%* 0.67 1.33 0.67 1.00
500 to <600 1.20 0.80 1.00 1.00 1.50 0.50 0.50 1.00 0.50 1.50 1.50 1.50 0.00 1.50
600 to <700 1.67 3.20%* 0.40 0.40 1.60 1.00 0.50 1.50 3.00%* 2.50% 2.50%* 1.50 1.00 0.50
700 to <800  0.67 1.60 0.50 0.40 2.50% 1.00 2.00 2.00 0.00 0.50 2.50% 3.00%* 1.50 0.00
800 to <900  2.29%* 1.14 0.67 1.33 1.00 2.00% 1.20 0.80 1.20 1.60 2.40%* 0.40 2.00% 1.20
900 to <1000  1.25 2.20%* 0.00 1.14 0.67 0.33 1.33 1.33 2.33%* 0.00 1.67 0.00 1.33 0.00
1000 to <1100 1.43 2.67%* 1.33 1.67 1.60 1.20 1.20 0.80 1.33 0.80 0.80 0.40 0.40 0.40
1100 to <1200 (.57 0.57 0.67 1.00 2.33%* 1.60 1.60 1.60 0.33 0.40 0.80 1.20 1.20 1.20
1200 to <1300 (.67 1.00 0.57 1.71 0.67 2.67%* 1.33 1.00 1.67 1.67 1.67 0.67 0.67 0.67
1300 to <1400 .00 0.67 1.67* 0.00 0.40 2.00* 1.60 1.20 0.40 1.20 1.20 2.00* 1.20 0.50
1400 to <1500 0.50 1.43 0.00 1.43 2.00* 0.33 1.33 1.67 1.67 1.33 1.00 1.20 3.00%* 0.80
1500 to <1600 .11 1.00 1.71* 2.57%* 1.14 1.00 0.67 0.67 1.71* 1.33 1.00 1.33 1.33 1.67*
(continued)
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Table A.1. (continued)

Temporal unit (day)
Spatial unit
(m) 0 to 7 to 14 to 21 to 28 to 35 to 42 to 49 to 56 to 63 to 70 to 77 to 84 to 91 to

<7 <14 <21 <28 <35 <42 <49 <56 <63 <70 <77 <84 <91 <98
1600 to <1700 1 11 0.75 0.86 0.29 2.00%* 1.00 1.33 1.33 2.29%% 0.00 0.67 0.67 0.33 1.67
1700 to <1800 .40 0.44 1.00 1.50 1.43 0.57 1.71 1.14 1.25 1.43 1.71 0.57 0.00 1.43
1800 to <1900 .80 1.33 1.50 1.50 1.75% 0.29 1.14 0.29 0.00 0.86 0.57 0.86 0.86 0.29
1900 to <2000  0.18 1.80%* 1.78* 1.33 1.33 1.25 1.00 1.25 0.50 0.25 1.75%% 1.43 1.25 1.43
2000 to <2100 0.55 0.80 0.89 0.89 1.75% 1.75 0.25 1.25 1.00 0.75 1.75% 1.75 1.00 1.43
2100 to <2200 1.27 1.33 0.25 0.44 3.25%* 0.50 1.43 1.43 0.00 1.25 1.00 1.14 0.50 0.86
2200 to <2300  1.20 1.33 1.25 1.25 0.50 0.86 1.43 0.86 0.50 1.43 0.86 2.00%* 0.86 0.29
2300 to <2400  2.00**  0.40 1.00 1.33 0.25 1.00 1.14 2.50%* 0.75 1.71 1.00 0.57 0.57 0.57
2400 to <2500  0.91 1.20 2.00* 0.89 1.25 1.00 1.00 0.75 0.89 0.25 2.00%* 0.86 1.25 1.43
2500 to <2600  2.00**  1.78* 1.25 1.25 1.25 0.57 0.57 1.14 1.43 1.14 2.00%* 0.57 0.86 0.86
2600 to <2700  0.92 0.55 1.40 127 1.11 0.89 0.89 0.44 0.89 0.67 1.11 0.44 0.89 1.75%
2700 to <2800  1.08 127 1.00 1.8%* 0.89 0.44 0.89 0.22 1.11 1.33 1.33 1.00 0.22 1.75%
2800 to <2900  0.67 0.73 0.80 0.40 1.00 0.67 0.44 1.11 0.80 0.89 0.89 1.25 1.11 1.56*
2900 to <3000 1.17 0.73 1.60* 0.73 0.67 1.33 0.44 0.67 0.67 1.56* 0.67 0.25 0.44 2.00%*

Note *Significant at p < 0.05. **Significant at p < 0.01. n.s. indicated expected counts of zero in that cell.

400



