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ABSTRACT This research studies the effects of three noise jamming techniques on the performance
of a hybrid multistatic radar network in a selection of different electronic warfare (EW) situations. The
performance metrics investigated are the range and velocity estimation errors found using the Cramér-
Rao lower bounds (CRLBs). The hybrid multistatic network simulated is comprised of a single active
radar transmitter, three illuminators of opportunity (IO), a receiver co-located at the active transmitter
site, and two separately located silent receivers. Each IO transmits at a unique frequency band commonly
used for civilian applications, including Digital Video Broadcasting-Terrestrial (DVB-T), Digital Audio
Broadcasting (DAB), and FM radio. Each receiver is capable of receiving signals at all three IO frequency
bands as well as the operating frequency band of the active radar transmitter. The investigations included
compare the performance of the network at detecting a single flying target under conditions where different
combinations of jammer type, operating mode, directivity, and number of jammers operating are used.
The performance degradation of the system compared to operation in a non-contested environment is
determined and a comparison between the performance of the hybrid multistatic radar with that achievable
by a monostatic radar and an active-only multistatic radar network within a selection of contested scenarios
is made. Results show that the use of spatially distributed nodes and frequency diversity within the system
enable greater theoretical functionality in the presence of jamming over conventional radar systems.

INDEX TERMS Cramér-Rao lower bounds, Hybrid Radar, Multistatic Radar, Radar Jamming

I. INTRODUCTION

MULTISTATIC hybrid radar networks combine the use
of multiple transmitter and receiver nodes within a

spatially distributed system capable of operating in both
active and passive modes in a cooperative way. Such systems
offer greater area coverage, multiple observation perspec-
tives, frequency diversity and simultaneous multiple role
functionality. They are of particular interest within military
contexts as they offer a number of key advantages over con-
ventional systems, including graceful degradation, covert-
ness due to silent receivers located separately from active
transmitters and the capability to perform passive sensing
using signals from illuminators of opportunity (IO), thereby
creating a radar system which is more resilient to adversarial

jamming while maintaining the ability to use active monos-
tatic modes when necessary [1]. Multiple perspective detec-
tion can offer greater robustness and superior performance
compared to single perspective systems by allowing for the
facilitation of fused decision making based on data collected
from multiple nodes. The increased complexity of a hybrid
multistatic radar system allows both active and passive nodes
to function with varying operating characteristics and for
different nodes to simultaneously perform different roles. In
order to effectively benefit from the additional functionality
of such a system, informed decision making regarding the
node distribution geometry, individual node task allocation,
and optimal operating characteristics for a given role within
a given scenario is of crucial importance. The efficacy with
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which this can be done depends on the availability of perfor-
mance measure comparisons between different node pairs.
The ambiguity function (AF) and the Cramér-Rao lower
bounds (CRLB) on radar measurement parameters are highly
effective performance metrics.

The AF is a method used to analytically determine the
ability of a radar system to resolve two targets in range and
velocity [2]. In monostatic configurations, the AF is based
only on the transmitted waveform. A modified AF which
additionally considers and accounts for the node geometry
has been found in order to enable similar characterisation of
bistatic configurations [3]. The CRLBs on range and velocity
estimations in monostatic system configurations have been
derived from the monostatic AF using the radar transmit
waveforms. Derivations show that the CRLBs are found from
the inverse of the Fisher information matrix (FIM), and a
direct relationship between the AF and the FIM was shown
in [4], thus enabling the CRLBs to be found from the AF.
Previous work has shown that the CRLBs on range and
velocity estimations can be similarly found for bistatic radar
channels within multistatic systems by using the bistatic AF
[5].

It has been shown that the bistatic CRLBs can be expressed
in the form of a product which is separable into solely ge-
ometry dependent and waveform dependent parts. The FIM
for Linear Frequency Modulated (LFM) [6], Sinusoidal Fre-
quency Modulated (SFM) [7], and Orthogonal Frequency-
Division Multiplexing (OFDM) [8] waveforms have been
found and using these, the Root Cramér-Rao lower bounds
(RCRLB) on range and velocity estimations were found and
analysed for different multistatic scenarios in [9].

In [10], the CRLBs of target parameter estimations using
a multistatic radar system under barrage jamming conditions
were found and a method for finding an optimised solution
to the directional power allocation of a jamming signal is
proposed. The method aimed to maximise the CRLB met-
rics for target location and velocity using a particle swarm
optimisation approach to find solutions to the non-convex
problem and thereby achieve maximum network degrada-
tion. The model fidelity improved upon previous research by
accounting for signal travel delay times and Doppler shifts
due to target motion; however, the proposed method requires
prior knowledge of the locations of receivers within the radar
network such that the power allocations may be chosen. The
locations of silent receivers may not always be known and
is often highly dependent on the availability of situational
information.

An algorithm based on the principles of using non-
coherent integration detection is proposed in [11] with the
aim of suppressing deception jamming and improving detec-
tion capabilities for a multistatic radar system. The method
uses a discriminator to distinguish between jamming signals
and true target returns at the centralised decision making level
and is shown to improve system functionality. The vignette
used in the work included multiple targets for simultaneous
detection by a distributed radar network comprised of a single

transmitter and seven receivers, including one receiver co-
located with the transmitter node. The radar in this situation
is then limited to using only an active radar waveform and
single frequency band. A frequency diverse system capable
of utilising multiple frequency bands would offer greater
resilience to jamming methods, including deception jamming
schemes, by requiring the jamming device to generate many
jamming waveforms at a multitude of frequencies simulta-
neously. A frequency diverse multistatic system may then be
able to outperform a system solely employing active radar
waveforms, even with jamming suppression mechanisms in
place, when operating in a contested electromagnetic (EM)
environment. Alternatively, a frequency diverse multistatic
system may be able to use such a suppression method with
greater efficacy than an active radar based network, resulting
in superior decision making capabilities.

Recent works have looked to implement methods based
on providing convolutional neural networks with multistatic
radar data such that jamming discrimination can be carried
out using features beyond signal correlation [12]. The pro-
posed method was shown to be effective against deception
jamming techniques. The deception jamming problem is
also addressed in [13], where the differences in the spatial
scattering property between false and real targets is exploited
as the basis of a method to differentiate between real targets
and deception jamming. The complex modulation of signals
from distributed receivers are correlated to facilitate a data
fusion method based on local measurements without infor-
mation loss as typically seen in centralised decision making
employed by multistatic networks. However, the proposed
approaches in [12] and [13] are only shown to be imple-
mented on single frequency multistatic systems and do not
leverage the capability of frequency diversity which such a
platform may have the potential to support.

While interest in the use of passive systems continues
to grow as a result of their ability to function without a
dedicated active transmitter and their resilience to electronic
counter-measures (ECM), the general limitations on the
availability of research on the subject of ECM against passive
radar systems within open literature is highlighted in [14] and
[15]. It is also suggested that deception jamming methods are
of limited use against passive systems [16], demonstrating
the need for systems with integrated passive capabilities but
also validating the necessity for continued innovation to com-
bat noise based jamming techniques, though the viability of
deception jamming usage against networks involving passive
pairs is disputed [17].

In [18], strategies for the jamming of Digital Audio Broad-
casting (DAB) using noise based signals for the degradation
of either the reference or the surveillance signal are pro-
posed. In [19], a Gaussian noise waveform and a tone signal
waveform were tested as jamming signals in simulations
against a passive radar system utilising numerous civilian
broadcasting waveforms as IOs, including Digital Video
Broadcasting-Terrestrial (DVB-T), DAB, and FM radio. The
reference channel and surveillance channel of the systems
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were targeted and the results showed that radar performance
degradation can be reduced by using direct signal cancel-
lation. The performance of an FM based passive coherent
location (PCL) radar system under a selecion of jamming
waveforms was studied in [20]. This work used a broadband
noise jamming signal and a tone jamming signal at the carrier
frequency to degrade the performance of the radar system.
Results from simulations and experimental capture are com-
pared under both jamming techniques. The authors show
that the effectiveness of jamming against a passive radar
system is dependent on the channel targeted and that FM
jamming can be effective at relatively low jamming power.
A study concentrating on the jamming of DVB-T based
passive radar was carried out in [21] where it was shown
how the deterministic content independent part of a DVB-T
signal can be used as an effective ECM method. The authors
highlight the importance for jamming to be directed to the
surveillance channel of the radar system due to demodulation
and remodulation protocols used in the reference channel
which would render jamming targeting the reference channel
ineffective. Techniques which can be exploited by the radar
system to mitigate or reduce the jamming effects are also
suggested; however, the effectiveness of electronic counter-
countermeasures is likely to be inferior compared to being
able to switch operation mode to use alternative IOs which
are not being congested, thus making a system with multi-
frequency capabilities desirable.

Finally, a method for countering imaging passive radar
systems which use OFDM waveforms was proposed in [22].
The work describes an ECM technique which is utilised by
a target based jammer for the purpose of protection against
detection, localisation, and identification. The assumed target
is a ship with the on-board jammer capable of omnidirec-
tional jamming. The DVB-T signal is received by the jammer
and modified to include the appropriate delay, radar cross-
section (RCS) modulations, and Doppler shifts prior to re-
transmission. While the proposed method is successful in
carrying out jamming against a single receiver node passive
radar, a multistatic system using spatially distributed re-
ceivers would recognise incoherencies between the jamming
signal received at each node, making this jamming method
ineffective.

In this work, a hybrid multistatic radar system capable
of operating at multiple frequency bands simultaneously is
considered, with the aim of determining the feasibility for
optimal selection of transmitter-receiver (Tx-Rx) pairs to
be carried out in order to minimise the range and velocity
estimation errors using the CRLB as a performance metric.
A vignette involving the detection of a single flying target is
chosen to be used across a range of different contested EM
environment situations created by the use of three different
jamming techniques. The signal-to-noise-and-jamming-ratio
(SNJR) for quartets consisting of either an active or passive
transmitter, receiver, jammer, and target are constructed and
the FIMs for the bistatic CRLBs using a selection of active
and passive waveforms are provided. It should be noted that,

in the analysis within this work, mention of performance
improvement or degradation is an explicit reference to the re-
duction or increase in the CRLB values for a given parameter,
respectively. Similarly, the best performance is considered to
be that which results in the lowest CRLB value for a given
parameter, while the worst performance is that resulting in
the highest CRLB value. The novel contributions made by
the research in this study include:

• The development of three jamming techniques, two of
which enable jamming over a diverse frequency range
and are capable of degradation against both active and
passive radar operations, as well as documentation of
their use by multiple jamming devices within a realistic
situational vignette based on a hybrid multistatic radar
network.

• Calculation of the bistatic CRLBs for range and veloc-
ity estimation errors under noise jamming conditions.
These bounds allow for the performance comparison to
be made between node pairs within a hybrid or active-
only multistatic system operating in contested EM envi-
ronments.

• A quantitative comparison of the theoretical best perfor-
mance of a hybrid multistatic system against conven-
tional multistatic and monostatic radar systems when
functioning in a contested EM environment.

The rest of this paper is organised as follows: Section 2
presents the system model used; Section 3 introduces the
bistatic AF and the FIMs of the different waveform types
investigated, as well as the bistatic CRLBs for the range
and velocity estimations; Section 4 describes the method-
ology used in the simulations and the jamming techniques
employed; Section 5 presents the results obtained in each
of the scenarios investigated as part of the research. Finally,
Section 6 concludes the work.

II. MULTISTATIC HYBRID RADAR MODEL
The scenarios simulated in this research are based on a hybrid
multistatic radar system which is comprised of multiple
active and passive transmitters and multiple receivers oper-
ating within contested environments in which RF jamming
systems are deployed. For a scenario absent of any jammers
containing a single target, nT transmitters, and nR receivers,
the scene is then made up of nTnR transmitter-receiver-target
groups. When a scenario includes instances of jammers, the
inclusion of a jammer node within the transmitter-receiver-
target group can be determined dependent on the operating
mode of the jammer. A depiction of the bistatic geometry
between a transmitter-target-receiver group, along with a
jammer capable of targeting the receiver within the group,
is shown in Fig. 1.

The distances between the nodes and target in the grouping
are shown in Fig. 1. The distance between the kth transmitter
and lth receiver is given by Rk,l, the distance between the
kth transmitter and ψth target is Rk,ψ , and the distance
between the ψth target and lth receiver is Rψ,l. Finally, the
distance from the ζth jammer to the lth receiver is denoted
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FIGURE 1. Bistatic geometry between transmitter, target and receiver group

Rζ,l. The term ϕkl denotes the angle created between the
velocity vector of the target ψ with the bistatic bisector B.
The bistatic radial velocity of the target is then given by
Vradial = V cosϕkl, where V is the velocity of the target.

Based on the bistatic geometry between the transmitter-
target-receiver triad forming a group excluding a jammer
node, it is then possible to formulate expressions describ-
ing the instantaneous received signal at the lth receiver at
time t due to a transmission signal originating from the kth
transmitter which has been reflected from target ψ, given by
yl:k(t). Such an expression is made up of the sum of terms
relating to the direct path interference, the target response,
and a noise term and is given by

yl:k(t) =
√
φkl(t)γkl(t)u(t− τkl)

+
√
φkl(t)σψ(t) [γkψ(t) + γψl(t)]u(t−τψ)e−j2πωψ(t)+nl(t),

(1)

where σψ(t), τψ , and ωψ(t) are the target RCS at time
t, delay caused by target range, and target Doppler fre-
quency for target ψ, respectively. The term τkl denotes the
delay in the reference channel formed between transmitter k
and receiver l, and nl is the additive white Gaussian noise
(AWGN) at the lth receiver’s surveillance antenna at time t.
Finally, γab(t) denotes the instantaneous path loss between
any RF source a and receiver b at time t and φab(t) is a
term which encompasses the instantaneous power and gain
characteristics for any pair of RF source a and receiver b
given by

φab(t) = Pa(t)Ga(t)Gb(t), (2)

where Pa(t) and Ga(t) are the transmit power and gain of
RF source a and Gb(t) is the gain of receiver b at time t. It
should be noted that the RF source here can be any transmit-
ter, including active radar transmitters, IOs, and jammers.

Considering the quartet group of nodes, including a trans-
mitter, target, receiver, and jammer, it is possible to formulate
expressions for the SNJR for both an active radar and a
passive radar case. In the active radar case, the SNJR at
receiver l using an active radar transmitter k to detect a target
ψ while being jammed by jammer ζ is approximated by

ρl:k,ψ,ζ =
φkl(t)σψ(t) [γkψ(t) + γψl(t)]

kBT0BlNFl + φζl(t)γζl(t)
. (3)

In the passive radar case, the SNJR at receiver l using an
IO transmitter m to detect a target ψ while being jammed by
jammer ζ is approximated by

ρl:m,ψ,ζ =
φml(t)σψ(t) [γmψ(t) + γψl(t)]

2kBT0BlNFl + µDPIφmlγml + φζl(t)γζl(t)
,

(4)
where µDPI is the residual direct-path interference (DPI)

ratio which acts as a coefficient measuring the effectiveness
of the DPI cancellation scheme used by the passive radar.
In the simulations carried out in this research, a value for
µDPI is chosen such that 50 dB of suppression is assumed
for the direct path return. The target RCS and the path losses
are chosen to be time independent and target RCS is also
simplified to be aspect angle independent, meaning these two
parameters may be treated as constants. It should also be
noted that the path loss is a function of the wavelength and
the distance traversed by the signal.

III. BISTATIC CRAMÉR-RAO LOWER BOUNDS ON
RANGE AND VELOCITY ESTIMATIONS
The CRLBs provide a theoretical lower bound for the vari-
ance of an unbiased estimator for a deterministic parameter
and are therefore a useful measure to obtain an optimised per-
formance bound for the range and velocity estimation errors
achievable, irrespective of processing technique limitations.
The CRLBs can be obtained by taking the inverse of the FIM,
for which a relationship to the AF has been derived [4]. It has
been determined that the bistatic CRLBs reduce to those of
the monostatic CRLBs when the radar geometry is such that
the baseline between transmitter and receiver is zero.

The bistatic FIM is given by

J(Rψl, Vr) = −2ρl:k,ψ,ζ

∂2Φ(Rψ,l,Vr)

∂R2
ψ,l

∂2Φ(Rψ,l,Vr)
∂Rψ,l∂Vr

∂2Φ(Rψ,l,Vr)
∂Vr∂Rψ,l

∂2Φ(Rψ,l,Vr)
∂V 2

r

 ,
(5)

where Vr denotes the radial velocity of the target along
the bistatic bisector,Rψ,l is the range from the target ψ to the
receiver l, ρl:k,ψ,ζ is the SNJR at receiver l using a transmitter
k to detect a target ψ while being jammed by jammer ζ, and
Φ is the square of the bistatic AF and is therefore given by

Φ(τ, ω) =

∣∣∣∣∫ ∞

−∞
u(t)u∗(t− τ)e−j2πωtdt

∣∣∣∣2 , (6)

where u(t) is an arbitrary waveform, τ a timr delay, and ω
a Doppler frequency for which the AF (and therefore Φ) are
being calculated.

VOLUME 4, 2016 5



This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI
10.1109/ACCESS.2022.3157607, IEEE Access

Author et al.: Preparation of Papers for IEEE TRANSACTIONS and JOURNALS

The partial derivatives which make up the bistatic FIM are
each separable into sums of products comprised of partial
derivatives dependent only on geometric parameters and ele-
ments from the waveform exclusive FIMs. These waveform
dependent FIMs have been derived for each of the waveforms
used in this research in prior literature and are given along
with mathematical descriptions of each of the waveforms
used for the hybrid radar system in the following subsections,
denoted by the type of modulation used to generate the wave-
form. The bistatic CRLBs for time delay τ (corresponding to
range) and Doppler frequency ω (corresponding to velocity)
are then given by

CRLB(τ) =
1

2Spρ
· J2,2

detJ
, (7)

CRLB(ω) =
1

2Spρ
· J1,1

detJ
, (8)

where J denotes the bistatic FIM, calculated based on the
geometry and the waveform of the Tx-Rx pair and its detailed
analytical derivations are given in [5]. Moreover, Sp indicates
the integration gain due to utilising multiple LFM pulses or
multiple DVB-T and DAB symbols, and ρ denotes the SNJR
at the receiver.

In the following subsections, the signal models for each of
the modulation schemes used by the four waveforms which
can be used by the radar system are provided, as well as the
FIMs for each scheme.

A. LINEAR FREQUENCY MODULATION (LFM)
The LFM waveform is a pulse compression commonly used
by frequency-modulated continuous-wave (FMCW) radar
systems and often described as a chirp waveform. The fre-
quency of the signal is linearly increased over the chirp
period. The LFM waveform at time t is given by

YLFM (t) =

{
Ae

jπ
fB
TC

t2
0 ≤ t ≤ TC

0 other
, (9)

where A is the amplitude of the chirp, fB is the bandwidth of
the chirp, and TC is the chirp length. The quotient made up of
the chirp bandwidth and chirp length is commonly referred to
as the slope rate in radar waveform design.

Analytical expressions for the CRLB of an LFM waveform
consisting of a sequence of chirps have previously been
derived [6] and the FIM matrix for the range and Doppler
measurements using the LFM waveform is

JLFM =

[
−π2f2

B

3
π2fBTC

3
π2fBTC

3
π2TPRI(1−N2)−π2T 2

C

3

]
, (10)

where N is the number of chirps in the LFM waveform
and TPRI is the pulse repetition interval.

B. SINUSOIDAL FREQUENCY MODULATED (SFM)
FM radio signals are an example of a commonly used SFM
waveform and are used within the simulations included in
this research. Their use in passive radar systems has been of
growing interest due to the high powers used for transmission
and a frequency band which is relatively low compared
to those used by alternative potential IOs. Both of these
characteristics result in a large area coverage being possible,
as well as signal-to-noise-ratios (SNR) at typical radar ranges
which make target sensing achievable.

An approximation of an FM radio signal made over an
observation window must be made since the time variance of
the frequency of the signal is dependent on the instantaneous
signal content, meaning it is not possible for an exact model
to be constructed. This approximation is given by

YSFM (t) =

{ A√
Td
ejβsin(2πf0t+ϕ) 0 ≤ t ≤ Td

0 other
, (11)

where A is the amplitude of the chirp, Td is the observation
duration, ϕ is the phase, and f0 and β are terms arising when
the bandwidth of the signal is approximated using Carson’s
bandwidth, given by

Bc = 2(δf + fm) = 2βf0, (12)

where the peak frequency deviation and the highest fre-
quency present in the modulating signal are given by δf and
fm, respectively.

The FIM and CRLB expressions must also be approx-
imated for the FM signal since the characteristics of the
waveform are also related to the instantaneous frequency
which is a function of the signal content. Therefore, a modi-
fied expression for the FIM resulting from the approximated
model in 11 is given by [7]

JSFM = N

[
4π2β2f20 −(−1)Tdf02πβsin(ϕ)

−(−1)Tdf02πβsin(ϕ)
π2T 2

d

3

]
.

(13)

C. ORTHOGONAL FREQUENCY-DIVISION
MULTIPLEXING (OFDM)
OFDM is a multi-carrier waveform standard, of which each
subcarrier is modulated with phase shift keying (PSK) or
quadrature amplitude modulation schemes to entirely utilise
the available channel and mitigate the impact of the multi-
paths. OFDM waveforms are widely used in modern wire-
less communication and broadcasting systems, since OFDM
modulation maximises the spectral efficiency of the com-
munication channels by dividing wide band channels into
narrow band multiple channels. OFDM signals are also con-
sidered for radar sensing to enable joint communication and
radar functions [23]. The simulated scenarios carried out in
this work incorporate two types of widely used digital broad-
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casting technologies: the DAB and DVB-T, which utilise
OFDM signals. An OFDM signal can be expressed by

YOFDM (t) =

Q−1∑
q=0

Ns
2 −1∑

n=−Ns
2

Asn,qe
j2πn∆f(t−Tc−qTQ)w(t−qTQ),

(14)
where NS is the number of subcarriers, Q is the number
of QAM symbols transmitted, sn,q denotes the qth QAM
symbol transmitted in the nth subcarrier, A is the signal
amplitude, ∆f is the subcarrier frequency spacing, TQ is the
symbol duration, Tc is the cyclic-prefix duration, and w(t)
defines a root raised-cosine (RRC) filter response at t. A
modified FIM for OFDM signals were derived in [8] and its
elements are given by

[JOFDM ]1,1 =
4π2Q(3 + ∆f2(N2

s − 1)(4TQ − Tw)Tw)

Tw(48TQ − 12Tw)
,

(15)

[JOFDM ]2,2 =
Q

12TQ − 3
4Tw

·[
4π2Q2T 3

Q − π2(Q2 + 2)T 2
QTw−

(π2 − 6)T 3
w + 12(π2 − 8)TQT

2
w], (16)

[JOFDM ]1,2 = [JOFDM ]2,1 = 0. (17)

The OFDM waveform parameters for the DVB-T and DAB
signals are provided in Table 1. along with the numerical val-
ues of the parameters used for the LFM and FM signals used
within the simulations in this work. The carrier frequency, fc,
is required for the calculation of the SNR and has therefore
also been included within Table 1 for each waveform.

IV. METHODOLOGY
This section initially introduces the simulations which are
carried out as part of the research before going on to describe
the jamming techniques used within the investigations.

A. SIMULATED SCENARIOS
A possible 1970 different scenario variations are possible
based on the single selection of a node entity geometry and
three jammers, each capable of transmitting in six possible
jamming modes at two different directivities. In this work, a
selection of 17 different scenarios are specifically chosen for
study in order to provide the most meaningful results from
scenarios most reflective of those which may be encountered
in real world electronic warfare (EW) situations. The jam-
ming modes and jammer selection of each of these scenarios
are summarised in Table 2.

The hybrid multistatic radar network used in this research
is made up of seven spatially distributed nodes, including
four transmitters and three receivers. Each transmitter is
capable of transmitting a unique waveform type, including
LFM (active radar), DVB-T, FM, and DAB. One receiver is

TABLE 1. Active and passive radar waveform parameters

Waveform Type Parameter-Value Pair

LFM

fc = 10 GHz
fB = 50 MHz
TC = 200 µs

TPRI = 400 µs
N = 64

Pt = 5 KW

FM

fc = 100 MHz
f0 = 15 KHz

β = 5
Td = 100 ms

ϕ = 0
Pt = 10 KW

DVB-T

fc = 500 MHz
∆f = 1116 Hz
Ns = 6816
Q = 64

TQ = 896 µs
Tw = TQ/4
Pt = 7.5 KW

DAB

fc = 150 MHz
∆f = 2000 Hz

Ns = 768
Q = 64

TQ = 623 µs
Tw = TQ/4
Pt = 5 KW

co-located with the transmitter capable of transmitting the
LFM waveforms; however, all three receivers are capable
of receiving all four waveforms at any given instance. The
vignette is chosen such that a single flying target travelling
along a linear trajectory in the xy-plane at constant altitude is
considered in each of the 17 contested and one uncontested
scenarios investigated. A map depicting the scenario used in
the simulations in this work is shown in Fig. 2. This map
shows the relative positions of the different nodes which
comprise the hybrid multistatic radar system being used,
as well as the locations of the two ground jamming nodes
and the flight path of the target. It should be noted that in
certain scenarios where a target based jammer is employed,
the position of this jammer is equivalent to the position of
the target at any given instance and thus follows the same
flight path shown on the map. The locations of the nodes
within the radar network, the two ground jammers within the
environment, and the flight path of the target remain the same
in all investigated scenarios. The precise coordinates of the
positions for each entity, including the parametric equation
for the position of the target at time t, are provided in Table 3.
It should also be noted that, in all scenarios where the ground
jammers are used, both jammers are transmitting the same
waveforms.

B. LFM JAMMING
This jamming method aims to only jam the active radar fre-
quencies and to force the radar network to resort to utilising
passive IOs. The technique assumes that the active radar
frequency band is known. The jammer then continuously
transmits a barrage style, zero mean, Gaussian jamming
signal at the carrier frequency used by the active radar and
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TABLE 2. Jammer configurations used in each scenario simulated

Scenario No. Jtarget No. Jground Jtarget mode Jground mode Jtarget directivity Jground directivity
Clean 0 0 - - - -

1 1 0 LFM - Directive Directive
2 1 0 Random - Directive Directive
3 1 0 Distance - Directive Directive
4 0 2 - LFM Directive Directive
5 0 2 - Random Directive Directive
6 1 2 LFM LFM Directive Directive
7 1 2 Random Random Directive Directive
8 1 2 Distance LFM Directive Directive
9 1 2 Distance Random Directive Directive
10 1 2 LFM Random Directive Directive
11 1 0 LFM - Omni Omni
12 1 0 Random - Omni Omni
13 1 0 Distance - Omni Omni
14 0 2 - LFM Omni Omni
15 0 2 - Random Omni Omni
16 1 2 LFM LFM Omni Omni
17 1 2 Random Random Omni Omni

FIGURE 2. Map showing locations of transmitters, receivers, jammers, and
target flight path, used in simulated scenario vignettes

which spans the bandwidth of the receiver channel dedicated
to reception of the active radar waveform. The variance of the
jamming signal is equal to the jamming signal power.

C. RANDOMISED JAMMING
This jamming technique uses a randomised selection method
to choose the noise jamming waveform carrier frequency and
bandwidth at each discrete instance within the simulation.
The probability of the LFM (active radar) frequency band and
characteristics being selected for jamming is given a biased
weighting since this waveform is used to jam the active radar
operation and is therefore the radar operation typically of
greatest desirability to inhibit within a hybrid system from
the perspective of the jammer. The probability for any of
the three passive waveform characteristics being chosen for
jamming is given by P (YJ(t) = Ypassive(t)) = 1

5 , where
Ypassive can be a noise signal with characteristics determined
be any of the DVB-T, DAB, or FM signal waveforms. The
probability that the characteristics of the LFM waveform
are chosen for the jamming waveform at any instance is
P (YJ(t) = YLFM (t)) = 2

5 .

D. DISTANCE JAMMING
This jamming technique selects the noise jamming waveform
characteristics based on a determination of which transmitter
within the scene is located at the shortest distance from
the jammer at any given instance. The distance from the
jammer to each transmitter is determined at each progressive
time increment throughout the simulation and the jammer
waveform is changed at the instance when the nearest trans-
mitter changes. The jammer proceeds to transmit a jam-
ming waveform with the characteristics corresponding to this
transmitter until the instance when a different transmitter is
determined to be at a proximity closer to the target. Thus, the
index for the transmitter whose waveform characteristics are
selected to be used for jamming at a given time instance is
given by

K = argmin
k

(Rk,ψ) , (18)

where k = {1, ..., nT } and, as before, Rk,ψ denotes
the range from transmitter k to target ψ. For the hybrid
multistatic radar simulated in this work nT = 4. The label
of the selected transmitter at the given time instance is then
TxK.

It should be noted that the inclusion of two numerical
values for the gain of each of the jammers in Table 3 is due to
two directivities being possible. The larger number, quoted in
decibels, refers to the jammer transmit gain when the jammer
is used in the directive mode and is concentrating radiated
energy towards a single receiver node. The smaller number,
quoted in decibel isotropic, refers to the jammer transmit gain
when the jammer is used in the omnidirectional mode and is
radiating in all directions. Jground and Jtarget are abbreviations
for ‘ground jammer’ and ‘target based jammer’, respectively,
and J0, J1, and J2 refer to the target based jammer, ground
based jammer 1, and ground based jammer 2 from the map
in Fig. 2, respectively.
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TABLE 3. Descriptions of function, operating characteristics, and position for each node in simulated vignette

Node Function Power (W) Gain Waveform Type Position (x,y,z) coordinates (m)
Tx1 Monostatic transmitter 5000 30 dB LFM (20k, 40k, 5)
Tx2 IO transmitter 7500 6 dB DVB-T (45k, 50k, 100)
Tx3 IO transmitter 10,000 2.15 dB FM (65k, 35k, 100)
Tx4 IO transmitter 5000 2.15 dB DAB (5k, 20k, 100)
Rx1 Monostatic receiver - 2.15 dB All (20k, 40k, 2)
Rx2 Bistatic receiver - 2.15 dB All (40k, 5k, 2)
Rx3 Bistatic receiver - 2.15 dB All (55k, 60k, 2)

Target Aircraft target - - - (100t, 500
7 t, 400)

J0 Target mounted jammer 10,000 20 dB or 5 dBi All On target
J1 Ground based jammer 25,000 20 dB or 5 dBi All (20k, 10k, 5)
J2 Ground based jammer 25,000 20 dB or 5 dBi All (20k, 30k, 5)

E. AVERAGE MINIMUM CRLB SELECTION ALGORITHM
The average minimum CRLB is the CRLB value demon-
strative of the case where the multistatic radar system is
capable of intelligently selecting the optimal pair at every
instance. It is therefore the CRLB value for either range
or velocity, obtained by averaging the CRLB value found
at each time instance within the simulation runtime by the
optimally performing Tx-Rx pair at each instance. This value
then gives an accurate idealised representation of the over-
all hybrid multistatic network performance when operating
within the contested environment conditions. The indexes
of the optimally performing Tx-Rx pair at a discrete time
instance t for a parameter ε which can be either range or
velocity is given by

Kε:opt(t), Lε:opt(t) = argmin
k,l

(CRLBε:k,l(t)), (19)

where CRLBε:k,l(t) denotes the CRLB value on parameter
ε for the Tx-Rx pair formed by transmitter k and receiver
l at time t. The possible transmitter index values are k =
{1, ..., nT } and receiver index values are l = {1, ..., nR}.

The average minimum CRLB for parameter ε across the
simulation runtime is then given by

CRLBavg.min.ε =
1

ND

ND∑
t=1

CRLBε:Kε:opt(t),Lε:opt(t)(t),

(20)
where ND is the total number of discrete time instances

within a simulation runtime and CRLBε:Kε:opt(t),Lε:opt(t)(t)
is the CRLB value for parameter ε at time t due to the optimal
Tx-Rx node pair for parameter ε at time t, given by Kε:opt(t)
and Lε:opt(t), respectively.

V. RESULTS
The results section of this paper is broadly split into four
parts. Initially, examples of the effects of the three different
jamming techniques are shown by study of a selection of
the scenarios used within the research. Secondly, the average
RCRLB for range and velocity estimations across the entirety
of each simulation for each Tx-Rx pair are presented for
every scenario investigated. Thirdly, the average minimum
RCRLB degradation for range and velocity estimations for

FIGURE 3. RCRLB on range at each target position in the clean scenario

each scenario are presented. Finally, the theoretical improve-
ments achievable in RCRLB for both range and velocity by
the hybrid multistatic radar network over an active monos-
tatic radar (Tx1-Rx1 pairing) and an active-only multistatic
radar (Tx1 paired with any receiver) are shown.

Examples of the variation in the RCRLB for range and
velocity for each transmitter and receiver pair throughout
the scenario simulation are provided here. The examples
cover four of the scenarios investigated, including jamming
free (clean), omnidirectional LFM Jamming, omnidirectional
Randomised Jamming, and omnidirectional Distance Jam-
ming, which appear in Table 2 as scenarios: clean, 11, 12, and
13, respectively. The purpose of these examples is to illustrate
the effects of each jamming technique on the RCRLBs.

Figs. 3 and 4 show the RCRLB on range and velocity for
each target position within the scenario where no jamming
occurs.

Figs. 5 and 6 show the RCRLB on range and velocity
for each target position within the scenario where a sin-
gle omnidirectional jammer located on the aircraft target
is used and the jammer is transmitting the LFM Jamming
technique throughout the scenario. It can be determined from
a comparison between Figs. 5 and 6 with Figs. 3 and 4,
respectively, that the employment of this jamming technique
results in severe degradation of the Tx1-Rx1 pair (active
monostatic) and the Tx1-Rx2 and Tx1-Rx3 pairs (active
bistatic) performance for both the RCRLB on range and
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FIGURE 4. RCRLB on velocity at each target position in the clean scenario

FIGURE 5. RCRLB on range at each target position in the LFM jamming
scenario

FIGURE 6. RCRLB on velocity at each target position in the LFM jamming
scenario

velocity. The performance of the node pairings which are
operating passively are unaffected and generally outperform
the active radar under the contested conditions. As such,
under these jamming conditions, a strategic choice to select
passive operation over active operation should be made.
This evaluation can be made by comparison of the average
RCRLB of each pair for the parameter of interest.

Figs. 7 and 8 show the RCRLB on range and velocity
for each target position within the scenario where a single

FIGURE 7. RCRLB on range at each target position in the random jamming
scenario

FIGURE 8. RCRLB on velocity at each target position in the random jamming
scenario

FIGURE 9. RCRLB on range at each target position in the distance based
jamming scenario

omnidirectional jammer located on the aircraft target per-
forming the Randomised Jamming technique is used. It can
be seen from the two figures that determination of the optimal
transmitter-receiver pair to use at any given instance becomes
very difficult due to the sporadic variations in each plot,
making this an effective form of jamming for the purpose
of reducing the radar networks ability to choose node pairs
based on average CRLBs.

Figs. 9 and 10 show the RCRLB on range and velocity
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FIGURE 10. RCRLB on velocity at each target position in the distance based
jamming scenario

for each target position within the scenario where a single
omnidirectional jammer located on the aircraft target per-
forming the Distance Jamming technique is used. As can
be seen from both figures, when the jamming waveform
used is switched, the RCRLBs for the three plots pertaining
to the corresponding transmitter/waveform become signifi-
cantly degraded. This appears to form notches in the plots
occurring at target positions for which a given transmitter is
located closest to the target. A comparison between Figs. 9
and 10 with Figs. 3 and 4, respectively, shows that this
jamming technique has resulted in points within the scenario
where the node selection for optimal performance deviates
from the selections which would be made when operating
within the clean scenario. As such, this jamming technique
would force the radar system to make intelligent choices
regarding node pair selection and degenerates the optimum
performance possible within particular time ranges within the
scenario.

The results showing the average RCRLB on range and
velocity for each waveform across all scenarios have been
split into four separate graphs. The graphs in Figs. 11 and 12
correspond to the results from scenarios involving directive
jamming for range and velocity, respectively, while those
in Figs. 13 and 14 correspond to the results from scenarios
involving omnidirectional jamming for range and velocity,
respectively.

As expected, it can be seen in Figs. 11 and 12 that no
differences are observed in the results corresponding to Rx2
and Rx3 for all scenarios. This is due to the directivity of the
jammers causing radiated energy to be concentrated towards
Rx1 throughout the scenarios. In the ‘Clean’ scenario, the
active radar transmitter (Tx1) with co-located receiver (Rx1)
produces the best result, as would be expected since this is the
pair forming an active monostatic radar. The second highest
performance is achieved using the active radar transmitter
(Tx1) paired with Rx3 (a bistatic active radar). Since Rx3 is
not affected by the directive jamming used in these scenarios,
the Tx1-Rx3 pairing is also seen to perform the best in all
the scenarios where jamming is used. Therefore, the further
comments included here in reference to Figs. 11 and 12 refer

FIGURE 11. RCRLB on range at each receiver for each waveform mode for
all scenarios with directive jamming

FIGURE 12. RCRLB on velocity at each receiver for each waveform mode for
all scenarios with directive jamming

only to the results concentrating on pairs involving Rx1 as
the receiver node.

It can be seen from Fig. 11 that in all instances where
the LFM Jamming technique is used by either the target
based jammer or the ground jammers, the Tx1-Rx1 (LFM)
pairing performance is severely degraded. When this method
of jamming is used, the Tx2 (DVB-T) transmitter paired
with Rx1 tends to perform the best in all scenarios, apart
from Scenario 5. Where the Randomised Jamming method
is employed, the Tx1-Rx1 (LFM) pair is degraded the most;
however, Tx2-Rx1 (DVB-T) and Tx4-Rx1 (DAB) perfor-
mances are also degraded. This jamming method is effec-
tive as it forces the radar system to use passive pairs by
severely degrading the Tx1-Rx1 (LFM) pair; however, it also
degrades the passive performance, albeit to a lesser extent.
The Distance Jamming method had the greatest effect on
the DAB waveform performance, though this is partially
likely due to this waveform being targeted for jamming for
the longest duration period during the simulated scenarios
within which this jamming technique is used. The Tx3-Rx1
(FM) tends to perform poorly in all cases and only ever
outperforms the LFM waveform. This occurs in five out of
the ten scenarios and only where at least one jammer is
utilising the LFM Jamming method. In scenarios involving
either the Randomised Jamming or Distance Jamming, the
pairings between IO transmitters and receivers located away
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FIGURE 13. RCRLB on range at each receiver for each waveform mode for
all scenarios with omnidirectional jamming

from the active radar site outperform the pairings between the
IO transmitters and Rx1. This shows the benefit of having a
radar network inclusive of receivers located separately from
transmitter nodes.

The Tx3 (FM) transmitter with Rx1 pairing performs more
competitively with regards to RCRLB for velocity, as can
be seen from Fig. 12, with values typically close to those
achieved by Tx2-Rx1 (DVB-T) and Tx4-Tx1 (DAB). In
nine out of the ten scenarios where jamming is used, the
monostatic active radar result is degraded to a point where
performance would be severely inferior to any of the other
waveforms and receiver node choices. When considering
the results of pairs involving Rx1, it can be seen that for
seven out of the ten scenarios involving jamming, the DVB-
T waveform performs at least marginally better than DAB
and FM. In the three instances where this is not the case,
the jamming technique used was the Randomised Jamming
and therefore the degradation differences between the three
passive waveforms would see some variation over a repetition
of simulations and a performance ranking could be subject
to change. In all scenarios, the degradation effect is such that
the bistatic mode when operating with Tx1 (LFM) is superior
to using Tx1 (LFM) in a monostatic configuration for both
range and velocity average RCRLBs.

It should be noted that average range RCRLB values
greater than 1000 m or average velocity RCRLB values
greater than 1000 ms−1 were deemed to have been degraded
beyond a point of further interest and as such are simply
treated as being equal to a maximum possible value of 1000
in both cases.

From the results shown in Figs. 13 and 14, it can be
seen that when the jammers operate omnidirectionally, the
performance of pairings involving all three receivers are
degraded. In scenarios where the LFM Jamming technique
is used, all receivers paired with Tx1 (LFM) are severely
degraded regardless of whether they are in a monostatic or
bistatic arrangement. However, the radar is still capable of
using pairings involving Tx2 (DVB-T) and Tx3 (DAB) trans-
mitters to reduce the degradation effect. This demonstrates
the desirability for a multistatic radar network to be capable
of utilising a range of frequency bands in order to maintain

FIGURE 14. RCRLB on velocity at each receiver for each waveform mode for
all scenarios with omnidirectional jamming

FIGURE 15. Minimum range RCRLB degradation from clean for all scenarios

resilience to particular jamming methods. This also shows
how jamming techniques which are diverse in frequency are
better suited to disrupting hybrid multistatic radar operations
compared to single frequency band jammers.

The scenarios involving the use of the Distance Jamming
method again show that the pairs involving the Tx4 (DAB)
transmitter are more degraded than those using other wave-
forms. This further shows the dependency of this jamming
method’s performance on node location. A modified version
of the technique could look to utilise the information shown
here to improve the technique’s all-round performance by
weighting the significance of each transmitter prior to deci-
sion making. This would result in a reduction of the radius
around the Tx3 (FM) transmitter and increases in the radii
around the Tx1 (LFM) and Tx4 (DAB) transmitters within
which decisions are made to jam those waveform frequency
ranges.

The average minimum RCRLB degradation for range and
velocity for each scenario is shown in Figs. 15 and 16,
respectively.

The bars in the graphs of Figs. 15 and 16 show the perfor-
mance degradation achieved by the jammers in each scenario
relative to the results obtained in the ‘clean’ scenario, that
is, the increase in RCRLB value between each scenario
compared to the ‘clean’ scenario.
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FIGURE 16. Minimum velocity RCRLB degradation from clean for all
scenarios

From Fig. 15, it can be determined that in scenarios where
the jamming is directive, regardless of whether the target
based jammer, ground based jammers, or a combination
of both jamming modalities are used, the LFM Jamming
technique is more effective than the Randomised Jamming
technique or the Distance Jamming method (where data is
available). In scenarios where the jamming is omnidirec-
tional, it is seen that the most effective jamming method
is dependent on the jamming modality. If a target based
jammer is employed, the LFM Jamming technique achieves
the highest performance degradation, while the Randomised
Jamming method is most effective if only ground based
jammers or ground based and a target based jammer are used
in conjunction. In Fig. 15, it is also observed that when the
jamming is directional, there is a small increase in perfor-
mance degradation when using the mixed jamming arrange-
ment such that the target based jammer utilises the Distance
Jamming technique while the ground based jammers utilise
the LFM Jamming technique. This configuration outperforms
having all three jammers using the LFM Jamming technique
by an additional degradation of 0.38 m.

Figs. 16 shows that the LFM Jamming technique is also
seen to outperform the Randomised Jamming and Distance
Jamming techniques at degrading the average minimum
RCRLB on velocity when the jamming modality is a target
based jammer or ground based jammers for both directive
and omnidirectional jamming. When a combination of target
based jammer and ground based jammers are used, it is
seen that the LFM Jamming technique is most effective if
the jamming is directive; however, when the jamming is
omnidirectional the Randomised Jamming technique causes
the greatest performance degradation. In the results from
Fig. 16 no additional degradation is observed from using a
combination of different jamming techniques from the two
different jamming platform types.

The Distance Jamming method is seen to be the least
effective method of jamming against the multistatic radar
network for both the minimum average RCRLB on range
and velocity, while the most effective jamming method when

FIGURE 17. Improvement of estimation error on range using the average
minimum RCRLB achieved by the hybrid multistatic radar network over an
active monostatic and active multistatic radar network

either a target based jammer or ground based jammers are
used in isolation is typically the LFM Jamming technique
for both range and velocity. However, it is seen that the
overall most effective strategy for degrading the network
performance on range estimations in the vignette chosen is to
use a target based jammer alongside ground based jammers
where all jammers are utilising the Randomised Jamming
technique for both range and velocity estimates. This shows
that greater jamming effectiveness can be achieved against
a hybrid multistatic radar network by targeting all active
and passive waveforms which the network is capable of
utilising instead of solely attempting to degrade the active
components.

Figs. 17 and 18 show the RCRLB improvements for range
and velocity, respectively, when using the hybrid multistatic
radar network capable of intelligent pair selection compared
to the theoretical best performance values obtainable by
the Tx1-Rx1 pair (active monostatic radar) and the lowest
value obtainable by either Tx1-Rx1, Tx1-Rx2 or Tx1-Rx3
(active-only multistatic radar) for each scenario investigated.
Intelligent pair selection for the hybrid multistatic system
assumes, similarly to the analysis in Figs. 15 and 16, the
average minimum RCRLB as the performance of the system.

It can be seen from Figs. 17 and 18 that no negative or zero
values are obtained in any comparison within either graph.
This shows that the hybrid mulistatic system theoretically
offers a potential performance advantage in every jamming
scenario tested and in the ‘clean’ scenario. It can be seen
that, for both range and velocity, the RCRLB is improved
significantly over the best achievable performance by the
Tx1-Rx1 pair (active monostatic system) when the jamming
is directive. For the same jamming directivity, the RCRLB
is improved by a lesser amount when the hybrid multistatic
system is compared with the best achievable results from the
active-only multistatic system. This is expected as two out
of the three receiver nodes within the active-only multistatic
system do not receive any jamming.

In scenarios where omnidirectional jamming is used, it can
be seen that the RCRLB improvement achieved by the hybrid
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FIGURE 18. Improvement of estimation error on velocity using the average
minimum RCRLB achieved by the hybrid multistatic radar network over an
active monostatic and active multistatic radar network

multistatic system over both active-only systems is drastic
and such a system offers an improvement of approximately
similar amounts over both of the systems possessing active-
only operation modes. This shows that the hybrid multistatic
radar network offers significantly superior performance over
conventional radar systems when operating within contested
environments due to it’s frequency diversity opportunities.

VI. CONCLUSION

In this work, the effects of three jamming techniques on
the theoretical performance limits of a hybrid multistatic
radar system have been investigated. A vignette of a system
comprised of four transmitters, including one active radar
transmitter and three IOs, and three receivers, including one
receiver co-located with the active radar site, is studied under
a variety of jamming conditions caused by a target based
jammer and ground based jammers utilising three different
jamming techniques. The degradation in radar performance
caused by each jamming methodology relative to operation in
an uncontested environment is determined using the RCRLB
on range and velocity estimations. Further, a comparison
of the theoretical best achievable performance of an active
monostatic, active-only multistatic and hybrid multistatic
radar is made for a selection of different jamming conditions.
The results have shown that the average minimum RCRLB
on range and velocity would be severely degraded for a
multistatic radar system without the capability of frequency
diversity and validate the desirability for a hybrid multistatic
radar network to be capable of utilising numerous IOs to
reduce the degradation of jamming effects. It is thus shown
how a hybrid multistatic radar system can offer benefits over
traditional systems for minimising performance degradation
in the presence of jamming.
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