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Abstract

Modern data centres provide large aggregate network capacity and multiple paths among servers. Traffic in data centres is very
diverse; most of the data is produced by long, bandwidth hungry flows but the large majority of flows, which commonly come with
stringent deadlines regarding their completion time, are short. It has been shown that TCP is not efficient for any of these types
of traffic in modern data centres. MultiPath TCP (MPTCP) employs multipath data transport and is efficient for long flows but
ill-suited for short flows.

In this paper, we present Maximum MultiPath TCP (MMPTCP), a novel transport protocol which extends MPTCP and, compared
to TCP and MPTCP, reduces short flows’ completion times, while providing excellent goodput to long flows. To do so, MMPTCP
runs in two phases; initially, it randomly scatters packets in the network under a single congestion window exploiting all available
paths. This is beneficial to latency-sensitive flows. After a specific amount of data is sent, MMPTCP switches to a regular MultiPath
TCP mode. MMPTCP is incrementally deployable in existing data centres as it does not require any modifications outside the
transport layer and behaves well when competing with MPTCP flows. We also present a topology-specific extension of MMPTCP
that adjusts the numbers of subflows during the second phase of the protocol based on knowledge about the location of the receiver
in the data centre.

We present extensive evaluation that shows that MMPTCP’s design objectives are met. We have implemented MMPTCP (along
with MPTCP and packet spraying) in ns-3 and evaluated our protocol in simulated FatTree topologies. We have evaluated how
MMPTCP performs compared to TCP and MPTCP and how its performance is affected by transient hotspots in the network.
We have also experimented with different thresholds for duplicate acknowledgements and fast retransmissions and shown that
MMPTCP performs well when the size of short flows is widely ranged. Finally, we have evaluated how MMPTCP performs under
conditions that result in Incast, when different congestion control algorithms are used in its second phase and when varying the
overall network load.
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1. Introduction

Modern data centre network architectures [1, 2, 3] provide
very high aggregate bandwidth and dense interconnectivity in
the network by incorporating multiple paths among servers.
They support a large number of network services which pro-
duce very diverse intra-data centre traffic matrices. The major-
ity of the data is produced by long flows, which are bandwidth-
hungry. Short flows commonly come with stringent deadlines
regarding their completion time. According to [2], “99% of
flows are smaller than 100 MB, however, more than 90% of
bytes are in flows between 100 MB and 1 GB”. If short flows
cannot deliver all their data before their deadlines, some data
may be discarded, decreasing the overall quality of the main
computation or forcing some tasks to be restarted, wasting CPU
and network resources. Deadlines are typically missed due to
encountering transient or persistent congestion in their paths.
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Short flows result in very bursty and unpredictable traffic pat-
terns, which in turn means that data centres are susceptible to
severe transient congestion in any link in the network. Web la-
tency, part of which can be induced within the data centre, is
inversely correlated with revenue and profit; Amazon estimates
that every 100ms increase in latency cuts profits by 1% [4]. In
[5], it stated that “a 500 millisecond delay in the Bing search
engine reduced revenue per user by 1.2%, or 4.3% with a 2-
second delay”.

Equal-Cost Multi-Path (ECMP) routing [6] is nowadays de-
ployed in data centre switches so that multiple paths can be
used to efficiently route data in the network. However, even
with ECMP in place, TCP is ill-suited for both long and short
flows within the data centre. Under high load, long flows collide
with high probability and, as a result, network utilisation signif-
icantly drops and only 10% of the flows achieve their expected
throughput [7]. TCP is also inefficient for short flows, espe-
cially when competing with long flows. Queue build-ups, buffer
pressure and TCP Incast combined with the shared-memory na-
ture of data centre switches results in short TCP flows often
missing their deadlines mainly due to retransmission timeouts
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(RTOs) [8].
Several transport protocols have been recently proposed to

deal with these challenges. DCTCP [8], D2TCP,[9] and D3 [10]
all aim at reducing flow completion times (FCT) for latency-
sensitive flows. However, they require modifications in the net-
work and/or deadline-awareness at the application layer. Such
information may not be known a priori (i.e. at connection time).
Worse, these protocols are not designed to co-exist with other
transport protocols, and thus have a problematic deployment
path.

Multipath transport protocols, such as MultiPath TCP
(MPTCP) [11], transfer data using multiple subflows and rely
on ECMP to distribute the subflows to several network paths.
As shown in [7], MPTCP achieves high goodput and improves
the overall network utilisation. This is also illustrated in Figure
1(a)1, where MPTCP with eight subflows almost doubles the
application goodput when compared to TCP (i.e. MPTCP with
a single subflow in Figure 1(a)). However, MPTCP handles
short flows inefficiently. The congestion window of a subflow
may be very small over its lifetime. As a result, even a single
lost packet can force an entire connection to wait for an RTO
to be triggered because this lost packet cannot be recovered
through fast retransmission. This is clearly illustrated in Fig-
ure 1(b), where the mean short flow completion time increases
as more subflows are used (better shown in the embedded Fig-
ure). Note that the number of connections that experience one
or more RTOs significantly increases as well, hence the increase
in the standard deviation. Note that even a single RTO may re-
sult in flow deadline violation.

Central flow scheduling approaches, such as Hedera [13],
primarily deal with long flows. Hedera detects long TCP flows
at the edge switches and its central controller schedules these
to optimise bandwidth allocation. Short flows are a secondary
consideration, and their completion times suffer from the TCP
pathologies described above.

Supporting and running multiple transport protocols in a data
centre can be problematic. Fairness among different protocols
is difficult to achieve; most protocols for latency-sensitive flows
are not compatible with TCP or MPTCP [8, 9]. Running multi-
ple transport protocols is also a burden for application develop-
ers who would have to decide upon the most suitable transport
protocol. Both application requirements and data centre topolo-
gies evolve over time and so a transport protocol that performs
well over disparate topologies and traffic matrices is a necessity.

In this paper, we present MMPTCP [14, 15], a multipath
transport protocol that extends MPTCP and aims at:

1. high throughput for long flows;
2. low latency for short flows;
3. tolerance to sudden and high bursts of traffic;
4. minimal changes to the network architecture;
5. fair co-existence with legacy transport protocols.

1For these simulations we used our custom implementation of MPTCP in
ns-3 [12]. Our source code is publicly available via a GitHub repository that
can be found in https://github.com/mkheirkhah/mmptcp

MMPTCP achieves its objectives by transferring data in two
phases. Initially, it randomly scatters packets in the network un-
der a single congestion window exploiting all available paths.
This is beneficial to latency-sensitive flows, which typically
have bursty traffic patterns. After a specific amount of data is
sent, MMPTCP switches to a regular MultiPath TCP mode, ef-
ficiently handling long flows through separate congestion win-
dows for each subflow.

The remainder of this paper is as follows: in section 2, we
present the design of the proposed transport protocol and its in-
fluences from Packet Scatter [16] and MPTCP [7]. We describe
the problems associated with scattering packets in the network
and packet reordering, when multiple paths are used, and dis-
cuss our proposed solution. We also present a topology-specific
extension of MMPTCP that adjusts the numbers of subflows
during the second phase of the protocol based on knowledge
about the location of the receiver in the data centre. Section
3 presents our extensive evaluation of MMPTCP in simulated
data centre topologies. Simulations are based on our MMPTCP
implementation in ns-3.We have used synthetic traffic matrices
and realistic data centre application workloads, as described
in [17]. Section 4 explores potential future improvements of
MMPTCP with respect to the congestion control algorithm used
during the first phase of our protocol, multi-homed data centre
topologies and QoS features that are available in modern data
centres.

2. Design

In this section, we discuss the Packet Scatter (PS) and
MPTCP protocols before describing MMPTCP, which has been
designed based on these two protocols. We also discuss spu-
rious retransmissions due to packet reordering, which are a
key challenge for MMPTCP, and describe our solution which
is embedded in the proposed protocol. Finally, we describe a
topology-specific extension of MMPTCP that exploits knowl-
edge about the network topology and location of servers to set
the number of subflows that are used in its second phase.

2.1. Packet Scatter

Data transport through scattering (spraying) packets in the
data centre network has been briefly explored in [7] and dis-
cussed in more details in [16]. The key idea behind Packet Scat-
ter (PS) is that ECMP-enabled network switches choose one
of the valid output ports on a per-packet instead of a per-flow
basis, as in Valiant Load Balancing [18]. Traffic can thus be
distributed as evenly as possible among all paths between two
endpoints. The corollary of packets within a flow taking multi-
ple paths is that packet reordering becomes more likely and so
the protocol must use more robust Fast Retransmit algorithms
to deal with out-of-order packets.

It has been argued that if traffic load is equal among servers
and a data centre has a uniform network topology, such as Fat-
Tree [1] or VL2 [2], then PS achieves perfect load balancing
in the network core and eliminates congestion from that layer
[7]. However, although traffic that is switched on a per-packet
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(a) Goodput (b) Flow Completion Time (FCT)

Figure 1: Goodput for long �ows (1(a)) and completion time for short �ows (1(b)) in a full-bisection and 4:1 over-subscribed FatTree topology consisting of 128
and 512 servers, respectively. One third of the servers run long (background) �ows. The rest run short �ows (70KBs each) whose arrival follows a Poisson process).
All �ows are scheduled based on a permutation tra� c matrix (see Section 3.1).

basis does not create hotspots at the network core, tra� c that
is distributed through ECMP on a per-�ow basis (e.g. TCP
or MPTCP �ows) may still end up sharing links and causing
congestion. Network hardware failures or tra� c from the Inter-
net to the data centre, which typically consists of regular TCP
�ows, may also cause such congestion [7]. Since PS �ows share
a single congestion window, if a packet is dropped, then the
congestion window shrinks across all paths that the �ow is us-
ing, drastically reducing its throughput. Further, the �rst con-
gestion event across the paths used by the PS �ow is governed
by the probability distribution of theminimumnumber of pack-
ets per path before loss across the di� erent paths, reducing the
expected time before window reduction2. Finally, if PS �ows
compete with regular TCP �ows in a shared bottleneck link at
the network access layer, then network fairness is preserved be-
cause both transport protocols use the TCP congestion control
algorithm.

2.2. MultiPath TCP

MultiPath TCP is an extension of TCP that transfers data
through multiple paths simultaneously. It actively senses net-
work congestion for all its sub�ows and shifts tra� c from
more to less congested paths within a few RTTs. Unlike TCP,
MPTCP deals with network congestion gracefully by putting
fewer packets to the congested sub�ows. The main require-
ment to achieve such behaviour is to retain a congestion win-
dow for each sub�ow and link each of them together. This is
the main reason why MPTCP (with eight sub�ows) doubles the
mean goodput of long �ows, compared to TCP, as illustrated in
Figure 1(a). Furthermore, MPTCP �ows can co-exist with TCP
�ows gracefully, fairly sharing the network resources with them
[7].

MPTCP is an appealing approach for data centres where traf-
�c patterns are highly diverse and volatile. However, MPTCP
is susceptible to retransmission timeouts when a MPTCP �ow
contains only a few packets, because it uses multiple congestion

2If we grossly simplify the likelihood of a packet loss on a path to the geo-
metric distribution with parameterp, then the expected minimum acrossn paths
is 1=(1 � (1 � p)n.

windows (one for each sub�ow). When packets get dropped
from a sub�ow of a very small MPTCP �ow, this sub�ow is
most likely unable to use the fast retransmission mechanism to
recover the lost packets. As a result, even a single packet drop
from a single sub�ow could hold an entire MPTCP connection
back until the lost packet has been recovered through the re-
transmission timeout mechanism, although all other sub�ows
have already completed their data delivery.

As the number of sub�ows in small MPTCP �ows increases,
the likelihood of relying on retransmission timeouts for recov-
ering lost packets increases. As illustrated in Figure 1, increas-
ing the number of sub�ows is bene�cial to the goodput of long
�ows, but it is harmful to short �ows' completion time.

The question that is raised is whether it is possible to adjust
the number of MPTCP sub�ows based on the size of the �ow. It
has been argued that some applications can provide high-level
information, such as �ow size [10], to the transport layer. If
such information was available, one could decide how many
sub�ows it might be e� ective to use. For example, in the case of
short �ows, it is better to have a single sub�ow. Unfortunately,
the majority of applications do not expose their �ow sizes to
the transport layer3. If a prede�ned number of sub�ows is used
for all types of �ows then MPTCP is likely to signi�cantly hurt
short �ows' completion time. Note that even if MPTCP can
use a single sub�ow for short �ows, it still cannot prevent tran-
sient congestion in the network, which mainly occurs due to
the bursty nature of short �ows. MMPTCP is designed to pre-
vent transient congestion and to e� ectively mitigate persistent
congestion in data centre networks (see Section 2.3).

2.3. MMPTCP: Combining PS with MPTCP
Before delving into the mechanics of MMPTCP, we brie�y

enumerate its main design principles and objectives:

1. Handle short �ows through packet scatter, mitigating
MPTCP's short �ow ine� ciencies.

2. Handle long �ows through standard MPTCP.

3It would be possible to get information about the size of a �ow when us-
ing thesend�le() system call through a short-lived transport layer connection.
However, this cannot be considered the norm.
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3. Decrease the burstiness of data centre networks, which
mainly originates from short �ows, by di� using packets
throughout the network to reduce transient congestion.

4. Exploit topology-speci�c information (e.g. for topologies
like FatTree and VL2) to minimise spurious packet re-
transmissions and minimise the number of sub�ows in the
network without sacri�cing �ows' perceived goodput.

The core idea behind MMPTCP is that, initially, data is trans-
ferred by scattering packets in the network until the amount of
transmitted data reaches a certain threshold. To do so, we em-
ploy source port randomisation at the source host and standard
ECMP at network switches. Note that MPTCP allows the usage
of di� erent source ports for sub�ows when this can potentially
provide disjoint paths through ECMP [11]. A token4 is added
to each packet of the initial sub�ow as a connection identi�er
so that sprayed packets can be forwarded to the correspond-
ing MMPTCP connections.5 The standard 5-tuple connection
identi�cation is no longer valid during the initial phase of data
transmission because of the source port randomisation. Trans-
port is governed by a single congestion window throughout the
duration of the �rst phase, whose aim is to take advantage of
all available network paths and quickly complete short �ows.
The usage of the token ensures that there can be no clash be-
tween packets with randomised source ports (that are part of
MMPTCP's �rst phase) and packets that are exchanged during
the second phase of an MMPTCP connection, in the presence
of multiple connections between two servers in the data centre.

When the switching threshold is reached, MMPTCP
switches to standard MPTCP with multiple sub�ows to bene-
�t from MPTCP's e� ciency in dealing with long �ows. The
initial sub�ow is only allowed to scatter packets in the network
during the �rst phase; after switching to MPTCP, no more pack-
ets are put in the initial sub�ow, which is deactivated when its
window gets emptied. We explicitly deactivate the �rst sub�ow
because there may still be unacknowledged segments from the
�rst phase, after switching to the second phase. These seg-
ments may get acknowledged after all MPTCP sub�ows are
opened, as part of the second phase. One could try to reset
the �rst sub�ow to be a regular MPTCP �ow, if it was emptied
of data before all MPTCP sub�ows were opened in the sec-
ond phase - however this would not a� ect the performance of
MMPTCP. During the second phase, data transmission is gov-
erned by MPTCP's congestion control mechanism.

In the initial handshake of MPTCP, SACK may also be acti-
vated if DSACK is used as a part of the packet reordering strat-
egy (see Section 2.4). MPTCP is compatible with SACK, so
there is no problem in having SACK activated over the lifetime
of an MMPTCP connection. On the other hand, DSACK would
only be used in the �rst phase to minimise spurious retransmis-
sions due to out-of-order packets.

4A token is a locally unique identi�er assigned to a MMPTCP connection
upon establishment.

5Every packet during the initial phase of MMPTCP (i.e. the packet scat-
tering phase) carries a token (a 32-bit unique MPTCP connection identi�er).
As a result, the loss of one packet would not produce any negative e� ect in
MMPTCP's operation.

2.4. MMPTCP and Packet Reordering

A TCP sender may receive a duplicate acknowledgement
(duplicate ACK) when a packet gets dropped, delayed or re-
ordered. It enters the Fast Retransmit phase upon the arrival
of the third duplicate ACK for a missing packet (when the du-
plicate ACK threshold parameter is set to three). It retransmits
the perceived lost packet and halves its congestion window as
a reaction to the congestion signal. However, the Fast Retrans-
mit mechanism may still be falsely triggered and a reordered
packet can reach the receiver after the host has sent a third du-
plicate ACK. This condition may lead to spurious retransmis-
sions of reordered packets even if no loss has occurred; i.e. the
sender misinterprets the reordered packet as lost. As a result,
the sender falsely triggers the Fast Retransmit mechanism and
halves its congestion window, which, in turn, leads to perfor-
mance degradation.

Although this condition is unlikely to occur with
TCP/MPTCP �ows in data centres (whose packets take
the same path throughout the �ow lifetime), it is common when
scattering packets in the network, since RTTs on di� erent
network paths may vary over time due to queuing delays.
MMPTCP must therefore handle packet reordering during its
�rst phase in order to be able to meet its objectives with respect
to completion times of short �ows.

Setting the rightdupthreshvalue is not trivial; ifdupthreshis
too low, spurious retransmissions become the norm. If it is too
high, the sender may react to congestion through a retransmis-
sion timeout instead of the Fast Retransmit mechanism; obvi-
ously this would be a very undesirable situation as even a single
timeout may lead a �ow to miss its deadline. Our experimental
evaluation in Section 3.5 con�rms these observations.

There are three key aspects in making TCP more robust to
packet-reordering:preventing, detectingandmitigating spuri-
ous retransmissions due to out-of-order packets.

One well-known solution for detecting and mitigating spuri-
ous retransmissions is DSACK [19], which is an extension of
SACK TCP [20]. SACK TCP can deal with multiple packet
drops much faster than other versions of TCP (e.g. NewReno
[21]). This is particularly bene�cial for latency-sensitive �ows.
When a spurious retransmission is detected by DSACK, the
state of the congestion window can be simply reversed to the
state when a loss is detected.

One possible approach for preventing spurious retransmis-
sions is to dynamically adjust thedupthreshparameter based on
information that can be retrieved from DSACK, SACKs, ACKs,
RTOs and Fast Retransmits. RR-TCP [22] follows a similar ap-
proach; it attempts to adjust thedupthreshvalue dynamically by
inferring the maximum distance in packets by which a segment
is displaced, using the mechanisms described above.

Our approach for preventing out-of-order packets is to set the
value ofdupthreshbased on topology-speci�c information. For
example, FatTree's IP addressing scheme can be exploited to
calculate the number of available paths between a sender and
a receiver. The sender can thus choose an appropriate value
for the dupthreshbased on this information. For example, if
a source sends its tra� c via the core layer, then thedupthresh
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should be much higher, compared to when tra� c crosses only
a Top-Of-the-Rack (TOR) switch.

In this paper we use FatTree's addressing scheme as the basis
for settingdupthresh. Each source host detects the layer(s) of
the network topology that its tra� c would cross when transmit-
ting data to a speci�c destination host, by examining the des-
tination IP addresses. For example, when a connection needs
to be established between hosts with IP addresses10.0.1.1and
10.0.1.2then, based on FatTree's addressing scheme, both hosts
are located within the same ToR switch; therefore thedupthresh
value should not be changed from the default value of three.
Tra� c crossing the aggregate or core layers would require
higherdupthreshvalues. In such scenarios, we propose to cal-
culate thedupthreshvalue by adding the number of equal-cost
paths that are available to a �ow to the defaultdupthreshvalue.

The knowledge of the end-host's location is essential but not
su� cient to assign an appropriate value for thedupthresh; each
end-host also needs to know the size of the network topology.
A network topology with 4 core switches requires a di� erent
value of dupthreshcompared to a network topology with 8
core switches. Additionally, network switches may also sup-
port ECMP with a limited number of paths in each IP subnet
(e.g. up to 16 equal-cost paths), therefore knowing these infor-
mation is also important for deciding a precise value for dupli-
cate ACK threshold. For example, if a �ow crosses the core
layer in a FatTree topology with 16 core switches, the value of
dupthreshis 19 since the packets of this �ow can be delivered
via 16 distinct paths to its destination. In Section 3.5, our ex-
perimental evaluation con�rms that this approach signi�cantly
decreases spurious retransmissions. Our approach could be eas-
ily incorporated to other topologies, such as VL2 [2]. The VL2
agent in combination with the directory system's resolution ser-
vice could provide all necessary information about the location
of recipients and the size of the network to senders, so that the
dupthreshvalue can be adjusted accordingly.

Another option could be to dynamically adjust the dupack
threshold based on the observed events and congestion signals,
as in the Linux TCP implementation. Incorporating such a dy-
namic approach in the �rst phase of MMPTCP would be prob-
lematic; short �ows are usually completed within a few RTTs
and therefore the number of observable events to adjust the
threshold towards the optimal value would potentially be in-
su� cient. In such cases, starting from a value that is far from
the optimal one would severely hurt the performance of short
�ows due to either a large number of spurious retransmissions
(when packet reordering in the network is high and the dupack
threshold is low) or slow response to losses (when a loss occurs
and the dupack threshold is high).

Note that as the over-subscription ratio decreases and the
provision of full bisection bandwidth becomes the norm (as in
modern data centres), packet losses at the network core and ag-
gregation layers become very rare (e.g. 0.0001 (intra-pod) to
0.00001 (inter-pod) [23]). In such network environments, set-
ting thedupthreshvalue to a large value is not a problem since
packets get rarely dropped. However, if a network exhibits
higher loss rates, then setting a large value fordupthreshmay
increase the number of timeouts because the Fast Retransmit

mechanism cannot be triggered (see Section 3.10 for demon-
stration of this problem). While our approach for dealing with
out-of-order packets neither increases thedupthreshvalue to
a very large value nor for all network �ows, to be conserva-
tive, we recommend to activate the TCP Limited Transmit (LT)
mechanism on the initial phase of MMPTCP when a network
exhibits high packet drop probability. LT is an enhancement to
TCP loss recovery which attempts to prevent RTOs, especially
when the congestion window size is very small [24, 22]. LT
allows a TCP sender to transmit new segments upon arrival of
only the �rst two duplicate ACKs for a speci�c segment, i.e.
before the fast retransmission is triggered. We employ a mod-
i�ed version of this algorithm so that a TCP sender can send
new segments before fast retransmission is triggered, regard-
less of thedupthreshvalue. For example, ifdupthreshis 19
then a TCP sender can send 18 new segments before triggering
the fast retransmission. This way, a sender can prevent time-
outs when a packet gets dropped while the congestion window
is smaller thandupthresh. Section 3.6 demonstrates the perfor-
mance improvement of MMPTCP with LT. In our experimental
evaluation, we run MMPTCP without enabling the LT mecha-
nism, unless otherwise stated.

2.5. Dynamically Setting the Number of Sub�ows

In MMPTCP's second phase, a sender opens multiple sub-
�ows to the receiver and distributes data through all of them.
The key objective in opening multiple sub�ows is to compen-
sate for ECMP collisions when two �ows are routed through
the same network path while other, equal-cost paths could be
used. If there are no equal-cost paths between a pair of commu-
nicating hosts, then having multiple sub�ows only wastes CPU
and memory resources on both sides and potentially a� ects fair-
ness of resources' utilisation with respect to competing �ows.
If there is a small number of equal-cost paths between a pair of
communicating hosts, then running a large number of sub�ows
is also ine� cient because most of these will collide with each
other. Following the rationale for setting thedupthreshvalue,
we utilise a topology-speci�c approach for managing the num-
ber of sub-�ows that are opened after switching from the packet
scattering phase. If the receiver is located within the same rack
as the sender, then only one sub-�ow is used. Depending on
the topology and the location of the communicating hosts (i.e.
whether tra� c from the sender to the receiver crosses aggre-
gation and core switches) more equal-cost paths are available,
therefore more sub�ows are opened. In Section 10, we evaluate
this scheme (which we call `Auto Sub�ow') and demonstrate
that MMPTCP with 'Auto Sub�ow' reduces the FCT of short
�ows at the tail, compared to standard MMPTCP. In our eval-
uation, we run MMPTCP without enabling the 'Auto Sub�ow'
mechanism, unless otherwise stated.

3. Evaluation

Simulating large data centre networks is challenging because
of their large size. Increasing the size of the network (network
switches and servers), the number of senders and receivers,
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the tra� c workload and the available link rates results in dra-
matically increasing the time it takes to complete simulations.
We have found that with ns-3 we could realistically conduct
all required simulations for this paper if we kept link rates to
100Mbps. For the same reason we have used a 8-ary FatTree
topology. Only for the �rst set of experiments (Section 3.2),
where we compare how MMPTCP performs in comparison to
MPTCP, we have used link rates of 1Gbps. Based on the ex-
perience gathered by running sample (and short) simulations
using faster supported link rates, there would be no signi�cant
di� erences to the results reported in this paper, if we conducted
our simulations with 1Gbps links. On the contrary, MMPTCP
performs better compared to the other studied protocols when
faster links (e.g 1Gbps) are simulated.

The MPTCP model presented in [12] follows the MPTCP
standard and does not use any extensions, such as SACK,
DSACK, except Limited Transmit in Section 3.6. As in Linux,
we use the loss recovery part of the TCP NewReno. The ac-
tual multipath congestion control algorithm is Linked Increase,
which only modi�es the `increase' part of the standard TCP
congestion control algorithm (i.e. TCP NewReno). A full win-
dow of data is sent through the initial sub�ow, before more sub-
�ows are opened. We allow some time to elapse before creat-
ing each one of these sub�ows; this time is uniformly selected
at random between 0 and 50 microseconds. Unless otherwise
stated, experimentation has been conducted using the following
parameters: dupack threshold: 3, RTO: 200ms, initial conges-
tion window: 1 MSS, #sub�ows for MPTCP and MMPTCP:
8, ssthresh: 65KBs, MSS: 1400 bytes, MMPTCP's switching
threshold: 100KBs.

We have �xed the per-link propagation delay to 20us, the
maximum queue size at each switch port to 100 packets, and
the Maximum Transfer Unit (MTU) to 1500 bytes.

The results for each presented experiment in this paper are
retrieved by averaging the results of 20 simulations with dif-
ferent seeds. Simulations typically take around 15 hours (wall
clock time) to complete for a 4:1 oversubscribed, 8-ary FatTree
topology (with 512 servers) with link rates of 100Mbps6.

3.1. Tra� c Matrices and Flow Scheduling

In the experiments presented in this paper we have used three
di� erent tra� c matrices, which have been shown to be e� ec-
tive in revealing the complex behaviour of data centre networks
[7][13].
Stride Matrix. Whenever a connection has to be established,
a source host with idX connects to a destination host with id
Y, whereY = (X + I) mod (#servers) and I is a matrix-
speci�c parameter;I must be such that a server only connects
to servers outside its own pod. The construction of the Stride
tra� c matrix follows three rules: (1) each server has only one
incoming and one outgoing connection, (2) all �ows are routed
through the core layer, and (3) the source and destination hosts

6A brief discussion on the in�uence of the topology on the protocol be-
haviour can be found in [7]. Experimenting with di� erent data centre topolo-
gies is left for future work.

for each �ow are located in di� erent pods. By following these
rules, if tra� c is distributed evenly between servers and ECMP7

uniformly distributes �ows between equal-cost paths, then each
server is expected to transmit data at its line rate. This model is
particularly useful to study how network resources are shared
among �ows. For example, if the network �ows are hypotheti-
cally distributed as evenly as possible throughout the core layer,
the total throughput of all �ows should be in line with the aggre-
gate capacity of the core layer. With this tra� c matrix we can
examine network protocols in full bisection bandwidth topolo-
gies, because the matrix can saturate the network core.
Permutation Matrix. A source host is connected to a ran-
domly selected destination host that does not have any incom-
ing connections. Each host can only have one incoming and
outgoing connection and there is no guarantee that a �ow will
be crossing the core layer. Compared to the Stride matrix, with
the Permutation matrix the network core is less loaded.
Random Matrix. Source and destination hosts are randomly
selected. Additionally, each host can have multiple incoming
and outgoing connections.

For most simulations we have used a mixture of short and
long �ows and the tra� c matrices described above. A frac-
tion of servers exchange data continuously over the course of
the simulation, in order to provide enough background tra� c to
congest the network core. The number of servers in this sub-
set is determined by the amount of tra� c necessary to saturate
the network core. For example, in order to saturate the network
core of a 4:1 FatTree topology when the Stride tra� c matrix
is used, 25% of servers need to run background �ows. For the
Permutation matrix this percentage value should be higher (e.g.
33%) as not all �ows traverse the core layer. The remainder
of the servers establish connections for short �ows only. Each
simulation scenario is named after the transport protocols used
for short and long �ows. For example, if a simulation scenario
uses MPTCP for long �ows and TCP for short �ows, we refer
to it as MPTCPTCP. If a simulation scenario uses a single pro-
tocol for both long and short �ows, we refer to it with the name
of the protocol (e.g. MPTCP).

Short �ows are scheduled by a central �ow scheduler and
their arrivals follow a Poisson process with mean arrival rate of
� �ows per second. For each new �ow, the central scheduler
picks a random source server from a pool of servers that are
used for short �ows. The selected source server establishes a
connection to its destination host and sends 70KBs of data8.
Note that the central scheduler does not deal with how sub�ows
and scattered packets are allocated to paths in the network. This
is done using ECMP.

3.2. MMPTCP vs MPTCP
In Figure 1 we showed that although MPTCP performs well

with respect to long �ows' goodput, it is ine� cient when it

7We have implemented ECMP in ns-3 so that paths are determined by hash-
ing the source IP, source port, destination IP, destination port, and the protocol
�eld in each packet; i.e. as speci�ed in [25].

870KBs is the default �ow size used in most of our experiments. In section
3.7 we simulate scenarios where �ow sizes are drawn from a uniform distribu-
tion and a real production data centre workload [17].
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(a) MPTCP with eight sub�ows (b) MMPTCP (c) MPTCP with eight sub�ows (d) MMPTCP

Figure 2: MPTCP with eight sub�ows vs MMPTCP: timeouts, fast retransmissions (2(a) and 2(b)) and short �ow completion times (2(c) and 2(d)).

comes to short �ows' completion times. If the amount of data
on a sub�ow is very small (because of the small overall size
of the �ow) then even a single packet drop may lead to a re-
transmission timeout because there are not enough packets (and
hence ACKs) to trigger fast retransmission. In other words, a
single packet drop from a sub�ow can hold the entire MPTCP
connection until that packet is recovered given that there is a
single window for the whole connection.

Link
Rates

(Mbps)

Transport
Protocol

Short Flow
Completion Time

(mean/stdev)

Long Flow
Goodput

(mean/stdev)

Core Layer
Utilisation

(mean)

Core Layer
Loss Rate

(mean)
100 MPTCP 126/� 425 ms 62.1/� 19.7 Mbps 75.5 % 0.0077 %
100 MMPTCP 116/� 101 ms 61.9/� 20.0 Mbps 74.9 % 0.0076 %
1000 MPTCP 38.5/� 288.5 ms 718.1/� 172.6 Mbps 70.5 % 0.0025 %
1000 MMPTCP 16.1/� 54.7 ms 719.7/� 168.5 Mbps 70.5 % 0.0025 %

Table 1: MPTCP with eight sub�ows vs MMPTCP

We have simulated a 4:1 oversubscribed FatTree topology
consisting of 512 servers to compare MPTCP with eight sub-
�ows and MMPTCP. One third of the servers run long (back-
ground) �ows. The rest run short �ows (70KBs each), whose
arrival is determined by a Poisson process with� = 256 and
the Permutation tra� c matrix [7, 26]. MMPTCP's switching
threshold is 100KBs [8, 27, 28]. The results are depicted in
Table 1. The average short �ow completion time for MPTCP
running in a FatTree with link rates of 100Mbps is 126ms and
the respective standard deviation is 425ms for 99103 completed
short �ows. The high standard deviation indicates that there are
many cases in which MPTCP performs far worse than the aver-
age. The average �ow completion time for MMPTCP is 116ms
and the respective standard deviation is 101ms for a total of
100980 completed short �ows. This is a signi�cant improve-
ment which means that MMPTCP short �ows maintain their
ACK clock better than MPTCP with eight sub�ows when they
experience packet loss. This is because MMPTCP holds a sin-
gle congestion window at the initial packet scattering phase of
data delivery.

Using the same simulation setup but increasing the simu-
lated link rates to 1Gbps, MMPTCP achieves more than 50%
lower average FCT for short �ows compared to MPTCP; this
improvement is 5 times larger than when using 100Mbps links
(approximately 10% as shown in Table 1). MMPTCP performs
better with faster links; with faster links, network queues, which
get full under bursty tra� c loads resulting in transient conges-
tion, get emptied very quickly (i.e. 10 times faster when com-
paring 1Gbps vs 100Mbps). As a result, short �ows may expe-

rience less queueing delay. Moreover, for the same reason the
variation of queue sizes is smaller when faster links are used,
therefore packet reordering is less frequent. Both of these re-
sult in smaller short �ow completion times.

Figures 2(a) and 2(b) illustrate the �ow completion times,
total number of fast retransmissions and timeouts of each indi-
vidual short �ow for MPTCP and MMPTCP, respectively, when
the link rates are 100Mbps. It is clear that MPTCP su� ers from
excessive timeouts. Note that a few short �ows experienced
more than 20 timeouts and around� 4000 short �ows experi-
enced more than two timeouts during their lifetime. MMPTCP
clearly outperforms MPTCP; it decreases the maximum num-
ber of timeouts and fast retransmissions from 25 to 4 and 6 to
2 respectively. The majority of short �ows (more than 100000)
experienced fewer than two timeouts (� 95000 �ows did not ex-
perience any timeout). Figure 2(c) and 2(d) depict the short
�ow completion times for MPTCP and MMPTCP, respectively.
It is expected that with MPTCP a lot more short �ows experi-
ence very high completion times due to the larger number of
timeouts compared to MMPTCP.

So far, we have shown that, unlike MPTCP, MMPTCP does
not produce a heavy tail of short �ow completion times, while it
achieves high overall network utilisation and exceptional good-
put for long �ows. MMPTCP can therefore be deployed in ex-
isting data centres and used with all existing applications with-
out relying on application information regarding �ow sizes and
potential deadlines. This is particularly important for data cen-
tre application designers who prefer not to consider underlying
networking protocols when developing their applications.

Transport
Protocol

Short Flow
Completion Time

(mean/stdev)

Long Flow
Goodput

(mean/stdev)

Core Layer
Utilisation

(mean)

Core Layer
Loss Rate

(mean)
PS 36.9/� 38 ms 58.6/� 18.2 Mbps 75.1 % 0.0001 %
TCP 64.3/� 118 ms 38.5/� 19.8 Mbps 44.7 % 0.0259 %
MMPTCP 116/� 101 ms 61.9/� 20.0 Mbps 74.9 % 0.0076 %
MPTCP 126/� 425 ms 62.1/� 19.7 Mbps 75.5 % 0.0077 %

Table 2: MMPTCP vs TCP and PS (� = 256)

3.3. MMPTCP vs TCP and PS

In this section we compare the performance of MMPTCP,
TCP and PS using the same simulation setup as the one
presented in section 3.2. For each scenario, both short and
long �ows are served by the same protocol. The results are
depicted in Table 2. TCP achieves the worst overall core
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(a) Goodput of long �ows (b) Utilisation of the core layer (c) FCT of short �ows (d) Loss rate of the core layer

Figure 3: Performance evaluation for various hotspot degrees (0% to 60% of core switches). MMPTCP achieves the lowest loss rate, the highest mean core
utilisation and goodput of long �ows for all hotspot degrees compared to all other protocols.

utilisation and highest mean core loss rate. However, its mean
�ow completion time is lower than MMPTCP and MPTCP. PS
achieves the lowest average short �ow completion time and
overall core loss rate with a high average goodput for long
�ows.

The key to understand these rather unintuitive results is the
fact the both short and long �ows are transported by the same
protocol, and no competition between di� erent protocols exists.
TCP performs badly with respect to network resources' utilisa-
tion because it transports data through a single path, therefore it
is unable to shift tra� c to least congested paths (because it is a
single-path transport protocol). TCP gets trapped in a congested
path and damages itself and other competing �ows at bottleneck
links along the path. This is the very reason why TCP achieves
lower short �ow completion times (which initially seems unin-
tuitive) compared to MPTCP or MMPTCP; unused capacity in
the network is used by short �ows to complete their data de-
livery quickly. In other words, the inability of long TCP �ows
to utilise all available network resources provides headroom for
short TCP �ows to be completed faster. PS performs well in
this experiment because it prevents the creation of any conges-
tion in the core and aggregation layers by scattering packets of
all �ows in the network.

After this analysis, one might question the bene�ts of run-
ning MPTCP and/or TCP in today's data centres, if PS can per-
form that well (as shown above). An important question here
is why PS did not achieve the highest average goodput for long
�ows, even though we observed very low loss rate in the net-
work core. As discussed in Section 2.1, PS supports a single
congestion window and, as a result, when a loss is detected,
the rate of data transmission is halved. Unlike MPTCP, PS has
no way to shift tra� c to the least congested paths [7]. If PS
coexisted with other transport protocols, such as TCP and/or
MPTCP, its performance would be signi�cantly degraded. To
examine this argument, we rerun the simulations above with�
= 2560 instead of 256 [7]. This simulation is used to study how
the congestion control of each transport protocol behaves un-
der highly dynamic tra� c patterns (and heavier load) but also
explains how the congestion is dealt with by each transport pro-
tocol in the network. Furthermore, we designed a simulation,
referred to as PSTCP, where short �ows are transported by TCP
and long �ows by PS. With this scenario we evaluate the per-
formance of PS when it competes with non-PS �ows, such as

TCP. The results are presented in Table 3.
For the PSTCP scenario, we observe the lowest mean �ow

completion time (where short �ows are handled by TCP). The
average goodput for long �ows (PS) is around 13Mbps lower
than the maximum observed average (when both short and long
�ows are transported by MMPTCP). The average core utilisa-
tion is also 15% less compared to MMPTCP. This is because
long �ows in the PSTCP scenario are more susceptible to packet
loss, and hence they reduce their rates more frequently. When
a bu� er gets �lled up, their packets most likely are in the tail
of the queue since long �ows randomly spread their packets via
all possible paths. This lower network utilisation helps short
�ows (TCP in this case) to complete their data delivery with-
out experiencing any collision and with less queuing delays. It
is evident that PS is very sensitive to network congestion and
when it is used for handling long �ows it hurts their perceived
goodput, and consequently the overall network utilisation. PS
would not be able to compete with TCP or MPTCP because of
the single congestion window maintained by each �ow. TCP
(for both short and long �ows) achieves the least average good-
put and the highest loss rates in the network core compared to
all other protocols. MMPTCP achieves a lower mean �ow com-
pletion time and standard deviation compared to MPTCP with
eight sub�ows. It also achieves the same overall network utili-
sation as MPTCP.

Transport
Protocol

Short Flow
Completion Time

(mean/stdev)

Long Flow
Goodput

(mean/stdev)

Core Layer
Utilisation

(mean)

Core Layer
Loss Rate

(mean)
PS 40.5/� 44.3 ms 52.9/� 16.7 Mbps 76.8 % 0.0001 %
PSTCP 29.7/� 31.1 ms 42.5/� 11.3 Mbps 61.9 % 0.0014 %
TCP 66.5/� 150 ms 34.2/� 18.1 Mbps 48.8 % 0.0576 %
MMPTCP 111/� 127 ms 55.9/� 18.7 Mbps 76.7 % 0.0105 %
MPTCP 148/� 502 ms 55.0/� 18.2 Mbps 75.9 % 0.0100 %

Table 3: MMPTCP vs TCP and PS (� = 2560)

3.4. E� ects of Hotspots

In this section we evaluate how each transport protocol reacts
when hotspots appear in the network. These hotspots may occur
for several reasons in modern data centres, including (1) con-
tention between tra� c �owing from the Internet to data centres,
(2) hardware failures or cable faults, and (3) uneven load distri-
bution in some servers. In order to model hotspots at the core
layer, we modify the drop tail queue size of hotspot links from
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Dupthresh Value 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23
FCT (mean - ms) 158 138 127 120 116 113 112 113 113 114 115 116 116 116 116 117 117 117 116 116 116
FCT (StdDev) 103 99 93 100 92 96 97 98 93 102 104 102 106 104 106 107 106 109 104 96 100

Table 4: FCT of short �ows for di� erentdupthreshvalues.

(a) dupthresh= 3 (b) dupthresh= 9 (c) dupthresh= 23 (d) Autodupthresh

Figure 4: Timeouts and fast retransmissions for each individual short �ow for variousdupthreshvalues and our approach (autodupthresh).

100 to 10 packets9. To select links under the hotspot, we select
all the links of some randomly selected core switches. In this
way, we can monitor the hotspot areas by simply monitoring
each core switch under the hotspot. For this set of experiments,
we range the number of switches where hotspots occur from
0% to 60% of the total number of core switches (we refer to the
percentage of core switches where a hotspot occurs as `hotspot
degree'). We have used a 4:1 oversubscribed FatTree topology
and the permutation tra� c matrix (� is 2560 for the arrival of
short �ows).

It is expected that by increasing the hotspot degree, the over-
all network utilisation will decrease and the overall short �ow
completion time and mean loss rate will increase for all trans-
port protocols. Figure 3(a) shows the average goodput achieved
by long �ows for each di� erent scenario and transport proto-
col combination for short and long �ows (error bars denote
the standard deviation). It is noticeable that TCP and PS (in
the PSTCP) achieve the worst overall goodput for long �ows.
MMPTCP performs the best. This observation also highlights
the weakness of PS and the strength of MMPTCP in handling
network congestion. The results in Figure 3(b) are in-line with
the ones presented in Figure 3(a); the overall network utilisa-
tion in this experiment is directly related to the overall goodput
of long �ows because the majority of �ows in the Permutation
matrix cross the network core. Most of the data is generated by
these long �ows. Overall, as the number of hotspots increases,
MMPTCP behaves well and consistently achieves a high mean
core utilisation. Figure 3(c) illustrates the FCT of short �ows.
MPTCP with eight sub�ows performs the worst, being unsta-
ble for short �ows, as denoted by the measured standard de-
viation. When the hotspot degree is 60%, the average FCT for
TCP's short �ows is 80.5ms with a standard deviation of 214ms.
We observed that the second highest standard deviation is for
TCP. This implies that hotspots heavily in�uence short �ows
when these are handled by TCP. In the previous subsection we
showed the inability of TCP to use network resources e� ciently

9To select a size for the drop tail queue, we examined various queue sizes,
ranging from 10 to 50 packets, and it turned out that 10 packets can best repre-
sent the behaviour of the studied transport protocols.

for long �ows, even without any hotspots, due to ECMP hash
collisions.

Figure 3(d) illustrates the mean core loss rate achieved
by each transport protocol. MMPTCP achieves the lowest
mean loss rate for all hotspot degrees. By increasing the
hotspot degree, the mean loss rate for PSTCP and TCP in-
creases signi�cantly as, in both simulation scenarios, TCP han-
dles short �ows. The completely opposite result is observed
for MMPTCP and PS because in both simulation scenarios PS
is used for handling short �ows. The intuition following this
experiment is that the burstiness of data centre tra� c, which
arises from short TCP �ows, is smoothed out with MMPTCP.
In other words, TCP (for handling short �ows) cannot handle
congestion e� ectively. On the other hand, MMPTCP not only
prevents congestion by scattering packets in the network, but
also handles it e� ectively by shifting tra� c away from con-
gested areas, after switching to MPTCP (Phase 2). This is the
main reason that MMPTCP achieves the lowest loss rate for all
hotspot degrees, compared to other simulation scenarios. PS is
not capable of dealing with hotspots e� ectively since it cannot
detect them, as there is no notion of a �ow (or sub�ow) that
uses a speci�c network path where a hotspot appeared. Instead,
packets are scattered in the network through all available paths
(similar to VLB [18]).

3.5. MMPTCP and Duplicate ACK Threshold
In this section, we examine how thedupthreshvalue a� ects

MMPTCP's performance during its �rst phase. We then eval-
uate the proposed approach forpreventingspurious retransmis-
sions due to packet reordering (see Section 2.4).

To explore the e� ect of packet reordering, we conducted a se-
ries of simulations with thedupthreshvalue ranging from 3 to
2310. We have simulated a FatTree topology with 128 servers
running short and long MMPTCP �ows. 33% of servers ex-
change data through long background �ows and the remaining

10Note that the dupack threshold value for MMPTCP's second phase is3,
the default value for TCP and MPTCP. Packet reordering in a single path (for
TCP or a single MPTCP sub�ow) is very unlikely in data centre networks (and
non-existent in the simulated model)
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