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ABSTRACT

The talk considers the technological developments in the Multimedia European
Conferencing Integration (MERCI) which contribute to making multimedia, muilti-
site, concurrent engineering attractive at this time. It outlines the basic facilities,
which are provided in the MERCI system; these include video, audio, shared
workspaces, multimedia servers, and mechanisms to tie together both the
components and the conferees using a wide spread of network technologies. It
discusses the inter-relation between the requirements of the applications, the
underlying transport requirements, the facilities which must be provided at the
network layer, the existing and planned communications infrastructures of
participating organisations, and company policies and needs for security.

INTRODUCTION

Concurrent Engineering requires advances from many distinct sectors of the
Information Technology (IT) community. Of course fundamental are the
Engineering Applications packages, which are domain specific. These are at the
heart of any concurrent engineering development - but they are not enough by
themselves. For concurrent engineering to be most effectively done, it is often
necessary to review results interactively by a number of collaborating groups.
These reviews must be undertaken within the constraints both of the
communications facilities of the participating organisations and their security
policies. These considerations put severe constraints on the nature of
conferencing facilities, which can be utilised.

Concurrent Engineering makes some unique demands on both the organisation of
the engineering process, and the facilities needed in an organisation. We have
long split up the engineering process into different components, and required clear
interfaces between the components. These interfaces were very rigid in the past,
and the interactions between the participating organisations were constrained and
intermittent. While manufacturing and marketing were brought in at specific parts
of the cycle, these links were again regimented and comparatively concentrated in
time. Now with the capabilities of the computer networks - Intranet and Internet,
the advances in on-line computing and the near universal availability of some form
of computing device in every wide-collar engineering and marketing workplace,
many aspects of engineering are changing.

There is a move to further specialisation of function. It is no longer as necessary to
have each specialisation represented at each site; high quality interaction can be
achieved over networks. We cannot guarantee homogeneous facilities. Some
branches of engineering need access to very high speed networks and the power
of engineering workstations based on applications using UNIX workstations; many
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branches of marketing need the range of applications available on PCs using
Microsoft operating systems, with relatively low speeds of network access. The
repositories of data may be specialised to the local user; they may have to
accessible, however, for the remote consultation process.

In this environment, security considerations are of considerable importance. We
have introduced facilities for encrypted operation of all the vital tools that we have
produced - with robust and scaleable key distribution facilities. There will be some
discussion in the paper of the trade-offs of introducing secure working at different
levels.

While many of the underlying Standards have come from the ITU-T community
(e.g. [1], [2]), most of the standardisation at the levels being considered here have
come most rapidly and comprehensively from the Internet Engineering Task Force
(e.g. [3]). We will mention in the paper where such standardisation is taking place
and its impact on the community.

As a reaction to these various needs of industry, in the series of projects called
MICE/MERCI/MECCANO [4] - [6], we have provided a range of facilities designed
to address some of these industrial needs. This paper considers the results and
accomplishments of that project in the context of Concurrent Engineering. We
started from the premise that we must provide our facilities in a very
heterogeneous environment - both as regards computing equipment and network.
We did not address all the needs of Concurrent Engineering; indeed, our primary
targets have been more Education and Training. We state both the requirements
we sought to address, and how they were addressed.

In the MERCI project, we have started off from the assumption that it is very
important to use Standards wherever possible - though these Standards come
from different sources. The participating entities may use different communications
technologies at the lower levels, though most engineering organisations have now
adopted Internet or Intranet communications for many of their activities. We have
chosen to base our Audio, Video, Shared Workspace, Multimedia Server,
Gateway and Security considerations on the use of multicast procedures over an
Internet technology base. For this reason, we have built robust procedures into the
all the basic tools to ensure that communications errors in the low-level
communications do not destroy performance of the vital activities. We have also
progressed advances in deployment of “Quality of Service” techniques, to improve
the error rates encountered in the more sensitive components. We have chosen to
provide components so that a combination of normal Internet, ISDN, ATM and
Direct Broadcast Satellite can all be used as transmission facilities. Finally, we
realise that it is improbable that all components can be provided by one
organisation. For this reason we have provided powerful mechanisms for the tools
to work together on the user’s machine via a “Conference Bus”; this should allow
good mechanisms for “mix and match”.

In Section 2 we indicate the requirements, and in Section 3 consider which we

have addressed and with what success. The process of addressing these needs
have been a prime example of Concurrent Engineering. In Section 4 we describe
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how we have used the discipline ourselves. Finally some conclusions are
presented in Section 5.

THE REQUIREMENTS

For maximum collaboration between geographically distributed groups, it is

desirable to have similar facilities available between groups as there are inside the

groups. This paper is too short to address all the tools that can be provided for
good collaboration inside single groups. We must assume that these have been
provided, and consider here only the additional facilities required between groups.

It is vital to provide access to network multimedia facilities for consultation,

conferencing and database access. Groups want a number of specific services;

these are indicated below:

(a) Management and Trouble Shooting: Users would like to run their
conferences and seminars with minimum need to interact with other sites to
find out and resolve transmission problems. The set-up and conduct of the
sessions should be straightforward and simple. Technical support in one site
should be able to support multiple sites.

(b) Light Weight Conferencing: Simple digital systems - sometimes with isolated
workstations, sometimes in co-ordination with a video projector - using the
available network technology.

(c) Range of Workstation Support: Both PCs and UNIX workstations are
required in different environments; it may be very disrupting if users are unable
to employ their normal workstations for consultation. It is important also that
there be a range of equipment allowing users to upgrade cheaper workstations
without going for radical replacement.

(d) Range of Network Support: Users often employ the same equipment for local
or wide area applications - requiring its de-coupling from particular applications
or attached network.

(e) Video/audio: Different qualities of service (QoS) are required, depending on
the nature of the application, the availability and cost of bandwidth; the audio is
the more critical for User acceptance in the consultation process.

(f) Conference Room Support: Users may accept a quality of multimedia in
workstations lower than for lecture room or conference room presentations; for
the latter some practitioners would also like electronic whiteboards - but not too
often for concurrent engineering if the other tools mentioned here are available.

(g) Shared Workspace: The nature of these requirements depend on the
applications area - but it is often a vital feature;

(h) Introduction of Multimedia Servers: Some users must record conferences;
other users would like to introduce multimedia information, or may be
concerned mainly in interacting with the server.

(i) Audio/video Quality: Commercial users want multimedia conferencing for
general purpose communications in business affairs, but many would accept
somewhat lesser quality - if they gain in reachability, speed (of reaction and
configuration) and economy. For some engineering applications very high
quality is essential; for many it is of less concern. Ease of use, user
configurability and interoperability are vital. Mobile access can be important in
some fields.

(j) Security: In many commercial applications, confidentiality and authentication
are indispensable. One needs to protect against unauthorised intrusion, permit
transfer of confidential information, allow for verification and non-repudiation of
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participants; the system must allow only authorised setting of components or
provision of session information. More will be said about this area; it is one of
the most serious bars to widespread deployment of the tools mentioned in this
paper,

(k) Multiple Locations: It is often important to have the sessions be multi-way.
Sometimes a few locations could participate closely in the same sessions; at
others many users would like rather weaker interaction. The use may even be
mainly one-way, e.g. for providing information or server access, with minimal
reverse communication.

THE TOOLS PROVIDED

Introduction

In the previous section we have listed some of the facilities which would ease
concurrent engineering. In this section we will describe some of the tools which
are available to meet these requirements. Many of these tools have been either
developed under the MERCI project, or been evaluated during that project.

The Underlying Network

Fundamental to the tools we feel appropriate for this applications area is the use of
IP Multicast and the Internet as a communications medium [7]. The use of the
Internet might have required justification five years ago; it seems to require little to
day. The ubiquity of the technology inside engineering departments, and the ease
with which it can be extended from a local area Intranet to first a wide-area
Intranet and then a wide-area Internet, makes it natural choice. Provided that a
number of very real network level problems can be resolved, this extension is
straightforward. The use of the multicast tools are a natural extension; these make
it remarkably easy to extend use to an arbitrary number of participants; this is just
the behaviour needed as it is desired to bring in others to solve outstanding
problems. The reality is that the bandwidths of communications available in
different parts of a single company vary greatly; the quality of communications
resulting is also very variable and heterogeneous. For a specific activity like video
conferencing, an ITU-T approach is tenable; a completely different technology like
the telephone or of ISDN can be deployed - using MCUs [8] for multi-party
communications. For concurrent engineering, - in which the tools used in the
engineering process may need to be demonstrated in situ, the ITU-T approach
does not scale well. It is not even claimed to so scale; the H.120 work of
conferencing over the ISDN [9] has been broadened to include use over LANs with
H.323 [10]. The way that this could extend for multi-party operation on truly
heterogeneous wide-area networks has not really been tackled.

The above should not be construed as meaning that the problems of multicast
conferencing have all been resolved, they have not. However, a technology is in
place that allows straightforward extension of LAN operation to wide area one. The
necessary multicast routers have progressed from research vehicle to inclusion in
commercial products. The result is a multicast IP network called the Mbone [11].
The present Mbone as a single entity has very serious performance problems; its
universal deployment as a high-performance entity needs large investment and
resolution of a number of problems that are still in the research phase. The
engineering of Mbone facilities over parts of the Internet, with Unicast tunnelling
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through others is well understood. The tools for providing Quality of Service exist;
no separate network needs to be installed for their deployment in well-understood
environments. Certainly the use of this basic technology allows the deployment
with the range of network support and the broad set of diagnostic tools desired in
the previous section. However, for good quality conferencing it is often necessary
to provide some forms of Resource Reservation like RSVP [12].

Lightweight Sessions

For a lightweight session, no explicit session control or membership control is
required, but a rendezvous mechanism is required to communicate information
about the existence of a session to its potential participants. To this end, the
Session Description Protocol (SDP) [13] and Session Announcement Protocol
(SAP) [15] were devised by UCL and LBL, originally by the MICE project, and
have continued to evolve and be revised by the MERCI project. These protocols
are implemented in the UCL Session Directory tool SDR [16]. SDR is now used
ubiquitously by the Mbone community. SDP and SAP are currently Internet-drafts,
and will be progressed to IETF "Proposed Standard" status during 1998.

In addition to announcing public sessions as a table of contents, an alternative
mechanism to initiate multimedia sessions follows a telephone style analogy - a
user wishes to call another user to start a session immediately. Using the Session
Invitation Protocol (SIP) [17], a user may call another user who has SDR running,
and invite them to join an existing advertised session or a new private "on-
demand" session. The current implementation of SIP in SDR is minimal, but
performs well. SIP, however, allows for relays to provide user-location, firewall
transition, etc.

Another requirement in Concurrent Engineering is for tightly coupled conferences.
This is the style expected in the ITU-T series of recommendations. TELES, one of
the MERCI partners (represented by TU Berlin and TU Bremen) has been
developing the Simple Conference Control Protocol (SCCP) [18] in the IETF,
which will provide an IP multicast-based mechanism upon which T.124 semantics
can be built. Work on SCCP is less advanced than that on SDP/SAP/SIP, as it
started later; running code is not yet publicly available, but an SCCP
implementation should be available during 1998.

While it is an over-simplification to say that the use of multicast IP technology has
resolved the problems implied in (a) - (d) above, they provide a basis for providing
solutions.

Audio and Video

There are now many implementations of digital voice on workstations and PCs.
Those deriving from ITU-T auspices have often been tied to complete protocol
stacks - though the audio and video coding aspects are quite independent. In the
Mbone, It has been necessary to tie the codings only down to a packet technology,
and have them standardised in isolation. Similar coding standards are used in the
ITU-T and Mbone worlds; the nature of errors in packet and circuit networks has
led to different implementation choices of the standards. For example, very
popular video-coding standards for video conferencing are H.261 [19] and H.263
[20]; these do sophisticated video coding inside a frame, and send the whole
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frame at frequent intervals. In between sending whole frames, H.261 and H.263
may send the differences between one frame and the next; these differences are
called motion vectors. For the comparatively high quality transmission channels
assumed over the ISDN or even PSTN, the sending of motion vectors improves
quality for a given bandwidth. In the Internet, where packet loss due to congestion
in gateways is the norm, the transmission of motion vectors would often increase
the bandwidth used without improving quality. As a result, for a given bandwidth
the video and audio shown on an ISDN ITU-T workstation looks superior to a
Mbone one. When the same transmission is attempted across a concatenation of
Internet WANs and LANs, the image may break up and the voice become
unintelligible at a much lower error rate for the ITU-T choice of encoding than the
Mbone choices.

The pioneering implementations in this field have been the audio tool VAT [21] and
the video tool VIC [22] from the Lawrence Berkeley Laboratories; later tools have
concentrated on improving particular features of these tools. In the case of the
RAT audio tool [23] on the MERCI project, we have taken some of the more
popular audio codings, and incorporated a second lower bandwidth coding of a
previous packet in a subsequent packet. This has made speech quite intelligible at
50% packet loss rates; such losses would make speech impractical using
conventional techniques. Similarly in the RENDEZ-VOUS video tool [24] on the
MERCI project, INRIA has provided layered video coding. The different layers are
transmitted over different IP streams, thus allowing simultaneous transmission of
different qualities of video. At gateways to a lower performance section of the
Internet, it is possible to carry only the lower bandwidth streams. Thus it is
possible to continue to provide video at lower quality to disadvantaged customers,
without penalising others in the same conference with access to higher bandwidth
facilities.

Additional components, which are needed to make use of these facilities, are
gateways that can transcode, mix audio streams and filter video ones. Such
gateways have also been developed in the MERCI project, and are just starting to
be deployed. Both in the MERCI project and elsewhere, these audio and video
tools have been ported to run under many platforms - both UNIX and Microsoft;
often the UNIX variants have not yet been optimised to run under the latest
Microsoft operating systems, but they do run in that environment.

So far we have talked of ‘workstations’; when these are equipped with video
projectors, echo cancelling facilities, multiple camera, multiple microphones, and
the ability to switch between cameras, then the same basic data transmission can
be employed with groups of users in a conference room. The extension of the
technology to the conference is straightforward, it is quite independent of whether
packet switched or circuit switched facilities are used in the transmission. Users
may accept a quality of multimedia in workstations lower than for lecture room or
conference room presentations; for the latter some practitioners would also like
electronic whiteboards - but not too often for concurrent engineering if the other
tools mentioned here are available.
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From the above, we see that we have largely tackled the problems of audio, video
and Conference room support expressed as requirements (e) and (f) in the
previous Section.

Shared Workspace

The provision of shared workspace facilities is vital to Concurrent Engineering; the
nature of the facilities required is critically dependent on the application. In the Net
Meeting [25] suite provided under Microsoft Windows, application sharing is
provided. This solution works well for small numbers of participants using ITU-T
networks; to extend it to multi-party working over the Internet requires the
provision of an underlying reliable multicast facility. It is still a research issue how
this should be provided in general; it is not available in Net Meeting. From the
arguments of Section 3.2, there are environments where such a system is
adequate; it cannot be used in general for the Mbone that is the subject of most of
this paper.

A number of tools have been written which provide subsets of the facilities
required. The best known WB [26] from the Lawrence Berkley Laboratory allows
shared drawing and presentation of pre-loaded material over the Mbone. WB runs
only on UNIX systems; a variant WBD [27] from Loughborough U, allows WB
facilities to run on PCs using the Microsoft operating systems. Another tool NTE
[28], from UCL, allows shared editing of documents; it runs under both UNIX and
Microsoft operating systems. Both these have their own versions of reliable
multicast at the applications level, and work well in the presence of errors. Several
other tools address different aspects of the shared workspace problem; | neither
wish to state that the problem has been solved, nor that the two cited are the best
currently available. For example Mdesk from the MATES project [29] has similar
functionality. They are cited only to show that there are solutions available, which
are adequate for many of the problems of concurrent engineering. Thus we have
been addressing the Shared Workspace item (g) in the list of requirements.

Servers

The provision of a multimedia server is considered vital to the MERCI project. This
should have the capability to record sessions, and to introduce material previously
recorded. Early versions of such servers were created at UCL during the MICE
project, and also at many other sites including UC Berkeley [30]. The UCL tool,
called MMCR, is discussed in detail elsewhere [31]; it currently has a basic, but
robust, functionality; many extensions are still required, however. It can participate
in a conference - but it must be started manually; eventually this initiation will be
via SIP. All operations can be operated remotely through the Internet. Another
such tool comes from Lulea U [32]. However Standards for remote operations are
still being developed in the IETF [33].

The architecture of MMCR allows for annotation and indexing of each media
stream; it allows also for synchronisation between streams. In addition, we
envisage an index of the stored material, which can be searched in a sophisticated
manner, and tools for editing stored material. All these extensions are still for the
future.
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The considerations for secure operation of the Server are complex. There is no
problem in storing encrypted media streams, though it would be necessary also to
store the encryption keys used. We need to consider carefully, however,
mechanisms of access control and key management for accessing the data
stored. This covers the requirements (h) for servers in the previous section.

Ease of Use

The Mbone tools mentioned above are reasonably easy to use, but they are still
separate tools. At least two research networks in Europe are planning some larger
scale trials; for this reason they have contracted for more integrated user
interfaces, better documentation and easier installation facilities. These are being
provided, and will be made more widely available. Various studies have looked at
the usability of the tools, e.g. [34].

Security

The whole question of secure conferencing is complex; a prerequisite is the ability
to encrypt the streams produced by the multimedia tools. Eventually this will be
done in a tool-independent way using secure IP (IPSEC) [35], the extent to which
it will be implemented in IPv4, and the timescale of the implementation, were too
uncertain for our purposes. We have chosen to secure the individual tools; this has
the advantages that it can be done using the full infrastructure of the RTP
transport protocol and of Multicast.

We have arranged for encryption to be provided for the audio tool RAT, the video
tool VIC, the shared text editor NTE and the shared whiteboard (WB). The media
tools themselves require the provision of information specifying the encryption
algorithms used, other parameters to describe the encryption and the encryption
key. In the version implemented so far for the MERCI tools, the encryption
algorithm used is the symmetric single DES [36], and the only parameter needed
is the encryption key. In each case, we are using an initiation vector and an
encryption key. The developers of the tools have agreed to pass information
about the symmetric key in the form of a Pass Phrase; this is conformant to [37],
which has been agreed in the IETF. This Pass Phrase is passed through an MD5
[38] module, to ensure true randomness of the encryption key; the first 56 bits after
passing through the module are used as the Encryption Key; this mechanism has
been built into the above existing media tools. Because the Pass Phrase is 7bit
printable ASCII, as are all the other parameters provided by the tools, it is possible
to provide the whole Directory Payload, as a printable block.

One aspect of security is the interworking of the tools. This has been
demonstrated between the secured VAT from LBL and the secured RAT from
UCL, and between the secured VIC from LBL and the secured VIC from UCL.
Currently WB and NTE each have only single implementations in common usage;
we have not yet investigated security for the recently introduced version of WBD

Another aspect of security is the distribution of the Pass Phrase mentioned above.
Mechanisms have been devised using Public Key systems for secured session
announcements and invitations. These methods rely on issuing a Group Secret
Key (GSK) to authorised participants in a set of sessions. The details of future
sessions may then be announced broadly in encrypted announcements - using
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symmetric encryption for efficiency. The Session Encryption Key (SEK) is then
transmitted encrypted with the Group Public Key; as a result, only authorised
parties may participate in the conference. The distribution of the GSK may itself be
done in different ways; one is the use of secure e-mail. Again all the mechanisms
above are being standardised in the IETF.

Thus we have now covered all the security requirements (j) of the previous
section.

THE USE OF THE TOOLS INSIDE THE MERCI PROJECT

The organisation of the MERCI project is by itself an exercise in Concurrent
Engineering. Its environment meets very well the constraints implied in the bulk of
the paper. We have partners with high speed ATM connectivity via the JAMES
ATM Pilot; these include partners in Germany (RUS), Norway (Oslo U), Sweden
(KTH) and the UK (UCL). Other partners have only normal Internet access from
France (INRIA) and Germany (GMD and TELES); From Canada (CRC) access is
via a mixture of ATM and Internet. Individuals at GMD and UCL also access their
sites using only the ISDN. INRIA has a DBS up-station, and both INRIA and UCL
have DBS earth stations. This configuration is sketched in Fig. 1. It fully meets the
forms of heterogeneity indicated above. There is a similar mix of workstations;
DEC, HP, SGI and Sun workstations are all used by some partners; both Microsoft
Windows and NT PCs are used by others.

The system is used often for interactive seminars; speakers at one site present
seminars to all the other sites. They are seen at all sites, and can be queried at
breaks in the lecture. Slide material is used heavily. Reception of the seminars is
not always perfect; the problems are more due to poor lighting, faulty
microphones, bad echo cancelling and poor lecturing technique than failure with
the underlying technology. There can be problems with service quality; extensive
monitoring and re-configuration has largely removed technical network problems.
We hold bi-weekly management meetings by video conferencing, in which all
participating organisations are expected to attend. Three papers showing the use
of the tools are one describing their use for language teaching [39], a large
international conference [40] and another the specialised used for surgical
demonstrations in the context of a medical workshop [41].

CONCLUSIONS

The basic framework for widespread use of the tools in Concurrent Engineering

now exists. For truly routine reliance on the technology, some further major

improvements are needed. These include:

» Integration of the tools into a unified user interface

e Integration of security at conference level rather than tool level

e Provision of reliable and appropriate application sharing tools

e Better management of the Internet for multicast, or good provision of in the
relevant section of a corporate network.

o Better documentation and facilities for easier configuration of all the
components.

e Better understanding of the sizing of gateways, more automated means of
configuring them for specific traffic loads and mechanisms for determining
where they should be sited.
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Many of these improvements are in hand under the auspices of the MECCANO
successor to the MERCI project. Others are being undertaken in the context of
commercialisation of the accomplishments in the MATES, MERCI and other
projects. The technology has reached the state of being ready for routine use by
knowledgeable commercial users. Feedback from such users is required to ensure
that the improvements in hand proceed the right way.
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