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Secure Two-Way Transmission via Wireless-Powered
Untrusted Relay and External Jammer

Milad Tatar Mamaghani *“, Ali Kuhestani

Abstract—In this paper, we propose a two-way secure communi-
cation scheme where two transceivers exchange confidential mes-
sages via a wireless-powered untrusted amplify-and-forward relay
in the presence of an external jammer. We take into account both
friendly jamming (FJ) and Gaussian noise jamming (GNJ) scenar-
ios. Based on the time switching (TS) architecture at the relay, the
data transmission is done in three phases. In the first phase, both the
energy-starved nodes, the untrustworthy relay and the jammer, are
charged by noninformation radio frequency (RF) signals from the
sources. In the second phase, the two sources send their informa-
tion signals and concurrently, the jammer transmits artificial noise
to confuse the curious relay. Finally, the third phase is dedicated to
forward a scaled version of the received signal from the relay to the
sources. For the proposed secure transmission schemes, we derive
new closed-form lower-bound expressions for the ergodic secrecy
sum rate (ESSR) in the high signal-to-noise ratio (SNR) regime.
We further analyze the asymptotic ESSR to determine the key pa-
rameters; the high SNR slope and the high SNR power offset of
the jamming based scenarios. To highlight the performance advan-
tage of the proposed FJ, we also examine the scenario of without
jamming (WoJ). Finally, numerical examples and discussions are
provided to acquire some engineering insights, and to demonstrate
the impacts of different system parameters on the secrecy perfor-
mance of the considered communication scenarios. The numerical
results illustrate that the proposed FJ significantly outperforms the
traditional one-way communication and the constellation rotation
(CR) approach, as well as our proposed benchmarks, the two-way
WoJ and GNJ scenarios.

Index Terms—Wireless power transfer, physical layer security,
two-way communication, untrusted relaying, jammer.

1. INTRODUCTION

A. Background and Motivation

OOPERATIVE relaying improves energy efficiency, ex-
C tends coverage, and increases the throughput of wireless
communication networks. Accordingly, in recent years, the ben-
efits of relaying have been viewed from the standpoint of wire-
less physical-layer security (PLS) [1] which has been recog-
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nized as an emerging design paradigm to enhance the secu-
rity of next generation wireless networks [2]. In the context
of relaying-based transmission networks, a key area of interest
is the untrusted relaying where the source-destination commu-
nication is assisted by a relay which may also be a potential
eavesdropper [2], [3]. In practice, untrusted relaying scenario
may occur in large-scale wireless systems such as heteroge-
neous networks, device-to-device (D2D) communications and
Internet-of-things (IoT) applications, where the data of sources
are often retransmitted by several intermediate nodes with low
security clearance.

Secure transmission employing an untrusted relay was first
studied in [4], where an achievable non-zero secrecy rate is ob-
tained through jamming signal transmission. To be specific, two
general types of jamming signals have been proposed in the
literature to improve the PLS of wireless networks: 1) friendly
jamming (FJ) and 2) Gaussian noise jamming (GNJ). In the
former, the jamming signal is a priori known at the legal re-
ceiver [1]-[6], while in the latter, the legitimate receiver has no
information about the jamming signal and hence, the receiver
considers the jamming signal as an interfering signal [7], [8]. We
mention that FJ offers better secrecy performance compared to
GNJ, due to the fact that the legitimate receiver cancels the pre-
defined jamming signal. Of course, this performance advantage
is obtained at the cost of higher implementational complexity
to the network. In the area of untrusted relaying, for the first
time, the authors in [9] proposed destination-based cooperative
jamming (CJ) technique to achieve a positive secrecy rate for
a one-way untrusted relay, in which the jammer is co-located
with the destination receiver. Motivated by the pioneering work
[9], a great deal of research has been dedicated in the field of
one-way untrusted relaying [10]-[13].

Recently, several works have considered the more interest-
ing scenario of two-way untrusted relaying [14]-[17], where
physical-layer network coding can enhance the security of com-
munication by receiving a superimposed signal from the two
sources instead of each individual signal. The authors in [14]
proposed a game-theoretic power control scheme between the
two sources and multiple jammers, where single user decod-
ing (SUD) is assumed for the untrusted relay to extract the
information signal. We note that, in the SUD operation, the
relay attempts to decode one message while the other signal
is considered as an interference. However, the untrusted relay
in two-way relaying can potentially eavesdrop the legitimate
transmissions according to another advanced strategy namely
multi-user decoding (MUD), in which the relay attempts to de-
code two information signals transmitted by the two sources. It
is worth noting that the MUD can be considered as the worst
case scenario in untrusted relaying networks [15], [16]. In [15],
the authors proposed iterative algorithms to jointly optimize the
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pre-coding vector at the multiple antenna sources and the pre-
coding vector at the multiple antenna MUD relaying network
such that the instantaneous secrecy sum rate without friendly
jammer is maximized. Then, a joint optimization of transmit
covariance matrices and relay selection was proposed in [16]
for a two-way MUD relaying network and in the absence of
a friendly jammer. The proposed optimal algorithm in [16] is
solved through the semi-definite programming combined with
a line search method and thus suffers from high computational
complexity. Xu et al. in [17] proposed a new secure transmis-
sion protocol based on constellation rotation approach in the
presence of a SUD untrusted relay and without employing any
jammer. Finally, optimal power allocation and secrecy sum rate
analysis in the two-way untrusted relaying conducting MUD has
been studied in [18]. The authors in [18] highlighted that FJ sce-
nario improves the secrecy performance significantly compared
to without employing an external jammer.

A paramount issue in many wireless communication appli-
cations is this fact that some of communication nodes may
not have access to permanent power sources due to mobility.
Furthermore, frequent recharging and replacement of batteries
would be inconvenient in certain circumstances; e.g., in wireless
body area network applications, where medical devices are re-
quired to be implanted inside patients’ body. For such network,
energy harvesting (EH) from ambient resources, e.g., solar and
wind has been introduced as a promising approach to prolong
the lifetime of energy-constrained wireless nodes [19]. How-
ever, conventional EH methods are usually uncontrollable, and
thus may not satisfy the quality of service (QoS) requirement
of wireless networks. To overcome this issue, a new type of EH
solution called wireless information and power transfer (WIPT)
was introduced in [20]. The key idea behind WIPT is to cap-
ture radio frequency (RF) signal propagated by a source node
and then converting the RF signal to direct current to charge
its battery, and also for signal processing or information trans-
mission. In the area of cooperative networks, two main relaying
protocols, i.e., time switching (TS) and power splitting (PS)
policies have been proposed to implement the WIPT technol-
ogy. In recent research, great efforts have been dedicated to the
study of WIPT for non-security based [21], [22] and security
based systems [23], [24]. To be specific, the authors in [23] pro-
posed employing a wireless-powered jammer to provide secure
communication between a source and a destination. Then, the
authors in [23] derived a closed-form expression for the through-
put, and characterized the long-term behavior of the proposed
protocol. In untrusted relaying networks, Kalamkar et al. in
[24] studied secure one-way communication in the presence of
an untrusted relay based on WIPT technology, where either TS
or PS is adopted at the relay.

B. Our Contributions and Key Results

In contrast to the aforementioned works, in this paper we take
into account the PLS of a two-way amplify-and-forward (AF)
relaying, where two sources exchange confidential messages
using an untrustworthy MUD relay with the help of an external
jammer to enhance the PLS. A self-reliant cooperative wireless
network is proposed in which the relay and jammer as energy-
starved helping devices are powered with wireless energy of RF
signals. We assume that the TS receiver architecture is adopted
at both the relay and jammer. The role of the relay is to harvest
the energy in order to forward the received information signal
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to the sources, while the mission of the jammer is to utilize the
harvested energy to degrade the wiretap channel of the untrusted
relay. For this proposed secure transmission scheme, we derive
new tight lower-bound expressions for the ergodic secrecy sum
rate (ESSR) of the following three scenarios in the high signal-
to-noise ratio (SNR) regime: 1) Without jamming (WoJ), where
the jammer is not activated, 2) FJ, where the jamming signal
is known a priori at the two sources, and 3) GNJ, where the
jamming signal is unknown at the sources. We further charac-
terize the high SNR slope and the high SNR power offset for
the ESSR of the Wol, FJ, and GNIJ scenarios, to explicitly de-
termine the impact of network parameters on the ESSR [25].
Based on our analytical results, we further highlight the impact
of several system design parameters including the EH time ratio,
power allocation factor, transmit SNR, nodes distance, and path
loss exponent on the ESSR performance. Numerical examples
show that the proposed two-way FJ provides significantly bet-
ter ESSR compared with its traditional counterparts namely the
one-way communication [24] and the two-way constellation ro-
tation (CR) based communication [17], as well as our proposed
Wol and GNJ schemes. We also observe that unlike the ESSR
performance of Wol, FJ, one-way communication, and CR, the
ESSR of GNJ scenario is limited to a secrecy rate ceiling in
the high SNR regime. This interesting observation indicates the
importance of sharing a pre-defined jamming signal between
the two sources.

Our work is different from the following most related papers:
While the authors in [21], considered a point-to-point commu-
nication based on the WIPT strategies via a relay, they investi-
gated the throughput analysis. Unlike [21], we adopt the WIPT
technology to develop an EH based communication network
under the constraint of secure transmission. Therefore, the use
of EH in [21] is fundamentally different from our work. Differ-
ent from [14], [18], in this work, we consider using wireless-
powered relay and jammer to help the secure communication.
Different from [14], we assume that the MUD is adopted at
the untrusted relay to consider the worst-case scenario in our
network. It is worth noting that this is the first paper studying
the GNIJ scenario in untrusted relaying network. In [24], the
authors studied the one-way secure transmission based on wire-
less EH at the untrusted relay. Different from [24], we consider
the two-way untrusted MUD relaying in which two sources are
able to exchange their information. Furthermore, we propose
to employ an external jammer to boost the secrecy sum rate of
the network. This paper is also fundamentally different from
[23] where a wireless-powered jammer is utilized to facilitate
the secure communication between a pair of source-destination
nodes. Different from [23], in our work, extending the coverage
area of transmission by using a relay is undeniable in terms of
practicality inasmuch as we assume lack of direct link between
the two communication nodes. In other words, in our proposed
scheme a relay must be exploited to provide communication.
This scenario is applicable for communication networks when
two sources are located far apart or within heavily shadowed ar-
eas. Therefore, the network design and the performance analysis
of our work is different from [23].

The remainder of this paper is organized as follows. Sys-
tem model and the proposed relaying protocols are presented in
Section II, followed by signals and powers representation in
Section III. Section IV and V investigate the secrecy perfor-
mance of the proposed protocol and derive new closed-form
expressions for the ESSR, as well as analyze the asymptotic
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Fig. 1. System model of a wireless-powered secure two-way network using

an untrusted relay and an external jammer.

ESSR including the high SNR slope and the high SNR power
offset. Simulation results and discussions are detailed in Section
VI. Finally, conclusions are given in Section VII.

II. SYSTEM MODEL

We consider a two-way communication scenario illustrated
in Fig. 1, where the two transceivers called (S7) and (S,) com-
municate with each other via an untrusted AF relay (R). In the
proposed system, we assume that all the nodes are equipped with
a single antenna and operate in half-duplex mode, i.e., sending
and receiving data concurrently is not possible. The direct link
between S; and S, is assumed to be unavailable. As such, using
the relay service is mandatory [21]. Unlike S; and S, that need
to decode one signal, we assume that R adopts MUD to extract
both of the sources’ signals. Additionally, the channels between
the nodes are assumed to be reciprocal, following a quasi-static
block-fading Rayleigh model, where the channel properties re-
main constant over the block time of one message exchange.
We denote h;; as the channel coefficient between the nodes ¢
and j, with channel reciprocity where h;; = hj;. The channel
power gain |h; ;| follows an exponential distribution with mean
pij- We also denote fi, 2 () as the probability density function

(PDF) of random variable (RV) |, ;|. Furthermore, we assume
that the sources have perfect knowledge of the channel state
information (CSI) of the links S;-R, $>—R, and J-R [14].

Three secure transmission scenarios taken into account in this
paper are detailed as follows:

e WoJ scenario: To see how employing a jammer can impact
on the secrecy performance of the proposed communication
network, the Wol scenario is studied, in which the data trans-
mission policy is as follows. At the beginning, R is charged
by the two sources in the first phase to facilitate the relaying.
Next, S; and S, start to send their superimposed signals to R in
the second phase, followed by forwarding the received data to
the sources after amplification by R during the last phase. Fi-
nally, each source decodes the signal of the opposite node. It is
worth mentioning that the WolJ brings high simplicity with very
low cost compared with the FJ and GNJ scenarios.

e FJ scenario: In this scenario, one external jammer () is
employed to enhance the security of the network by degrading
the relay channel capacity through sending its jamming sig-
nal. In the FJ scenario, the data exchange between two sources
is implemented in three phases. In the first phase, as shown
with solid lines in Fig. 1, S} and S, transmit non-information
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signals toward 7 and R, to charge them via the RF signals. Note
that both R and J are assumed to be energy-starved nodes, yet
equipped with rechargeable batteries with infinite capacity. It is
also assumed that most of the nodes’ energy are consumed for
data transmission, and energy consumption for signal process-
ing is ignored for simplicity [21]. During the second phase, the
source nodes send their information signals to R. Simultane-
ously, J deteriorates the channel capacity of R by transmitting
the jamming signal powered by the sources in the first stage,
as demonstrated with dashed lines. Finally, R broadcasts the
scaled version of the received signal to S; and S,, and then
each source extracts its corresponding information signal after
self-interference and jamming signal cancellation, as demon-
strated with dotted lines in Fig. 1. In this scenario we assume
the sources have perfect knowledge of the jamming signal trans-
mitted by J for they have paid for the jamming service. In other
words, we assume that the jamming signal can be fully can-
celed at the sources but cannot be removed at the relay. This
is a common assumption in the FJ literature, e.g., [14], [23],
[26], and [27], where the pre-defined jamming signal can be
generated by using some pseudo-random codes or some crypto-
graphic signals that are known to both the friendly jammer and
the sources but not available to the curious relay. We also note
that the FJ scenario has been widely exploited in the literature
for both performance analysis and network optimization design
(51, [6], [14], [18], [28].

For the sake of availability of the jamming signal at the
sources, we can use either 1) Cryptography-based or 2) PLS-
based approaches, where the former can be practically realized
similar to the methods used in the literature, e.g., [29], [30],
where a large set of random sequences (jamming signals) with
Gaussian distribution can be pre-stored at the friendly jammer
and their indices are the keys. The friendly jammer indiscrimi-
nately selects a sequence and sends its key to the sources before
the data transmission period, which can ensure the two legiti-
mate users obtain the jamming signal before exchanging their
confidential messages. Note that the key can be sent in a secret
manner as the corresponding random sequence is only available
at the sources (and also stored at the friendly jammer) such that
any potential eavesdropper cannot access the random sequence. '

Apart from the above-mentioned cryptography-based ap-
proach, another method based on the PLS can be used,? which
adopts the CJ technique. In this scheme, the transmission of
the jamming signal from 7 to S; and S, can be accomplished
before data transmission, leading to the acquisition of the jam-
ming signal solely by the legitimate receivers. In light of this
method, J sends the specific jamming signal to S, while si-
multaneously, S, transmits an artificial noise to confuse the

!t should be noted that the key-assisted approach is normally exclusively
used for cryptography to secure the transmission, while physical-layer methods
are traditionally adopted when the shared keys are not available or too hard
to implement. However, some recent works, e.g., [31], [32], have considered
applying physical-layer security to enhance cryptographic secrecy, showing the
potentials to have the best of both worlds of secrecy approaches.

2 As known, the information theoretic based PLS has emerged as an alterna-
tive security paradigm to traditional cryptographic methods. While the increased
complexity of cryptography effectively boosts the security level of wireless
transmissions, it suffers from: 1) more processing resources for encryption and
decryption and hence, increasing the imposed latency, 2) additional redundancy
which leads to an increased overhead and, 3) easy to be decrypted by an eaves-
dropper using an exhaustive key search (also known as brute-force attack). Based
on these reasons, the PLS solution relying on exploiting the physical character-
istics of wireless channels is more attractive specially when the low-complexity
users are energy-harvesting based nodes [2], [3].
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curious R. Owning to the fact that we assume no direct link
between the two sources, the wiretap channel can be adequately
deteriorated by the artificial noise sent by the other source node.
Accordingly, R fails to decode the transmitted jamming sig-
nal while S; can confidentially achieve the predefined jamming
signal. The same procedure can be implemented by exchang-
ing the role of S; and S, to obtain the jamming signal by S, as
well. In addition, another method based on the destination-based
CJ could also be implemented wherein before data transmis-
sion J sends the specific jamming signal to R, while simulta-
neously, S; transmits an artificial noise to confuse R. In the next
step, the relay broadcasts the amplified version of the received
signal and consequently, S; can extract the jamming signal.
The same procedure can also be implemented by S, to obtain
the jamming signal. In this method, there is no need to utilize
the other source for generating artificial noise and each of the
sources pays their own jamming service.

Remark 1: A problem may arise here is that the friendly
jammer might fail to harvest enough energy to send the jamming
signal to the sources or jam the untrusted relay which could
decrease the efficiency of the proposed scenario to a great extent.
To consider this fact in our work, we take into account the power
outage phenomenon at the energy harvesting-based nodes, i.e.,
the energy-limited nodes might not be activated to participate
in the transmission when they are not sufficiently charged. As
we shall see later, for adequately high transmit SNRs by the
communication nodes during the EH phase, 7 and R are most
likely to harvest enough energy to participate in the next phases
for data transmission. However, in the low SNR regime the
energy harvesting nodes go to sleep and the secure transmission
is compromised. Therefore, the amount of transmit power by
the sources during the EH phase plays a paramount role in
the proposed FJ scenario, and hence, intelligently setting this
parameter enables us to benefit from the efficiency of the FJ
in the long-running transmission. Needless to say that there are
also various advanced methods which can be employed to ensure
that the energy harvesting and then the power transfer are most
likely enabled successfully. For example, extending the number
of antennas at the jammer side and/or at the sources and using
the maximum ratio combining (MRC) and the maximum ratio
transmission (MRT) techniques, to name but a few. Investigating
such scenarios with optimal parameters is left for our future
work.

e GNJ scenario: In this scenario, the data transmission pro-
tocol is the same as the FJ. Different from the FJ, the two
sources have no knowledge about the jamming signal and there-
fore, the jamming signal is considered as an interfering signal
at §; and S,. Based on this fact, the proposed GNJ network ex-
periences performance loss compared with the FJ scenario. In
contrast to FJ that the secrecy performance advantage is obtained
at the cost of higher implementational complexity, the GNJ sce-
nario enjoys having little workload of online computation.

A. Time Switching Relaying Protocol

Fig. 2 describes the proposed wireless EH two-way relaying
transmission protocol. Using the TS policy, the relay switches
from EH to information encoding, and completes a round of
data exchange in three phases over a period of 7. To be specific,
in the first phase with the duration of 71 = a7 (0 < a < 1),
both R and J harvest the energy of the RF signals trans-
mitted by &) and S;. In the second time slot which lasts
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T1:aT T2: (1-a)T/2 T3: 1-)T/2
S;,S2 —= R
Si, Se——— R, J | Momatertommiin | R ——= 8, 8o
Energy Harvesting J — R Data Broadcasting
Jamming Transmission
T

Fig. 2. Time switching relaying protocol for two-way secure communication
via a wireless-powered untrusted relay and a jammer.

T=(1-a) % S1 and S, send their information signals to R,
and simultaneously J transmits its jamming signal. Finally, in
the third phase, R broadcasts the scaled version of the received
signal. It is worth noting that the parameter o which indicates
the ratio of EH time to the total transmission time of one period
has significant impact on the system performance, i.e., related
to the value of a, the secrecy rate of the proposed network is
changed as will be shown numerically in Section VI.

IIT. SIGNALS AND POWERS REPRESENTATION

In the following, the signals and powers corresponding to the
Wol, FJ, and GNJ scenarios are presented. We first denote =g, ,
i € {1,2}, and z; as the information signals and the jamming
signal with the powers of Ps, and Pr s, respectively.

A. Energy Harvesting at the Relay and Jammer

1) Without Jamming: In the first phase, the two source nodes
send non-information signals, to charge the relay. The received
power at R is given by

Pr = Ps,|hsr|* + Ps,|hs,r|*. ey

Based on the proposed TS protocol, the harvested energy Err
in the duration of a/I" at R is given by

Eyp = 770‘T(P$1 ‘hgﬂglz + P32|h3272‘2)7 (2

where 7 represents the energy conversion efficiency factor, and
0 < n < 1. The relay uses the harvested energy obtained in the
first phase (2) to retransmit the received signal in the third phase
with the power Prpr which can be written as

3

E _
Prp = — — 37Y(Ps |hs,r* + Ps,|hs,rl?),

(1-a)5

where (3 is defined as (3 2 -

2) Friendly Jamming/Gaussian Noise Jamming: In the FJ
and GNJ scenarios, EH at ‘R is the same as the WoJ scheme.
Similarly, for the received power at 7 in the first phase, can be
written as

Pj :P51|h$1]‘2+P52|h52‘7|2a “)

and the amount of harvested energy at 7 during one frame of
communication can be represented as

Eny =naT(Ps |hs,g|* + Ps,|hs,7 ). )

Furthermore, during the second phase, 7 uses the harvested
energy in (5) to transmit its jamming signal with the power of



TATAR MAMAGHANI et al.: SECURE TWO-WAY TRANSMISSION VIA WIRELESS-POWERED UNTRUSTED RELAY AND EXTERNAL JAMMER

Pr 7, which can be expressed as

Ey. _
ﬁ = 7! (Ps,|hs,g” + Ps,|hs,gl?). (6)
2

Note that in the aforementioned scenarios, Pr and P7 should
be more than the minimum predefined threshold power (O) to
activate the harvesting circuitry, unless the helper nodes will
remain inactive.

Pr;=

B. Signals Representation

1) Without Jamming: For the Wol scenario, the received sig-
nal at R in the second phase, can be expressed as

yr = / Ps,xs hsr ++/Ps,xs,hs,r +ng, @)

where ng is considered as a zero-mean additive white Gaussian
noise (AWGN) at R. Based on the received signal yz in (7) and
considering the MUD at R, the SNR at ‘R can be obtained as

_ Ps|hsrl* + Ps,|hsr [
R N() )

®)

where Ny denotes the power of AWGN at R, and for simplicity
the processing noise is ignored [24].

Finally, in the third phase, R broadcasts the amplified version
of the received signal which is given by

zr = Gyr, ©)

where G is the scaling factor of R as

Prr
G- . .
Ps, |hsr|* + Ps,|hs,r|* + No

(10)

Next, we focus on the received signal at S, from which similar
expressions can be derived for the received signal at S;. By
using (7) and (9), the received signal at S, after self-interference
cancellation can be expressed as

ys, = \/ Ps,Ghs rhrs,zs, + Ghrs,nr + ns,. (11)

Substituting (10) into (11), the received instantaneous end-to-
end SNR at S, after some algebraic manipulations can be ob-
tained as

v, = Ps, |hsr[*|hrs,|*
P Nolhrs,|? + NoB + €’

NZB

P, [hs,r*+ Ps, [hs,r]**
for calculation of ~s,, the resultant instantaneous end-to-end
SNR at §; is also given by

v, = Ps,|hs,r[*|hrs, |*
" Nolhgs, |+ NoB + ¢

(12)

where € = Following the same procedure

(13)

2) Friendly Jamming: For the FJ scenario, the received sig-
nal at R in the second phase, can be expressed as

yr =/ Ps,xs hsr + \/Piszl’szhszR

+vPrjxshgr + ng. (14)
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Substituting Pr; given by (6) into (14), the SNR at R can be
obtained as
YR = PSI |h5171‘2 + P52|h827€|2
Prylhgr]* + No
Ps,|hsr|* + Ps,|hs,r|*

= ,  (15)
B~1(Ps,|hs, 71> + Ps,|hs,71*)|hgr|* + No

Finally, R broadcasts the amplified version of the received sig-
nal, xg = Gyg, with the amplification factor of

G Prp
| Ps,|hs,r? + Ps,|hs,r|* + Prylhar|* + No’
1 1 7] 2 JR 0

Moreover, by using (14) and (16), the received signal at S, can
be expressed as

(16)

Ys, = TrhRrs, + ns,
= /Ps,Ghsrhrs,vs, +/Ps,Ghs,rhrs,xs,
+/ Pr;Ghgrhrs,z7 + Ghrs,ng +ns,,  (17)

Since the jamming signal in FJ scenario is fully known at the
sources, as well as the CSI of the links S;—-R, S>—R, and
R-J, &, can eliminate the jamming signal and its own self-
interference from (17), which simplifies as

Ys, = \/ Ps,Ghsrhrs,zs, + Ghrs,nr + ns,. (18)
Substituting (16) into (18), and then using Pr; given by (6), the
received instantaneous end-to-end SNR at S; is given by

Ps,|hs r[*|Prs,|*

PS] ‘h51\7|2+P§'2 ‘hszjlz)
P‘Sl ‘115172|2+P52 “15273‘2

s, = byl 5
R + N()ﬁ +e€
(19)

N,
Nolhrs,|* + of

Similarly, the received SNR at S is obtained as

P52|h3272‘2|h7231|2

Ps,|hs, 7>+ Ps, Vlszylz)
Ps, |hsr[*+Ps, [hs,r[*

s =

[hor|? + NoB + €
(20)

3) Gaussian Noise Jamming: For GNJ, the received SNR
at R is the same as the FJ. However, in this scenario, since
the jamming signal is not available at both &) and S,, the term
related to the jamming signal = 7 in (17) is considered as a noise-
like interference. Consequently, after self-interference cancella-
tion, the received signal-to-interference-plus-noise ratio (SINR)
at S, can be computed as (21) shown at the top of the next page,

A No
where § = P Ths = P hs,

tained for s, by changing S; with §; in (21).

To make the further analysis tractable, we consider the high
SNR assumption for all the scenarios by replacing € = 0 in
Eqgs. (12), (13) and (19)—(21).

N
Nolhgs,|* + of

el A similar expression can be ob-

IV. ERGODIC SECRECY SUM RATE ANALYSIS

In this section, we first derive closed-form expressions for
the power outage probability at the helping nodes to take into
account the fact that the EH may fail at either R or 7. Then, we
analytically obtain new closed-form lower-bound expressions
for the ESSR of Wol, FJ, and GNJ.
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PS] |h31R|2|hR32
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‘ 2

Vs =

(Psihs,gl? + Poalhs,g 2) (87 s, + 6) Ihy P+ Nolhs [2 + NoG + €

1)

We assume the helping nodes only utilize the wireless EH
for data transmission. As such, the received power at ei-
ther R or J, should be greater than the minimum required
power for the activation of their EH circuitry [19], unless they
maintain inactive as we assume the helping nodes only utilize
the wireless EH technology and have no other power resources.
This phenomenon is characterized by the power outage proba-
bility, and denoted by P,, . In this section, we first derive closed-
form expressions for the power outage probability at R (Pg%),
and J (P[;Z,). As such, the probability of power outage for the
helper node /C, where K € {R, J} is defined precisely as

Pl =Pr{Pc < 0}, (22)
in which the analytical expression for Pfo is obtained in Propo-
sition 1.

Proposition 1: The power outage probability at the helper
node K, where K € {R, J} is given by

o Vsk e
1 V8K =78k eXp( ;/SZKL)
sk ) _ _
pr) - e exp( ?l,{.’)v Vsik 7 s,k (23)
&) _ _
T(27 ’751&)’ VS K = VS:K

where Y5, = Psl s> Sk = Pszuszzc, and Y(s,z) = [
t(s=D et dt is the lower incomplete Gamma function [33].

Proof: See Appendix A. |

In principle, the ergodic secrecy rate determines the rate be-
low which any average secure transmission is accessible [1].
Since we assume the MUD is performed at the untrusted relay
to decode both the signals s, and xs,, the integrated secrecy rate
of the communication network is considered as [14]. Therefore,
the instantaneous secrecy sum rate Rg.. is evaluated by

Rsee = [Is, + Is, = Ir] ", 24)
where for K €{S|, R, S;}
l -«
Iy = ( ) logy (1 + 7k ), (25)
By combining (24) and (25), Rgs.. can be rewritten as
(1-a) (1 +75)(1 +7s)]"
Rsee = o} ' 2 , 26
where [z]* = max(z, 0) and the pre-log factor 52 is due to the

efficient time of information exchange between the two sources.
Moreover, 7s,, vs,, and yg are the received SNR at S;, S,
and R, respectively. We note that by taking average over Rg..

given by (26), one can obtain the ESSR as
RSCC = E{RSGC}' (27)

In the following, we proceed to derive the ESSR of the WoJ,
FJ, and GNJ scenarios.

A. Without Jamming

In this scenario, /R may experience power outage due to bad
channel conditions. Hence, the ESSR of WoJ can be stated as

Ry = (1—-PRRYY, (28)

Sec

where the exact expression of R} 3/

(8), (12), and (13) into (27) as

is obtained by substituting

2({;] / / Re(’(‘ ZL’ y)fX( )fY( )d(L’dy, (29)
where X = |hg,z|* and Y = |hs,r|* are defined in (29).
The corresponding lower-bound expression for R 27 can be
analytically formulated as
l—a [~ = +
RV = [+ L -5 30
22 L +5L—1I (30)
where
~ V12 RHRSy )
Iy =In|1+ex —2(I>+ln<)
1(2) p < 3N,

( G )E< G ))] a1
KRSy KRSy

where ¢ ~ O 577215 is the Euler’s constant [34], and Ei(z) =

> x2(=1) 7 is the exponential integral [33]. Furthermore,

the term I3 is given by

9 N N
I = — ISR eXp< ">Ei<—°>
VSR — VSR VSR VSR
5 N, N
+mexp< 0 )Ei (— 0 > 32)
TSIR — VSR VSR VSR
Proof: See Appendix B. |

B. Friendly Jamming

By considering this fact that the power outage may occur at
either R or j the ESSR for FJ can be written as

We mention that the exact ESSR expression for FJ assuming all
the nodes are active, RY7,, can be written as

Wi [ [ [ [ Rt

x fx () fy () fz(2) fv (u) fw (w)dzdydzdudw, (34)

where we define X = |hs,z|% Y = |hs,r|* Z = |hs, 7> W =
|h52j|2, and U = ‘hRj|2 in the RVs of 5, VS, and VS, which
are respectively given by (15), (19), and (20).

Although the multiple integral expression in (34) can be eval-
uated numerically, a closed-form expression is not straightfor-
ward to obtain. As such, we proceed by deriving a new compact
lower-bound expression for R%?, in Proposition 2.



TATAR MAMAGHANI et al.: SECURE TWO-WAY TRANSMISSION VIA WIRELESS-POWERED UNTRUSTED RELAY AND EXTERNAL JAMMER

Proposition 2: The lower-bound expression for the ESSR of
FJ scenario when both the helpers maintain active (R %) can
be expressed as

1l —«

BEJ +
=—— - 35
RLB 21n(2) [»Cl + ﬁz 53} ) ( )
where
£1 Z In
1 exp [ 2%+ In (PSI MS]RNSzR)}
+
Ps pns, 7+ Ps, 1t Ps, ps;r
No s, + 0+ nom peya st n s |
(36)
Lr>1n
exp | =20+ In (Ps,usmbsw) |
1+
Ps ps; g+ Ps, 1Ls,7 Ps, psir
No [’U'RS‘ +06+ HIR Psll /lrsl,R*Psz/lszR Ps;/ts;R}
(37
and
L5 < n (14 A [F(A) - F( ), (38)
where
(Ps,pis,7 — Ps, s, 7)irg’
46No 4BNo w0
Ps, pis, 7R g’ Ps, 15,7 1RT’

and, also form € {1,2}

00 n ‘ 9F7’L—§ 3
F(An) = 2ZZA(1’H’Z)(2rEn— ?;F(nj— g;

n=11i=1

((—1)]c {ci(.Am ) cos(Ap ) + si(Ap) sin( A, )]

+¢Z§;}(zk — 25 — 1)I(—A2, )J‘—'>, i =2k
x A2 |
((—1)]C [ci(Am )sin(Ay, ) — si(An) COS(Am):|

+¢Z§zl(2k - Zj)!(—Afn)zj'>, i=2k+1
41)
where

C/al(n+1)(4n2 —1)

where L(i,n) = (";:1]) 1t for n,i > O represents the Lah num-

bers (e.g. [35]), I'(+) is Gamma function. Also, ci(z) and si(z)

are the Sine and Cosine integrals, i.e., si(z) = — j;oo %dt
and ci(z) = — [© %dt, respectively.
Proof: See Appendix C. |

As shown in the numerical results, the novel lower-bound
expression given by (35) is significantly tight, especially in the
moderate-to-high SNR regime.
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C. Gaussian Noise Jamming

The ESSR of GNJ scenario can be obtained following the
same procedure done for FJ scenario. We must only add the

term 31 (Ps, s, + Ps,pus,7 ) brs; byr» for i € {1,2}, to the
denominator of rational functions in (36) and (37), respectively.

V. ASYMPTOTIC ERGODIC SECRECY SUM RATE ANALYSIS

In this section, we obtain the asymptotic ESSR when the
transmit SNR of each node goes to infinity by deriving the high
SNR slope in bits/s/Hz (S ) and the high SNR power offset in
3 dB units (L), which are defined respectively as

R?“) . 43)

Roc
Sy = lim —¢¢ and L, = lim (log, p —
p—00 S

_goec = SOO(IOgZ/) - Loo)a (44)

is the general asymptotic form of the ESSR performance [25].
For the ease of presentation, we assume that Ps, and Ps,
grow large with Ps, = {Ps, for some fixed ratio 0 < £ < oo.

Furthermore, we define p = % as the transmit SNR by S,.

1) Without Jamming

In the high SNR regime with p — oo and based on (8), (12),
and (13), we conclude thatIn(1 4 ~s,) ~ In(ys, ) fori € {1,2},
and In(1 4+ vg) ~ In(yg). As such,

Vi = E{ln(vs,)} =E {hl (?i;) }

=In(¢p) + E{m(XV)} ~E{lm(x +9)},  ¢5)
v~ Bt =& {n (£ }

=n(p) +E{m(xV)} ~E{m + 5}, @6
¥s ~ E{ln(1r)} = E{ In(¢pX + ) }

n(ép) +E {m (X + ;y) } , 7)

where the terms E{In(XY)}, E{In(X 4+ C)} and E{ln(X +
CY)} can be evaluated using the lemma mentioned below.
Lemma 1: Let C be a strictly positive constant, and X and
Y be two different exponential RVs with means of m, and m,,,
respectively. Therefore, we have the following results.

1) E{lnX}=In(m,)— @,

2) E{In(X +C)} =In(C) — enr Ei (—C>

my
Cmgm
3) E{ln(X+CY)} = —"4
{ } m, — Cm,
" ®+In(m;) @ +In(Cmy)
My Cm, '

Proof: This lemma can be proved using [34, Eq. (4.331.1)]
for expression 1, using [34, Eq. (4.337.1)] for expression 2, and
using [34, Eq. (4.352.2)] for expression 3. [ |
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Applying Lemma 1 to (45), (46), and (47), and then substitut-
ing them into (27), the closed-form expression for the asymptotic
ESSR of the Wol, can be obtained as

(1 - PR RS

—(1-pRyL=2 5 <ln(p) +21n (mﬁmy)

O s e - 2)

my my

pWoldoo
RSCC -

—4<1>+e%Ei(—

o omgmy [P+ In(m,)
Emy

—my my my

_§¢+§mﬂyq)

(48)

By substituting (48) into (43), we arrive at the high SNR slope
and the high SNR power offset respectively, as

l—«

SVV()J —(1

—PR) (49)

and

LV = <4<I>—em:E1( b ) — e i (—ﬁ>
1 2 My my

€0 4+ EIn(%)
my

(50)

® +In(m,)
my

~2log, (m“'ﬂm” ) .

2) Friendly Jamming

My My

+

Emy —my

The asymptotic ESSR for the FJ scenario becomes as

RFJ,OO

S0 =PIREY 4+ (1- PRY(1 - PLRYL™, (5D

where RE A(t « I (51), can be expressed as

_ 1 -«
FJoo
Raci ™ = 21n2

E{MVmJ}+E{thJ}E{hﬁwﬁ}L

T T TJ5

(52)

where using (20), (19) and (15), the terms 7}, J» and J3 are
derived as follows:

pXY
J1=E 1n< )
{ X+ &0 5

- E{ln(pXY)} fE{ln (X+ Zii‘;/U+ﬂ)}

o) + E{m(XY)}~n (E{X + gi U+ ﬂ})

b)
my, In (5’”‘” )} . (53)
My

= In(p) + In(m,m,) — 20

Em. +my,

Emy —my

—ln{ﬂ—l—mw—t—
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where (a) follows from Jensen’s inequality, and (b) follows
from using Lemma 1. Similar to 7}, we obtain 7, as
gmz - my

MMy In <§m"”) } (54)
my
Ultimately, the term 73 is derived as

7wl X+§Y
T n(é(Z—I—éW)U—i—e)

“xfu b)) 5o )

J> > In(p) + In(Em,m, ) — 2®

SmZ Jr m’ll,‘

fln[ﬁerer

- ]E{ 1H(U)} +Inp
() _tmaemy o n(m,) @ +In(% )}
- m,’l? — %my m;,; ém?]
émzmw ®+1In(m,) P+ In(7 )}
My = ¢y m, £
+m<ﬁ)+@ 55)
m“,

where (a) follows from setting € = 0; this means that the un-
trusted relay is considered as an ideal eavesdropper with the
capability of noise cancellation such that from a security per-
spective this corresponds to the maximum interception by the
eavesdropper and is the worst case assumption [36]. Further-
more, (b) follows from Lemma 1. Consequently, substituting
(53)—(55) into (52), and then using (51) and (43), the high SNR
slope for the FJ, is given by

Sch P;;{)Sz oJ ( o P;Z?))(l _ Pg))sf‘oJﬁA(:a (56)
where by plugging (52) into (43), the expression S£74¢ can
be expressed as

S =(1-a). (57)

Ultimately, substituting (57) into (56), and then after simple
manipulations results in

ST =(1-PF) (1 Pg) (1—a).

(58)

Finally, for the calculation of the high SNR power offset for the
FJ, plugging (51) into (43) results in

(39)

P RS + (1= PORLG™

(1- 591 -

Lfo‘] = lim <log2 p—
pP—00

Now, we consider two special cases 1) jammer is always ac-
tive, i.e., P[‘Z, = 0, which is an ideal case maximizing Lfc” ,2)
Jammer is off, PI% = 1, which is also an artificial case but mini-

mizing LZ/. we delve into such computations to acquire a deep
engineering insight to these criteria. To this end, if P];Z) =0,
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then
1 B
LFJ,Ant _ 1 5P
*© 2In2 ( . fmimgmu +
+1H |:5+mz+w uln (€m1>:|
Emy, —my my
+1In {6 +my + S (gm”’ ﬂ
Emy — my my
N MMy D+ ln(m(,,;) o+ ln(my )
m, — tm, my £y
_ %mzmw P + ln(mz) . P + ln(m?u)
m, — %mw m; %mw ’
(60)

and if P‘7 = 1, which also means that there is no jammer in the

scenario, accordingly, LL7™" is equal to LV 7 as (50).
Remark 2: By comparing (49) and (58), we can obtain

FJ
SS”“—, = 2(1 — —5%). This result expresses that the FJ scenario

can achieve more high SNR slope compared to the WoJ when
a jammer with low threshold to activate the EH circuitry is ex-
ploited. Specifically, when 7 is always active, FJ achieves twice
as the high SNR slope as WoJ. Furthermore, based on (58) which
precisely specifies that the power outage at the external jammer
has less impact to the high SNR slope rate compared to the
power outage at the relay, therefore we can elicit this fact that
the jammer’s EH component structure can be relatively simple
than the relay’s.

3) Gaussian Noise Jamming
In this scenario, the asymptotic ESSR can be obtained as
(51), but by replacing both the expressions J; and 7, indicated
in (52) with the expressions respectively, given by
I > In(p) + In(mgymy) — 2®

—In |:6+m1 +mu(£mz +mw)

<p7gm 4 In(§m, )

)

- 20

(61)
and
Jr > In(p) + In(§m,m, )

- 1I1 |:ﬂ + my + my, (gmz + mu:)

pm, In — ln(my)) ]
( ﬂ - gma: — My, ’

The alternative term for R4, Avt.co N (51) is given by

- 2
12111(21 [ln <mfmy> - ‘73}

(62)

»GN Joo
RAct -

(63)
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TABLE I
SYSTEM PARAMETERS

H Parameter ‘ Value ‘ Unit ‘ Description H

Ps, 10 dBW transmit power by Sy

Ps, 10 dBW transmit power by So
n 0.7 - energy conversion efficiency factor
O 0 dBm minimum EH circuitry threshold
Ny -10 dBm noise power

ds,r d=3 m S1 < R distance

ds,r d=3 m Sy <+ R distance

ds, s d=3 m S < J distance

ds,.y d=3 m Sy +» R distance

dry d=3 m R «+ J distance
K 2.7 - path loss exponent

Hij d;;" mean channel power gain

Following the similar approach to the FJ in regards of the asymp-
totic ESSR, the high SNR slope for GNJ can be expressed as

GNJ T gWol R T\ G N J,Act
S5 PPUSOO (1 — Ppo)(l — PPO)S’oo , (64)
in which the term SOGON J.Act can be obtained as
p>m, My
sensder _ i, Lm0 |20 T T oo
p—oo 2In2 log, p ’

where (a) follows from applying L’Hospital’s rule to evaluate
the limit in the above expression. Finally, substituting (49) and
(65) into (64) results in

l —«
7

At this point, we shift our focus to derive the high SNR power
offset for the GNJ. Accordingly, by using (66) and (43), we

express LGV as
PR + (1= BYRGL'
logy p — .

P];7o —
P (1= =4)(5%)

SGNJ

pJ(1—PFk) (66)

LCN I = hm

po

(67)

By substituting (48) and (63) into (67), and after tedious ma-
nipulations, we can obtain that LS = oo, which can also be
concluded intuitively based on the result in (65).

VI. NUMERICAL RESULTS AND DISCUSSIONS

In this section, we provide some numerical examples to ver-
ify the accuracy of the provided expressions. Furthermore, we
reveal the impact of different system parameters on the ESSR.
Two competitive counterparts, the one-way communication [24]
and the two-way CR aided approach [17] are used as bench-
marks to highlight the secrecy performance of the proposed FJ.
In the simulations, unless otherwise stated, we set the system
parameters as given in Table L.

A. Transmit SNR

Fig. 3 plots the ESSR versus transmit SNR for WolJ, FJ, GNJ,
and the one-way communication, as well as the CR scheme.
From Fig. 3, we observe that the exact numerical expressions
for the ESSR of Wol, given by (28), (29), and for the ESSR of
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= = Wol-Simulation, using (28), (29)
¢ WoJ-LB (Analytical), using (28), (30

6 ' |—— FJ-Simulation, using (28)-(34)
@ FJ-LB (Analytical), using (28)-(35)
51 ====GNJ-Simulation
B GNJ-LB, (Analytical)
<+ One way [24]
4l %+ Constellation rotation (CR) [17]

NS} w

Ergodic Secrecy Sum Rate (bits/s/Hz)

(=]

20 30 40 50 60 70
Transmit SNR (dB)

Fig. 3. ESSR versus transmit SNR for the proposed two-way Wol, FJ, GNJ,
and the one-way communication, as well as the CR approach.

FJ, given by (33), (34) are well-approximated in the high SNR
regime by the closed-form lower-bound expressions in (28), (35)
and (33), (35), respectively. As can be seen from Fig. 3, only the
ESSR of GNIJ is limited a secrecy rate ceiling when the transmit
SNR goes beyond a specific threshold, i.e., as predicted before
and we observe from Fig. 3. Particularly, the high SNR slop rate
for the GNJ scheme is near to zero. That is caused by the fact
that although increasing the transmit SNR degrades the received
SINR at the relay by augmenting the jamming signal, it also has
a detrimental impact on the received SINR at the sources as
they can not eliminate the unknown jamming signal. These two
contradictory results bring up a saturation region as can be seen
from Fig. 3. We can also find from Fig. 3 that in the high SNR
regime, the proposed two-way FJ substantially outperforms all
of its competent counterparts, e.g., in SNR = 50 dB, the ESSR
of FJ provides approximately 1 bit/s/Hz more than the one-
way transmission scenario even under the assumption of SUD
relaying, and is more than twice as much the other two-way
benchmarks are. Evidently, from Fig. 3, the high SNR slope of
the curve corresponding to the proposed two-way FJ is twice as
much as the slope of the WoJ scenario as we pointed out this
result via the mathematical analysis in Remark 2. The last but
not least point we need to mention here is that the conventional
one-way communication and the CR approaches achieve higher
secrecy data rate comparing with WoJ and GNIJ in middle-to-
high range of SNR, i.e., above SNR = 50 dB, as can be seen
from Fig. 3. This observation once again corroborates the idea
that how our proposed FJ can dramatically boost the secrecy
performance of the system.

B. Time Switching Ratio («)

Fig. 4 shows that the ESSR is a quasi-concave function
with respect to the TS ratio. For the given system parame-
ters, the maximum ESSR are obtained at the optimum points
af)gf" =0.63, afp‘i =0.36, and afpy" = 0.14. This finding
reveals the importance of TS ratio which should be taken into
account in the system design. This observation says that the se-
crecy performance of the network is highly dependent on both

the jamming strategies (Wol, FJ, or GNJ) and the TS ratio. If
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Fig. 4. ESSR versus TS ratio for WolJ, FJ, and GNJ.

the TS ratio is too low, the harvested energy at the relay (and
the jammer) may be too low and then, power outage may occur
or the received SNR at the sources may be too low. On the other
hand, if the TS ratio is too high, insufficient time is dedicated
for the relay to broadcast the information signal and hence, the
received instantaneous SNR at the receivers may be too low.
As a consequence, the reliable communication is influenced.
As such, there is a trade-off between a secure transmission and
a reliable communication. We consider this issue in our fu-
ture works. Furthermore, Fig. 4 depicts the impact of distance
between the network nodes on the ESSR performance. We as-
sume that all the nodes, except the two sources, are located in
equal distances from each other denoted by d. One interesting
result from Fig. 4 is that the nodes distance and TS ratio are
two proportional parameters subject to the maximum achiev-
able ESSR, i.e., extending the network scale to d = 5m, the
maximum ESSR for all the scenarios is achievable if more time
is dedicated to EH than data relaying. This result is reasonable
owning to the fact that by extending the network scale, the path
loss phenomenon reduces the received SNR at the relay and the
jammer. Therefore, more time should be allocated for EH.

C. Power Allocation Factor ())

We provide Fig. 5 to observe the impact of power allocation
factor and the relay position with respect to the communication
nodes on the achievable ESSR of the two-way Wol, FJ, GNJ sce-
narios. Let define the power allocation factor A (0 < A < 1) such
that Ps, = AP and Ps, = (1 — 1) P. We can observe from Fig. 5
that for all of the transmission scenarios except the FJ, when the
helper nodes are close to either of the communication sources,
little amount of the power budget should be allocated to that node
to maximize the ESSR. For FJ, regardless of sources distance to
the helpers, approximately equal power allocation, i.e., A = 0.5
is required to maximize the ESSR as can be seen from Fig. 5.
It should be pointed out that for the two-way FJ scenario, due
to the symmetry of the legitimate nodes’ placement, the more
closer the source to the untrusted relay should transmit with the
less power to provide the higher ESSR. Interestingly, we find
that the ESSR performance provided by the GNJ pales in com-
parison to the Wol for any power distribution. This observation
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_*__WOJ, dSlK =5m, dSZK =1m

25F

00000004, by
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Fig. 5. ESSR versus power allocation factor for the Wol, FJ, and GNJ sce-
narios with respect to the distance of the untrusted relay to the sources. We set
ds, = 3,5m, ds,c = 3,1m, and d 7 = 1.5m. Also, K represents either R
orJ.

35,4
—#— Wol
3 S —o—Fl.d, =d2
o -0 Fl.d =d
25 ::_ ZJN;J JE ) idd/z
> IR
~%=-GNJ,d, =d
22 S U P N\ 4 GNJ, dp =2d
,,,,,, =%+ One way

o,
o,

Ergodic Secrecy Sum Rate (bits/s/Hz)

.....

2 2.5 3 35 4 4.5 5
Pass Loss Exponent (k)

Fig. 6. ESSR versus the environmental path loss exponent (x).

indicates employing a jammer with unknown jamming signal at
the sources, adversely impact on the communication secrecy.

D. Path Loss Exponent (k)

We plot Fig. 6 to illustrate the impact of path loss exponent
on the secrecy rate with different [7-to-R distances. When the
environmental path loss increases, all the relaying scenarios in-
controvertibly suffer from a decline in the ESSR. However, our
proposed two-way FJ significantly outperforms the WoJ, GNJ,
and one-way communication scenarios. Although, as J’s dis-
tance to R increases, the ESSR of FJ decreases, we can see that
the FJ still presents significantly better ESSR in contrast to the
WolJ and GNIJ scenarios either in urban (small ) or in suburban
(large k) areas. Furthermore, from another point of view we can
draw a conclusion from Fig. 6 that by intelligently choosing
the optimal jammer from a group of jammers, e.g., a jammer
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with low J-to-R distance, the proposed FJ scenario can clearly
achieve higher secrecy rate compared to the one-way communi-
cation. In addition, we interestingly find that the Wol scenario
outperforms the GNJ. This new result highlights that employing
an external jammer with unknown jamming signal brings almost
no improvement in terms of the secrecy performance.

VII. CONCLUSIONS

We proposed a wireless-powered two-way cooperative net-
work wherein the two sources communicate via a wireless-
powered untrusted relay. To enhance the secrecy performance,
we employed an external jammer which is also wirelessly
charged by the two sources. By adopting the time switching
(TS) protocol at the untrusted relay and jammer, we investigated
the ergodic secrecy sum rate (ESSR) criterion for the without
jamming (Wol), friendly jamming (FJ), and Gaussian noise jam-
ming (GNJ) scenarios. New tight lower-bound expressions were
derived for the ESSR and the asymptotic ESSR analysis to ob-
tain the high SNR slope and the high SNR power offset for the
jamming-based scenarios were also presented. Numerical ex-
amples revealed the priority of the proposed two-way FJ com-
pared with the Wol, GNJ, traditional one-way communication
and constellation rotation (CR) aided approaches. Furthermore,
several engineering insights were presented regarding the im-
pact of different system parameters such as the TS ratio, power
allocation factor, path loss exponent, and nodes distance on the
ESSR performance. Our results in this paper gathered new in-
sights to design the high rate energy harvesting based networks
for D2D communications as a part of the Sth generation wireless
communication networks.

APPENDIX A

For the wirelessly powered nodes, R and 7, the power outage
probability can be written as

Py =Pr{Pc < 0}, (68)

where substituting (1) or (4) into (22), one can rewrite (68) as

PN = Pr{Ps |hs,c|* + Ps,|hs,x|* < ©}.

, (69)

To evaluate P[ﬁ, we first present the following useful lemma.
Lemma 2: Let S = X +Y be a new RV such that X and

Y are two exponential RVs with scale parameters m, and m,,,

respectively. The PDF and the cumulative distribution function

(CDF) of S are as follows

e e _s(matmy)
T ey

fS (s> _ 7”"':57Tny mog my 5 m(l? # my (70)
#e_ﬁa Mg = My
and
oy L~ T e,
T(‘?’?ﬁ)a My = My
(71)

where Y(s,z) = [ t*"Ve~'dt is the lower incomplete
Gamma function [33]. Note that both (70) and (71) are sub-
jected to the condition s > 0.
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Proof: We commence from evaluating the PDF of .S as

fs(s):/fxy(l‘,S*I)dI

@ /fX () fy (s — x)dx
1 S

h 1
/ KCr
0

where (a) follows from the fact that two RVs X and Y are in-
dependent. Finally, evaluating the integral in (72) yields the ex-
pression as in (70), and using the fact that Fig(s) = [ fs(z)dx,
(71) is also obtained. [ |

Using Lemma 2 and considering X = Ps, |hs,x|? and Y =
Ps, |hs,k | (which are two exponential RVs with means equal to
m,, and m,, respectively) we arrive at PIE) in (23) as we know
PI‘{X +Y < G)IC} = FS(@IC)

e (72)

s
= e ™My

MMy

APPENDIX B

In the following, we proceed to evaluate the terms [}, I, and
I3, respectively. We commence from I, as follows

I, =E{ln(1 +s,)} = E {m <1 + SRfl) }

S (e (2{n(557)}))

©1 $2

I+exp | E{In[RS]} — E{In[S+ 1]}

=In

1>

1, (73)

where R = %ﬁ‘w and S = %ﬁ”‘z Furthermore, (a) fol-
lows from the fact that In (1 + exp(z)) is a convex function of
x, since its second derivative is W > 0, hence, we can
apply Jensen’s inequality. It is worth pointing out that the results
in [37] express that this lower-bound is sufficiently tight. Using
[34, Eq. (4.352.1)] and [34, Eq. (4.331.2)], ¢ and ¢, can be
calculated, respectively as

v = —=2® +1In(mprmg), (74)
and
1 1
Yy = —exp <) Ei (> (75)
mgs mg
Note that the averages of R and S are equal to mp = PS\,%
andmg = %, respectively. The term fz is obtained similar
to (73) by replacing mp = P%T”:m and mg = 2"(1“7%

Now, attention is shifted to calculate I3 as follows

mefin (1)}

_ /0 Cn(l 4 ), (6) de
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5 )" ()

(@) My <
= —exp

My — My

\ 1 1
" e ( ) Ei (— ) a6
my —m, my, m,
where m, = TSR and m, = P%T’l;ﬁ, and (a) follows from

substituting the PDF of vr given by (70) and using [34, Eq.
(4.352.1)].
APPENDIX C

The lower-bound expression for the ESSR of FJ scenario
when all the nodes are active (R} ;) can be obtained as follows

srg o) (1—a) (1+7s)(1+7s)]"
Ri({t_E{ 3 {Ing (1 +7) ] }

g[ 211;(;) (E{ln(l +78)} + E{In(1 +7s)}
L £
E{ln(lwn)}” = R 7n
N e’

L3

where inequality (a) follows from the fact that E{max(X,
Y)} > max(E{X}, E{Y}) [33]. Moreover, for calculating the
part £y, we first present the following lemma.

Lemma 3: LetZ = ]]‘V—[ be an arbitrary RV. According to these
facts that 1) In(1 + z) = In(1 + exp(In(x))), and 2) In(1 +
exp(In(x))) is a convex function with respect to In(z), and then
applying Jensen’s inequality, we can find a tight lower-bound as
follows:

E{in(1 + 2)} > In (1 +exp |E{ln M} - E{lnN}D , (78)

Now, by defining ~s, 2 ]]‘V—[ in which M and N represent
the numerator and denominator of ys,, respectively, and then
applying Lemma 3, we can write

e o)

(@) 1
> In 1+exp[E{1nM}} X ,
—— " E{N}
K1 N——

Ka

(79)

where inequality (a) follows from the facts that 1) both the
functions In(-) and exp(+) are monotone functions 2) the func-
tion ln(%) is convex for & > 0, Therefore, applying Jensen’s
inequality results in E{ln +-} > In( ﬁ) To obtain K;, we
can further write as

= E{ In (s, sz lhsx )}

- 20 —1In ( (80)

Wslnusm) '
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where (80) follows from Lemma 1. Furthermore, the term /C; is
obtained as

Ps,|hs, 71>+ Ps, |hs,q*) |hor |
ICZZE{NO<}7/RSZ|2+( Sl| 51.7‘ .5_| SzJ| )| JR| +ﬁ

PS[ ‘hSIR‘z + P32|h5272‘2

(a)

= NO[MR$2+5+M (81)

V5.7 t V8.9 In VSR :|
sR = A$R  ASR]
where (a) follows from the independency of RVs, and using the
lemma below.

Lemma 4: For two exponential RVs X and Y with the rate

parameters A, and A, respectively, the new RV 7 = X}ry with
Az # Ay has the following distribution properties
)":lf )\-y ( _ha _ "i)
=T (e F 82
fZ(Z) 22()\-14_)\@) € +e ) ( )
1 Ax ry _athy
FZ(Z):m()\Ies _)\,yez)e 2. (83)
Moreover, to evaluate [E{ -} one can write as
E{Z} = / 2f2(2)dz 2 / (1 = F.(2))dz
0 0
Ay Ay A
= vte g (v (84)
Ay - )‘m )\'.’L‘
where (a) simply follows from integration by part.
Finally, the part £, is bounded from below by
Ly >In(1+ exp(lCl)/ICz) . (85)

Following the similar steps, £, can also be derived, but by
simply exchanging the roles of Ps, and pusz with Ps, and
s, R, respectively.

Finally, we try to find an upper bound for the term L3 to sat-
isfy the original inequality as well as to find a very tight lower-
bound expression for R,.. which is our primary purpose. To
this end, we use the inequality E{In(1 + z)} < In(1 + E{z})
from which In(1 +2) is a concave function with respect
of z. By defining X = Pgs |hsz|*/No, Y = Ps,|hs,r|*/No,

Ps, |hs g _ Ps,|hs,g)? - 2 .
Z = T AN, W= —aN. and U = |hgs|* as RVs with
exponential distribution and means m, = Ps, 15,7 /No, m, =
Ps ns g Psy 15,5
Ps, pts,r /No, m. = AN, my = 332, and my, = pry,

W€ can express

£ =E{ (1 + ) }
X+y
E{ln(ler)UH)}

<In <1+E{(Zﬁ;)§“}>

2(my, :
=In(1+ —(mll ) |:.7:1 —.7:2:| ,
(mu: - mz)mu

where 7, and F, follow from Appendix D.

(86)

APPENDIX D

Lemma 5: For two independent RVs U (exponential RV with
mean equal to m,) and S (Summation of two independent
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exponential RVs, i.e., S = Z + W with the PDF and the CDF
given in Lemma 2), the new RV Q) = has the following
distribution properties

2. /L 1
Z[Ko(ﬁ)_[(o(#)}
q2<"7/w 7mz)m’u ’ O < q S 1

0, 0.W.

SU+1

folq) = (87)

and then, for ¢ € (0, 1] we have

[m 2\/f )
21T —¢q

me ( )
- 1
m?l mw m?l’ q mll m?l

(88)

Proof: Let commence from the definition of CDF

Fqo(q) =Pr {Q < CI}

) [ N 1—
@ / (1 + e exp (— q)
0 My — My mzqu

My ( 1— q ) > exp(;t )
- exp|-—
My — My Moy quU m
where (a) follows from Appendix A. Also, the last equality can
be further calculated using [34, Eq. (3.471.9)] with

/wa exp ( oz — ﬁ)dx -2 (5)12 K, (2\/@) (90)
0

where K, (+) is the modified Bessel function of the second kind
and v-th order. Finally, after simple manipulations as well as us-
ing the fact that E{X} = [*(1 — Fx (2))dz, we can evaluate

E{Q} as

du, (89)

E{Q} = /OOO qfq(q)dq
2 {Ko( 20!

2\/7—1
W) KO(JW)
0 Q(mw - mz)mu

2
7mz)mu
" 2/1-1 X 1
! O(‘/’m f’m ) 1 0(\/7n~m )

X /7 - dq—/ —Y " "7 dq]|.
0 q 0 q
Fi Fa

(mw
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Now, due to symmetry of the integrals in the last equation, we
only compute the first term F; as

e sleyi-
0

q

92)

where (] is defined as C = \/#
employ an equivalent definition, i.e., an infinite series of mod-
ified Bessel functions of the second kind and v-th order, with

v > 0, as introduced in [38]

)3

n=01i=0

To proceed further, we

n

K, (Bz) = exp(— Ay, n,i)(Bz)"™,  (93)

where

(=D)L (2v)T(n — v + $)L(n, i)
25T~ +v+ DHn!

Alv,n, i) = (94)

However, we cannot directly apply the expression in (93)
to calculate the integral in (92) since in our case, we have
v = 0. Therefore, using the equality K, _»(fz) = K, (Bz) —
2D K, | (Bz) [38] when v = 2, we can rewrite Ko(3z) as

Bx
(ﬁl’) = exp ﬁa: ZZA ] n, Z ( ) _ 2)(&1,)1'—27
n=01i=0 (95)
where?
A(2,n,1)

(96)

Substituting (95) in (92), and after some manipulations, one can
represent (92) as

= ZZA(l,n,i)(g(n) -

n=1i=1

2)Cy

1 exp(~C1(159))(y/52) 2
X/o P dg

q
(a) /°°
0

where (a) follows from taking the axillary variable u =
Using [34, Eq. (3.356.1)] and [34, Eq. (3.356.2)] we ultimately

exp(—Ciu)u'~!
—— d 7
2 u, o7

l—q
7

3Note that for the evaluation of the coefficients, A(v,n, 1), following results
are fruitful: L(0,0) = 1, L(n,0) = 0, L(n, 1) = n! for positive values of n. In
addition, for Gamma function F(%) =7, F(——) =2y, (1) =1, and
I'(z+1)=al(x).
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obtain the required expression for F ; as

ZZA 1,n,4) ( EZ_‘S‘)F(THS) +4>

n=1i=1 7%)F(n+%)

(—1)* [ci(z) cos(x) + si(z) sin(z)]

Fia(z

; + 22k 2271(2147 2]—1)'( (E)717 1 =2k
% m272 J
(—1)* [ci(a:) sin(z) — si(z) cos(x)]
+332A 1271(2]{ 2])( )ZJ 17 1=2k+1
98)
It should be clearly noted that 7y »(C) = Fi, and F2(C) =
.7:2, which 02 = ﬁ ]
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