
Supplementary tables for paper:
Productive Security: A scalable methodology for analysing employee security behaviours

Ingolf Becker, UCL, i.becker@cs.ucl.ac.uk

1 Introduction

This document is supplementary material for the paper: A. Beautement, I. Becker, K. Krol, S. Parkin, and A. Sasse, ’Productive
Security: A Scalable Methodology for Analysing Employee Security Behaviours’, in Twelfth Symposium on Usable Privacy and
Security (SOUPS 2016), Denver, CO, 2016.

2 Full set of tables

The values in each cell of the tables below describe the variation from the mean in their column, with the mean being shown
at the bottom (the mean is the value for the organisation as a whole). Based on the scoring in section 3.7 (of the orginal
paper), higher ranks imply more popular choices. Similarly, the higher the Accept/Sev score, the more acceptable/severe the
participants take the option to be. In the second row, the **/* after Rank/Accept/Sev show statistical significant variations from
the median rank or acceptability or severity score respectively based on the Kruskal-Wallis H-test for independent samples at
p < 0.01/p < 0.05 confidence respectively. If this Kruskal-Wallis test shows statistical significance, for each subgroup a two-sided
Mann-Whitney rank test between this subgroup and the union of all other subgroups is carried out; the results of these tests
are shown by further **/* at each number, showing statistical significance at p < 0.01/p < 0.05 confidence respectively.

Further, the colours show the order of mean Rank/Accept/Sev for each of the groups (i.e., ranking them horizontally).
The largest mean is given the darkest colour, and the colour changes to a lighter shade if there is a statistically significant
difference between the distribution of ranks/scores of the current mean and the next largest mean, based on a one-sided paired
Wilcoxon rank test. This statistical test is further shown by **/* at the value of the higher cell, showing p < 0.01/p < 0.05

confidence respectively. If more than one cell contains the same colour, there is no statistical significant variation between the
rankings/scores for these options.

Lastly, the rightmost column τ lists Kendall’s τ correlation coefficients between the rank and the acceptability/severity score
respectively for each of the groups. Kindall’s τ ranges from −1 (perfect anti-correlation) to 1 (perfect correlation). **/* signifies
statistical significance at p < 0.01/p < 0.05 confidence respectively.

2.1 Maturity level rankings and acceptability score split by business division

Business Division Level 2 Level 3 Level 4 Level 5 τ

Rank** Accept** Rank** Accept** Rank** Accept** Rank** Accept**

Business 0.33** 0.29* −0.23* −0.32* 0.10 0.33**
* −0.21**

** −0.14* 0.61**

Finance & Prof. Services 0.37** 0.24** −0.12* −0.23* 0.13*
* 0.37** −0.38**

** −0.34**
** 0.59**

Human Resources 0.23** 0.18 −0.21 −0.47 0.14 0.20** −0.16** −0.15 0.66**

Marketing & Consumer 0.43** 0.37** 0.12* −0.15 −0.10 0.29 −0.45*
** −0.42**

** 0.50**

New Business 0.33* 0.32 −0.32* −0.23 0.19 0.47** −0.21* 0.04 0.55**

Operations 0.23* 0.14 0.25**
** −0.34**

** −0.13**
** −0.23** −0.34 0.06**

** 0.45**

Other 0.30** 0.30** −0.33** −0.42** 0.25** 0.27* −0.22**
** −0.38**

** 0.65**

Sales & Service −0.31** −0.23** −0.03** 0.34**
** −0.00** −0.06**

** 0.34**
** 0.12**

** 0.76**

mean 1.48 1.50 2.13** 2.19** 3.08** 3.98** 3.30** 4.51** 0.62**
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2.2 Behaviour types rankings and behaviour severity score split by business division

Business Division Scenario Individualist Egalitarian Hierarchist Fatalist τ

Sev** Rank** Sev** Rank** Sev** Rank** Sev** Rank** Sev**

Business 0.52** 0.17 −0.10** 0.59** −1.18** −0.53* 0.29 −0.23 0.10 −0.22**

Finance & Prof. Services 0.38** 0.34*
** −0.24 0.50** −0.76** −0.67** 0.29 −0.16 0.15 −0.19**

Human Resources 0.62* 0.53* −0.13 −0.09 −0.90** −0.16 −0.41 −0.29 −0.73 0.08

Marketing & Consumer 0.84** 0.32 −0.74** 0.86** −0.84** −0.47* 0.34* −0.71** 0.18 −0.22**

New Business 0.58 0.59* −0.58 0.62 −0.39 −0.80* −0.11 −0.41 0.01 −0.39**

Operations 0.03** −0.02** −0.33**
** −0.34** 0.38**

* −0.40**
** −0.39**

** 0.76**
** −0.96** −0.48**

Other 0.24 0.35** −0.46* 0.04 −0.53** −0.26 0.11 −0.13 −0.16 −0.28**

Sales & Service −0.28** −0.18**
** 0.37**

** −0.06 0.25** 0.48**
** 0.10* −0.24**

** 0.50** −0.17**

mean 2.24 2.68** 3.49 2.02 3.76** 2.80* 3.20 2.50** 3.44** −0.20**

2.3 Maturity level rankings and acceptability score split by age group

Age Level 2 Level 3 Level 4 Level 5 τ

Rank Accept Rank* Accept** Rank** Accept Rank** Accept**

Less than 25 −0.10 −0.10 0.12** 0.31**
** −0.09** −0.00** 0.07** 0.16**

* 0.63**

25 - 29 −0.18 −0.08 −0.01** 0.24**
** 0.10** 0.15** 0.10** −0.12**

* 0.69**

30 - 34 0.04 0.06 0.11**
* 0.24**

** −0.10**
* 0.03** −0.06** −0.02** 0.64**

35 - 39 0.10 0.09 0.02** −0.05** 0.13** 0.06** −0.24**
** −0.18**

** 0.58**

40 - 44 0.06 0.00 0.03** −0.13** −0.12** −0.08** 0.03** 0.10** 0.60**

45 - 49 0.06 −0.03 −0.18**
** −0.41**

** −0.04** −0.01** 0.16**
* 0.20**

** 0.59**

50 - 54 −0.08 0.01 −0.18** −0.45** 0.10** −0.33** 0.16 0.04** 0.63**

55 or over 0.04 −0.07 −0.20* −0.32** 0.17** −0.23** −0.01 0.02** 0.56**

mean 1.48 1.50 2.13** 2.19** 3.08** 3.98** 3.30** 4.51** 0.62**

2.4 Behaviour types rankings and behaviour severity score split by age group

Age Scenario Individualist Egalitarian Hierarchist Fatalist τ

Sev Rank Sev Rank Sev Rank** Sev Rank** Sev

Less than 25 −0.02 0.05 −0.01* 0.11 0.17 −0.12 −0.19 −0.04 0.34* −0.17**

25 - 29 −0.30 −0.19 0.24 −0.04 −0.12* 0.38**
** 0.05 −0.14* 0.21 −0.14**

30 - 34 0.04 0.02** −0.02 −0.06 0.00* 0.25*
** −0.19 −0.20*

* −0.08** −0.17**

35 - 39 0.09 0.15 −0.13 0.04 −0.14 −0.18 0.07 −0.01** −0.05 −0.22**

40 - 44 −0.01 0.04 −0.07 0.01 −0.21 −0.18** 0.27 0.13 0.09 −0.21**

45 - 49 −0.02 0.01 −0.06 0.15 0.07** −0.17 0.09 0.00 −0.03 −0.30**

50 - 54 0.36 −0.07 0.04* −0.22 0.53** −0.26** −0.13 0.55*
** −0.54 −0.41**

55 or over 0.28 −0.18* 0.10* −0.04 0.58* −0.28 −0.25 0.50* −0.53 −0.24**

mean 2.24 2.68** 3.49 2.02 3.76** 2.80* 3.20 2.50** 3.44** −0.20**
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2.5 Maturity level rankings and acceptability score split by business location

Business location Level 2 Level 3 Level 4 Level 5 τ

Rank** Accept** Rank Accept** Rank Accept Rank** Accept*

1: HQ 0.28** 0.28** 0.23** −0.07** −0.01** 0.01** −0.51*
** −0.15**

* 0.44**

2 −0.23* −0.19 −0.00** 0.23** 0.05** 0.07** 0.19* 0.03** 0.74**

3 −0.14 −0.20** −0.12** 0.20** −0.05** −0.07** 0.30**
* 0.09** 0.72**

4 −0.30** −0.21* −0.16** −0.05** 0.24** −0.10** 0.22 −0.10** 0.72**

5 0.13 0.08 0.03** −0.13**
* −0.03** 0.10** −0.13 −0.04** 0.59**

Homeworker 0.06 0.09 −0.04** −0.26**
* −0.08** 0.06** 0.06** 0.11** 0.60**

Minor offices 0.28 −0.05 −0.04 −0.71** −0.08** −0.22** −0.16 0.40**
** 0.52**

Other −0.19** −0.12 −0.10** 0.22**
** 0.00** −0.05** 0.29**

** 0.04** 0.73**

mean 1.48 1.50 2.13** 2.19** 3.08** 3.98** 3.30** 4.51** 0.62**

2.6 Behaviour types rankings and behaviour severity score split by business location

Business location Scenario Individualist Egalitarian Hierarchist Fatalist τ

Sev** Rank** Sev** Rank Sev** Rank** Sev* Rank** Sev**

1: HQ 0.12* 0.21*
** −0.30** 0.01 −0.27*

** −0.36**
** −0.05 0.15 −0.32** −0.31**

2 0.32 −0.05* 0.01 0.13 0.08* 0.42*
* −0.13 −0.50** −0.06 −0.07

3 0.07 −0.10 0.78**
** 0.01 0.73** 0.33*

* 0.66** −0.24 0.98** −0.23**

4 −0.31* −0.02* −0.00 0.18 −0.09 0.28* −0.00 −0.44** 0.15 −0.24**

5 −0.03 0.09 −0.03* −0.02 0.03** −0.28**
** −0.05 0.21* −0.15 −0.24**

Homeworker 0.51** 0.19* −0.03 0.24 −0.10 −0.37* 0.01 −0.06 −0.09 −0.31**

Minor offices 0.42* −0.35*
* −0.37** −0.16 0.29** −0.32 −0.08 0.83**

** −0.99** −0.67**

Other −0.29** −0.20** 0.05** −0.12 −0.07 0.37**
** −0.10 −0.05** 0.17* −0.11**

mean 2.24 2.68** 3.49 2.02 3.76** 2.80* 3.20 2.50** 3.44** −0.20**
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