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Abstract—The deployment of integrated sensing and com-
munication (ISAC) in wireless networks brings along unprece-
dented vulnerabilities to authorized passive sensing, necessitating
the development of secure sensing solutions. Unlike traditional
wireless communication, where data security can be enhanced
through data encryption, sensing security is more challenging
to achieve. This is because sensing parameters are embedded
within the target-reflected signal leaked to unauthorized passive
radar sensing eavesdroppers (Eve), implying that they can silently
extract sensory information without prior knowledge of the
information data. To overcome this limitation, we propose a
novel sensing-secure ISAC framework that ensures secure target
detection and estimation for the legitimate system, while obfuscat-
ing unauthorized sensing without requiring any prior knowledge
of Eve. Specifically, by introducing artificial imperfections into
the ambiguity function (AF) of ISAC signals, we introduce
artificial ghost targets into Eve’s range profile which increase its
range estimation ambiguity. In contrast, the legitimate sensing
receiver (Alice) can suppress these AF artifacts using mismatched
filtering, albeit at the expense of signal-to-noise ratio (SNR) loss.
Specifically, employing an OFDM signal, a structured subcarrier
power allocation scheme is designed to shape the secure autocor-
relation function (ACF), inserting periodic peaks to mislead Eve’s
range estimation and degrade target detection performance. To
quantify the sensing security level, we introduce peak sidelobe
level (PSL) and integrated sidelobe level (ISL) as key perfor-
mance metrics. Additionally, we analyze the three-way trade-offs
between communication, legitimate sensing, and sensing security,
highlighting the impact of the proposed sensing-secure ISAC
signaling on system performance. Furthermore, we formulate
a convex optimization problem to maximize ISAC performance
while guaranteeing a certain sensing security level. Numerical
results validate the effectiveness of the proposed sensing-secure
ISAC signaling, demonstrating its ability to degrade Eve’s target
estimation while preserving Alice’s performance.

Index Terms—Ambiguity function (AF), integrated sensing and
communication (ISAC), passive radar, physical layer security
(PLS), sensing eavesdropper

I. INTRODUCTION

Ntegrated Sensing and Communication (ISAC) has

emerged as a promising paradigm for next-generation wire-
less networks, enabling dual-functional wireless communica-
tion and radar sensing within a unified system. By sharing
spectrum and hardware resources, ISAC enhances spectral
efficiency and reduces system costs, making it a key enabler
for applications such as autonomous driving, smart cities, and
industrial automation [1]-[3]. The ultimate goal of deploying
ISAC in cellular networks is to provide coordinated sensing
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services at an unprecedented scale, offering opportunities to
make future wireless networks more connected and sustainable
[41-{7].

However, integrating sensing into communication networks
introduces new vulnerabilities, particularly in sensing security,
where third parties may exploit the sensing functionality
to gain knowledge of targets and environments, potentially
exposing private information. Such unauthorized access could
result in unauthorized tracking or identification [8], potentially
leading to misuse by an adversary. Specifically, ISAC systems
deployed for human sensing may leak personal information to
a sensing eavesdropper (Eve), such as vital signs [9], speech
[10], and hand gestures [11], posing a significant risk of
privacy disclosure.

In previous generations of wireless networks, such threats
were rarely considered, as these networks primarily focused
on providing data communication services [12], with sensing
functionality not being a point of concern. Consequently,
physical layer security (PLS) techniques for wireless networks
have primarily focused on protecting data security from eaves-
dropping [13]. Additionally, communication security can be
ensured through data encryption at the upper layers [14].
Following this direction, PLS techniques in ISAC have also
primarily focused on communication security, designing ISAC
systems to balance the performance trade-offs between sens-
ing, communication, and communication secrecy rate [15],
[16]. Moreover, the radar sensing functionality in ISAC is
utilized to assist communication PLS by providing information
about potential Eve [17], [18].

Unlike conventional communication security, securing the
sensing functionality in ISAC is more challenging, as unau-
thorized passive eavesdroppers can exploit transmitted ISAC
signals to infer target information without actively engaging
in the system. Furthermore, there is no data link to encrypt for
sensing security, as passive radar Eve can utilize ISAC signals
of opportunity as both reference and surveillance signals.
Thus, achieving sensing security inevitably requires physical
layer techniques that deceive Eve through obfuscating the
target sensing channel [19].

A. Related Works

Sensing security in ISAC remains an underexplored research
area, despite its critical importance in safeguarding privacy
and preventing unauthorized surveillance. In response to these
demands, a few studies on secure wireless sensing based on
channel state information (CSI) have been presented recently.
The works in [20]-[23] utilize additional hardware to modify
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the physical environment, thereby imposing artificial channels
on Eve. In [20], rotating fans and antennas are employed to
alter the physical wireless propagation channel. Meanwhile,
the studies in [21], [22] introduce reconfigurable intelligent
surfaces (RIS) to generate artificial signal reflections in Eve’s
received signals. Similarly, RF-Protect in [23] creates ghost
targets to Eve by deploying reflectors near targets. However,
these approaches may be overly complex due to additional
hardware requirements and may significantly impact legitimate
sensing performance.

Instead of physical channel control, randomized transmis-
sion techniques have recently been considered in [24], [25]
to protect WiFi-based sensing. The work in [24] proposed
a randomly scheduled transmission scheme using multiple
antennas, which is highly resilient to Eve while still enabling
legitimate sensing. However, this method requires multiple
independent streams to be transmitted from different antennas,
which can significantly degrade both legitimate sensing and
communication performance. Similarly, the randomized beam-
forming approach in [25] aims to confuse Eve in estimating
the target channel. However, it has an inherent limitation, as
it does not take legitimate sensing performance into account.

Alternatively, pilot modifications to obfuscate Eve’s chan-
nel estimation have been proposed in [26]-[28]. They apply
secret scrambled functions to pilot symbols, allowing only the
legitimate sensing receiver, which possesses the secret code, to
extract the true CSI related to targets. Similar approaches have
been extended to multi-antenna systems, including controlling
the phase difference between transmitting antennas [29] and
spatial-temporal source-defined channel encryption [30], [31].
The objective of this CSI obfuscation is to prevent Eve
from estimating target-related CSI variations, as Eve typically
leverages long training sequences (LTS) to estimate CSI in
WiFi-based sensing. However, it is important to note that
these pilot modification techniques may be circumvented by an
unauthorized passive radar eavesdropper, which performs radar
sensing based on a reference signal received directly from
the transmitter [32]. This implies that Eve can still estimate
target channels using the modified pilots as a reference signal,
without relying on prior known LTS, thereby bypassing the
CSI obfuscation intentionally designed by the transmitter.

Unlike CSI-based sensing, a major focus in ISAC research
is to facilitate radar sensing using communication data signals
[33], [34], which is highly vulnerable to attacks from passive
sensing Eve. In this regard, secure-sensing ISAC designs have
been explored in [35]-[37]. These studies address sensing
security by optimizing the detection probability in a cell-
free ISAC system [35] or minimizing the Cramér-Rao bound
(CRB) of legitimate sensing [36], while simultaneously keep-
ing Eve’s detection probability low. Additionally, by incorpo-
rating radar mutual information, ISAC signaling designs that
maximize legitimate sensing performance have been proposed
in [37], subject to constraints on Eve’s performance and com-
munication quality-of-service (QoS). However, these initial
works have a fundamental limitation: they require Eve’s CSI
at the legitimate ISAC transmitter. This assumption may not
be entirely realistic, as a passive radar eavesdropper remains
silent and does not reveal its location.

B. Motivations and Contributions

In summary of related works, securing the sensing func-
tionality in ISAC from attacks by passive sensing Eve remains
largely underexplored in three key aspects of a passive radar
system: 1) There is no data link to encrypt for sensing
security. 2) Eve exploits the ISAC transmitter (TX) signal
as both the reference and surveillance signals to detect and
estimate targets. 3) It is challenging to utilize Eve’s CSI for
designing secure-sensing ISAC signaling. Motivated by these
fundamental challenges, we aim to develop a comprehensive
Eve-agnostic sensing-secure ISAC framework that not only
addresses these issues but also provides a theoretical analysis
of the three-way trade-offs among communication, legitimate
sensing, and sensing security.

In this paper, we present a novel sensing-secure ISAC
framework that leverages ambiguity function (AF) shaping
to enhance sensing security against sensing Eve. The main
idea stems from the fact that radar sensing performance is
fundamentally characterized by the AF of the transmitted
signal, which provides a means to control the performance of
an unknown Eve. Furthermore, the knowledge gap of the ISAC
TX signal between the legitimate sensing receiver (Alice)
and Eve introduces a degree of freedom (DoF) in Alice’s
receiver design, allowing it to employ mismatched filtering to
mitigate the AF sidelobes. Consequently, judiciously shaping
the AF enables the protection of sensing functionality in ISAC
while inherently compromising sensing and communication
(S&C) performance, leading to the three-way trade-offs among
communication, legitimate sensing, and sensing security. The
main contributions of this paper are summarized as follows:

« We propose an AF engineering framework for ISAC sig-
nals to achieve sensing security. By introducing artificial
targets into Eve’s range profile, we mislead its sensing
while allowing the legitimate sensing receiver to eliminate
them using mismatched filtering, albeit at the cost of SNR
loss. To achieve this, we design a structured subcarrier
power allocation scheme in OFDM that shapes the au-
tocorrelation function (ACF), introducing periodic peaks
to degrade Eve’s range estimation and target detection
performance.

« We establish key performance metrics for sensing security
and legitimate sensing. Specifically, we quantify sensing
security using peak sidelobe level (PSL) and integrated
sidelobe level (ISL), while measuring legitimate sensing
performance using SNR loss caused by reciprocal filtering
(RF). Under these metrics, we theoretically derive the
impact of AF shaping on each performance aspect and
provide comprehensive insights into the performance gap
between Alice and Eve.

« Building on the theoretical foundation of AF shaping, we
investigate the three-way trade-offs among communica-
tion, legitimate sensing, and sensing security, revealing
how AF shaping influences ISAC system performance.
Additionally, we formulate and solve an optimization
problem to achieve a flexible balance between S&C
performance while ensuring a guaranteed sensing security
level, thereby enabling sensing-secure ISAC signaling.
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Fig. 1. Sensing-secure ISAC system to an unauthorized passive sensing

eavesdropper. The leakage and target reflection to Eve cannot be controlled
by the ISAC TX.

Notations: Boldface variables with lower- and upper-case
symbols represent vectors and matrices, respectively. A €
CN*M and B € RN*M denotes a complex-valued N x M
matrix A and a real-valued N X M matrix B, respectively.
Also, Oy, 1y and Iy denote an N X 1 column vector of
zeros, an N X 1 column vector of ones, and a N X N
identity matrix, respectively. ()7, (-)¥, and (-)* represent
the transpose, Hermitian transpose, and conjugate operators,
respectively. diag(a) denotes a diagonal matrix with diagonal
entries of a vector a. The operators ® and @ represent the
Hadamard (element-wise) product and the element-wise divi-
sion, respectively. E[-] is the statistical expectation operator.

II. SYSTEM MODEL

The proposed framework aims to develop a secure sensing
ISAC system that prevents an unknown sensing eavesdropper
(Eve) from detecting and estimating true targets by exploit-
ing ISAC signals as signals of opportunity, as illustrated in
Fig. 1. We consider a single-antenna ISAC transmitter (TX)
that transmits an orthogonal frequency division multiplexing
(OFDM) signal. The legitimate sensing receiver (RX) (Alice)
can either be collocated with the ISAC TX for monostatic
sensing, as depicted in Fig. 1, or be spatially separated from
the TX for bistatic sensing. For both monostatic and bistatic
sensing configuration, the legitimate sensing RX is assumed to
have prior knowledge of the ISAC TX signal to demodulate
the sensing channel. Throughout this paper, we impose the
following assumptions on the sensing Eve:

« (A.1) The sensing Eve operates as a passive radar system
equipped with a large number of receiving antennas or
separately deployed directional antennas [38], enabling
perfect separation of a reference surveillance signal from
the target echo signal.

e (A.2) The sensing Eve is aware of the location of the
ISAC TX, including its range and angle with respect to
Eve’s position.

¢ (A.3) The sensing Eve does not have prior knowledge of
the ISAC TX signal, as it is randomized by communica-
tion data.

« (A.4) The sensing Eve has no prior range-Doppler infor-
mation of the targets.

e (A.5) The ISAC TX has no information regarding the
sensing Eve, including Eve’s location.

The assumptions (A.1)-(A.5) are realistic in practical scenarios
where the sensing Eve remains silent and unknown to the
ISAC TX, posing a potential threat to ISAC sensing security.
Notably, it should be emphasized that prior knowledge of
Eve’s channel is not required in the proposed framework to
ensure ISAC sensing security. This aligns with the worst-
case security assumption, where the legitimate ISAC system
operates without any prior information on Eve’s location.

A. Transmit Signal Model

The ISAC TX signal, utilizing N OFDM subcarriers,
is modulated with random communication symbols drawn
from the constellation set S, which is expressed as s =
[s1,52,...,sn]T, where s, € S,Vn = 1,2,...,N. Without
loss of generality, we assume that the constellations have zero-
mean and unit-variance as E [Isnlz] = 1,Vs, € S, of which
statistical properties are defined as follows:

E[|Sn|4]

where 4 is the fourth moment of the constellation known as
the kurtosis [33], and v_, is the inverse second moment of
the constellation [38]. For a general M-QAM constellation,
they can be obtained by ws = & XM |s,|* and v, =
ﬁ Z,A:l[:l |sm| =2, respectively.

Furthermore, the power allocation of each individual sub-
carrier is embedded in the matrix W, given by W = diag(w),
where w = [w,wo,..., wN]T and w,, denotes the power co-
efficient assigned to subcarrier n. Accordingly, the frequency-
domain representation of the ISAC TX signal is given by

= s, Bllsal?]=vo2, Vs, €S, (D)

x = Ws. 2

The total transmit signal power per OFDM symbol encapsu-
lated in W is normalized to the unit-power, such that

Tr (WWH) - N. 3)

Taking the cyclic prefix (CP) into account, the CP-OFDM
signal with a CP length of N, can be expressed in the
frequency domain as x, = [x”, 0% ]7 € CN*Ne)x1 Since
the CP is removed during receiver processing to mitigate
inter-symbol interference (ISI) [39], it is omitted hereafter
for clarity in the formulation. In cases where the target delay
exceeds the CP length, the useful signal power is reduced and
ISI-induced interference arises, thereby degrading the sensing
performance of CP-OFDM systems [40]. Hence, in this work
we assume that the delays of all targets-of-interest lie within
the ISI-free region determined by the CP length, expressed as
%, where B denotes the OFDM signal bandwidth.

This unified ISAC signal is utilized for both communication
and sensing. It is received by a communication user and
is also reflected by targets, returning to both the legitimate
sensing receiver and the sensing eavesdropper. Notably, the
formulated ISAC signal in (2) introduces a trade-off between

Rmax,cp =

Authorized licensed use limited to: University College London. Downloaded on October 29,2025 at 13:53:51 UTC from IEEE Xplore. Restrictions apply.
© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Wireless Communications. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TWC.2025.3618121

S&C performance. Specifically, the communication rate of
the typical user and the range sidelobe level for sensing are
influenced by the allocated subcarrier power wi, wa, ..., Wn.
In the proposed framework for sensing security, our objective
is to design ISAC signaling that optimally balances the three-
way trade-offs between communication, sensing, and sensing
security by carefully controlling the radar ambiguity through
the power allocation across subcarriers.

B. Communication System Model

Let y. denote the received signal at the typical commu-
nication user. After removing the CP, the frequency-domain
representation of the received signal is given by

Ve =H:Ws +1z., 4

where H,. is a diagonal matrix representing the communication
channel, given by H, = diag(hy, h, ..., hy) with each entry
h; representing the channel gain of the i subcarrier. The term
z. represents additive white Gaussian noise (AWGN), modeled
asz. ~ CN(O0, 0'3.1 ~). Here, we consider a frequency-selective
fading channel. However, each subband is assumed to be
sufficiently narrow, such that the subband signals modulated
on each subcarrier experience flat fading. Additionally, the
fading characteristics of the channel remain constant over the
duration of single transmission frame. Based on this model,
the achievable communication rate at the typical user is given
by

N 2040 |2
:§210g2(1+—|h’|0|;’| ) 5)
where B is the total bandwidth of the OFDM signal. We adopt
the achievable rate as the communication performance metric
for ISAC signaling design, which is determined by the SNR of
each subcarrier and, in turn, depends on the subcarrier power
allocation.

C. Sensing System Model: Legitimate Sensing Receiver (Alice)

Given that U = U, + U, radar reflections from U, targets and
U, clutter sources are located at different ranges, the received
signal at the legitimate sensing receiver can be generally
modeled as

U(

Z IB(t) ( (t)) +
_/:1
ha, © Ws+24.. (©6)

]) OX+1Zpy,

Here, ,8;) denotes the complex amplitude that accounts for
both the path loss and the radar cross-section (RCS) of target
i, while T/(‘). represents the time-of-flight (TOF) from the

ISAC transmitter to target i and back to Alice. Similarly, ﬁ(L)

and T(C) denote the complex amplitude and TOF associated
with clutter sources, respectively. The range steering Vector
is given as r(r) = [l,e /27T ... o=/2m(N= I)AfT] €
CN*1 with the subcarrier spacing Af B/N. Thus, the
radar channel vector of Alice hy is given by ha =

(Z ﬁ(') ( (t)) +Z} 1,B ( A )) The term z4 ¢ repre-
sents the AWGN of the sensmg receiver, following z4 , ~
CN(0, aﬁIN). We assume static or slowly moving targets,
such that range migration and inter-carrier interference (ICI)
effects are negligible. These effects, if present, would other-
wise increase the overall sidelobe levels [41], [42].

As a preliminary step to target detection and parameter
estimation, we consider two types of radar receiver processing:
matched filtering (MF) and reciprocal filtering (RF). The MF
is well known as the optimal linear receiver filter in terms
of maximizing the signal-to-noise ratio (SNR) at the target
coordinates, without considering sidelobe effects. In contrast,
RF is a form of mismatched filtering (MMF) that can be
designed to reduce sidelobe levels at the expense of decreased
SNR for the targets [43].

1) Matched filtering at Alice: Let ga pr denote the
frequency-domain MF of Alice, which is expressed as
ga,mr = X". Then, the output of the MF in the frequency-
domain is given by

hovr =Ya,s ©gamr
=W2S%hy  +24, OX", (7

where S = diag(s). From the MF output, the range profile
is obtained by performing inverse discrete Fourier transform
(IDFT) over (7). Let us define Fy as the normalized DFT
matrix of size N. Then, the range profile I's pr is expressed
as

Tamr = FIW?S?hy s + 74 mF s, ®)

where Za pr s follows the noise statistics as Za pmrs ~
CN(0, aﬁIN).

2) Reciprocal filtering at Alice: Let ga rr denote the
frequency-domain RF of Alice, which is expressed as g4 rr =
1y @x. The output of the RF in the frequency-domain is given
by

hy rF =Ya,s © 8ARF
ZhA,S +Z45 OX. (9)

Performing IDFT over the RF output, the range profile with
the RF can be obtained as

Tarr = Fhas + 74 RF (10)
where Za gp,s ~ CN(0, & 20, [wal 2v_203Iy).

Remark 1: Inspired by the characteristics of these receivers,
we aim to design the ISAC signaling to enhance sensing
security while ensuring favorable sensing performance at the
legitimate sensing receiver. The key idea for the legitimate
sensing receiver is to exploit the RF for mitigating the unde-
sired sidelobes caused by the design of the secure ISAC signal.
However, the use of the RF in lieu of MF at Alice inherently
causes the degradation on the output SNR. Importantly, this
introduces the trade-off between the legitimate sensing perfor-

mance and the sensing security, of which metrics are detailed
in Section III-B and III-C.
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D. Sensing System Model: Sensing Eavesdropper (Eve)

The sensing eavesdropper, which is a passive bistatic sens-
ing receiver without prior knowledge of the ISAC TX signals,
requires a reference signal to demodulate the surveillance
signal from targets. Based on assumption (A.1), we model the
surveillance signal and the reference signal separately. Similar
to (6), the received signal at Eve, reflected from U = U; + U,
sources including multiple targets and clutter, is given by

Zﬁm () + Zﬁm ()| o x + 220

=hE,S®Ws+zE,S, an

where ,8(’) and ﬁ ; are the complex amplitudes of targets and

clutter sources, respectively, and Tg)l and T(C). are the TOFs
from the ISAC TX to reflection source and then to Eve. The
term Zg ¢ represents the AWGN at Eve’s receiver, following
ZE ¢ "’CN(O (o IN)

The reference signal at Eve, which is leaked from the ISAC
TX through the surveillance link in Fig. 1, is modeled as

YE.- zhE,r OX+2Zg ,. (12)

Here, we assume that Eve’s channel hg , follows the Rician
channel model, given by [44]

8E rK
= [2E +
r K+1 E,LoS

where hg 1,5 represents the line-of-sight (LoS) component
with a normalized channel gain, and hg nr.s represents the
non-line-of-sight (NLoS) component, which follows a complex
Gaussian distribution with zero mean and unit variance. The
term gg - denotes Eve’s channel gain, while K determines the
relative power between the LoS and NLoS components. Addi-
tionally, assumption (A.2) allows Eve to have prior knowledge
of hg 1.,s. By substituting (13) into (12) and removing hg 1,5,
the reference signal at Eve can be rewritten as

5 8E, K 8E,r ¢ ~
Ve =4/ K_:lx"'\/K_'_rlhE,NLoS Ox+zg,, (14)

where hg n1os = he NLos @hE Los and Zg , share the same
statistical properties as hg y1,s and zg ,, respectively.
Remark 2: Importantly, unlike the legitimate sensing re-
ceiver, Eve must exploit the reference signal (14) to estimate
the sensing channel [45]. However, this reference signal is
affected by receiver noise as well as multi-path reflection
components, which degrade the signal-to-interference-plus-
noise ratio (SINR) [46]. Accordingly, performing RF at Eve
is unfavorable, as it further degrades the target SNR, leading
to poor target detection and estimation performance. Fig. 2
emphasizes the output SNR gap between MF and RF at
Eve along the reference signal SINR. Thus, to avoid severe
SNR degradation, Eve leverages MF to extract the sensing
channel from the surveillance signal. Additionally, performing
mismatched filtering at the sensing receiver requires full
knowledge of the transmitted signal, which prevents Eve from
employing advanced receiver processing without access to
this information in practice. In summary, Table I outlines

rl he Nios, (13)
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Fig. 2. The target SNR at the filter output vs. Eve’s reference signal SINR
with QPSK constellation and equally-allocated subcarrier power. The input
target SNR is 0 dB, and 32 OFDM symbols with N = 256 are coherently
processed, yielding 39 dB of the processing gain for a static target.

Table T

OPERATIONAL DIFFERENCES BETWEEN ALICE AND EVE UTILIZED FOR
ISAC SENSING SECURITY

Sensing TX signal Receiver Resulting
mode knowledge processing effects
Legitimate Monostatic .
. o Fully- Reciprocal

Sensing or bistatic SNR loss

) ) known filtering

(Alice) (Active)
Eavesdropper|  Bistatic Matched .

. Unknown . Sidelobes

(Eve) (Passive) filtering

the operational differences between Alice and Eve that are

leveraged in the design of sensing-secure ISAC signaling.
For the MF at Eve, let us denote gr pmr = y*E,r as the

frequency-domain MF of Eve. The MF output is given by

hp vr = 5’}{’“ W2S2hy If‘i -

+YE,s @ZEJ, +ZE s @yE’r.

W2S%hg s © hE NLoS
(15)

In (15), it is readily observed that the MF output at Eve
consists of the radar channel and additive noise terms, which
are determined by the SINR of the reference signal and the
noise characteristics of Eve’s receiver. Since these additive
noise components cannot be controlled by the ISAC TX,
securing the sensing functionality must instead rely on the
ambiguity function (AF) of the ISAC signal, which directly
impacts Eve’s MF output. For the MF receiver, a high peak
sidelobe level (PSL) and integrated sidelobe level (ISL) in
the AF increase the risk of false detections, requiring the
radar system to use higher detection thresholds to maintain
acceptable false alarm rates. Moreover, elevated ISL degrades
the accuracy of parameter estimation in multi-target scenarios
[47], [48]. In the context of sensing security, where Eve is
constrained to matched filtering due to limited knowledge of
the transmitted signal, high PSL and ISL values significantly
hinder both detection and estimation performance. Based on
this observation, we develop a framework for sensing-secure
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Fig. 3. (a) The secure ACF with artificial peaks to achieve secure sensing in
ISAC, and (b) the subcarrier power allocation scheme corresponding to the
secure ACF.

ISAC signaling by controlling the radar sensing ambiguity, as
detailed in the following sections.

III. AMBIGUITY FUNCTION ENGINEERING FOR SENSING
SECURITY IN ISAC: ARTIFICIAL TARGET GENERATION

Our key idea for achieving secure sensing in ISAC is to
generate artificial targets for the unknown sensing eavesdrop-
per while allowing the legitimate sensing receiver to eliminate
them using the RF based on the known ISAC signal. This
is accomplished by designing the AF of the ISAC signal to
exhibit multiple ambiguous peaks with magnitudes comparable
to that of the AF’s mainlobe. Here, we focus on the artificial
targets in the range profile of Eve. Therefore, we primarily
investigate the auto-correlation function (ACF) of the ISAC
signal, which corresponds to the zero-Doppler cut of the AF.
It is important to note that the proposed framework emphasizes
the AF characteristics of ISAC signaling, which can lead to
false detections and large-scale estimation errors at Eve, rather
than relying on estimation-theoretic approaches that primarily
address small-scale, unbiased estimation performance.

A. Ambiguity Function Shaping for Artificial Targets

As Eve’s range profile with the MF is only controllable
through the ACF of the ISAC signal, we define the frequency-
domain ACF as

A = VNFEW?S1y, (16)
where the kth element is expanded in scalar form as
N 2
ALKL = ) waPlsale/ 00wk
n=1

It is noteworthy that the ACF exhibits an impulse function if
equal power allocation is applied, i.e., wi = wy = --+ = wy,
and the unit-amplitude constellation with |s,| = 1,Vn is
employed. This is in line with the understanding that PSK
is optimal for OFDM sensing as proven in [33]. The proposed
approach for securing sensing functionality is to generate
deterministic periodic peaks in the ACF. Since Eve lacks prior
information about the actual targets, these periodic peaks act
as artificial targets, misleading Eve’s target estimation.

Let us define A[k] as the ideal ACF for the artificial target
generation. Then, the desired ACF for secure sensing (denoted
as the "secure ACF") can be represented as a Dirac comb
function, with its initial formulation given by

L
Alk] = N&[k] +Zaé[k—l/l], VK. (18)
S~—— 1=1
Mainlobe  ~——— —
Artificial peaks

Here, A represents the periodicity of the peaks, L denotes the
number of artificial peaks in the ACF, given by L = N/1-1,
and « represents the artificial peak magnitude. This secure
ACEF is illustrated in Fig. 3(a). More explicitly, it is well known
that the maximum unambiguous range of OFDM radar is given
by Rmax = %, where ¢ is the speed of light. The artificial
peaks, relative to the zero-delay position, are equivalently lo-
cated at ranges [232’2’“), ZBZ(CZ:]-])’ e Zé’(lzl;l) ,
the unambiguous range to Wﬁl)' Notably, sensing security
improves when the secure ACF contains a greater number of
artificial peaks and higher artificial peak magnitudes, as these
are perceived as potential artificial targets by Eve.

Remark 3: While our primary focus is on shaping the
AF in the range domain through subcarrier power allocation
in OFDM, the proposed approach can be naturally extended
to enhance velocity-domain sensing security via symbol-
by-symbol power allocation across the slow-time domain.
This extension effectively shapes the zero-delay cut of the
AF. Specifically, the maximum unambiguous Doppler fre-
quency in OFDM radar with a symbol repetition interval
of Tyym is given by [y max lem By applying OFDM
symbol power allocation, L number of artificial peaks can

be introduced in the Doppler domain at frequency bins

which limits

1 2 L :
Mo (LFT)* TTom(LAD)* ** > Mgm(LFT) | » thereby reducing the

effective unambiguous Doppler to m For clarity of
exposition, this paper remains focused on range-domain anal-
ysis.

The secure ACF with deterministic artificial peaks can be
realized through the design of subcarrier power allocation
W. Provided that the modulated symbol comes from a unit-
amplitude constellation, such as PSK, the allocated subcarrier
power for achieving the secure ACF is given by the following
theorem.

Theorem 1. The power allocation of subcarriers for the
secure ACF in (18) is given by

|W |2_{p’ #HEPI,K={1,1+K,1+2K,...}
nl” =
q,

, 19
ifne?ik (19)
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where p > q >0, k is a divisor of N, p + (k — 1)q = «, and

L
g R D

ww 0

(p,q,x) = |1+

The set Py represents the uniformly spaced subcarriers,
starting from the first subcarrier and spaced by k, which have
the dominant power p.

Proof. Please refer to Appendix A. [ ]

The above theorem establishes the foundation for struc-
tured subcarrier power allocation to achieve a secure ACF.
However, it only provides a fixed subcarrier power allocation
for sensing-secure ISAC signaling, which lacks sufficient
degrees of freedom (DoFs) to further optimize the balance
between S&C performance. To address this limitation, we
verify the following corollaries for advanced secure-sensing
ISAC signaling, incorporating deterministic artificial peaks in
the ACF to enable greater flexibility in signaling design.

Corollary 1. (Shifted-Invariant Property) The circularly
shifted subcarrier power allocation of (19), expressed as

p3
|Wn|2 =
CI»

where ng < «, results in a squared ACF identical to the
squared secure ACF of (18), i.e., |A[k]|2.

ifne Py ={no.no+u,n0+2x, ...}

, (21
ifneSD,fO’K @

Proof. Please refer to Appendix B. [ |

Corollary 2. The subcarrier power allocation following the
distribution

, fnePux={no,no+x,...}
B[] = {7 T E P = Lo
q, ifne?P

ng,K

. (22)

approximately results in an expected squared ACF identical
to the squared secure ACF of (18), i.e., |/~\[k]|2, provided that
Var [Iwnlz] is sufficiently small.

Proof. Please refer to Appendix C. [ ]

The structured power allocation scheme for the secure ACF
is graphically illustrated in Fig. 3(b). Consequently, the power
allocation of subcarriers enables the intentional generation of
deterministic artificial peaks in the ACF, where the number
and magnitude of these peaks are determined by the allocation
parameters (p, ¢, k) given in (20).

Now, we consider the random ISAC signals based on the
general constellation set, which indeed have the same artificial
peaks in the ACF under the uniformly sparse subcarrier power
allocation. In this regard, we evaluate the expectation of the
squared ACF based on (19). This is given by a closed form
as follows:

Proposition 1. The expectation of the squared secure ACF un-
der the subcarrier power allocation (19) and the constellation
set with the kurtosis ug4 is expressed as

L
E [IA[K]P] = N?6[k] +o? ) 8[k - 14]
—— =1
Mainlobe
Artificial peaks

1
+(ug—1) (gp2+N(l—;)q2). (23)

Sidelobe caused by random signaling

Proof. Please refer to Appendix D. [

Remark 4: Notably, the ACF presented in (18) can be
achieved only under unit-amplitude constellations with the
kurtosis u4 = 1. This is because other constellations with kur-
tosis u4 > 1 inherently introduce additional sidelobes across all
range bins in the ACF, as observed in (23) and corroborated
by [33], [34]. Nevertheless, the proposed secure ACF with
deterministic artificial peaks under the general constellation
as QAM can still be achieved using the subcarrier power
allocation scheme (19) as presented in Proposition 1, while
including additional sidelobes induced by the constellation.
Indeed, these additional sidelobes are useful to enhance the
sensing security.

B. Performance of Legitimate Sensing Receiver (Alice)

In the proposed framework for secure sensing ISAC, the
legitimate receiver exploits RF to cancel out the artificial peaks
generated through ambiguity shaping as provided in (9). This
is because the RF operation equalizes the effect of transmitted
signals on the radar sensing channels [43]. Although the output
of RF is free from the effects of range sidelobes caused by the
secure ACF, RF suffers from noise enhancement, leading to
a decrease in SNR when the noise is divided by a subcarrier
element with very small power allocation. Accordingly, we
introduce the SNR loss of RF relative to the SNR of MF as
the performance metric of Alice, which is defined as follows
[49]:

_ YMF

La ,

— (24)
YRF

where ypr and ygrr denote the SNRs of a typical target at
the MF and RF outputs, respectively. This SNR loss indicates
the amount of the noise amplification by RF compared to that
of MF, which is the optimal receiver in terms of the SNR.
Given a scalar form of a range profile I'[n] and a target at
the range bin of n,, the output SNR is explicitly written as

_ [E[C[n]]1?

— . 25
IR 2

With (8), (10), and (25) at hand, we derive the output SNR
of the respective receiver at Alice, which are given by the
following lemma.
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Lemma 1. The output SNRs of the MF and RF at Alice’s
receiver are respectively given by

ymr = NBAo1°, (26)
N
2 -2
YRF = NByo, " | —=v 5 | 27)
4 (V—Z Zilvzl |Wn|_2)
Proof. Please refer to Appendix E. [ |

Now, we are ready to explicitly express the SNR loss at
Alice as a function of the ISAC TX signal.

Theorem 2. The SNR loss of the RF output relative to the
SNR of the MF output is given by

N
_ Y2 E‘ -2
La= N n:I|Wn| .

Proof. Substituting (26) and (27) into (24) directly yields the
result. [ |

(28)

Corollary 3. The SNR loss with the subcarrier power alloca-
tion (19) for the secure ACF is given by

vl k-1
.EA:—Z(—+ )
K \P q

Proof. Substituting (19) into (28) yields (29). [ ]

(29)

Remark 5: Clearly, the defined SNR loss depends solely
on the ISAC TX signal, specifically its constellation and
subcarrier power allocation. The minimum SNR loss is 0 dB,
which is achieved under a unit-amplitude constellation and
an equal power allocation scheme. From (29), it is intuitively
observed that higher artificial peaks in the secure ACF result
in greater SNR loss, implying that more secure signaling
degrades legitimate sensing performance. This reveals an in-
herent performance trade-off between legitimate sensing and
sensing security in the proposed framework.

C. Performance of Sensing Eavesdropper (Eve)

To assess the sensing security of ISAC signaling, we lever-
age PSL and ISL as sensing security metrics. Since Eve’s
receiver performance cannot be directly evaluated, PSL and
ISL of the ACF serve as proxies for measuring the sensing
security level. Moreover, the PSL and ISL of the AF determine
the sensing performance of the MF, which is directly linked
to Eve’s sensing performance. A high PSL increases the
likelihood of false target detection by Eve, as it corresponds to
the magnitude of artificial targets generated through ambiguity
shaping. Additionally, a high ISL leads to erroneous range
estimation by Eve and may prevent the detection of weak
targets when multiple targets exist. In our framework, ISL
is influenced by the number of artificial targets and sidelobe
levels caused by random signaling. Notably, these metrics
represent the worst-case security level, as Eve’s receiver output
is further degraded due to errors in the estimation of the
reference probing signal.

1) Peak Sidelobe Level: Let us define PSL as the magnitude
of the highest sidelobe level relative to that of the mainlobe.
This is expressed as

max 0 E [|A[K]]?]
E [IA[0]]?]

Under signaling with the secure ACF, it is immediately ex-
pressed in the following theorem.

ApsLE = (30)

Theorem 3. Under the subcarrier power allocation with
(p,q,k) in (19), the PSL of the squared secure ACF is
approximately given by

Apsie = (1-q)*.

Proof. From (23), the magnitude of the mainlobe level approx-
imates N2 for sufficiently large N. Additionally, the highest
sidelobe level equals the magnitude of artificial peaks, denoted
as a?. Based on @ = N(1 — g) from (20), the ratio a?/N?
simplifies to (1 — ¢)?, completing the proof. ]

&1y

Here, sparse power allocation with ¢ = 0 generates artificial
targets with a magnitude equal to that of the mainlobe. This
implies that such a subcarrier power allocation results in a
PSL of 0 dB, causing the artificial targets to have the same
magnitude as the true targets in Eve’s receiver. However, it is
important to note that the case of g = 0 is not considered, as
Alice would be unable to perform RF due to division by zero.
Additionally, this condition ensures that communication data
is always transmitted across all subcarriers.

2) Integrated Sidelobe Level: The ISL is defined as the total
power contained in all sidelobes relative to the power in the
mainlobe, which is given by

Zis B [IALKIP]

32
B [[A[07] G2

AisLE =
Then, the following theorem gives the ISL under the secure
sensing signaling.

Theorem 4. Under the subcarrier power allocation with
(p,q,k) in (19), the ISL of the squared secure ACF is
approximately given by

2 1
Aispe = (k=1)(1=q)* + (ua — 1) (p? + (1 - ;) 412) .
(33)
Proof. From (23), the total power in sidelobes is computed as

N 2 |
S E[ALKIP] = La? + NV = 1) (s = 1) (7 . (1 _ ;) qz)

k#0
p? 1
~ N? ((K ~D(1-q)+ (ua— 1) (7 + (1 - ;) qz)) . (34)

For sufficiently large N, the mainlobe magnitude is given as
N?. Thus, this completes the proof. [

Corollary 4. The ISL of the secure ACF has a linear rela-
tionship with the PSL, expressed as

Arspe = pa(k = D)Apsp g + (g — 1). (35)
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Proof. From (31), we have ¢ = 1 — y/Aps.g. Combining this

with p+(x — 1) g = k gives p = (k—1)+/ApsLg+1. Substituting
p and ¢q into (33) yields (35), completing the proof. [ ]

From (35), we observe that the ISL is influenced by three
factors: the constellation, the number of artificial peaks, and
their magnitude relative to the mainlobe. In this framework,
we primarily focus on subcarrier power allocation to design
sensing-secure ISAC signaling with deterministic artificial
peaks, without delving deeply into the constellation set.

IV. SIGNALING DESIGN FOR SENSING-SECURE ISAC
BASED ON AF SHAPING

Building on the above AF analysis, in this section, we
present a sensing-secure ISAC signaling design with artificial
targets, offering three-way trade-offs between communica-
tion, legitimate sensing, and sensing security. Notably, the
subcarrier power allocation presented for the secure ACF in
Theorem 1 appears to provide a trade-off only between ISAC
performance and sensing security. This is because it fixes the
power of subcarriers in #p, « and £ , to the exact values p
and g, respectively, without any degree of freedom (DoF) for
ISAC signaling design under a given sensing security level.
Nevertheless, Corollary 2 introduces a certain level of DoF,
enabling a more flexible trade-off between S&C performance.
Accordingly, we first investigate the trade-off between ISAC
performance and sensing security with artificial targets and
then explore a sensing-secure ISAC signaling design under a
given level of sensing security.

A. Trade-off between ISAC Performance and Sensing Security

Firstly, we analyze the trade-off between ISAC performance
and sensing security in the proposed framework. To this end,
we determine a feasible performance region for secure-sensing
ISAC based on Theorem 1, where communication, sensing,
and sensing security performance are directly influenced by
the selection of parameters (p, g, «) for the secure ACF with
artificial peaks. Recalling that N subcarriers in OFDM signal
are modulated by the constellation set S, let us define C(N, S)
as the set of feasible performance points, given by

C(N,S) =

{(Re, L, ApsLg, Aisii) | (5), (29), (31), and (33),Vp, ¢k},
(36)

where p,q, and « are constrained as per Theorem 1. All
operating points of C(N,S) can be determined by evaluating
all possible combinations of (p, g, k). Assuming a flat-fading
communication channel, there is no clear trade-off between
S&C performance under the fixed power allocation scheme in
Theorem 1. This is because the power allocation parameters
(p,q,«) that reduce the SNR loss of the legitimate sensing
receiver also increase the communication rate in (5). However,
a flexible power allocation scheme based on Corollary 2
enables a trade-off design between S&C performance under
a frequency-selective fading channel, which will be detailed
in Section I'V-B.

Instead, the performance trade-off can be observed between
ISAC and sensing security by varying the parameters (p, g, )
in (36). It is straightforward to verify from (31) and (35) that
higher values of Apsp g and Asp g require a smaller g and
a larger k. However, this increases the SNR loss, as shown
in (29), thereby degrading both the legitimate sensing perfor-
mance and the communication performance. The legitimate
sensing optimal point in (36) is achieved with equal subcarrier
power allocation, i.e., k = 1, resulting in the following metrics:

L =voa, (37)
sen-opt _ sen-opt _
Apstg =0, A p =pa—1 (38)

On the other hand, the sensing security optimal point in (36)
is obtained when k = N/2 and ¢ — 0, yielding

Lo =, (39)
sec-opt _ sec-opt _ HaN
APSL,E =1 AISL,E T T L. (40)

Accordingly, one may coarsely determine an appropriate sens-
ing security level to ensure a desired level of ISAC perfor-
mance, or vice versa, based on (36).

B. Sensing-Secure ISAC Signaling Design

We further investigate the optimization of sensing-secure
ISAC signaling design with artificial targets, which provides
a flexible balance between S&C performance under a given
level of sensing security. Based on Corollary 2, we can finely
tune the subcarrier power allocation to optimize the S&C
performance bound while ensuring the desired level of sensing
secrecy. Clearly, given that channel state information (CSI) is
available at the ISAC TX, we can finely adjust {w,},Vn, to
balance the SNR loss at Alice and the communication rate.

To this end, we formulate the following sensing-secure
ISAC signaling design problem:

(P.1) maximize -(1-p) La +p Re (41a)
wn '} -[:A,p=0 Rc,p:l
subject to AISLE 2 €ISL, (41b)
ApSLE > €psL, (41c)
N
el =N @)
n=1

where p € [0,1] is a weighting factor that determines the
priority between sensing and communication functionalities.
The S&C performance metrics in the objective function (41a)
are normalized by their respective values obtained when p = 0
and p = 1. The parameters €sp, and epsr, in (41b) and (41c)
represent the desired worst-case sensing security levels. Since
the ISL and PSL constraints cannot be expressed in closed
form with respect to {w,}, we first determine the parameters
(p, g, «) to shape the secure ACF such that the sensing security
constraints are satisfied.

Under the given constellation set for data symbol mod-
ulation, the constraints (41b) and (41c) on sensing security
are reformulated as constraints on {w,} for the secure ACF.
Firstly, it is straightforward to determine the sparse subcarrier
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Fig. 4. Various secure ACFs with a 16QAM constellation and N = 64.

spacing « in relation to €gr, and epsy.. By setting Apsp. g = €psL,
and substituting (35) into (41b), we obtain

a1
gy SLTHAT Ly (42)

EpPSLHU4

Suppose that the number of subcarriers N is a power of 2.
Then, the smallest « satisfying (42) can be determined as

asL—H4t! )]
K:Z[logz( epsiia T +l.

(43)

Furthermore, we replace (41c) using (22) and (31) with

Z lwnl* < M(l — v/epsL). (44)

nePp; x

Substituting (43) and (44) into (41b) and (41c), we reformulate
problem (P.1) as

.. La R,
P.2) maximize - (1- + (45)
( ) {wn ( P) -LA,p:O P Rc,p=1
subject to (43), (44), and (41d).

Referring to (5) and Theorem 2, the formulated problem is
a convex quadratic program, which can be efficiently solved
using numerical convex optimization tools.

V. NUMERICAL RESULTS

In this section, we present numerical simulation results to
validate the proposed sensing-secure ISAC framework. Unless
stated otherwise, the ISAC TX transmits an OFDM signal with
B = 50 MHz, N = 256, and N, = 64, where Ry,x = 768
m and Rpyax,cp = 192 m. The random communication data is
modulated from a 16QAM constellation, where uy = 1.32
and v_, = 1.89. We integrate over 32 OFDM symbols to
evaluate the sensing performance at both Alice and Eve. For
clarity in graphical illustration, the target range observed by
Alice is assumed to be identical to that observed by Eve. Each
simulation result is obtained from 1000 Monte Carlo runs.

*  MF noise floor
a/N=0.25,L =7 (Expression)
a/N=10.50, L =3 (Expression)

a/N =0.25, L =7 (Numerical)
a/N =10.50, L =3 (Numerical)
a/N =0.75, L =3 (Numerical)

oL ° a/N=0.75, L =3 (Expression)
S 0] ]
=)
&
=
©
3
&~
8
= -15 1
@ 3.6dB 7.6 dB
-20
-30 -20 -10 0 10 20 30

Range bin index

Fig. 5. Alice’s range profiles with RF under the ISAC signals with the secure
ACFs in Fig. 4. A target is assumed to be located at zero delay with an SNR
of 0 dB. The SNR of the MF output is 18 dB.

A. Design of Secure ACF for Artificial Target Generation

Firstly, we present various secure ACFs utilized for sensing-
secure ISAC transmission and analyze their corresponding
impacts on Alice’s RF receiver. Fig. 4 illustrates the secure
ACFs with different numbers and magnitudes of artificial
peaks, designed based on Theorem 1. For graphical clarity, we
set N = 64. Recalling that « is the magnitude of the artificial
peaks and L denotes the number of artificial peaks, the secure
ACF with @/N = 0.75 and L = 3 is obtained using p = 3.25,
g = 0.25, and k = 4, resulting in Apspg = —2.5 dB and
AisLe = 4 dB. In contrast, for /N = 0.5 and L = 3, the lower
PSL and ISL values of Apspg = —6 dB and AL = 1.17
dB indicate weaker sensing security compared to the case
with a/N = 0.75. On the other hand, the secure ACF with
a/N =0.25 and L =7 is designed using p = 2.75, g = 0.75,
and k = 8, yielding PSL and ISL values of Apsp. g = —12 dB
and Aspg = —0.5 dB, representing the lowest security level
among the three ACFs.

Notably, the squared secure ACFs in Fig. 4 exhibit sidelobes
across all range bins. This is due to the random signaling
with the 16QAM constellation, which introduces additional
sidelobes compared to the unit-amplitude constellation, as
stated in Proposition 1. The theoretical expression of the secure
ACF in (23) closely matches the numerical simulation results,
confirming that the secure ACF exhibits deterministic artificial
peaks from subcarrier power allocation while maintaining a
sidelobe floor due to the constellation.

Furthermore, we validate the SNR loss at Alice under vari-
ous secure ACFs. The use of RF to cancel artificial sidelobes
in the secure ACF inherently causes SNR loss compared to
MF, and this loss is further influenced by the ISAC signaling
design, as described in Theorem 2. Fig. 5 illustrates the range
profiles of Alice’s RF output under ISAC signaling with secure
ACFs, assuming a single target is located at zero delay. Here,
we observe that the resulting range profiles with RF exhibit no
artificial peaks. Instead, each signaling scheme with a different
secure ACF results in a different level of SNR loss compared
to the MF noise floor, 3.6 dB, 4.8 dB, and 7.6 dB, respectively.
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Fig. 6. Three-way trade-offs between communication, sensing, and sensing
security: (a) ISAC vs. PSL of the secure ACF, and (b) ISAC vs. ISL of the
secure ACF.

Interestingly, the SNR loss increases as the security level of the
ACF improves, revealing a trade-off between sensing security
and legitimate sensing performance.

From Corollary 3, the theoretical SNR loss is determined
by both the subcarrier power allocation and the inverse second
moment of the constellation. The numerical simulations con-
firm this theoretical proof, showing a close match between the
theoretical and simulated results. In conclusion, these findings
provide valuable insight into the signaling design for sensing-
secure ISAC, highlighting the inherent trade-off between in-
troducing strong artificial targets at Eve and incurring SNR
loss at Alice.

B. Three-way Trade-offs in Sensing-Secure ISAC Signaling

In this section, we investigate the three-way trade-offs
between communication, sensing, and sensing security in the
proposed sensing-secure ISAC framework. As discussed in
Section IV, the proposed AF shaping approach introduces a
new trade-off between ISAC performance and sensing security,
with feasible performance points determined by (36). Without
considering S&C performance optimization, we explore this
trade-off by sweeping the secure ACF design parameters
(p. q, ), as shown in Fig. 6, where the average communication
SNR per subcarrier |4;|*>/o2 is set to 10 dB. The minimum
SNR loss and maximum communication rate are achieved
simultaneously when the PSL and ISL of the ACF are min-
imized. Conversely, the highest SNR loss and lowest com-
munication rate occur when sensing security is maximized,

5 T T T
=) —O—€pg ~3dB
)
\5 —HB—€ = -5.5dB
295 €pg ~ 0 dB Q S&C trade-off
& p=0
Z
n
2 6 \ ‘
9
265t A= 1
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= security
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Average communication rate (bits/sec/Hz)

Fig. 7. S&C trade-offs under given levels of sensing security based on the
sensing-secure ISAC signaling design. sy, is set to 7 dB, resulting in x = 16.

confirming the inherent trade-off between ISAC performance
and sensing security. Here, it is worth noting that the minimum
SNR loss at Alice is bounded due to the random signaling
nature of 16QAM, as discussed in Section V-A.

On the other hand, the sensitivities of S&C performance
variations with respect to PSL and ISL differ between sensing
and communication. As shown in Fig. 6(a), the SNR loss is
highly influenced by the PSL of the secure ACF, while its vari-
ation remains smaller than that of communication performance
for a fixed PSL value. This insight suggests that legitimate
sensing performance is primarily affected by the magnitude
of artificial peaks, whereas the communication rate is more
sensitive to the number of artificial peaks, as illustrated in Fig.
6(b). Nevertheless, both sensing security metrics negatively
impact legitimate sensing and communication performance,
reinforcing the inherent trade-off between ISAC and sensing
security.

Next, we further optimize the sensing-secure ISAC signaling
under given PSL and ISL constraints, providing a flexible
trade-off between S&C performance. The key idea behind this
optimization is that the optimal subcarrier power allocation
for communication can be determined based on CSI, while
an increased variation in subcarrier power allocation leads
to a higher SNR loss. Fig. 7 illustrates the S&C trade-offs
under given levels of sensing security, where each secure-
sensing ISAC signaling scheme is designed using the proposed
framework in Section IV-B. The results demonstrate that the
proposed design enables a flexible trade-off between SNR loss
at Alice and the achievable communication rate, controlled by
the weighting factor p. Once again, these findings validate
the inherent trade-off between ISAC performance and sensing
security, showing that higher security levels degrade the ISAC
performance region, thereby reinforcing the three-way trade-
off between communication, sensing, and sensing security.

C. Security Performance Analysis: Detection and Estimation

Now, we comprehensively analyze the sensing security
performance in terms of target detection and range estimation.
Here, we assume that the SINR of the reference signal leaked
to Eve is 0 dB. First, we present range-Doppler (RD) maps
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Fig. 8. Range-Doppler (RD) maps with five static targets located at different
ranges. (a), (b): Alice’s RD maps without and with sensing security, respec-
tively. (c), (d): Eve’s RD maps without and with sensing security, respectively.
The sensing-secure ISAC signaling is designed with eps;, = =5 dB, €gs1. =7
dB, and p = 0.

for both Alice and Eve in the scenario where five static targets
U = U; =5 are located at 24 m, 45 m, 100 m, 135 m, and
180 m, respectively. The targets have SNRs that gradually
decrease from 0 dB to -15 dB in steps of -3 dB. Without
the secure-sensing ISAC signaling design, both Alice and Eve
can clearly detect all targets at zero velocity, as shown in Fig.
8(a) and Fig. 8(c), respectively. This indicates that Eve can
exploit the ISAC signals of opportunity to maliciously detect
and estimate targets. On the other hand, the proposed secure
ISAC signaling deceives Eve, preventing it from accurately
detecting and estimating true targets by introducing artificial
peaks in Eve’s RD map, as shown in Fig. 8(d). Meanwhile,
Alice, as shown in Fig. 8(b), can still successfully locate the
true targets due to the use of RF, albeit at the expense of an
SNR loss compared to Fig. 8(a).

We further quantitatively compare the target detection per-
formance between Alice and Eve in the presence of clutter,
U=2U =1,U; = 1. Supposing a clutter with an SNR of
10 dB is located at 30 m, we evaluate the target detection
performance for a target positioned at a distance of 100 m.
A conventional cell-averaging constant false alarm rate (CA-
CFAR) detector is employed with a false alarm rate of 107,
First, we evaluate the target detection performance at Eve to
support the assumption that Eve employs the MF receiver
rather than the RF. As illustrated in Fig. 9, the detection
performance of Eve with the RF receiver is significantly
degraded compared to that with the MF receiver, primarily due

1.0 |—@—€ =6.6dB, MF (Eve) —g— ¢, =6.6 dB, RF (Eve)
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Fig. 9. Target detection performance of Eve with reciprocal filtering when
clutter with an SNR of 10 dB is located at 30 m, and the target is located
at a distance of 100 m. The sensing-secure ISAC signaling is designed with
epsL. = —5 dB and p = 0. The SINR of the reference signal leaked to Eve is
0 dB.
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Fig. 10. Target detection performance of Alice and Eve when clutter with an
SNR of 10 dB is located at 30 m, and the target is located at a distance of
100 m. The sensing-secure ISAC signaling is designed with eps, = -5 dB
and p = 0.

to the use of an imperfect reference signal. Furthermore, when
the proposed secure-sensing ISAC signaling is transmitted,
Eve’s detection performance under the RF receiver deteriorates
even further, as the associated SNR loss in the RF receiver
becomes more pronounced.

Fig. 10 presents the target detection performance of Alice
and Eve under various levels of sensing security. The per-
formance of Eve deteriorates significantly as the ISL of the
secure ACF increases, as it raises the average power level near
the target location, making target detection more challenging
by requiring 10 to 100 times higher target power. For the
signaling design, the PSL is fixed at -5 dB, meaning that a
higher ISL directly corresponds to more artificial peaks in the
secure ACF. Compared to Eve, Alice exhibits superior target
detection performance. However, the SNR loss results in minor
degradation about 2 dB of the required target SNR compared
to the case without sensing-secure signaling. Consequently, AF
shaping with artificial targets effectively prevents unauthorized
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Fig. 11. Range estimation performance of Alice and Eve when two targets
have a random SNR difference of 4-6 dB. The sensing-secure ISAC signaling
is designed with e, = 7 dB, resulting in x = 16 and p = 0.
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Fig. 12. Range estimation RMSE gap (Eve’s RMSE — Alice’s RMSE) vs.
communication rate when two targets have a random SNR difference of 4-6
dB. The sensing-secure ISAC signaling is designed with varying eps;, and
k = 8,16, and 32, respectively.

Eve from detecting the target while ensuring that legitimate
sensing performance remains largely unaffected.

Finally, we explore the multi-target range estimation per-
formance of Alice and Eve. Fig. 11 illustrates the range
estimation performance for two targets, U = U; = 2, with a
random SNR gap of 4-6 dB. The target ranges are estimated
using the root MUSIC estimator with a given source number.
Compared to the case without sensing security, Eve’s range
estimation performance is severely degraded when the sensing-
secure ISAC signal is applied, leading to a noticeable security
gap more than 100 m estimation errors. This degradation
occurs because larger artificial peaks cause Eve to falsely
estimate target ranges, resulting in large-scale range estimation
errors. Moreover, we define the range RMSE gap between
Alice and Eve as a sensing secrecy metric, which characterizes
the ultimate trade-off between sensing security performance
and communication rate, as illustrated in Fig. 12. The re-
sults confirm that secure sensing functionality can be flexibly

achieved at the expense of communication performance. It
is worth noting that introducing more artificial peaks further
degrades communication performance to maintain a desired
RMSE gap. Nevertheless, the increase of the number of
artificial peaks enhances sensing security in terms of target
detection performance, as demonstrated in Fig. 10. It should
be noted that the range RMSE gap narrows when the PSL
becomes extremely high, i.e., as /N — 1 or equivalently
g — 01n (29), because the SNR loss at the RF output, denoted
by L4, increases sharply, thereby degrading legitimate sensing
performance. Therefore, it is recommended to avoid selecting
a large value of a/N for secure ISAC signaling to preserve
legitimate sensing functionality.

Building on the sensing security performance analysis of
detection and estimation, we observe that the bottom-line
performance, such as target detection probability and range
estimation RMSE gap between Alice and Eve, is significantly
improved by the proposed secure ISAC signaling design,
which leverages intermediate metrics: the PSL and ISL of
the AF. In conclusion, the target detection and estimation
performances of Alice and Eve align with our theoretical and
numerical results, confirming the effectiveness of the proposed
secure-sensing ISAC signaling with artificial targets.

VI. CONCLUSION

In this paper, we proposed a sensing-secure ISAC frame-
work that enhances sensing security against Eve, establishing
a fundamental basis for sensing-secure ISAC signaling. By
leveraging AF shaping, we introduced artificial targets into
Eve’s range profile while ensuring that the legitimate sensing
receiver, Alice, retains target detection capabilities using recip-
rocal filtering. A structured subcarrier power allocation scheme
was designed to shape the secure ACF, enabling periodic
peak insertion to degrade Eve’s range estimation performance.
Furthermore, we formulated and optimized the ISAC signaling
design to balance ISAC performance and sensing security
under given constraints. Simulation results demonstrated the
effectiveness of the proposed secure ISAC framework in
degrading Eve’s target detection and estimation performance
while maintaining reliable sensing at Alice. The findings
highlight the three-way trade-offs in sensing-secure ISAC and
provide valuable insights into secure ISAC system design. The
proposed fundamental framework can be broadly extended to
various research areas in ISAC, including secure-sensing ISAC
in high-mobility scenario, estimation- and information-theory
based secure ISAC signaling design, multi-input multi-output
ISAC beamforming, constellation optimization, pulse-shaping
with spectral compliance, multi-path exploitation, offering ad-
ditional degrees of freedom to further enhance sensing security
through AF shaping.

APPENDIX A
PROOF OF THEOREM 1

The subcarrier power allocation for the secure ACF can be
directly obtained by taking DFT over (18), which is given by

N
1 - 2
wal = = > Alk]e /FHD
N
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L
a
N JELAM-1)
_1+N;e x ,Vn=1,2,....,N. (46)
With L + 1 = N/A in hand, it is further simplified as
+1 nl
lwal® = (1 - _) LN e
l:]
A-1
L+1
=(1—3)+M S[n—1-«d], Vn, (47)
N d=0

where xk = L + 1. Thus, the power allocation of subcarriers for
the secure ACF is equivalently written as a form of (19) with
the dominant power allocation set ¥ = {1,1+«,...}.

APPENDIX B
PROOF OF COROLLARY 1

The circular shift of (47) by no samples is expressed as
L+1
al? = (1) + MZ(S n-no—1-xd]. (48)
d=0

Then, its ACF is given by a linear phase-shifted form of the
secure ACF in (18), which is written as

L
A k] = N6[k]+az(5[k—l/l] e IRkm vk (49)
=1

Thus, the squared ACF |A,,O [k]|2 remains same to the squared

secure ACF |7\[k] \2 of (18), completing the proof.

APPENDIX C
PROOF OF COROLLARY 2

From (17), the expected squared ACF is given as

N N
E [|A[k]|2] =E Z Z Iwn|2|Wm|2€J Nk(n m)

n=1 1
N N N
= S E[wal' ]+ B[S D w2 KK
n=1 n=1 m#n
N
=2, [E [1wl*] = (2 [wal?]) ]
n=1
N N
+ 3 S E[wal’] E [lwml] /RO (50)
n=1 m=1

Based on (22) and Theorem 1, we have

Z Var [jw, 2] + ALK

E [|A[K][? ~ AP, 6D

where Var [|w,,|2] is sufficiently small. Thus, this completes
the proof.

APPENDIX D
PROOF OF PROPOSITION 1

From (17), we derive the expected squared ACF as
E [|ALK] ]

N N N
4 2 k
=pa ) wal* +E ZZW WPl 2527 7 KC1=)

n=1 n=1 m#n
N N

N
= (ua=1) ) Iwal* + ZZW [P/ FEOT.(52)
n=1 1 m=1

n=

By substituting (19) into (52), the first term is written as

(ﬂ4—1)lenl4—(#4—1)( P +N(1—£)q2). (53)

With Theorem 1 at hand and plugging (53) into (52) leads to
(23), completing the proof.

APPENDIX E
PROOF OF LEMMA 1
By the definition of the SNR in (25), the output SNR of the
MF from (8) is given as

[,BAZ 1|Wn| 57| /\/_]

YMF = 2 = Nﬁioﬂz (4)
Oa
Similarly, the output SNR of the RF from (10) is written by
Np>
YRF = 2 (55)

E[|Za.rF.s[n]?]’
where the denominator can be further expanded as

N 2
El|Za.rF.s[n]*] = %ZE |za,s [n]] ]

Zi7 1w Plsal?

2 N
=28 wal B [Isa] . 56)
n=1

By the definition of the inverse second moment in (1), the
SNR of RF is provided as (27).
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