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Abstract

Conceptual modelling has existed since the early days of human cognition. How-
ever, given the technological and social advancements of today, the object of mod-
elling has increased in complexity. Such objects are no longer singular entities, but
heterogeneous socio-technical systems interlinked to form large-scale ecosystems.
Furthermore, the underlying components of a system might be based on very differ-
ent epistemic assumptions and methodologies for construction, interpretation and

use. Naturally, consistent, rigorous reasoning about such systems is hard.

This thesis aims at constructing a pragmatic modelling methodology tailored
for heterogeneous systems based on four elements: an inferentialist interpretation
of what a model is, supported by a model characterization focused on means of
construction, a distributed systems metaphor to structure that interpretation, and a
co-design cycle to describe the practical design and construction steps of the mod-

elling process.

The underlying idea is that an open world interpretation, supported by a for-
mal, yet generic abstraction facilitating knowledge translation and providing prop-
erties for structured reasoning and, used in practice according to the co-design cycle
could lead to a better understanding of heterogeneous models, and subsequently, to
models that are more likely to achieve their pre-stated goals. Additionally, con-
ceptualizing, interpreting and constructing models using this approach is inherently
multidisciplinary, allowing for integration of models from different research tradi-
tions.

We explore the suitability of this method in the context of four case studies: a

mixed-methods, descriptive case study on the nature of information security models,
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and three methodological case studies detailing the application of our approach in
three different settings: a physical data loss model, an organisational recovery under

ransomware model, and an emergency capacity trauma unit model.
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Impact Statement

The nature of the research presented in this thesis can be characterised as concep-
tual, methodological, and multidisciplinary. Its primary research targets are models
in general, or more precisely, the processes of heterogeneous model conceptualisa-
tion, design, construction and interpretation. Given this extended, cross-disciplinary
scope and general targets, the benefits of the approach can be mapped to a wide

range of activities and stakeholders in both academia and industry.

Firstly, this account of modelling impacts areas of philosophy of science, sci-
entific modelling, and representation theory by providing a new conceptualisation
of model which addresses the lack of an explicit representation for heterogeneous
systems, from a modelling practitioner’s perspective. It can be seen as a form of
pragmatic inferentialism, placing the utmost importance on the relationship between
models, pre-stated goals, and interpretation rather than the more traditional model
to empirical world relationship. Technicalities aside, our position aims to impact the
above described areas by serving as a framework for multidisciplinary integration,

and generation of pragmatic modelling theories.

Secondly, the explicit co-design cycle described in Chapter 5 has an impact
on all the participants in the modelling activity, regardless of their field of inquiry.
For modellers, it ensures that the resulting model is indeed pluri-perspectivist, and
provides explicit ways of conceptualising and integrating the knowledge of stake-
holders at the level of the model. For stakeholders and domain experts, it provides a
better understanding of the modelling process and a way to ensure that their exper-
tise and domain knowledge are included and accounted for, which in turn can lead

to a higher representation quality, increased motivation, and therefore to a higher
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representation quality and chance of models achieving their goals.

Thirdly, this work is relevant for the field of information security. The case
study in Section 3.4 particularly identifies a plethora of security model types, but
very little attempts at integration. Interestingly, this seems to contradict the gen-
eral trend of tool centralisation in the security industry. We posit that this miss-
alignment will become an increasingly pressing issue, as more complex security
models are developed and deployed without a systematic understanding of what
they are, and what they do. Under such assumptions, there should be no surprise
when unexpected outcomes are produced. However, if employed during the entire
life-cycle of a model, our method ensures that the participants posses an understand-
ing of the model’s inner workings, including its possible outcomes.

Fourthly, the application of our method at the level of the models presented
in Chapter 6 was seen as valuable by the involved participants and organisations.
Particularly in the case of the ransomware recovery model, the modelling process
led to the identification of a relevant factor not originally accounted for: the admin
deployment policy. This highlights the practical significance and real-world appli-
cability of models constructed using our approach, not only for validating existing
assumptions, but also for uncovering critical, yet overlooked factors.

To conclude, the realisation of the above described impacts is highly dependent
on further dissemination and increased collaboration between academia, industry
and decision-makers. Currently, the work on this thesis has resulted in five academic
publications, a modelling workshop, and is actively being disseminated across the

UCL Iris Project.
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Chapter 1

Introduction

All ‘good’ models are alike, yet each ‘bad’ model is ‘bad’ in its own way; a reinter-
pretation of Tolstoy’s famous introduction to Anna Karenina, serving to remind us
that the ability to interpret phenomena around us and construct conceptual models
based on such interpretations are subjective and strongly related to human cogni-
tion. Indeed, all ‘good’ models are alike in the sense that they achieve a goal,
whether that might be understanding, predicting, teaching, serving as a reference or
guideline, and so on. In other words, model quality is related to model instrumen-
tality, but perhaps not directly to form. Each ‘bad” model is ‘bad’ in its own way
tells the other part of the story: just as interpretations are subjective, so are mod-
els, and although classes of ‘bad’ models can be constructed based on form, this is

significantly harder to do so based on interpretation.

These are somewhat synthetic statements about what a ‘good’” model is. We
do not imply here that analytic statements exist but that the above statements might
simply change over time based on further observation. However, something we can
clearly claim without a doubt is that the objects of modelling or the phenomena,
entities, and relationships to be modelled have been increasing in complexity. The
reasons are multiple: technological advances lead to larger and more interconnected
systems on a global scale, social desiderata continuously bring changes to criteria
that guide the construction and evaluation of systems and models in general, and
new scientific paradigms generate different interpretations of phenomena, which are

then translated into new types of models. In a very Kuhnian sense, the paradigmatic
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shift cycle manifests itself not only at the level of modelling methodology but also

at the level of interpretation choice for each underlying component of the model.

Accepting this view brings forward some important implications towards mod-

elling in the future.

First of all, considering this continuous generative process of new theories and
interpretations, we can assume that over time, the number and diversity of model
epistemological assumptions will increase. Although this is not directly a negative
effect, it raises the question of how could an increasing number of epistemically
divergent models be integrated in a structured, systematic manner. Approaches
such as multimethodology [214, 42] or scenario-based epistemic integration [33]

represent attempts at solving this issue, at least at the level of conceptual models.

The situation changes when considering different types of models. For exam-
ple, in digital economy, a subscription-based service providing customer access to
executable models via publicly available network APIs is a very lucrative business
model. This allows for faster development of new services by operationally inte-
grating multiple such models in an almost compositional manner. However, such
integrations hardly take into account the nature of the resulting model because of
factors such as a lack of information regarding the integrated models, a lack of test-
ing the integrated models until a reasonable representation of their behaviour is at
least inferred, or a lack of understanding the implications of future updates at the
level of the integrated models. It should be needless to say that constructing and
deploying models in this way can lead to unexpected outcomes. Although we are
aware that the management of such risks is ultimately different depending on the
area of activity, the risk appetite of stakeholders, legislation, and so on, we must
also be clear in stating that in some areas — such as information security — an
in depth understanding of the constructed model is paramount, given the risks in-

volved.

Secondly, considering more procedural implications, the process of uncovering
the relevant aspects of each epistemic assumption used in an aggregation of models

is a process that requires the participation of multiple parties: modellers, experts,
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stakeholders, parties affected by it, etc. In this context, a perspective such as knowl-
edge co-creation [254] or participatory design [277] represent good starting points
for constructing a process of knowledge translation between the interpretation of
empirical realities and model truth. However, the success of any kind of method-
ological approach to modelling centred on knowledge constructed by multiple par-
ticipants will be related to the desire of the participants to take part in the modelling
activity. Therefore, the modelling process should be conceptualised and designed
to ensure the participants’ motivation by providing them with an environment in

which they obtain something in return.

Furthermore, one must remember that models are not scientific theories, but
a possibly instrumental step towards their development. Regardless of type, their
construction, and particularly validation can be influenced by time and resource
constraints. This can happen particularly when the goal of modelling is to provide
a very practical solution to a developing crisis situation, as seen for instance during
the Covid pandemic. As crisis situations tend to increase the risk appetite of both
stakeholders and people affected — when presented with the possible development
of a ‘silver bullet’ solution — it is especially important for a modelling process to
include ways to clearly state and manage assumptions about its target system, and

its future behaviour in a timely, structured manner.

The acceptance of these implications leaves the modeller facing the following
question: how can models better describe the world and produce better results in the
world if the underlying realities and systems become more complex and the num-
ber of parties involved in the modelling process and their assumptions about such
realities increases and are not always in agreement? In the next subsection, we will
detail about how this question can be used to generate additional research question,
and on how we attempt to answer such questions using our proposed modelling

approach.

In summary, this thesis proposes an integrative modelling methodology in an
attempt to answer the above question from a pragmatic perspective. Since the tar-

get of this modelling approach are heterogeneous systems, we argue that an in-
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ferentialist stance regarding the nature of models supported by a model charac-
terisation focused on means of construction, and a multi-methodological view of
model epistemology, ontology, and metaphysics provides an open-enough interpre-
tation for understanding such systems. However, such a stance inherently leads to
pluri-perspectivist models based on multiple interpretations, and these interpreta-
tions need to be managed somehow to produce practical, understandable, and be-
lievable results: we do so by translating the knowledge parts constructed by the
participants during the modelling process, at the level of a translation zone, via the
distributed systems metaphor and we take into account the different stages a model
goes through during design and creation via the extended co-design cycle. Addi-
tionally, we ensure that the modelling process is beneficial to the participants by
conceptualising the translation zone as a trading zone, then ensuring this trading
zone evolves following a specific trajectory. Lastly, we explore the suitability of
this method in the context of four case studies: a mixed-methods, descriptive case
study on the nature of information security models, and three methodological case
studies detailing the application of our approach in three different settings: a phys-
ical data loss model, an organisational recovery under ransomware model, and an

emergency surge capacity trauma unit model.

1.1 Research questions & thesis structure

This thesis primarily focuses on philosophical and methodological aspects of mod-
elling heterogeneous systems. The motivation behind it can be seen as an attempt

to answer the following open-ended research question:

Q: How can models better describe the world and produce better results in the
world if the underlying realities and systems to be modelled become more
complex, the number of parties involved in the modelling process increases,

and their assumptions about such realities are not always in agreement?

However, attempting to answer it in that form has only lead us to the realisa-
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tion that a singular answer might not exist, which in turn led to more questions. We

1llustrate them below:

Q1:

What philosophical attitude towards modelling would be most suitable to un-

derline a modelling account focused on integration?
How should we conceptualise models of heterogeneous systems?
How can we ensure the consistency of a heterogeneous model?

How can we integrate the knowledge and beliefs of the modelling participants

at the level of the model?

How can we increase the probability of the model achieving its goals?

We attempt to answer the above described research questions, at the level of

each individual chapter in the thesis, in the following way:

Chapter 1: Introduction — This chapters describes the implications of the
interpretative nature of models in relationship with an increase in the com-
plexity of both model targets and models of heterogeneous systems. Building
on this implications, it presents a list of research questions to be addressed by
this thesis, and their mapping at the level of thesis structure, a summary of the
main arguments of the thesis, the thesis contributions, and the supporting pa-
pers published by the author prior, or during the writing of this thesis, which

have been partially reused in it.

Chapter 2: Background — This chapter directly addresses the first question
from above. By analysing different positions regarding models in the philos-
ophy of science, and representation theory literature, it is able to determine
the existence of a significant gap regarding the conceptualisation of hetero-

geneous systems. Additionally, it showcases that: neither a positivist, nor a
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relativist perspective on their own are enough for representing heterogeneous
systems; some elements of referentialism can lead to useful, generic proper-
ties in the act of modelling, but that an inferentialist perspective is more open,

and therefore more suitable for heterogeneous systems;

Chapter 3: Modelling Heterogeneous Systems — This chapter focuses on
the second research question. Specifically, drawing on the insights gathered
during the background literature reviews, it illustrates our own account of
modelling. Based on that account, it determines a set of model qualities —
namely conceptuality, formality, and executability — which can be used to
characterise any kind of model, and it conducts an exploratory case study in
the area of information security models, in an attempt to illustrate that differ-
ent kinds of models are widely employed in that field. Lastly, based on the
models encountered in the study and existing directions in the management
science, economics and system dynamics literature, we have started the much
needed debate on validation methods that the information security field has

been avoiding for far too long.

Chapter 4: Metaphors — This chapter provides a part of the answers to
the second, third and fifth questions. Firstly, it identifies the trading zone
metaphor as a useful approach to achieving knowledge translation. Secondly,
it describes the distributed systems metaphor and reasons about its useful
properties — namely generality, recognizability, scale-freeness, formal prop-
erties, implemented tools, and identity conservation — for a modelling pro-
cess. Thirdly, it compares the two metaphors and determines that an abstrac-
tion of the distributed systems metaphor can be used as an in-between vo-
cabulary tool for achieving knowledge translation in a trading zone fashion,

while at the same time conserving the useful properties.

Chapter 5: Methodology — This chapter attempts to provide a complemen-
tary answer to the third, fourth and fifth research questions by showcasing our

co-design modelling process. Specifically, it describes how the co-design cy-
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cle is constructed by extending the classical mathematical modelling cycle
with the inclusion of co-design considerations, philosophy implications, our
own account of the nature of models, and the distributed systems metaphor as

knowledge translation mechanism.

Chapter 6: Model Case Studies — This chapter differs from previous ones
in the sense that it does not directly answer any of the above sub-questions. In
line with the epistemic position of the thesis, it attempts to justify the utility
of the proposed methodology in answering the initial question from the start
of the section, from a practical perspective. It does so by illustrating how the
methodology was employed in constructing three different security oriented

models, then discussing their results, further implications, and benefits.

Chapter 7: General Conclusions — This chapter is used to consolidate
the main arguments of the thesis, and reflect on the implications of all the
previous chapters, the benefits, limitations, and areas of improvement of the

presented methodology, and modelling account.

Appendices A, B, and C — The appendices contain additional informa-
tion related to the organisational recovery model: the analysis of ransomware
strains, the recovery timings used for the network, embedded and usb recov-
ery techniques, the types, values and meanings of both the static and variable
parameters, the numerical and graphical representations of the PAWN sensi-
tivity analysis, and the impact of the variable input parameters on the model

outputs, respectively.

1.2 Argument summary

The main argument underlying the thesis can be briefly summarised as following:
since modelling today is a collective activity involving parties with various beliefs,
goals and interpretation criteria attempting to produce a singular, pluri-perspectivist
representation of a heterogeneous target, there is no guarantee that such a represen-

tation would ever produce unitary interpretations when deployed or interacted with.
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Historically, such reductionist attempts at limiting the interpretation potential of a
model have been positively perceived as clear, simple design. We do not question
the benefits of such a strategy, especially if the system under study is not viewed
as heterogeneous. Also, we are not claiming that simple, clear model conceptu-
alisation cannot be achieved in the case of modelling heterogeneous systems. We
argue that in the heterogeneous case, a simple and clear model conceptualisation
should no longer be attributed to a reductionist take on interpretation, because un-
derstanding heterogeneous systems requires precisely multiple interpretations of the
components of such a system. This is why an inferentialist, yet sceptical account of
modelling is required: to acknowledge the possibility of multiple valid interpreta-
tions, but at the same time sceptically consider their implications towards the model

outcomes.

Therefore, the question to ask should not be what is the best representation of
the target, but how to manage the underlying aspects, the so called unstated assump-
tions, that so often end up deviating the co-designed model from a more favourable
manifested configuration. This bears the implication that the best representation is
not a pre-determined, a priori fact, but the result of a decision process that lays with

the modelling participants.

Naturally, this management aspect should be included, by design in the mod-
elling process, and we do so when determining the model scope, during the transla-
tion zone iterations, during model construction, when deriving model consequences,
or during verification and validation. Additionally, we must also take into account
the fact that the quality of proposed representations is directly influenced by the
participants’ motivation to be part of the modelling process, and although that is
again subjective, Galison’s trading zone approach [125] provides a way of increas-
ing the probability of that happening. The only necessary and sufficient criterion
for success requires that the conceptualised model components maintain a common

identity across participants, which is achieved via an in-between language.

However, scientific literature does not put additional constraints on the nature

of such a language. This allows us to chose or construct a set of concepts, based
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on a metaphor of distributed systems — which we show to be compatible with
the trading zone metaphor —, which provide a set of extremely useful properties,
and are used to support structured natural language discourse during the modelling
process, without limiting the interpretation potential.

Essentially, we claim that multiple iterations of a modelling process will lead
to an improvement in the quality of model results only if they do not end up propa-

gating a misalignment of goals and interpretation introduced by the involved parties.

1.3 Contributions

The research conducted in the context of this thesis makes several research contri-
butions to the areas of scientific modelling, and information security. We note here,
however, that scientific modelling is a research area derived from philosophy of
science, which does not yet include all the relevant research streams focused on the
practice of modelling, or, elements that might be considered as related to modelling
as an engineering discipline. In such cases, methodological aspects of modelling
are treated as part of the overall discipline encompassing the field of enquiry — for
example, as part of economics. Therefore, we could claim multiple contributions
towards different disciplines, but we limit ourselves to those with whom we have
directly interacted as part of exploratory studies or practical model construction.
We categorise the proposed contributions as either empirical or methodological,

and illustrate them below:

1.3.1 Empirical contributions

Pragmatic characterisation of models: While conducting exploratory re-
search to better understand the different perspectives regarding the nature of
models, we have inevitably been exposed to a wide array of model concep-
tualisations. The common element of most of those conceptualisations was
the fact that models are constructed according to some method or technique.
While on its own, this is certainly not a new discovery, most modelling ap-

proaches tend to strictly categorise or describe models based on the most used
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technique employed: in those cases, a model is either formal, physical, exe-
cutable, conceptual, and so on. However, empirical observation of any hetero-
geneous system showcases multiple construction techniques being employed:
conceptual ones for policy and legal related components, executable ones for
coding or physical construction, formal ones for optimisations, or even com-
positions of multiple of them. In an attempt to bridge the gap between the
nature of heterogeneous systems and the models that represent them, we have
constructed a way of characterising models, based on the construction tech-
nique employed for each component, in which the construction technique is
conceptualised as a model quality, and a model may possess multiple such

qualities, at the same time.

Study on model usage in information security: The exploratory case study
in Chapter 3 provides both security researchers and practitioners with an over-
all view of the nature of models currently used in the security community in
2020, according to our characterisation. Additionally, it shows that mod-
els are an important tool for both the research and practice of security, that
simulation based approaches might be a good starting point for constructing
models with components of different types, and that some attempts at meta-
modelling and model interaction exist, but are not yet quantitatively signifi-

cant.

Compatibility analysis of metaphors: As previously stated, one of the es-
sential elements of our modelling approach is represented by the ability to
employ the concepts of the distributed systems metaphor in a trading zone
context. In order to do so, we have analysed the two metaphors in terms of
entities, the interaction between them, goals, languages, methods, and prac-
tices employed, and determined them to be compatible. By doing so, we have
shown that at least on a theoretical basis, the two metaphors, and inherently
conceptual reasoning frameworks based on them could be used interchange-

ably.
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Methodology testing: As with any scientific hypothesis or methodology
claiming to have real-world outcomes, abstract reasoning about its valid-
ity should not be the solely reason for justifying correctness, or even util-
ity. Therefore, we showcase the practical applicability and effectiveness of
our method by putting it to the test in three different environments that are
strongly related to systems’ security and resilience. Although additional re-
search studies are required to confirm the validity of the method at a more
general level, the analysis of model results and the interaction with stake-
holder during the modelling process have shown that the method is suitable
for security modelling for a set of reasons: the constructed models helped
the participants to better understand the underlying systems, were represen-
tationally aligned with the participants’ perspectives about the systems, and
in the case of the ransomware recovery model, even led to the discovery of a

relevant, unaccounted for factor for recovery — the admin deployment policy.

1.3.2 Methodological contributions

New account of modelling for heterogeneous systems: As previously
stated, one of the main contributions of this thesis is constituted by the con-
struction of a philosophically justified account of modelling specifically tar-
geting heterogeneous systems. As we show in Chapter 2, modern accounts
of modelling in the philosophy of science and representation theory literature
tend to focus either towards realist inferentialism, or pragmatic referentialism,
and treat heterogeneous systems in a reductionist manner at best. However,
our account attempts to integrate aspects of both perspectives by employ-
ing a sceptical inferentialist stance on the process of modelling, a pragmatic,
multi-methodological stance on the nature of models, and by obtaining a set
of useful model properties by using the distributed systems metaphor in a

referentialist fashion, at the level of the translation zone.

Co-design cycle updates: Stemming from the above point, our modelling

account has further led to a series of alterations of the co-design cycle. These
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include:

— Ensuring that the nature of model components is being accounted for
during all the cycle stages by explicitly including the model characteri-

sation based on means of construction.

— The integration of the distributed systems metaphor at the level of the

translation zone.
— The separation of verification and validation processes.

— The explicit inclusion of personal beliefs as element influencing phe-
nomena presentation, and subsequently the model target systems, scope,

and validation.



Chapter 2

Background

At the heart of science is an essential balance between two seemingly contradictory
attitudes — an openness to new ideas, no matter how bizarre or counter-intuitive
they may be, and the most ruthless skeptical scrutiny of all ideas, old and new. This
is how deep truths are winnowed from deep nonsense.

Carl Sagan

2.1 Introduction

This chapter attempts to provide a motivational context for the subsequent sections
of this thesis and at the same time describe and justify some of the decisions that
underpin the construction of our methodological approach to modelling heteroge-
neous systems. In doing so, it addresses the first research question illustrated in
Section 1.1.

Section 2.2 summarises the main aspects of the two most influential philos-
ophy of science traditions of modelling — namely positivism and relativism —,
translates them to the level of models underlined by the two traditions, describes
both advantages and disadvantages of the two methods, and reflects on the neces-
sity of a methodological framework that incorporates aspects of both of them, in
order to construct better representations of heterogeneous systems.

Section 2.3 further analyses relevant positions in the philosophy of modelling
regarding the relationship between models and their targets. Specifically, it outlines

the two prevalent positions on the matter — referentialism and inferentialism —

38
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illustrates how different authors have constructed modelling accounts based on them
in the form of direct referentialism and Kuorikoski inferentialism, and reflects on

their suitability for representing heterogeneous systems.

Section 2.4 presents two alternatives to the strictly inferentialist and referen-
tialist positions, in the form of Roman Frigg’s DEKI account of modelling, and
Bernhard Thalheim’s engineering approach to conceptual modelling. It focuses on
describing how both inferentialist and referentialist commitments can be found in
the two accounts, reflects on why this may be a better approach to modelling hetero-
geneous systems, and identifies elements in the accounts that suggest the acceptance

of a multi-methodological nature of models.

Section 2.5 briefly summarises the issues identified in the previously described
approaches to modelling, and then formulates the commitments of the modelling

account which will be further developed in the thesis.

As noted in the research paper declaration form, this chapter contains elements
of the author’s previously published work. More specifically, section 2.2 is an edited
version of section 2 from [63]. Similarly, sections 2.3 and 2.4 are extended versions

of section 2 from [152].

2.2 Positivism or relativism

There can be no denial that the construction, interpretation, and use of models are
processes deeply underpinned by broader philosophical positions about the nature
of knowledge and reality. The history of philosophy provides countless possible
positions regarding these two notions, yet we are unsure that a complete literature
survey of all of them would prove beneficial for this thesis’ purpose. However,
we can start our inquiry by examining two opposing traditions that have been most
influential on modelling, even under current research practices: positivism and rel-
ativism. Both of these traditions can be traced back to the rationalist and empiricist
schools of thought of the 16th century and have been further developed during the

19th and 20th century philosophical split between continental and analytical philos-

ophy.
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We are aware that the terms positivism and relativism are quite general and can
be used to describe accounts that might differ on some aspects of epistemology or
ontology, yet still follow the overall direction of the tradition in which they have
been included. Because of that, we have decided to present these two traditions in a
somewhat generic manner, focusing more on the common elements that have been
used to define the overall traditions, rather than on the differentiating aspects show-
cased by positions in the same tradition. We do so based on a belief that the average
modeller is not a philosopher of science, but will benefit from an ability to place
models, at least on the epistemic level, on a spectrum with positivism on one end
and relativism on the other. This spectrum thus operates as a conceptual heuristic
that prompts reflection on the epistemic commitments embedded in modelling prac-
tices and facilitates more transparent communication of those commitments. At the
same time, it functions less as a rigid classificatory scheme than as a comparative

tool for articulating the types of knowledge claims that models are taken to support.

2.2.1 Philosophy of science

Positivism, in the broader sense, can be seen as a philosophic tradition characterised
by a strong anti-metaphysical commitment and a focus on an external, objective
reality whose observability and analysis via the scientific method serves as only
foundation for knowledge discovery. Initially proposed in modern form by Auguste
Comte in the 19th century and then further developed by the logical positivists of
the Vienna Circle in the 20th century, this position has been extremely influential
to further developments across sciences — even today, sciences with a strong ad-
herence to the use of quantitative methods tend to be named positivist sciences —,
because it explicitly attempted to define a hierarchical relationship between them —
culminating with the possible reduction of all science to physics and mathematics in
the logical positivist case — and eliminate all practices deemed unscientific. While
both Auguste Comte’s positivism and the logical positivism of the Vienna Circle
share a commitment to empirical science and a rejection of metaphysics, they differ

significantly in their methodological approaches. For instance, Comte’s positivism
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is more historical and sociologically oriented, whereas the Vienna Circle’s logical
positivism is characterised by its rigorous logical analysis and emphasis on the ver-
ification principle — which states that a statement is meaningful only if it can be
empirically verified or true by definition. These differences reflect the evolution of
positivist thought from a broad, observational approach to a more precise, language-
focused analysis. Examples of more modern positions that could be categorised as
closer to the positivist end of the spectrum include Michael Friedman[118, 119],
Thomas Uebel[292, 293], or Richard Creath[81, 82].

Relativism, on the other hand, is a philosophical position that rejects the no-
tion of objective reality. It posits that both reality and knowledge are subjective,
constructed — either personally, socially, a priori by an external entity, or in other
forms — and based on interpretation. Under this assumption, the goal of scien-
tific inquiry is no longer related to the determination of an objective universal truth
but rather to the observation and interpretation of the complexities of human and
social experiences in different contexts. More specifically, the general relativist po-
sition regarding metaphysics is context-dependent, with the validity and meaning of
metaphysical statements being variable across social, linguistic, and cultural con-
texts and therefore not absolute. Similarly, the concept of verification is seen as
a pluralistic and collaborative process, challenging traditional notions of objectiv-
ity and universal standards and, moreover, highlighting the importance of reflex-
ivity, ethical responsibility, and respect for diverse ways of determining and vali-
dating knowledge. Examples of more modern positions that could be categorised
as closer to the relativist end of the spectrum include Ronald Giere[131, 130], An-
drew Pickering[243, 242], Martin Kusch[187, 188], Barry Barnes[24, 23], or David
Bloor[39, 40].

2.2.2 Modelling

The influence of these philosophical paradigms becomes evident when considering
the different approaches to modelling across scientific disciplines. For instance, in
natural sciences, the positivist tradition still maintains a dominant position, leading

to the development of models that seek to uncover universal laws and principles



2.2. Positivism or relativism 42

underlined by an absolute truth. Opposingly, in social sciences and humanities,
relativist approaches have fostered the creation of models that explore the intricacies
of human behaviour and social interactions from multiple perspectives. However,
the models case study and the associated analysis in Section 3.4 illustrate that model
diversity is not a property encountered only between separated disciplines.
Similarly to the above, a complete review of possible model types across dis-
ciplines is outside the scope of this thesis. Below, we describe some of the main

elements of models underlined by either the positivist or relativist traditions:

- Positivism. Models are understood as objective and absolute representations
of systems. Validation is a process that is formal, algorithmic, and focused
on the accuracy of both the structure and outputs of the model. A single
structural misrepresentation is enough to invalidate the model, regardless of
its outputs. The overall modelling process is believed to reveal the truth if

performed adequately.

- Relativism. Models are subjective; that is, they are just singular instantiations
from a continuum of possible representations of the system. Validation is
semi-formal, ‘a gradual process of building confidence in the usefulness of a
model” [21]. Such models do not attempt to reveal absolute truth but rather

produce a useful model given the modeller’s goals.

While each tradition offers valuable interpretations to modellers, we posit that
neither alone fully addresses the representational needs of heterogeneous systems
generally, or heterogeneous systems’ security particularly. Some of the reasons for
this derive from some quite basic problems with, or objections to, each of these

Views.

Problems with positivism: Theoretically, positivism has been historically strug-
gling to overcome the epistemic and methodological implications of Kuhn’s de-
scription of the acceptance of scientific theories and Popper’s theory of falsifica-

tion. Both the acceptance of Kuhn’s thesis — stating that scientific progress is
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not achieved through the accumulation of knowledge but rather subjective commu-
nity paradigm shifts — and Popper’s view that scientific advancement can only be
achieved through falsification rather than proving absolute truths greatly reduce the
focus on truth that positivism held of a highest importance. Additionally, some of
its practical caveats come from the difficulty of working with knowledge elements
that have not been fully proven, completely accepted by the research community, or
that are yet unquantifiable because the underpinning theoretical work is not mature

enough.

In the specific case of security models, the most common such elements are
related to the uncertainty introduced by human actors — either attackers or non-

malicious actors — or the discovery of new technical attack vectors.

Also, positivism requires an extremely powerful validation process, which is
not always possible in the case of complex cyber-physical systems. Particularly,
the structural representation criterion can lead to the invalidation of models that
are producing seemingly viable results, which can be considered a quality upper
bound, but certain phenomena introduced by humans do not fit this type of approach

because they lack the theoretical certainty.

In the best case scenario, a model close to the positivist end of the spectrum can
be used in well defined and seemingly stable conditions, for example, when used to
determine the trajectory of a rocket given the precise atmospheric conditions, but in

today’s heterogeneous systems, this is rarely the case.

Problems with relativism: Under a different set of circumstances, relativist per-
spectives assume a prominent position within contemporary philosophy of science,
insofar as notions such as the subjectivity of knowledge and truth, as well as the
social construction of reality, are widely acknowledged, though they remain the
subject of considerable debate. However, this interpretative way of viewing reality
presents practical challenges when applied in isolation to model construction, par-

ticularly in contexts requiring rapid decision-making based on diverse sub-models.

First of all a heterogeneous systems model is composed of a high number of

sub-models, each with their own primary goal, resources, processes, etc. To be
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able to obtain the relativistic notion of knowledge about those sub-systems, lengthy
processes of data collection — interviews, debates — must be carried out for the
better understanding of the reality as seen by all the parts involved in the system
under study. Although methodologically this might not be considered an actual
problem, we must consider the fact that models are used today for tackling real
world issues in reduced time-frames. The early usage of predictive models at the

start of the Covid pandemic can be seen as a relevant example.

Secondly, while openness is a key strength of relativist approaches, it may also
introduce challenges in contexts requiring unified representations due to operational
constraints. If each sub-model is constructed with a different understanding of re-
ality (the ones of the actors involved in it) — this can be seen in studies about the
formal and alternative power structure of organisations — their integration becomes
a serious issue and reasoning about them may be too complex, or risk oversimplifi-
cation. Albeit not directly concerned with models constructed based on a relativist
philosophy of science, works such as [60], [64] or [59] provide a practical approach
of this issue by using interfaces to specify the desired type of output moving be-
tween sub-models without trying to alter the underlying notions of knowledge that

led to the production of that output.

Thirdly, such models may present stakeholders with difficulties in practical
application, particularly when trying to determine why certain decisions have been
taken if the assumptions included in the model are not clearly specified. Applying a
simple root cause analysis method on a decision taken by such a model might lead
either to a return to the real world simulated actors — if they are humans — for

further explanations or to uncertainty.

On one hand, although methodologically sound, returning to the simulated ac-
tors is a lengthy process that can end up greatly delaying model implementation and

should only be used in cases where there is evidence of a lack of understanding.

On the other hand, a model whose decisions cannot be certainly explained will
hardly be accepted by decision makers who might prefer to use their own under-

standing of the system because it manifests a smaller perceived degree of uncer-
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tainty. Studying which method would outperform the other is not the goal of this

thesis.

2.2.3 Reflections

As seen above, neither positivism nor relativism alone offers a suitable methodology
for modelling the dynamic systems of today. In a certain sense, the former approach
places models under a set of too-powerful constraints, whereas the latter presents
difficulties in choosing a set of constraints or quality measures usable in practice.

The positivist perspective can provide speed and trace-ability by structure and
method where the available system knowledge is suitable: the main phenomena to
be included in the model have been previously studied by the scientific community
and an accepted theory has been formulated, and the phenomena interpretation can
be translated to quantifiable data types.

On the other hand, the relativist perspective provides better descriptive power
and increases the overall comprehensibility of the model.

Therefore, we believe that the need for a modelling framework that balances
both views is justifiable, especially if the overall goal of such a framework is model

integration.

2.3 Referentialism or inferentialism

Something currently regarded as common knowledge in the conceptual modelling
literature is that any modelling theory must be able to provide an answer to the
following two questions: what is the relationship between model and target and,
how one can produce accurate inferences about the target using the model. By
target, we imply the heterogeneous system or ecosystem that the model is repre-
senting. Naturally, a third question can be raised: in which order should the two
previous questions be asked and answered? This can be seen as a generative point
for different philosophical positions upon which modelling research directions have
developed. Based on this interaction between model and object of modelling, we
can categorise approaches to modelling into two main accounts: referentialist and

inferentialist.
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2.3.1 Referentialism

Referentialist views of modelling place utmost importance on defining the rela-
tionship between model and target from the very beginning. The relationship is a
function mapping the structural elements of the model to the structural components
of the target and serves as justifiable explanation for the informational content of the
model. Only after this initial step can the relationship be used as means of explain-
ing inferences between model and target and evaluating their accuracy. Nonetheless,
the above description can be seen as open to various interpretations, allowing for

accounts differing at the metaphysic, epistemic, and ontological levels.

2.3.1.1 Direct referentialism

The direct referentialist positions of Saul Kripke [178, 179, 180], David Ka-
plan [160, 161, 162], Hilary Putnam [247], and Keith Donnellan [98] are theories
of language claiming that the meaning of words and expressions lies in what they
point out in the world. Because of that, a relationship between world and language
must exist, and the attempts of the authors at defining that relationship can be in-
terpreted as conceptual models. They have been constructed as objective, realist
focused reactions against the descriptivism and subjectivism of Frege [115, 116],
who was proposing that the meanings of individual words are solely determined
by their contribution to the thoughts conveyed within the sentences in which those
words are used.

While these philosophers do not explicitly aim to provide a normative frame-
work for modelling, their theories of reference and their interpretations of the mean-
ing of reference can offer modellers a conceptual toolset for understanding the
model-target relationship. This does not imply the necessity of considering such
a relationship as the most important one — a balanced position, at least from a
practical modelling perspective, would accept the existence of the model-target re-
lationship but focus more on the outcomes produced by the interaction of sub-model
components and their relationship with model goals. Nonetheless, in order to bet-
ter understand these positions without delving too deeply into specific aspects of

philosophy of language, we have chosen to illustrate their specific commitments or
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implications towards metaphysics, epistemology, and ontology. We do so below:

Saul Kripke: The understanding of Kripke’s stance on metaphysics is de-
pendent on two notions: possible words and rigid designators. In the author’s
formulation, ‘Possible worlds are total ways the world might have been, or
states or histories of the entire world.” [180], and ‘we think of the actual world
as just one of the possible worlds, one among many.” [180]. In this context,
rigid designators are simply terms that refer to the same object in all possible
worlds where that object exists. Starting from these two notions, we can view
Kripke’s position as related to a form of essentialism grounded in a realist
ontology: objects exists independently of human cognition, and their identity
is a set of necessarily true rigid descriptors across all possible worlds, which

must be discovered rather than constructed.

Furthermore, the author’s concept of a causal theory of reference epistem-
ically implies that references are maintained through social and linguistic
practices rather than individual descriptive knowledge, because correct identi-
fication of a referent requires knowing the historical chain of communication

that led to it.

David Kaplan: Kaplan’s metaphysical position is strongly related to the dis-
tinction between the character and content of a linguistic expression, in rela-
tion to its context. As explained in [161], the character is a rule that deter-
mines its referent based on context, while the content is the actual referent in
a specific context. In other words, the content refers to the contribution made
by an individual term as part of an expression, whereas the character speci-
fies, in a given context, what the content of a particular expression will be.
This carries the implication that meaning and reference are context-sensitive
and dependent on the linguistic rules governing communication rather than
solely on fixed, descriptive properties of objects. Therefore, knowledge of
a reference requires an understanding of the situational context in which the
term is employed. Yet, since the notion of context is not seen as subjective,

we can view Kaplan’s stance as a form of contextual realism, supported by
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an ontology that includes both abstract entities — the rules of the process of

reference — and concrete entities refereed to in specific contexts.

Hilary Putnam: Succinctly, Putnam’s philosophical stance has been de-
scribed using two terms: internal realism and semantic externalism. The first
one carries the implication that scientific theories are not purely descriptive
of reality but play an active part in shaping the understanding of the world
— even if we do not have direct access to an objective reality independent
of our conceptual frameworks, scientific theories are still objective because
they reflect a reality that is mind-independent. The second one indicates that
the meanings of terms are not solely determined by internal mental states or
definitions but are partly determined by external, causal relations with the
world. In this setting, terms can still objectively refer to real entities in the
world, and the process of empirical inquiry not a priori reasoning, even if
mediated, is used for grounding that reference. The author epistemically im-
plies the importance of communal linguistic practices and scientific expertise
in grounding references, but not the necessity of discovering the true nature
of an object to perform correct references to it, via his concept of ‘semantic
division of labor’ [247]. Therefore, we can classify Putnam’s position as a

form of scientific realism.

Keith Donnellan: Donnellan’s position can be characterised by the inclu-
sion of personal intentions in relation with the use of linguistic expressions.
The author’s distinction between referential and attributive uses of descrip-
tions impacts how we understand the metaphysical basis of reference. As
explained in [98], ‘A speaker who uses a definite description attributively in
an assertion states something about whoever or whatever is the so-and-so. A
speaker who uses a definite description referentially in an assertion, on the
other hand, uses the description to enable his audience to pick out whom or
what he is talking about and states something about that person or thing. In
the first case the definite description might be said to occur essentially, for the

speaker wishes to assert something about whatever or whoever fits that de-
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scription; but in the referential use the definite description is merely one tool
for doing a certain job-calling attention to a person or thing and in general any
other device for doing the same job, another description or a name, would do
as well. In the attributive use, the attribute of being the so-and-so is all impor-
tant, while it is not in the referential use.” Therefore, in the referential use, the
connection between a term and its referent depends on the speaker’s intention
and context. Similarly to Putnam, this implies a balance between the influ-
ence of conceptual frameworks on the observer and objectivity, while at the
same time maintaining the idea of objective reality and direct reference. Yet,
both epistemically and ontologically, the position is more complex, because
the interpretation of intentions plays a fundamental part in understanding ref-

erences, which cannot be captured by purely descriptive content alone.

2.3.1.2 Reflections

After briefly describing the above perspectives, we now turn our attention to their
relationship with the positivist-relativist debate and the implications for modelling
heterogeneous systems.

Firstly, we note that all four accounts seem to acknowledge the necessity of a
balanced position between relativism and positivism, but manifest it variably. For
example, the positions of Donellan and Kaplan can be viewed as closer to rela-
tivism because of their stance on intentions, context, and the importance of linguis-
tic rules governing communication rather than fixed descriptive properties. Oppos-
ingly, Kripke can be seen as the most positivist of the four, given his focus on fixed
essential properties of objects across possible worlds. The position of Putnam is the
most balanced one, because it accepts the influence of conceptual frameworks on
understanding and generating knowledge but at the same time posits that scientific
theories, even if mediated, still describe an objective reality.

Secondly, given their anti-subjectivist motivations, all of the accounts are com-
mitted to a form of realist ontology. However, the authors’ attempts at including
relativist notions while maintaining an objective positivist baseline still face serious

challenges when considered in a modelling heterogeneous systems context.
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For example, in the case of Kripke, the idea that objects have inherent proper-
ties that are necessary across all possible worlds may require adaptation to suit the
complexity of heterogeneous systems. The dynamic nature and emergent properties
of such systems can be hard to quantify and reduce to a set of essential character-
istics, especially if one attempts to maintain an objective stance regarding them.
Furthermore, attempting to trace the historical communication chains in complex

systems is almost always impractical due to a lack of data collection in that sense.

When considering Donellan’s position, most challenges are related to the no-
tions of context and intentions. Accurate determinations of references require
knowledge of both, which is an even harder problem than determining the historical
communication chain because it requires knowledge of both subjective and objec-
tive aspects involved in the construction of the reference. Additionally, modelling
heterogeneous systems under this view requires a conceptual framework supported
by implemented tools that can represent both the referential and attributive use of
descriptions, possibly resulting in over-complicated models that are harder to under-
stand by the average user. Similar concerns can be raised with respect to Kaplan’s
position, but this time because of the notion of character: if character can essentially
be seen as a rule for accurately determining a reference in a specific context, then
heterogeneous systems — which inherently contain multiple contexts — represen-
tation require an extensive set of rules for determining all the references in all the
contexts. This once again leads to complex models that are more concerned with

how to represent the notion of reference, rather than their actual targets.

In the case of Putnam, the main issue is related to consistency. If scientific
theories actively shape personal understanding, then there exists the possibility that
a heterogeneous model would require integration of multiple opposing such theo-
ries for the understanding of different aspects of the same phenomenon. Especially
under positivism, this would result in an inconsistent model. However, the idea that
terms meaning and inherently reference are partially determined by causal relation-
ships in the world is more practical than simply relating to context or character:

although a causal relationship is manifested in a context, the focus is more on the
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practical outcome of that relationship, which can be determined without a complete

understanding of that context.

Although not focused on direct reference, similar theoretical formulations of
the relationship between model, or in the previous cases conceptual model of lan-
guage, and target can be found in structuralist approaches such as [286, 275, 298, 85,
192]. We do not explicitly analyse them in this thesis, but we acknowledge that their
conceptualisation of scientific theories as collections of models rather than propo-
sitions, and therefore the understanding of reference as a mathematical property
such as isomorphism, homomorphism or partial isomorphism represents a better
alternative for modelling heterogeneous systems than a purely direct referentialist

approach.

2.3.2 Inferentialism

Inferentialist approaches focus more on empirical experimentation with phenomena
as basis for model conceptualisation. Through such experimentation, an initial low
level of detail model is constructed and further refined along a continuous process
of inference. Only once a certain level of inference accuracy has been reached, the
relationship between model and target can be determined. Therefore, rather than
directly representing real-world entities, models are viewed as tools for generating
inferences about such entities, and the quality of inferences is determined by trans-
lation to the quality of predictions about the behaviour of such entities. In order to
better understand the position, we briefly present the inferentialist account of Jaakko

Kuorikoski [186, 185, 184].

2.3.2.1 Kuorikoski inferentialism

We begin our exploration of Kuorikoski’s account of modelling with some general

considerations regarding his stance on metaphysics, epistemology and ontology.

Firstly, Kuorikoski’s perspective is characterised by a mechanistic metaphysics
centred on the role of models in uncovering and understanding the causal mecha-
nisms underlying phenomena. This is complemented by a realist perception of such

mechanisms: mechanisms are treated not as abstract entities, but rather as real en-
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tities that can be discovered, so models representing them are not only descriptive
in nature — even if they can include abstract representations of mechanisms —,
but provide real-world insights. Interestingly, this does not contradict Kuorikoski’s
commitment towards a pluralist ontology: the concept of mechanisms is used to
structure and ground different perspectives into a realist, outcomes focused base-
line.

Secondly, as Kuorikoski puts it, “We seem to learn something genuinely new
about the world by manipulating an artificial surrogate system and then “observ-
ing” what the end result is.” [185], but the seeming aspect here is relevant. The
model is not viewed as producing a similar type of knowledge as empirical experi-
mentation with phenomena, but rather as a reasoning helping tool whose epistemic
value should be analysed in terms of the scope and reliability of inferences. This
is achieved by keeping record and managing the doxastic commitments and, inher-
ently, the assumptions and bias introduced by the modellers explicitly, showcasing
the author’s adherence to the inferentialist stance of Robert Brandom [44] in phi-
losophy of language. Furthermore, the reliability of inferences is not considered
in terms of representation alone, but rather as dependent on achieving modelling
goals such as understanding, explaining, predicting, or solving practical problems
generated by phenomena.

Thirdly, the account is committed to the principle of inference to the best ex-
planation in relation with scientific practice. This essentially means that scientific
practice can be viewed as a continuous process of analysing and comparing models
in an attempt to obtain more accurate and more plausible predictions about real-

world entities.

2.3.2.2 Reflections

The application of this approach at the level of heterogeneous systems still encoun-
ters various challenges, some of which have also been presented in previous sections
of this chapter.

The first challenge is related to consistency. Even if theoretically, the reduc-

tion to the representation of causal mechanisms seems to avoid the overall issue of
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model consistency, the practical construction of such models remains complicated
if the causal mechanisms in case have not been studied before. If that is the case,
the decomposition or reduction of a heterogeneous system to a set of causal mecha-
nisms might be inaccurate, because the boundaries of each causal mechanism must

also be determined actively during the process of inference.

Secondly, we tend to believe that models constructed under this account might
suffer from scalability issues. Although the author seems open to the idea of modu-
lar, compositional modelling, he does not explicitly provide a method for ensuring

that constructed models can be indeed composed or integrated.

Thirdly, and this is an issue with all realist modelling accounts on an empirical
basis, models are extremely dependent or sensitive to available data. We do not
claim that, under some other modelling framework, this would not be the case.
However, we question whether a strict realist commitment may limit modelling
flexibility in cases where empirical data is sparse or inaccessible. In the case of
models constructed after an empirically observable phenomenon has occurred, but
no data was collected, or the access to data or the possibility to collect data at a later
date is denied or impossible, is it even possible to construct models? The overall
inferentialist position would suggest that it is possible by inferring from the beliefs
of the participants that observed or were directly influenced by the phenomenon, but
the realist aspects would contradict this on the grounds that personal belief cannot
stand on its own as basis for mechanistic inference. If that is the case, should we
infer that model targets must always be empirical phenomena or that a scientific
representation of a deeply subjective phenomenon such as the interpretation of the

meaning of a sentence for a specific user is impossible?

The consideration of the above described challenges does not determine us to
make a claim of unsuitability for representing heterogeneous systems. Our concerns
are mostly related to the lack of an explicit inclusion of heterogeneous systems
as model targets and to the ability to construct models that can produce accurate
inferences about the world in the absence of enough data empirically obtained about

the world, from the world. In future chapters of this thesis, we will attempt to
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overcome these issues at the level of our own modelling account by relaxing the
realist commitment and extend the focus on mechanisms to a more encompassing
abstraction, namely the distributed systems metaphor.

Lastly, we must note that Kuorikoski’s inferentialist position is not singu-
lar. Different generally inferential perspectives include [282, 78, 283, 90], with
[54, 29, 30] specifically focused on simulation modelling. Interestingly, most of
these accounts have pronounced deflationist notes, including Kuorikoski’s, in the
sense that no deeper or unexplainable meaning is placed on the model-target rela-
tionship. For a longer discussion about simulations, although not specifically fo-

cused on inferentialism, see [99].

2.4 Between referentialism and inferentialism

Even if referentialism and inferentialism are two important traditions in philoso-
phy of modelling, it is not always possible to determine a complete adherence of
modelling accounts to only one of them. Sometimes, modelling accounts simply
import elements of both. For instance, Hilary Putnam and Keith Donnellan are de-
facto classified as referentialists, regardless of their relativists tendencies towards
contexts and intentions, but their positions can hardly be considered balanced. In
this subsection, we describe two other accounts which include elements of both ref-
erentialism and inferentialism: Roman Frigg’s DEKI account [122, 224] — which
does so explicitly — and Bernhard Thalheim’s engineering approach to conceptual
modelling [290] — which does so implicitly. Although not explicitly developed
with heterogeneous systems in mind — and in the case of Frigg perhaps not even
for practical model construction in an organisational context, but rather centred on
epistemic clarity — these accounts offer valuable insights and directions to be in-

cluded in a modelling methodology focused on integration.

2.4.1 Roman Frigg’s DEKI account

Roman Frigg’s DEKI account of modelling, as described in [122, 224] explicitly
integrates aspects of both referentialism and inferentialism, in an attempt to empha-

sise the complex relationship between models and their target systems. It does so
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via the four methodological steps that also serve as the account’s title:

Denotation: The first step requires the establishment of the link between the

model and its target. In other words, the determination of the model’s referent.

Exemplification: The second step is centred around the selection of relevant
features of the target that the model will include. Therefore, the model is

never a complete representation of its target.

Keying-up: The third step can be described as the translation of model fea-

tures back to features of the target, via interpretation.

Imputation: In the last step, the keyed-up pairs of features are used to at-

tribute insights from the model level to the target level.

The distinction between referentialist and inferentialist commitments at the
level of the above steps is quite clear: denotation and imputation align with the
referentialist idea that models aim to accurately represent and refer to real-world
entities, whereas exemplification and keying-up are inherently inferential processes
in opposing directions — from real-world to model and from model to real-world.
Additionally, the author’s metaphysical stance is pragmatic to some extent, viewing
models as tools for inference rather than literal representations of reality.

Another distinction can be observed with regard to the objective and subjective
elements of the account. On one hand, all the DEKI steps carry the implication of
the existence of an objective reality, supported by a scientific realist ontology that
differentiates between models as abstract entities and model targets as real-world
entities. On the other hand, the determination of relevant model features and the
evaluation of model success are seen as influenced by the subjective epistemic goals
and values of the scientific community — here, we diverge from the usual claim of
scientific utility as derived from objectivity — and, therefore by the historical, cul-
tural, and social context of scientific practices. This suggests that while models aim
to capture objective reality, their development and use are influenced by subjective
factors, which is similar to both Putnam and Donnellan’s positions on this matter

but extended to the level of models, not language constructs.
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2.4.2 Thalheim’s approach to engineering conceptual models

Bernhard Thalheim’s account of modelling, as described in [290], can be seen as
an attempt at forming a theoretical basis for conceptual modelling concentrating on
engineering and design principles from a practitioner’s perspective. Without a clear
adherence to either inferentialist or referentialist directions, the author describes
the act of modelling as a tripartite activity decomposed into modelling language

constructs, application domain gathering, and engineering.

Modelling language constructs: In Thalheim’s framework, the modelled
language constructs represent the most basic elements. ‘Modelling language
constructs are applied during conceptual modelling. Their syntactics, seman-
tics and pragmatics must be well understood’ [290]. This understanding is
achieved via a well defined syntax and semantics, and supported by meta-

models and interoperability standards.

Application domain gathering: This involves the collection and analysis
of domain related information, including the understanding of requirements,
context, and specific needs. In the author’s own words, ‘Application domain
gathering allows to understand the problems to be solved, the opportunities
of solutions for a system, and the requirements and architecture that might be
prescribed for the solution that has been chosen’ [290]. It is explicitly noted
that the understanding of the domain requires participation of multiple parties
such as stakeholders, domain experts, and users. Because of that, modelling
can be seen as an iterative process in which the participants’ knowledge must

be integrated with the help of co-design principles [268] and meta-models.

Engineering: The last dimension describes the practical application of mod-
els to the design, implementation, and maintenance of systems. Explicitly,
‘Modelling is also an engineering activity with engineering steps and engi-
neering results. It is thus engineering [...] Engineering is oriented towards
encapsulation of experiences with design problems pared down to a man-

ageable scale’ [290]. Briefly, the main idea is that generally accepted en-
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gineering principles such as modularity, hierarchical ordering and layering,
or more domain specific ones — typically drawn from software engineering,
under the assumption that software engineering is a form of conceptual mod-
elling — such as Liskov-substitution-principle, the open-closed-principle, the
dependency-inversion-principle, the interface-segregation-principle, and so

on, should be extended and generalised to conceptual modelling.

Similarly to Frigg, the integration of inferentialist and referentialist aspects
is also present in Thalheim’s account. Because of the importance placed on the
interaction with the model domain and the definition of model properties such as
utility, we tend to believe the author describes an inferentialist practice of model
construction. This is also supported by a metaphysical stance committed to the
existence of structured, ordered realities that models can help uncover.

Furthermore, the methods for modelling language constructs seem to imply a
concept of denotation similar to Frigg’s [121], used over both empirical and ab-
stract realities. The difference is at the ontological level: if Frigg’s ontological
commitments are realist, and the nature of the represented reality is objective, Thal-
heim’s are pragmatic, with models representing a mix of objective structures and
subjective contextual influences. Interestingly, Thalheim also hints at the idea of
multi-methodology when describing the notion of theory of conceptual modelling,

but chooses to maintain the resulting theory and model types separate.

‘Theories of conceptual modelling must step beyond axiomatic and an-
alytical theories. They must also be operational and ‘genetic’. Theories
of conceptual modelling can be developed in the frameworks of logi-
cal empiricism, of context theories (‘context of use’, ‘language game’),
and of constructivism. The first framework supports to define purposes
of conceptual modelling, to emphasise threats that should be handled
with the help of models, to select appropriate modelling languages and
methods, to reason on the quality of the model depending on the pur-
pose of the model, to select measures for the quality of models, and

to guide the process of modelling. It may use development experi-
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ments, case studies, evaluation surveys, and implementation studies.
The second framework relates models to the application domain, to the
stakeholders participating in the development process, to the aspects
reflected within a model, and to the resources provided either by the
system and by the knowledge from the application domain. It requires
to base conceptual modelling on application domain theories. The last
framework provides a basis for a general structure by a language of
constructs that can be applied for the development of a model, a set of
constructors that can be applied to combine models into a new model,
and a number of quality properties for characterisation of usage of cer-

tain constructs.’[290].

The temporal aspect of models is also considered explicitly. When describing nec-
essary properties for models in the future, [290] includes the ability to perform
an adjustable selection of principles depending on modelling goals, model suites
with explicit model association, the explicit treatment of model value and adequate
representation variants of models.

In the following sections, we shall attempt to answer some of the questions that
arise from these requirements. Nonetheless, we acknowledge that the modelling
suites and the co-design methodology presented in [268, 267] and exemplified in
[266] are attempts worth undertaking in understanding and managing model het-
erogeneity. A similar approach can be seen in the field of security, in the work of
Demjaha [94, 93], with a particular focus on the human oriented factors involved in

co-designing security culture.

2.4.3 Reflections

In the context of the above described modelling approaches, it is relatively easy to
observe that the acceptance of model instrumentality, explicit inclusion of model
goals at the level of model conceptualisation, and desire for future integration lead
to the construction of positions that blend both referentialist and inferentialist ele-
ments.

Generally, the referentialist aspects are manifested at the level of the definition
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and validation of the relationship between model and target, whereas the inferen-
tialist ones are employed as means of managing the overall modelling process via
iterative calibration. From a modelling perspective, we suggest that balanced po-
sitions attempting to include aspects of both paradigms may greatly benefit from
explicitly addressing consistency concerns via the processes of the translation zone
from Section 5.4. Philosophically, Kuorikoski — following Brandom [44] — de-
scribes such a process as a ’doxastic scorekeeping device‘ [184]. Furthermore, we
claim that the acceptance of a multi-methodological nature of models, and the ex-
plicit account of the manifestation of that nature in the model during its life-cycle
can greatly reduce consistency concerns. Even without a clear adherence from the
authors, aspects of both these notions seem to already exist in both Frigg and Thal-

heim’s accounts.

For example, in the case of DEKI, the same abstract type of denotation proce-
dure is used regardless of model target, and imputations from multiple models can
be used to draw insights about the same target. Thalheim treats this similarly, at
the level of modelling language constructs, and also acknowledges that modelling
theories can be constructed over different philosophic positions, and that each of
the resulting models are instrumentally valuable. Therefore, both accounts tacitly
accept multi-methodology but do not seem to provide ways for its management,

except by relating it to objective reality.

With respect to the manifestation of the multi-methodological nature, the sit-
uation is more complex. For instance, the DEKI account does not clearly specify
how imputation works over multiple sub-models with different underlying assump-
tions, at the level of the same model. Thalheim, however, chooses to maintain a
very strict separation between sub-models, but provides integration via the notion
of model suites [289] — which require an explicit collaboration schema between
models, controllers to ensure consistency, and an application schema for mainte-
nance and model evolution. The notion of model suites is therefore very powerful,
but implies the need to first construct the sub-models in silo, then construct all the

necessary elements for the model suite, and only then obtain the final model via a
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form of composition. Pragmatically, we agree with this, but we ask ourselves if the
elements of model suites should be included earlier in the modelling process. In
other words, if our primary focus is future integration, shouldn’t models be always

viewed as model suites?

2.5 Conclusion

This chapter aimed to provide a motivational background for the modelling method-
ology which will be further developed in this thesis. In order to do so, it presented
several modelling traditions and accounts based on them which differed at the level
of metaphysics, epistemology, ontology, role of models, relationship with objec-
tive or subjective reality, and so on. Then, it reasoned about their suitability for
representing heterogeneous systems.

In this context, four main observations can be drawn:

Realism and objectivity: Most of the described modelling accounts manifest
commitments to a form of realist ontology and objective reality but balanced
with subjective notions such as the influence of conceptual frameworks, con-

text, or intentions.

Multi-methodology: Hints at a multi-methodological practice of model con-
struction exist, but they are constrained by the realist commitment and not

explicitly included in the methodologies.

Heterogeneity: There is no explicit focus on heterogeneous systems reflected
in the abstractions employed during model construction. Furthermore, the
overall notion of model is not viewed as heterogeneous, resulting in a strict

separation between model types.

Integration: The desire for future model integration exists, but again does not

seem to influence the conceptual frameworks or the abstractions involved.

In the next chapters of this thesis, we will focus on addressing some of the issues

related to these observations. In order to prioritise the integration aspect, we argue
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that the acceptance of model heterogeneity is necessary. Therefore, our metaphysi-
cal commitment will not be reduced to causal mechanisms or separate model types,
but will rather be centred on the notion of model as collection of sub-models —
this conceptualisation is close to Thalheim’s notion of model suites, with the main
difference being that integration should be included in the modelling process from
the very start, not only after the construction of the sub-models. All models can be

viewed as composed of sub-models if the level of detail is low enough.

However, accepting model heterogeneity bears the implication of accepting
multi-methodology, because the heterogeneous sub-components are constructed us-
ing techniques specific to their domain of inquiry. Mingers[214] argues that multi-
methodological approaches should be underlined by a philosophical commitment
to critical realism, which is a slightly more open position than the different ver-
sions of scientific realism we have encountered in the presented accounts. While
we agree that a consistent modelling account focused on heterogeneity and integra-
tion can be constructed under critical realism, our position is more sceptical: the
existence of an objective reality is not a necessary criterion for models to achieve
their goals because the process of establishing the link between the observed phe-
nomena in their domain and their targets is a decision making process involving
multiple participants, and this process cannot be deemed as objective due to the
involvement of personal beliefs. Furthermore, once the conceptual model of the
target is established, it is then used for the explicit construction of heterogeneous
model components, and the specific configuration or manifestation of the compo-
nents is, again, directed by a decision making process involving the model goals,

deployment environment, and so on.

We must not forget that the realist and objectivity commitments were under-
lined by a set of abstract structures and procedures that provided useful properties,
such as compositionality. These should not be abandoned, but we argue they can
be obtained without the commitment towards scientific realism. For example, in
the formulation by Partee [236], compositionality requires that ‘The meaning of a

compound expression is a function of the meanings of its parts and of the way they
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are syntactically combined.’, which does not imply any commitment to realism or
objectivity. Therefore, we argue that we can obtain similar properties at the level
of models, with the help of a well chosen abstraction — namely the distributed
systems metaphor — employed as structuring and guiding element for the decision
making processes of the co-design cycle.

Finally, we underline the practical significance of this chapter for modellers,
as it establishes the philosophical and methodological foundations that will further
guide the design of integrated modelling approaches. By critically examining the
strengths and limitations of positivist and relativist traditions, as well as referen-
tialist and inferentialist accounts, this chapter equips modellers with a conceptual
toolkit for navigating the epistemic and ontological challenges of representing het-
erogeneous systems. The discussion highlights why neither extreme positivism nor
unrestricted relativism — viewed as the extremes on a modelling perspectives spec-
trum — adequately support the integration and scalability required in real-world
modelling contexts. Instead, it motivates a balanced, multi-methodological stance
that preserves the rigour of formal structures while accommodating the flexibility
needed for diverse modelling goals. These insights are not merely theoretical: they
inform practical decisions about model design, validation strategies, and integration
mechanisms, laying the groundwork for the frameworks and tools to be introduced

in subsequent chapters.



Chapter 3

Modelling Heterogeneous Systems

There are good reasons to suspect that heterogeneity (i.e. variability within any
given set of samples) is an essential characteristic of organic life. This differs widely
Jfrom the traditional view that heterogeneity is only a nuisance that is to be circum-
vented or otherwise eliminated. Hence, controversies and mutual misunderstand-
ings of two groups adhering to these diametrically opposed viewpoints are just

about inevitable.

WM. Elsasser [104]

3.1 Introduction

The primary aims of this chapter are to describe the main representation targets of
our modelling methodology — namely heterogeneous systems —, introduce the
conceptual aspects of our modelling account, and illustrate their utilisation at the
level of a security models case study which attempts to provide a general view
of the nature of models used in the security research community in 2020. The
descriptions, reflections, and analysis provided address the second research question
from Section 1.1.

Section 3.2 is centred on the notion of heterogeneous system. In order to con-
struct a general definition of heterogeneous system, it firstly illustrates formulations
of the notions of system and heterogeneity across different sciences such as biology,
chemistry, physics, computer science, economics, and so on. Then, it draws a series

of observations and uses them to extend the notions, and then combines them to
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produce the definition of heterogeneous system.

Section 3.3 presents the main conceptual aspects of our modelling account.
Specifically, it includes our definition of model, reflections on the implications of
the definition, and an illustrative, comparative example of two population ecology
models with the same target but very different goals and manifestations, allowed
by the definition. Furthermore, it reasons about the necessity of conceptualising
models as heterogeneous, and describes the multi-methodological implications of
this necessity at the level of the modelling account’s metaphysical, epistemic, and
ontological commitments. Lastly, it introduces our model characterisation based on
goals and means of construction under the name ‘Triangle Framework’, and lists
some of it benefits beyond categorisation.

Section 3.4 illustrates the use of our previously introduced model conceptuali-
sation and characterisation at the level of an exploratory security models case study.
This includes a description of the employed methodology, presentation and analysis
of results, and reflections on the implications towards model validation.

As noted in the research paper declaration form, this chapter contains elements
of the author’s previously published work. More specifically, Section 3.3 is an
edited version of Section 3 from [152]. Similarly, Section 3.4 is an extended version

of Sections 5 and 6 from [63].

3.2 Heterogeneous Systems

As stated in previous sections, the primary targets of the modelling methodology
and account presented in this work are heterogeneous systems. Therefore, it is only
natural that before describing the actual methodology or account in detail, we must
first be able to define what a heterogeneous system is. Similarly, to do that, we must

first account for the notions of system and heterogeneity.
3.2.1 Definitions

3.2.1.1 Systems

Inspired by [141] and [273], we define the notion of system as follows:
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A system is a collection of structured and interrelated entities which achieves
a set of goals including, but not limited to maintaining the identity continuity of

entities, relationships, and whole, and reducing local entropy.

The definition can be further analysed in terms of what the system is and what

it must do.

Firstly, a system is, at the highest level of detail or empiric observational ac-
curacy, a collection of entities. This collection must manifest certain properties at
the level of the constituent entities: structure and interrelation. The reasons for this
are relatively simple. The lack of structure and inherently organisation would make
any random collection of entities a system, which is not exactly a very useful no-
tion. Similarly, if no relationship is manifested between entities, then there is no
necessity for a separate notion of system to exist — in such a case, the entities are
simply entities.

For example, the notion of structured entities implies the existence of a set of
coordinating strategies used for organising the constituent entities and their relation-
ships in ways that improve the ability of the system to maintain identity continuity,
achieve its goals, and reduce its local entropy. An example of such a strategy would
be functional division of entities, according to which entities with similar functions
would be associated to form sub-systems rather than being distributed to different

sub-systems.

The interrelation aspect simply states that entities must be able to manifest re-
lationships towards one another. Traditionally, the nature of these relationships has
been studied, and different types include hierarchical relationships, causal relation-
ships, functional relationships, feedback relationships, dependency relationships,
and many more. However, in order to maintain a degree of generality, we will
conceptualise them as influence relationships. This means that a direct or indirect
interaction between entities leads to changes in the structure, instantiation — or

manifestation of structure —, behaviour, or outputs of either entities involved.

Furthermore, in order for a collection of entities to be considered a system,
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it must achieve a set of goals — or more abstractly, to justify its own existence
as a whole rather than separately. Perhaps the most relevant of them is related to
maintaining identity continuity: conceptualising the collection of entities as a sys-
tem means constructing an identity for that system, and for that to be possible, the
entities, relationships, and overall collection must remain recognisable over time.
Theoretically, this is achieved by reducing the level of entropy manifested by the
entities. Practically, the organisation obtained via the system’s structure actively
reduces the level of entropy if maintained over time.

As it can be seen, our definition of system is fairly general and does not attempt
to separate systems into different types. However, it must be able to account for the
different conceptualisation attempts undertaken at the level of multiple scientific
disciplines. We illustrate this below by firstly showcasing some of the formulations
of the concept of system — which have been inherently associated with different
types of systems — and then discussing their relationship with our own proposed

definition.

Biology: ‘A biological system is a complex network which connects several
biologically relevant entities. Biological organization spans several scales and

are determined based on different structures, depending on what the system

is.” [220]

Chemistry: ‘Chemical systems are defined as chemical mixtures compris-
ing a network or set of interacting molecules. That is, system-dependent be-
haviour and the system processes cannot be ascribed to any of the components
acting in isolation. For instance, the catalysis by a metal complex in a bulk
medium is inherently dependent on the nature of the chemicals (catalyst and
substrates). However, if the catalysis is only possible in the presence of a
third substance, not per-se involved in the catalytic process, but nevertheless
necessary for it because it acts to organize the reactants, then one observes a

chemical system.” [165]

Physics: ‘A system is a portion of the universe that has been chosen for
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studying the changes that take place within it in response to varying con-
ditions. A system may be complex, such as a planet, or relatively simple, as
the liquid within a glass. Those portions of a system that are physically dis-
tinct and mechanically separable from other portions of the system are called

phases’. [103]

Computer science: ‘A structured set of hardware, software, data, and proce-
dures that interact to perform specific tasks, process information, or provide

services in a controlled and coordinated manner.” [246]

Information systems: ‘An information system is a formal, socio-technical,
organizational system designed to collect, process, store, and distribute infor-

mation.” [241]

Economics: ‘An economic system is a coordinated set of formal and informal
institutions. Among the former are such variables as economically important
laws and codified rights and duties and their enforcement, the type and fea-
tures of economic actors that exist, prevail, or are allowed to exist in a given
context and their internal structure, normal relations among the suppliers of
resources, codified practices and provisions, the nature, role, instruments,
and goals of government. Economically important informal institutions are,
for example, the role of the family as provider of capital and entrepreneur-
ship, work and payment habits, consumption habits, tax morale and ethical
standards, the role of ideology, religion and beliefs — except in dictatorship
and confessional societies, in which these latter variables are formal institu-

tions.” [87]

Sociology: ‘Reduced to the simplest possible terms, then, a social system
consists in a plurality of individual actors interacting with each other in a sit-
uation which has at least a physical or environmental aspect, actors who are
motivated in terms of a tendency to the “optimization of gratification” and
whose relation to their situations, including each other, is defined and medi-

ated in terms of a system of culturally structured and shared symbols.” [235]
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Generalised systems theory: ‘Because any real “machine” has an infinity
of variables, from which different observers (with different aims) may rea-
sonably make an infinity of different selections, there must first be given an
observer (or experimenter); a system is then defined as any set of variables
that he selects from those available on the real “machine”. It is thus a list,
nominated by the observer, and is quite different in nature from the real “ma-

chine”. [14]

Analysing the above described definitions of systems leads us to four separate
observations:

Firstly, all the definitions include the idea of a collection of inter-related en-
tities. The entities are usually explicitly declared — biological entities, mixtures,
hardware, software, individual actors, formal institutions, or variables — whereas
the relationships are not — they are implied by concepts such as networks, organi-
sation, system-dependent behaviour, or coordination.

Secondly, the nature of both entities and relationships is not unitary across all
definitions. For example, the biological system definition clearly specifies that the
entities are biological in nature, whereas the information systems definition includes
formal, socio-technical, and organisational entities. In the case of relationships, this
is more difficult to assess, but the notion of influence relationship seems to be able
to encompass all the possibilities from a more general level — it is interesting to
note that the chemistry definition clearly states that the relationships can also be
indirect. Even in the case of the generalised systems theory definition, the variables
chosen for studying must have an effect or influence worth studying, as deemed by
the observer — a collection of purely independent variables does not form a system.

Thirdly, the nature of components or relationships does not seem to clearly
separate classes of system types based on system goals. This can be observed by
comparing the computer science and information systems definitions: even if the
nature of the components as described for the information system is more diverse,
the aims are very similar. Yet, it is also worth noting that natural systems tend to

have mechanisms for the reduction of entropy — in the context of the natural water
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cycle, the gravitational force can be seen as this sort of mechanism, because it helps
collect water in rivers, lakes, and oceans, leading to increased organisation and
therefore reducing the local level of entropy. Complex, human constructed systems
cannot inherently manifest this property without it being included in their design
and construction, which is why we have explicitly included it in our definition.
Lastly, all the definitions seem to implicitly include a notion of level of detail
— biological organisation spanning several scales, mixture of molecules, planets,
liquid in a glass, observers selecting variables. However, we argue that this is not
primarily a property of systems, but rather of the process of conceptualising a sys-
tem, so therefore of a model of system, which is why it is not explicitly included in

the definition.

3.2.1.2 Heterogeneity

Having decided on a definition and notion of system suitable for a modelling ac-
count prioritising integration, we can now turn our attention to the notion of hetero-
geneity.

In the Oxford English Dictionary, the heterogeneity property is defined as fol-
lowing: ‘Of a body in respect of its elements: composed of diverse elements or
constituents; consisting of parts of different kinds; not homogeneous* [97].

This definition, even if dated considering the formulation focused on the notion
of body, still manages to encapsulate the fundamental concept of heterogeneity: the
idea that a composite entity can be formed out of a set of sub-entities which man-
ifest differences of various degrees. The scale of such differences is not specified,
although it is implied that the differences are related to the nature of the components
or constituents.

However, considering the goal of our modelling account, a bit more precision
is required. For instance, restricting the notion only to bodies — even if figuratively
this could be understood as a collection of entities — would also restrict the scope
of our account. Furthermore, the difference aspects require further clarifications in
at least three regards:

The first one is related to the nature of system components. Since the definition
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does not reveal anything specific about the nature of the manifested differences, we
have to extend it, but also maintain the generality level. In order to do so, we must
consider that differences may be manifested not only at the very explicit level of the
components — for example by considering the materials used in the construction
of the component —, but also at the level of the knowledge type, epistemic and
ontological assumptions, and means of construction involved.

The second one is related to the relationships between components, which un-
surprisingly can also differ. As stated previously, studying and conceptualising such
relationships as influence relationships seems to be a good initial step because the
existence of influence between components is a primary criterion for the existence
of a system. Furthermore, this is not necessarily derived only from differences in
the nature of the components: even at the level of two hardware components, dif-
ferent degrees of influence can be manifested. Much further work could be carried
out in this area, particularly on case studies that could include socio-technical sys-
tems for a better understanding of the possible relationships manifested between
sub-systems and sub-components.

The third one is concerned with sub-systems goals. Although the definition
does not mention anything in this regard, organisational science has shown that or-
ganisational systems can be characterised by conflicting personal goals at the level
of their sub-systems — for instance organisational departments — even when a
mature, standardised organisational posture exists. Since these goals can lead to
unexpected outcomes and behaviour in practice, we believe that explicitly acknowl-
edging their existence and heterogeneity is important, particularly since we intend
to be able to represent them.

Nevertheless, compared to the systems definitions, isolating specific versions
of definitions for heterogeneity across different scientific areas is not that easy. Be-
cause of that, we present below some descriptions related to the use of the notion,
which are perhaps not precise enough to be considered definitions, but still illustrate

some of its characteristics:

Biology: Biological systems are highly heterogeneous. The diversity and
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variability observed within biological systems at various levels range from
molecular and cellular to organismal and ecological scales. This diver-
sity manifests in differences among individual cells, organisms, or popula-
tions, contributing to the complexity of biological systems. At the molecular
and cellular levels, genetic variations, epigenetic modifications, and stochas-
tic processes lead to diverse phenotypes even among genetically identical
cells. This intracellular heterogeneity plays a crucial role in cellular func-
tions, responses to stimuli, and the emergence of distinct cell types within

tissues. [189]

Chemistry: Mixtures can be either homogeneous or heterogeneous: a mix-
ture of uniform composition and in which all components are in the same
phase, such as salt in water, is called homogeneous, whereas a mixture of
non-uniform composition and of which the components can be easily identi-

fied, such as sand in water, it is called heterogeneous. [262]

Physics: A material or system that consists of distinct components or phases
with different properties, resulting in a non-uniform composition or structure
throughout the system. The physical properties (e.g., density, refractive index,

conductivity) can vary from point to point within the system. [171]

Computer science: Heterogeneous computing refers to a system that uses
multiple types of computing cores, like CPUs, GPUs, ASICs, FPGAs, and
NPUs. By assigning different workloads to processors that are designed
for specific purposes or specialised processing, performance and energy effi-
ciency are improved. The term “heterogenous computing” may also refer to
the use of processors based on different computer architectures, a common
approach when a particular architecture is better suited to a specific task due
to power efficiency, compatibility, or the number of cores available. An early
and still relatively common form of heterogenous computing is the combina-
tion of CPU cores and a GPU (Graphics Processing Unit), used for gaming

and other graphics-rich applications. [13]
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Management: Heterogeneity refers to the diversity or variation in the com-
position of teams, organizations, or markets. This can pertain to differences
in skills, backgrounds, perspectives, or resources among members of a team
or within an organization, or to the diversity of products, customer segments,

or competition within a market. [77]

Economics: A term used to describe the variation or diversity in characteris-
tics, preferences, or behaviours among economic agents (such as consumers,
firms, or workers), goods, or factors of production within an economy. This
heterogeneity can lead to different outcomes in economic models and affects

market behaviour, distribution of resources, and policy effectiveness. [195]

Sociology: Heterogeneous may refer to a society or group that includes indi-

viduals of differing ethnicities, cultural backgrounds, sexes, or ages. [190]

Generalised systems theory: The theoretical interest of systems engineer-
ing and operations research is in the fact that entities whose components are
most heterogeneous — men, machines, buildings, monetary and other val-
ues, inflow of raw material, outflow of products and many other items-can

successfully be submitted to systems analysis.[301]

Two important observations can be drawn from the above described paragraphs
and their comparison with our extensions to the definition of heterogeneity:

Firstly, concerning the characteristics of the entities or components manifest-
ing heterogeneity, it feels almost unnecessary to say that they are also very diverse.
Even the small subset of descriptions included illustrates that differences can exist at
the levels of ethnicity, cultural background, sex, age, preferences, perspectives, be-
haviour, skills, allocated resources, customer segments, rate of competition, power
consumption or physical properties such as density, refractive index, conductivity
and observability. We do not claim that this list is exhaustive but that it is very likely
to increase substantially in the future.

Secondly, enforcing our initial point about the importance of relationships, het-

erogeneity can be manifested between system components which are similar at the



3.2. Heterogeneous Systems 73

level of underlying entities but varying at the level of manifested relationships. As
clearly stated in the biology paragraph, genetically identical cells can manifest dif-
ferent phenotypes — observable characteristics — due to genetic variations, epi-
genetic modifications, and stochastic processes. Briefly, these can be caused by
genetic mutations, environment influence or complex processes which are not yet
fully understood at a very high level of detail, which fits out conceptualisation of in-
fluence relationship. In Chapters 4 and 5, we will see that our modelling formalism
is well suited for explicitly representing such relationships both at conceptual level
via the distributed systems metaphor, but also computationally due to the stochastic
nature of the resulting executable models.

Lastly, there is hardly any mention of the relationship between heterogeneity
and system goals. The only references are in the areas of biology and computer
science: the former describes the importance of intercellular heterogeneity in cellu-
lar functions, responses to stimuli, and the emergence of distinct cell types, whereas
the latter shows that a heterogeneous hardware architecture can achieve better power

efficiency and compatibility in graphically intensive applications.

3.2.1.3 Heterogeneous Systems

Having explored some of the existing formulations of the notions of system and
heterogeneity and extended them to better suit the modelling formalism that we are
attempting to construct in this thesis, we can now illustrate the resulting heteroge-

neous system definition resulting from their composition:

A heterogeneous system is a collection of structured and interrelated entities
which manifests epistemic, ontological, or metaphysical diversity at the level of
either entities, relationships, or goals and achieves a set of outcomes including,
but not limited to maintaining the identity continuity of entities, relationships, and

reducing local entropy.

We note here that this definition of heterogeneous system is also capable of

encompassing homogeneous systems if the manifested degree of diversity is close
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to imperceivable or inexistent. When referring to heterogeneous systems in the

remainder of the thesis, it is to this definition that we are referring to.

In the context of cybersecurity systems, the abstract notion of a heterogeneous
system can be concretely instantiated by looking at each of its underlying compo-
nents. This begins with the interplay of diverse entities — such as users, employees,
devices, software and hardware components, data assets, organisational policies,
and legislation — and the structured relationships that bind them, including ac-
cess permissions, communication flows, trust hierarchies, and control mechanisms.
These entities are not isolated in a real organisation; they are embedded within ar-
chitectures and operational models that enforce interdependencies, such as identity
management systems linking users to credentials or network configurations dictat-
ing permissible communication paths. Furthermore, due to the participation of in-
dividuals, a secondary layer of less formal relationships exists, including influence,
personal preferences, biases, and informal practices. Although it is not our place to
advocate for or against such practices, we note that, from both a modelling and se-
curity perspective, they must be accounted for, as they can introduce vulnerabilities

exploitable via social engineering, side-channel attacks, or insiders.

Epistemic diversity arises from the multiplicity of perspectives and knowledge
sources involved in both the system operation and its defence, ranging from hu-
man analysts interpreting threat intelligence, to automated tools applying distinct
detection heuristics, finance personnel involved in approving security investment

budgets, or legislation governing certain high risk industries.

Ontological diversity is evident in the coexistence of fundamentally different
types of entities — physical hardware, virtual recovery images, human actors, ab-

stract policies, etc.

Metaphysical diversity, though more subtle, manifests in the varying concep-
tualisations of core constructs such as identity, trust, threat, or risk, which differ not
only across technical subsystems but also between organisational stakeholders and

in their legal interpretations.

Together, these layers of diversity and interrelation exemplify the heteroge-
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neous nature of cybersecurity systems and provide a refinement of the general defi-
nition toward its practical application. Ultimately, in a practical cybersecurity con-
text, the above described definition of a heterogeneous system must be instantiated
in alignment with the specific organisational goals, risk posture, and operational
constraints of the entity in which it is employed. The particular configuration of en-
tities, relationships, and governing principles will necessarily reflect the priorities,

trade-offs, resources, and threat landscape unique to that organisation.

3.3 Modelling

In Chapter 2, we briefly described the theoretical context into which our research
could be placed. In that context, we have identified a series of elements that we wish
to further develop in our modelling theory: prioritising model integration, accepting
model heterogeneity and multi-methodology, and relaxing the realist commitments
that many modelling accounts in the literature have adopted as criteria for accurate
representation — perhaps influenced by the simplicity offered by such a paradigm,

but omitting the impact this could have on future model integration.

To be able to describe, relate to, and employ such concepts, we first require a
basis for what our notion of model means and, more importantly, implies — simi-
larly to our description of heterogeneous systems in the previous section. Therefore,
in Subsection 3.3.1, we define what a model is and describe the implications of the
definition with regard to model epistemology and ontology with the help of two
examples. In Subsection 3.3.2 we reflect on the heterogeneous aspects of mod-
els and their relationship with the problem of incommensurable paradigms, and
showcase how a multi-methodological conceptualisation of models can be used to
increase their descriptive power. Lastly, in Subsection 3.3.3 we describe three rele-
vant model qualities — conceptuality, formality, and executability — that form our
triangle framework, together with a list of benefits that can justify its use beyond

simple categorisation.
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3.3.1 Definition and interpretation

We start with our definition of model. The choice of a simple, yet generic definition

here is purposeful, to emphasise the constituent elements.

A model is a representation of a target serving a purpose.

First of all a model is a representation of a target. That is, in the words of [56],
a mental object standing for something else. Naturally, various theories of repre-
sentation have been developed and used under both inferentialist and referentialist
approaches, as shown in Chapter 2. To some extent, our position on the matter can
be considered as deflationary because of two reasons: we do not impose a series of
necessary and sufficient criteria for what representation is and we do believe that
representation in a specific domain is deeply connected to the practices of that do-
main. In the formulation by Suarez, ‘it is impossible, on a deflationary account, for
the concept of representation in any area of science to be at variance with the norms
that govern representational practice in that area ... representation in that area, if
anything at all, is nothing but that practice’ [284]. Although deflationary, we lean
towards a cognitivist perspective similar to Oltramari in the sense that we adhere
to the separation of presentation and representation — ’the notion of presentation
deals with the dynamic forms of cognition while representation is mainly bound to
an abstraction level ‘[232].

We note here that choosing deflationary pragmatism as underlining tone for
our inferentialist methodology is a fairly subjective decision, but motivated by a set

of perceived advantages when considering its integrative purpose:

- Flexibility — the reduction of overcommitments to pure inferentialism leads
to a more balanced position that allows for the acceptance of insights from

diverse and possibly opposing approaches.

- Resistance to absolutism — if pure inferentialsim risks overemphasising
logical relations at the expense of empirical grounding, then pure referen-

tialism can oversimplify the complexity of meaning-making by focussing too
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powerfully on external reference.

- Focus on utility — prioritising the utility of methodologies rather than ab-
stract commitments ensures that methodological selection is judged by effec-

tiveness in achieving specific goals.

- Critical dialogue & humility — recognising the limitations of any single
method or perspective in capturing the full complexity of phenomena and

avoiding the dogmatic tendencies of classical inferentialism or referentialism.

Furthermore, our interpretation of pragmatism should be seen as closer to
Richard Rorty’s neopragmatism [260] rather than Charles Peirce [237, 238] or Wil-
frid Sellars’ [269, 270], given the absence of a focus on objectivity and naturalism
and the relationship with normativity. In this context, the nature and complexity
of the target are relevant but hard to treat unitarily by a method that avoids multi-
methodological selection at a low level of detail. On a theoretical level, that is
because the interpretation of the presentation of the target influences the decision of
how to represent it. Model targets can be both empirical and non-empirical, vary in
complexity from singular phenomena to large scale ecosystems, and accumulative
tendencies exist in both directions. Empirically, people construct more complex
systems over time to fulfil their needs — this can be seen, for example, in a review
of the development of telecommunication systems [150] or other similar historical
presentations. Non-empirically, both scientific theories and artistic and literary cur-
rents go through accumulative and revolutionary stages in a Kuhnian sense [182],
except the criteria for what starts the transition between phases are different. From a
modelling perspective, this set of criteria is not relevant, but our definition of hetero-
geneous system is able to encompass them regardless. The focus should remain on
a method of model design and construction which takes into account this increasing
variety of model targets. For the specific cases of modelling without a specific target
as described by Weisberg [304] — generalized modelling, hypothetical modelling,
and targetless modelling — we simply view the target as highly conceptual.

Secondly, a model serves a purpose. While this is generally accepted in the lit-
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erature, and works such as [113], [96] and [251] explicitly describe the importance
of the model goal at the level of validation, they implicitly assume that such a goal
is either singular at a given time in the life-cycle of the model or overpowers the
other goals. Particularly, Forrester claims that ‘the validity of a model should not be
separated from the validity and the feasibility of its goal’ [113] and Dhrymes con-
cludes that ‘validation becomes a problem-dependent or decision-dependent pro-
cess, differing from case to case as the proposed use of the model under considera-
tion changes’ [96]. However, our position on the influence of the modelling goal on
the actual model is more extensive and does not include only the validation aspects.
Following the presentation and representation distinction, we argue that the mod-
elling goal influences both. At the level of presentation, although the goal cannot
affect the empirical manifestation of phenomena, it can surely impact their interpre-
tation. This usually translates into a limitation of decisions with regard to the model

representation simply because some aspects are left out.

We briefly illustrate these influences by looking at two models targeting the
same phenomenon — namely, the decline of the population of scallops in the French
Bay of St Brieuc — but with differently stated goals. The models we look at are [58]
and [117]. The first is highly conceptual and attempts to determine possible reasons
for the decline in the scallop population, whereas the second is mathematical and
simulational and determines generalised equilibrium manifestations for the scallop

population under different competition and environmental assumptions.

The first model uses a specific framework, namely the sociology of transla-
tion, to represent the actors of this environmental ecosystem — fishermen, scallops,
predators, scientists, local communities — as going through a set of phases — prob-
lematisation, inter-assessment, enrolment and mobilisation — which lead to the de-
velopment of social relations between them. We do not question here the possibility
for the development of a social relationship between a scallop and a scientist. Dur-
ing this process of representation, the scientists end up as representatives for all
the other actors and misrepresent their characteristics, this leading to controversies

which in the end destroy the constructed actor-network. Therefore, the model does
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not produce explicit results, but rather a process to be observed, which could lead
to them.

In the case of the second model, the situation is different because the input is
mostly numerical data, manipulated by the model through statistical operations, and
then interpreted at the end. Briefly, simulations are used to show that controlling
invasive species can lead to an increase in the scallop population, and furthermore
to quantifiable economic benefits.

In the end, both models managed to achieve their stated goals. The first one
inherently shows how a misrepresentation problem can lead to a lack of practical
solutions to the population issue and in the end to even more population decline,
whereas the second one produces its desired general solution. The chosen inter-
pretation for the phenomenon is clearly different in the two cases and does lead to
different model representations and types of solutions, even if considering the same
target. Nevertheless, constructing models in an ontological and epistemic silo is not

the only possibility.

3.3.2 From heterogeneous systems to heterogeneous models

If heterogeneous systems as we have defined them can be scientifically agreed upon,
we believe models are also heterogeneous, in the sense that they should be able to
construct inter-operable representations of phenomena with wildly different meta-
physical, epistemic and ontological bases.

Even if theoretically, this can be viewed as strongly related to the problem
of incommensurability of scientific paradigms as studied by philosophers of sci-
ence such as Thomas Kuhn [182] or Paul Feyerabend [112], it is important to note
that both authors ‘repeatedly emphasised that incommensurability does not imply
incomparability’ [148] — the simplest way of achieving meaningful comparisons
seems to be at the level of the predictions constructed using the theories, or in other
words, at the level of model outputs. Yet, analysing a model only in terms of outputs
can lead to both misrepresentations and a reduced ability to justify or explain why
certain outputs have been produced.

Because of that, we argue that a general notion of model should be viewed as
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‘multimethodological’ [214], including the metaphysical, epistemic and ontologi-
cal aspects. This means that at the level of sub-models, different methodologies,
techniques, tools and metaphysical, epistemic, and ontological considerations may
be applied. At the general model level, this leads to multi-faceted representations of
entities and relationships which offer more descriptive power than a simple reduc-
tionist approach. For example, as a result of environmental interaction, a concept
might have two different ontological descriptions in two different sub-models —
this was hinted at when considering the works of Donellan and Kaplan in Chap-
ter 2. However, we note that this conceptual openness must also be balanced with
the sceptical analysis of model results and relationship with model goals, even if
considering the additional implications.

To some extent, this is not that different compared to other approaches to mod-
elling, except that in a lot of cases, the underlying complexity is being hidden by
altering the level of detail used in conceptualisation. Therefore, one could argue that
the heterogeneity of models is simply a consequence of different levels of details
co-existing in the sub-models.

Similarly to a distributed system case, the management of these differences
allows the model to manifest coherently. Chapters 4 and 5 provide further details

regarding this matter.

3.3.3 The triangle framework: a characterisation of heteroge-

neous models

Having described our notion of model, the modelling goal, the implications of the
interpretation of presentation on representation, and inherently on the metaphysical,
epistemic, and ontological aspects of a model, we now focus on how to characterise
amodel. Since our conceptualisation of models is driven by pragmatic and sceptical
commitments, we cannot base our characterisation solely on presentation or inter-
pretation. Therefore, we have chosen the manifestation of representation, or the
means of construction because of its direct relationship with multi-methodology,

language constructs, and their determinable nature at a specific point in time.
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Based on its construction and manifestation, a model has 3 main qualities: con-
ceptuality, executability, and formality. In [63], we present them under the name of
“Triangle Framework’ and empirically explore their appropriateness for describing

the components of models in a cyber-security context.

- Conceptuality — The conceptualisation of a model pertains to how its fun-
damental components and the connections between them are present and ex-
plicitly conveyed through precise natural language, pictures or drawings, for
instance. To some extent, this can be viewed as the size of the directly ex-

pressed ontology.

- Mathematicality or Formality — This refers to the degree to which the
elements and relationships of a model are expressed using formal constructs.
For example, models might be expressed as systems of equations or logical

formulae.

- Executability — This represents the degree to which the elements and re-
lationships of a model manifest themselves in a physical or computational

environment through series of iterative steps.

Various model categorisation attempts have been undertaken in previous years
with their focus on the so called most basic constitutive elements. An example can
be seen in Weisberg [304], where concrete, mathematical, and computational mod-
els are clearly separated. The main difference between such an approach and ours
is that in our view a model can manifest degrees of these qualities at the same time.
For example, a simulation model may be comprised of two different sets of simu-
lations: one based on a system of equations and another based on a state machine
which was constructed ad-hoc from empirical observations. After the simulations
are completed, the results might be presented visually through graphs or formulated
in natural language. In such a case, we do not believe that labelling the model as
computational is enough because each decision to use a certain construction tech-
nique is related to the model goal. Furthermore, such an approach would lead to

viewing most presentations of a model — interestingly, the constructed represen-
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tation of a model ends up becoming a surrogate presentation for the model target
— as conceptual and therefore omitting its previous configuration and implications
from analysis. Not taking into account all these decisions can lead to model mis-

representation and misuse.

As previously said, these qualities coexist and models may have components
that exhibit characteristics of all three. Additionally, they trade off against one
another; that is, a highly conceptual model will be less formal and executable, or a
highly executable model will be less conceptual and formal. This happens because
the process of designing and constructing a model has resource constraints, and
favouring one of the three qualities based on the context of use can imply a higher
chance of achieving the model goal. For example, using a Bayesian model in a court
of law will most likely not have a high chance of success — for details see [89] —
but a conceptual model based on argumentation with the exact same conclusions
might do it. More malicious examples could be constructed here because favouring
a specific subset of the elements of the presentation of a phenomenon combined with
a construction technique that is considered appealing by a target audience is exactly
how manipulation techniques work. We will not further pursue this direction, but
we clearly state that the difference between manipulation and focusing on the model
goal while considering some elements irrelevant for the context exists. In the case
of manipulation, some elements are known to be relevant but specifically omitted so
that the final results would be different. In the other case, the elements are omitted

precisely because they would not impact the final results.

While we discuss the degree of model qualities, it is important to note that we
don’t imply a precise measure — there are no units for formality, executability, or
conceptuality, and their quantification is subjective. Nevertheless, these qualities,
along with the triangular framework in general, provide us with a language to struc-
ture and discuss models. Figure 3.1 illustrates how we think of these three types
of model and their relationships: in a given model, the relative significance of each
of the components determines, by proximity, the position of the model within the

triangle; furthermore, the position of the model may change as it evolves during its
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Figure 3.1: The triangle framework [63]

We suggest that the importance of our proposed framework goes beyond its use
for categorising, and hence understanding the relationships between, extant models

and types of models. Specifically, we suggest that it can:

- Assist the parties involved in modelling in determining which property to em-
phasise to enhance the likelihood of more accurately representing the target,

in alignment with the modelling goals;

- Minimize the likelihood of creating a model that is impractical for achieving

the modelling goals;

- Serve as a common base for argumentation, and therefore language for both
structuring the process of design and construction and, formulation of require-

ments;
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- Offer a way of analysing a model through all the design and construction

stages rather than just at the end;

- Reduce development time because a direction for model evolution can be

determined and decided upon, rather than just emerge during construction;

- Lead to a way of comparing models based on the properties of sub-models.

3.4 'Triangle case study:

In the previous section, we have described the modelling triangle theoretically and
have explained how models move around the triangle during their construction.

In this section, we explore the modelling triangle in the concrete setting of in-
formation security, exploring where different types of security models are placed
within the triangle. We do this by looking at existing models published in recent
security-related conferences and placing them on the triangle. This has several pur-
poses: we want to get a sense of the types of models used in security, we want to
understand if there is a relationship between the intended purpose of a model and

its location on the triangle, and lastly, we want to test the triangle approach.

3.4.1 Methodology

We have selected papers from five security conferences from 2020: BlackHat USA,
NSPW, ACSAC, WEIS, and GameSec. We selected these conferences as they cover
a range of topics and security traditions; we looked at all the papers from each
conference in 2020. In total, we looked at 212 research papers encompassing a
range of security topics: behavioural and security management, security policy,
technical exploits, machine learning, economics, and more.

For each paper, we wanted to: (1) determine whether or not it contains a model;
(2) understand the purpose and type of model; and (3) determine an appropriate lo-
cation on the triangle for the model. As a methodological basis, we employed a
grounded theory approach, primarily motivated by the relative novelty of the tri-
angular framework and the lack of similar research studies conducted in the area

of security models. Grounded theory has two variants: one that focuses on the
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emergence of properties from the data coding process guided by a theoretical un-

derstanding of the domain of study and another that denies the need for any prior

domain exploration. Kelle [167] illustrates both approaches. Since we did perform

a prior domain exploration by analysing the main philosophical positions regarding

models and know the properties we are looking for — conceptuality, executability,

and mathematicality — we adopt the first method and perform the selective coding

and classification processes with the properties described above in mind.

We have chosen this study methodology for a number of reasons:

1. Grounded theory is integrative as long as the coding process is consistent.
This is extremely important, since it allows the analysis of models con-
structed using various methodologies. ‘According to Ralph, Birks, and Chap-
man [252], grounded theory is methodologically dynamic in the sense that,
rather than being a complete methodology, grounded theory provides a means
of constructing methods to better understand situations humans find them-

selves in.’

. Grounded theory provides ecological validity. This means that the theory
produced using this approach is representative of the underlying body of lit-
erature surveyed. Although not as powerful as when conducted through inter-
views with practitioners — since in that case additional questions about the
subject of study could have been asked — the novelty of the papers shows the

‘state of the art’ in the security field at the moment.

. Grounded theory maintains parsimony. That is, in a situation where multi-
ple hypotheses exist about a certain phenomenon, the one with the smallest
number of assumptions is preferred. This allows us to maintain a relatively
small number of properties, since we aim to provide practical and simple ex-
planations of complex phenomena by attempting to link those phenomena to

abstract constructs and hypothesising relationships among those constructs.

4. Although employing both qualitative and quantitative techniques, the nature
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of the analysis remains qualitative and facilitates the interpretation of concep-

tual aspects of the models under study.

We followed the following process. First, we analysed every paper to decide
whether or not it contains a model, according to our definition from Section 3.3.
We used a broad understanding of ‘model’ to ensure we captured conceptual as
well as technical and formal models and as such were quite inclusive in the papers
we accepted. For example, papers that constructed and reasoned about a structured
representation of the phenomenon under study, even if descriptive, were considered
models. Papers that did not include such a representation, such as those focused on
problem solving or tool building in a very specific and mostly technical focused case
were not included. Lastly, some papers included small models used for explanatory
purposes, such as showing where their work fits within a system. These are also
included in our analysis.

For the papers that contained models, we performed subjective coding focusing
on the model description, the techniques employed in the model construction, the
model purpose, and the topic. Since we wished to maintain some of the grounded
theory ethos, we did not use a pre-established coding scheme in this step, and in-
stead generated the codes as we went through the papers.

After that, we performed selective coding by linking the previously computed
codes with our three primary categories — conceptuality, executability, and mathe-
maticality. At this point, we derived the ‘triangle configuration’ of the model under
study, with the important note that we did not simply quantitatively analyse the size
of the resulted categories. Deciding the relevance of the underlying codes with re-
spect to the overall modelling goal remains a qualitative process, and therefore the

constructed configuration is subjective.

3.4.2 Findings

The intent of this study was to better understand the nature of the models employed
in the information security field in 2020. Following the methodology described
above, we discovered that 67% (142) of the total 212 surveyed papers did indeed

employ models. The initial topic analysis and coding have produced 65 different
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topics that were further reduced to 35. For example, topic codes such as ‘social be-
haviour’, ‘social engineering’, ‘community analysis’, ‘problem solving’ or ‘human
oriented design’ were included in the ‘human oriented security’ category. Table 3.1
illustrates the most encountered five topics for models in each conference, ranked
by their total number of occurrences and having duplicates removed. Subsequently,
the most encountered topics were ‘attacks/exploits’ and ‘privacy’.

It is important to note that a model is not limited to a single topic: if one specifi-
cally focuses on attacks that affect user privacy, it would be assigned as having both
the ‘attacks/exploits’ and ‘privacy’ topics. Also, the development of models for

the purpose of better understanding machine learning in general can be seen as an

interesting attempt at using descriptive models to understand other models.

Blackhat | Nspw | ACSAC | WEIS | GameSec | Total
Attacks/Exploits 19 1 12 2 3 37
Privacy 5 3 17 1 2 28
IoT 5 0 14 1 3 23
Human oriented 7 5 5 3 2 22
Network Security 7 0 8 1 6 22
Economics 1 0 4 12 3 20
Policy 6 2 7 2 1 18
Hardware Security 10 0 3 0 4 17
Software Security 5 2 8 0 | 16
Machine Learning 6 2 6 0 1 15
Theoretical Security | 0 0 2 1 10 13
Systems architecture | 6 0 2 0 4 12
Risk 2 0 4 4 1 11
Management 2 0 3 5 0 10
Game Theory 1 0 0 0 8 9
Table 3.1: Top 5 topics per conference [63]
Blackhat | Nspw | ACSAC | WEIS | GameSec | Total per type
Simulation Models 8 1 25 2 1 37
Descriptive Models 21 6 1 2 0 30
Statistical Models 2 0 15 11 1 29
Deep Learning Models | 6 1 15 0 6 28
Game Theory Models | 0 0 0 0 18 18
Total per conference 41 8 58 15 26 142

Table 3.2: Model types per conference [63]
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By analysing the model’s topic, goal, and construction procedure, we have
produced triangle configurations for each of the surveyed conferences, which can
be observed in Fig 3.2. These configurations largely correspond to the publicly
described conference tradition — for example, the models in GameSec had a ten-
dency towards formality — with an interesting aspect identified in Blackhat: even
though the models tackled many ‘attacks/exploits’ and ‘hardware security’ aspects
— as it can be seen in Table 3.1 — they are complemented by models with a ten-
dency towards conceptuality that attempted to explain their functionality, resulting
in overall more balanced configurations when considered holistically. Furthermore,
we classified the models according to their construction method and modelling goal

into five categories.

1. Descriptive models: Models in this category are mainly constructed using
natural language descriptions, qualitative reasoning and sometimes graphs,
charts or other means of visual representation. They construct a subjective
representation of reality which can vary in complexity and can include both
qualitative and quantitative studies as a starting point. Their primary goal is to
simply describe or analyse phenomena that are hard to quantify and therefore
focus on topics such as ‘human aspects of security’, ‘security management’,
‘philosophical aspects of security’ or ‘security policies’. However, the anal-
ysis process has revealed that such models can be used also for describing
other models, not necessary phenomena directly. As illustrated in Table 3.2
and Figure 3.3a, models in this category represented roughly 21% of the total
models encountered and had a strong tendency to be placed close to the upper

corner of the triangle because of their highly descriptive nature.

2. Simulation models: This category contains two different types of models
that have a common construction method — experimental simulations and
practical demonstrations. They are comprised of interpretative executable
code, constructed manually by a developer and reflecting a human interpre-
tation of a certain phenomenon. With respect to their goal, they can either

be used for experimentation, such as simulation based models coming from
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the dynamic systems tradition, attack demonstrations or enforcing qualitative
reasoning. They focus on topics such as ‘IoT’, ‘network security’, ‘software
security’, ‘operation systems emulation’, ‘malware’ or ‘attacks/exploits’ be-
cause the phenomenon under study can be quantified and represented using
graph-like structures. As illustrated in Table 3.2 and Figure 3.3b, models in
this category represented roughly 26% of the total models encountered — the
largest category — and were placed closer to the centre of the triangle. They
did not manifest a higher tendency towards the left corner because the model
construction was manual and in some cases, the model was run a single time

to illustrate that a certain attack was possible.

. Statistical models: Models in this category are constructed using executable
code that includes statistical algorithms, data science techniques, natural lan-
guage processing, and even some traditional machine learning techniques not
including deep learning. They construct a complex, stochastic interpretation
of reality, usually employed for better understanding or making predictions
about a phenomenon that is either extremely complex or would take too much
time or analysis power to be understood individually. Furthermore, their most
relevant aspect is that their method of producing results can be traced back
and understood, with the important note that the results do not directly lead
to some automated real world consequence, but require additional interpre-
tation. The most relevant topics to this category were ‘privacy’, ‘security
management’, ‘economics’ and ‘human oriented security’. As shown in Ta-
ble 3.2, statistical models represent almost 20% of the total surveyed models
and Figure 3.3e depicts them as having balanced triangle configurations, with
some slight tendencies towards either conceptuality or mathematicality based
on the nature of their input data. For example, a model employing natural
language processing and principal component analysis techniques over qual-
itative data obtained from interviews was placed closer to the conceptuality
corner, whereas a Bayesian analysis of security investments was placed closer

to the mathematicality corner.
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4. Deep Learning models: Models in this category are constructed using deep
learning and neural networks approaches and they construct a representation
of reality that is similarly to statistical models, with the primary difference
being the difficulty of interpreting or justifying the produced results. Because
of this, they tend to be used for automated problem solving in areas such as
offensive security or threat detection. Their triangle placement can be similar
to that of simulation models, as Fig 3.3d with the important difference that
they do not manifest the slight conceptuality tendency since their phenomena
interpretation is particularly hard to understand. However, they do manifest
the strongest tendency towards executability, and represent almost 20% of
the total models surveyed. Taking into account the current focus on the de-
velopment of artificial intelligence explainability methods, we could observe
a significant amount of models moving from the deep learning category to the

statistical models one.

5. Game-theoretic models: This category is primarily comprised of mathemat-
ical models constructing game-theoretic interpretations of phenomena. Some
of the observed models did produce analytical solutions for solving the rep-
resented games, whereas others were simply used for problem setting. In the
second case, other types of models were used to produce the desired strategies
in the game setting. They were usually employed in areas such as ‘network
security’, ‘risk’ or ‘attacks/exploits’, but mostly provided the theoretical set-
ting for another type of model to interpret. We observed that the interpretation
they produced was mostly used as a setting for either deep learning or simu-
lation models. For example, a game theory model was used to formalise the
concept of cyber deception as a multi-party stochastic game and then a sim-
ulation model was used to illustrate a successful winning strategy. However,
another approach was to construct a deep reinforcement learning model of the
involved parties and execute it in multiple epochs such that the actors could
develop increasingly better strategies while learning from their own mistakes.

As 3.2 and Fig 3.3c illustrate, these models can have both balanced triangle
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configurations and heavy tendencies towards mathematicality and represent

roughly 13% of the models surveyed.
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Moreover, some additional observations can be drawn when analysing the av-
erage and complete model types placement on the triangle in figures 3.4a and 3.4b.
For example, the conceptual, deep learning and game-theoretic models can be seen
as having the strongest manifested tendencies towards the triangle’s corners. Subse-
quently, the simulation and statistics models manifested the most balanced config-
urations for two different reasons: simulation models had the most open approach
and used internal sub-models that would have been assessed differently in isolation
— for example, a stochastic module for agent behaviour or an economics module
for determining the risk of an actor’s action — but produced balanced overall mod-
els, whereas statistical models used extremely varied input data that introduced an
additional degree of conceptuality to the mathematical methods used.

However, Fig 3.4b clearly shows that the model categories are not entirely de-
limited by their triangle configuration: for example, models in Kaczmarczyck et
al. [159], Noor et al. [200] and Xiao et al. [307] have similar, central triangle
placements even though they are members of the deep learning, statistical, and re-
spectively simulation categories. Furthermore, even though their topics are also dif-
ferent, namely automated malware family identification, illustrating a mechanism
for key distribution on automotive networks and analysing the forensic validity of
approximated audit logs, they all obtain a more balanced configuration by introduc-
ing qualitative reasoning about their inner workings.

We believe that this balancing process leads to models that are easier to un-
derstand and therefore more suitable for security decision-making but that require
further work to be validated. However, at the end of this exploration of the informa-

tion security domain, we can draw several conclusions.
1. Models are an important tool for information security today.
2. Usually, models remain focused on very specific problems.

3. Some models directly interact with or complement other models. This raises

the question of how models should communicate with one another.

4. Some meta-modelling attempts exist, but only at the theoretical level. For
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example, highly mathematical or conceptual models of machine learning al-

gorithms.

5. Simulation models seem to provide a good base for constructing models with

components of different types.

3.4.3 Reflections on validation

In the previous sections, we have focussed on constructing an integrated modelling
framework for characterising models according to three primary properties — con-
ceptuality, formality, and executability — that are directly linked to the relevant
philosophical and modelling literature. We have described how these properties
can change during model construction and have attempted to use this approach to
explore a part of the present-day space of information security models. Here, we
seek to understand some of the implications that our vision might have on the on-
going debate regarding the validation of models, especially in the case of modelling
large-scale security ecosystems.

The validation of a model, at a general level, consists in the deployment of a set
of processes that is used for testing that the model performs according to its original
goal. As expressed in [21], models can be separated into at least three categories
according to their primary goal: modelling for the purpose of improving a certain
performance indicator of a system, modelling for testing a scientific theory, and
modelling for the sake of understanding or learning about a certain system.

However, it is not the goal alone that determines the type of model to be con-
structed, but also the nature of the system or phenomenon under study and the avail-
able input data types and their collection process. These elements — the goal, the
available data and the nature of the phenomenon under study — corroborated with
the underlying philosophical implications illustrated in chapter 2 and section 3.3 —
have led to the development of different and sometimes opposing model validation
methodologies in disparate domains of science. To illustrate some of these differ-
ences, we present some arguments from the economics, management science, and

system dynamics literature that are of great importance for an information security
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context.

Starting with the management science domain, it can easily be observed that
a singular position with respect to validation does not exist. For example, Naylor
et. al. [222] argue for a validation process that combines rationalist, empiricist and
positive economics [120], but has a primary empiricist assumption: ‘A simulation
model, the validity of which has not been ascertained by empirical observation, may
prove to be of interest for expository or pedagogical purposes, but such a model con-
tributes nothing to the understanding of the system being simulated’ [222]. Their
position is aligned to the positivist ethos by the utilisation of a truth based crite-
rion for validation. In contrast, work such as Mitroff [217] place validation under
the philosophical spectrum of experimentalism and focus on the relativity of the
philosophy of science position held by the modeller. As Mitroff [217] states, ‘a re-
searcher’s philosophy of science is as characteristic of him as it is of the phenomena
he typically studies’ and the same elements chosen as relevant for the construction
of the model should be the same ones used for validation. A more practical po-
sition, directly related to the need of validating large scale models in a reasonable
amount of time can be seen in House and McLeod [147]. There, the authors follow
Friedman’s principle [120] that assumptions can serve as scientific hypotheses even
if ‘unrealistic’ as long as they can produce significant predictions and focus on the
utility of a model rather than its relationship with truth. In the authors’ own words
‘A businessman cannot afford to discount a “hoped-for” infinite return as the result
of an unknown expenditure for a near perfect model today. Our business world ex-
ists in the present, so the businessman will be satisfied to buy a somewhat less than

a perfect model for a known cost.’

The same heterogeneity of positions with respect to validation can be seen in
the economics literature. As already described, Friedman’s position with respect to
the need of validation for scientific hypotheses is of great importance. In the au-
thor’s view, scientific assumptions do not need to be verified, since they can only be
validated by their own predictive power. Since models can be considered a prelim-

inary step in the formation of scientific theories — see Grim and Rescher [135] for
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a more detailed discussion — Friedman’s assumption has been translated to mod-
els. A subtle distinction from this criterion of predictive power can be seen in the
work of Cyert and Grunberg [84]. Following Popper’s falsification thesis [245], the
authors believe that a model’s predictive power does not necessarily validate its po-
sition as scientific truth. Therefore, modellers should rather focus on constructing
models with high descriptive power. Nevertheless, different variations of these cri-
teria can be found in comprehensive literature overviews such as Dhrymes et al. [96]
or Radzicki [251]. Of particular relevance is the conclusion of Dhrymes et al.: ‘vali-
dation becomes a problem-dependent or decision-dependent process, differing from

case to case as the proposed use of the model under consideration changes’ [96].

Last but not least, we discuss some of the validation approaches employed
in the system dynamics literature. Compared to management science or economics,
the system dynamics literature is much more comprehensive in its attempts to tackle
philosophical aspects of model validation. An important starting point is the work
of Forrester [113], which can be seen as a relativist take on system dynamic vali-
dation that was primarily done in a positivist fashion before him. Forrester makes
the claim that ‘the validity of a model should not be separated from the validity
and the feasibility of its goals’ [113], and since the feasibility of the goals can-
not be determined through a formal process, validation becomes ‘a problem of so-
cial discussion’ [22]. Furthermore, following a thesis similar to Kuhn’s [182], he
argues that ‘Any “objective” model validation procedure rests eventually at some
lower level on a judgment or faith that either the procedure or its goals are ac-
ceptable without any objective proof.” [113] and that qualitative model validation
techniques must be used in practice, given the fact that ‘a preponderant amount of
human knowledge is in non quantitative form’ [113]. However, Forrester’s position
was contested by works such as Ansoff & Slevin [12] or Nordhaus [225] that deem
it unscientific on a positivist basis and ask questions such as ‘Does it represent the
judgmental approach of a particular scientist?’ [12]. Ansoff & Slevin [12] also point
out that Forrester does not clearly state a clear criterion of validity or a specific de-

gree of correspondence between the model and the represented system. Additional
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details about this philosophical debate in the system dynamics field can be found

in [9, 31, 32, 271, 258, 280].

As seen above, the fields of economics, management science and system dy-
namics have been encountering this philosophical debate on model validation for a
long period of time, and yet a holistic integrative approach has not been designed.
What is even more interesting is that economic, management science, and system
dynamics models have been consistently used in information security without the

necessary debate about validation.

The field of information security manifests, as shown in section 3.4, the diver-
sity of encompassing all these different types of models, with respect to both goals
and method. For example, Yeo et al. [311] construct a system dynamics model for
the sake of reducing the negative impact of security policies on the effectiveness
of operations in ports, conceptual work such as Inglesant and Sasse [154] com-
plemented by the modelling in Beautement et al. [28] has infirmed the theory that
cyclic password ageing techniques lead to increased password security and, the exe-
cutable, language based model of Jachim et al. [157] can be used for understanding

the behaviour changes of Twitter trolls during the Covid-19 pandemic.

Although a handful of examples, these are already enough to manifest dif-
ferent approaches on validation: [311] uses a system dynamics paradigm and both
structural and behaviour oriented validation techniques, [28] construct a model that
can be placed in between the economics and management science traditions but
admits the need for further validation stemming from the subjectivity of the input
data obtained from interviews and [157] uses traditional machine learning valida-

tion metrics such as k-fold cross-validation.

However, none of the above examples is truly about heterogeneous systems.
One can imagine the need of constructing an information security model that com-
bines multiple of the above described directions. Efforts in producing a practical,
modular modelling approach that is open to qualitative interpretation and, at the
same time, constructed on a rigorous mathematical foundation can be seen in [64]

or [60]. The relevant aspect of the method presented is that sub-modules can be
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constructed using significantly different assumptions as long as the produced out-
put is standardised by the use of interfaces and conceptualised under the distributed

systems metaphor.

Nevertheless, validating a model with sub-modules built according to different
philosophical assumptions will not be a trivial task. Given the researched streams
of literature concerning validation, it is a plausible assumption to make that such
a process will not be unitary in nature. Therefore, the model description offered
by the framework described in this section, together with the distributed systems
conceptualisation and the extended co-design cycle which will be further analysed
in Chapters 4 and 5 becomes a road-map for the selection of validation techniques
on a case by case basis — [271, 21, 194] offer comprehensive overviews of practical

validation tests.

Therefore, our position is close to Dhrymes et al. [96], with the addition that
the model description given by our framework can be used to guide the selection
of validation tests. In a certain sense, Mingers’ ‘multimethodology’ [214] idea
is being translated to the issues of validation. This can facilitate the construction
of validation loops from the early model design and implementation phases, thus
bringing the advantages of an agile testing methodology. Furthermore, our belief
is that the analysis procedure required to construct the model description and the
process of choosing validation tests according to it can increase the believability in

the usefulness of the constructed model by design.

However, the modularity offered by this method comes with a need of using
both sub-module validation and overall model validation. The selection of vali-
dation tests for sub-modules is guided by the description offered by the above pre-
sented framework. When considering overall validation, more experimentation with
the framework is required for an attempt to derive a criterion. Nonetheless, our be-
lief is that such a criterion should take into account both descriptive power and

believability and cannot be purely based on positivist premises.
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3.5 Conclusion

As the world has evolved to become ever more dependent on complex ecosystems
of large interacting systems, it has become ever more important to be able to rea-
son rigorously about the design, construction, and behaviour not only of individual
systems — which may include aspects related to all of people, process, and tech-
nology — but also of their assembly into ecosystems. In such complex situations, it
is inevitable that no one type of model — such as mathematical models of dynam-
ical systems, logical models of languages, or discrete event simulation models —
will be sufficient to describe all of the aspects of ecosystems about which rigorous
reasoning is required.

Because of that, we have attempted to extend the traditional notions of system
and heterogeneity as showcased across different scientific fields and combined them
to produce a general notion of heterogeneous system that would support a mod-
elling account focused on model integration. Building on this notions, we have also
showcased our concept of model, explained in detail how the nature of heteroge-
neous systems influences it, and presented multi-methodology as a viable approach
for the construction of our methodology.

Furthermore, we have also proposed a meta-theoretical framework, the ‘tri-
angle framework’, within which different types of models may be categorised and
their interactions, especially during the construction of models, can be understood.
Specifically, we have identified three qualities of models — conceptuality, mathe-
maticality, and executability — and have explained how in practice models typically
have all of these qualities to varying extents. We have conducted an empirical study
of the models deployed in a range of security conference papers, have classified
these models according to the framework, and lastly, we have started the much
needed debate on validation methods that the information security field has been
avoiding for far too long.

However, much further work is suggested, including on the following:

- the structure of the triangle and its component models;

- the evolution of models within the triangle as they are developed, especially
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in respect of the roles of the stakeholders;

- empirical studies of model design and construction conducted over an ex-
tensive period of time, in a deployment environment, in the context of the

triangle and the roles of the stakeholders.

Moreover, as we have already discussed, we hope to produce practical results
such as correlations between a model’s goals, the types of knowledge it employs,
the means of design and construction, its triangle configuration, and its success of
implementation and deployment in the real world. The results of these studies could
be expected to inform a reformulation of the triangle framework and modelling
account.

Finally, we emphasise the practical relevance of this chapter for modellers
seeking to design effective representations of complex, heterogeneous systems. By
introducing a general definition of heterogeneous systems and linking it to a multi-
methodological conceptualisation of models, this chapter provides a foundation for
constructing models that are both integrative and adaptable. The proposed Triangle
Framework offers a practical tool for guiding design decisions, enabling modellers
to balance conceptuality, formality, and executability in alignment with modelling
goals. This structured approach reduces the risk of misrepresentation, supports
modular development, and facilitates informed trade-offs during model evolution.
Furthermore, the empirical study of security models demonstrates how the frame-
work can be applied in practice, offering insights into current modelling trends and
highlighting strategies for improving model interpretability and validation. Collec-
tively, these contributions make the chapter a valuable resource for practitioners
aiming to build models that are rigorous, interoperable, and suited to real-world

decision-making contexts.



Chapter 4

Metaphors

We are prisoners of our own metaphors, metaphorically speaking ...

R. Buckminster Fuller

As we have seen in the previous chapter, conceptualising systems and design-
ing and constructing models of systems can become a really complicated endeavour
when considering aspects of their heterogeneity. Even if elements such as the means
of construction illustrated in the triangle framework, the modelling goals, and the
implications derived from the acceptance of a de-facto multi-methodological nature
of models are relevant to model understanding, they alone are not enough to en-
sure that models in the world will perform as expected, or as desired by the people

involved in their creation.

However, building on observations from Chapters 2 and 3, we cannot ignore
the fact that the first triangle configuration that a model manifests — when consid-
ered over time — is highly conceptual. In other words, all models start as concep-
tual and can then evolve to other configurations, but it feels reasonable to believe
that something that cannot be conceptualised, thought about or imagined cannot be
built — even in the case of machine learning models constructing other models,
the algorithm itself was firstly conceptualised before being formalised and then im-
plemented, the software and hardware architectures were designed, the data types
involved were accounted for, etc. In this context, the idea that we cannot separate

conceptualisations from the conceptual frameworks used by the people involved in
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the conceptualisations is even more relevant.

The aims of this chapter are to present the conceptual framework employed by
our modelling methodology explicitly — namely the distributed systems metaphor
— and to describe a way of utilising it such that the resulting models have a higher
probability of achieving their goals and behaving as expected. The chapter ad-

dresses the second, third, and fifth research questions from Section 1.1.

Section 4.1 describes the distributed systems metaphor, following the model
qualities showcased in the triangle framework, and then showcases a set of useful
properties that this conceptualisation offers in a modelling context. Subsection 4.1.1
illustrates the primary elements of the metaphor at a reasonably high level and rea-
sons about the meaning of model construction. Subsection 4.1.2 gives an overview
of the formal representation of these concepts, offering a rigorous foundation to
the formalism and justifying its correctness. Subsection 4.1.3 demonstrates how
executable models can be constructed using a library we have developed for the
Julia programming language and then reflects on the stochastic nature of the result-
ing models as means of dealing with representational uncertainty. Subsection 4.1.4

describes the properties of the DS metaphor.

Section 4.2 introduces the trading zone metaphor and some associated notions
such as boundary objects or interactional expertise, places the metaphor in a mod-
elling context, describes types of trading zones and determines a specific trading
zone evolution trajectory — from fractionated towards inter-language — as useful

for modelling heterogeneous systems.

Section 4.3 does the comparison between the two metaphors at the level of
entities, interaction, language, methods, practices, and goals — trading zone and

distributed systems metaphor — and determines them as compatible.

As noted in the research paper declaration form, this chapter contains elements
of the author’s previously published work. More specifically, section 4.1 includes
elements of section 5 from [152], sections 2, 3 and 4 from [62], and section 3

from [151]. Similarly, sections 4.2 and 4.3 are derived from section 5 from [152].
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4.1 Distributed Systems Metaphor

4.1.1 Conceptual aspects

The expansion of interconnected network systems gave rise to the formulation and
advancement of distributed systems theory in the field of computer science. Under
this paradigm, a distributed system can be thought of as a collection of physically
independent entities that communicate and coordinate with each other to achieve a
common goal. The entities have been traditionally related to computing, so techno-
logical in nature — in the case of heterogeneous systems, this is no longer the case
—, the communication is performed across a network, the coordination is realised
via scheduling algorithms, and the common goal is represented by the service the
system is supposed to provide to its users.

While this theory has historically been focused on computer systems, its prin-
ciples and core components can be applied more broadly as a useful metaphor for
understanding various types of heterogeneous systems, including ecosystems. In
previous work such as [62], we describe the ontology of the distributed systems

metaphor as containing the following primary concepts:

Location: Distributed systems inherently involve the idea of multiple loca-
tions interlinked with each other. These locations may represent physical
entities — such as rooms connected by passageways —, logical entities —
like addresses in computer memory connected by memory pointers —, or
abstract entities — for instance, the conscious and unconscious areas of cog-
nition interlinked by dreams. Formally, locations are represented by directed

graphs.

Resource: Resources exist at locations and can be moved between them ac-
cording to the locations’ connections. Generally, they can be used to rep-
resent anything that can be manipulated by a process — data, physical and
abstract objects, people, etc. For example, computers in rooms, software pro-
grams loaded in computer memory, or memories in the unconscious can all

be viewed as resources. Formally, resources can be represented as elements
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of a pre-ordered, partially commutative monoid, as provided by the semantics

of bunched logic [228, 74].

Process: Processes are used to represent collections of actions that manipu-
late resources in a sequential or parallel manner. Such manipulations can in-
clude moving resources from one location to another, generating or removing
resources from locations, composing resources, altering the internal structure
of a resource via decomposition, and so on. Formally they can be represented
— in the spirit of Milner’s SCCS [211] — using a monoid of basic actions, a
grammar of process terms to describe process interaction and a partial modifi-
cation function illustrating the co-evolution of processes and resources under

actions.

Environment: The systems we model are not isolated entities; instead, they
interact with environments that we choose not to represent in detail. Such
environments are used to depict the worlds outside the system of interest and
the interactions between such worlds and the system. Semi-formally, environ-
ments can be represented stochastically by capturing the incidence of events
they generate towards the model. For example, given an organisational phys-
ical security model, the arrival rate of agents at the entrance that marks the
outer boundary of the model may be captured using a negative exponential

distribution [64].

Interface: Building on the isolation aspect, models do not interact only with
environments, but also with other models — and the same could be said about
systems directly. Under our framework, this interaction is enabled by the
composition operation — which we will detail in Subsection 4.1.2. To enable
composition, models need interfaces that define the locations at which models
fit together and which actions, defined at appropriate locations within the in-
terface, are part of the composition. Actions in the interface will nevertheless

be able to execute only if the resources they require are available.

This view is obviously very specific to its focus on computer systems, but its
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concepts can be taken more generally to provide a useful metaphor for understand-
ing all types of systems — and ecosystems. However, we have not actually defined
what it means to build a model using this distributed systems approach — although
the constitutive elements of the triangle framework as described in Chapter 3 al-
ready imply it. This, too, is very flexible. Models can be largely conceptual and
use the notions described above as a means to help think about the structure and
behaviour of a system. Or models under this paradigm can be formal, as we will
show in the following sub-section. Finally, this metaphor can be used to build ex-
ecutable models, in the spirit of Birtwistle’s Demos [37], where a programmatic
description of the system (in terms of locations, resources, processes, interfaces,
and environments) is run to simulate the behaviour of the system [61, 64, 59, 74].
In the following subsections, we shall provide more details regarding formal and

executable models.

4.1.2 Formal aspects

The formal foundations of this work have previously been developed in [10, 62, 76,
75,74, 127, 248]. However, to present a complete view of the distributed systems
metaphor and to understand its advantages — even if not always in a similar formal

setting — we describe them below.

We begin by giving a formal framework for capturing the distributed systems
metaphor that we are proposing as a basis for a semantically and logically well
founded framework for modelling ecosystems of systems in the absence of loca-
tions. The basic theory of processes and their associated logics is technically essen-
tially determined by the interaction between processes and resources, with locations
playing a significant conceptual role only when the concepts of interface, substitu-
tion, and local reasoning are considered, which we do below. The results presented

in this section for states R, E extend to states L, R, E [74].

4.1.2.1 Processes and Resources

The starting points are Milner’s synchronous calculus of communicating systems,

SCCS [211] — perhaps the most basic of process calculi, the collection of which
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includes also CCS [208], CSP [142], Meije [91], and their derivatives, as well as the
m-calculus [210], bigraphs [212] and their derivatives — and the resource semantics
of bunched logic [230, 250, 127, 248]. The key components for our purposes are

the following:

- A monoid of actions, Act, with a composition ab of elements a, b and unit 1;

- The following grammar of process terms, E, where a € Act and X denotes a

process variable:

E:=0|ala:E|Y E|EXE]|...
icl
Most of the cases here, such as 0, action, action prefix, sum, concurrent product,
and recursion, will seem quite familiar. Mathematically, this notion of resource —
which covers examples such as space, memory, and money — is based on (ordered,
partial, commutative) monoids (e.g., the non-negative integers with zero, addition,

and less-than-or-equals):

- each type of resource is based on a basic set of resource elements,
- resource elements can be combined, and

- resource elements can be compared.

Formally, we consider pre-ordered, partial commutative monoids of resources,
(R,0,e,C), where R is the carrier set of resource elements, o is a partial monoid
composition, with unit e, and C is a pre-order on R. The basic idea is that resources,

R, and processes, E, co-evolve,
RE - R E

according to the specification of a partial ‘modification function’, u : (a,R) — R/,
that determines how an action a evolves E to E’ and R to R'.
The base case of the operational semantics, presented in Plotkin’s SOS

style [244], is given by action prefix and concurrent composition, X, and exploits
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the monoid composition, o, on resources:

@R =K RE-“SR.E SF-s8 F
a = .
Ra E-“Swrp ab, pro gt El s F
ya ) RoS,EXF — R oS E'XF

This (rather general [211, 91]) notion of composition at the level of process
does not explain the engineering concept of the composition of models, with its
requisite notions of interface and substitution, that we discuss further.

Sums, which represent choices, recursion, and other combinators are defined
in similar ways.

A modification function is required to satisfy some basic coherence conditions
(in certain circumstances, additional structure may be required [10]): for all actions

a and b and all resources R and S, and where ~~ is Kleene equality,
- u(1,R) = R, where 1 is the unit action, and

- if u(a,R), u(b,S), and Ro S are defined, then
p(ab,RoS) ~ p(a,R)ou(b,S).

This function specifies the signature of the model.

Sums and recursion are formulated in familiar ways:

RE -5 R E
R.YiciEi — R E"

where / is an indexing set , and

R,E|E/X] 5 R E'
R, fixX.E -5 R E'

where E; is the ith component of a tuple of processes.

Of more interest is hiding,

RoS.E 3R oS E

R,(vS)E Y R (vSE"

in which the resource S becomes bound to the process E. This construction replaces
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and generalises the restriction operation of calculi such as SCCS.

4.1.2.2 Logic

Process calculi such as SCCS, CCS, and others come along with associated modal
logics [139, 209, 281, 295]. Similarly, the calculus sketched here has associated
modal logic, MBI [75, 74, 10]. The basic logical judgement is of the form

R7E |: ¢)7

read as ‘relative to the available resources R, the process E has property ¢’.

Building on the ideas of the bunched logic BI (e.g., [230, 250, 127, 248]) and its
application to Separation Logic [255, 156], MBI has, the usual additive connectives,
T,NA, —, L, V.

These are all defined by semantic clauses of a satisfaction relation, where 7" is
an interpretation of propositional letters in the usual way — see, for example, [297]

— beginning as follows:

REEp iff (RE)e¥(p)

In addition, MBI also has a multiplicative conjunction, * ,

REE¢+y iff thereareS,T and F,Gs.t. SoTC R, FxG~E,
and S,F=¢ and T.E =y

4.1

where ~ is bisimulation (see, e.g., [211, 281, 295]) of processes, together with
a multiplicative implication, —. Note that the truth condition for * — sometimes
called a ‘separating conjunction’, since its conjuncts use separate resources — com-

bines the resources from the truth conditions for its component formulae.

The relationship between truth and action is captured by the clauses of the

satisfaction relation for the (additive) modalities, given essentially as follows (recall
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that R' = u(a,R)):

R,E = (a)¢ iff thereexists E's.t. R,E — R ,E' and R',E' |= ¢

R,E |=[a]¢ iff forallE's.t.R,E >R E' R E|=¢

A characterisation of hiding is also available [75]. Similarly, in addition to the
usual additive quantifiers and modalities, MBI has multiplicative quantifiers and
multiplicative modalities [75, 74] (we elide the details of MBI’s predication).

The basic connection between the process calculus and the logic is given by
a form of van Benthem-Hennessy-Milner theorem that relates process equivalence,
as given by bisimulation, and logical equivalence (e.g., [139, 209, 281, 75, 295, 74,
10]), for MBI, defined by

R E=ppI R F iff forall , R,E = ¢ iff R, F = ¢
For image-finite processes E and F' and any R, [75, 74, 10],
RE~RF iff RE=ppIRF “4.2)

Under stronger assumptions about the nature of resources [10], or with restrictions
to the logic [74], this equivalence can be extended to pairs R,E and S, F of states
with distinct resources.

Logics based on the language of MBI have proved valuable in program analysis

— see the Infer tool [109] — partly by virtue of their deployment of local reasoning,

based on the connective .

4.1.2.3 Locations

As we have discussed, a key conceptual component of the distributed systems
metaphor that we propose as a basis for a semantically and logically well-founded
framework for modelling heterogeneous systems is location, logical or physical.

In general, we can identify a few requirements for a useful notion of location

in systems modelling. Specifically,
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a collection of basic locations,

directed connections between locations,

a notion of substitution, which respects connections, and

(optionally) a (monoidal) product of locations (a technical requirement).

In the presence of locations, the judgements for the transition relation for

model states and the associated logical truth, respectively, take the forms
LRE-“L'RE and LREI}E,

where the property ¢ of the process E holds relative to resources R at location L;
that is, if a is an action guarding (the rest of) E, then u(a,L,R) is defined, but are

otherwise defined similarly as above [74, 10].

4.1.2.4 Interfaces, environments and models

Closely following [64, 59], we describe interfaces more formally using well-
motivated simplifications (that are, in fact, convenient to implement [64]) of the
general semantic set-up [75, 74, 10].

Models in this methodology are designed to be composed with other models
or environments. Composition allows two or more models or environments to be
combined and the resulting behaviour explored. When models are composed there
are interactions at the location, process, and resource levels, and the role of their
intended environments is critical. Processes evolve (transition) and resources are
moved between models at locations shared between the models. To enable com-
position, models need interfaces, which define the locations at which models fit
together and which actions, defined at appropriate locations within the interface,
are party to the composition. Actions in the interface will nevertheless be able to
execute only if the resources they require are available.

As an illustrative example, Figure 4.1 depicts three models which compose to-
gether. When models with interfaces are not composed, the environment generates

the events expected by the interface; when composed, the environment is replaced
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by a model. Also shown is an example of substitution: Model C can be substituted
for Model B as the interfaces of the two models match; this allows a modeller to

refine or increase the level of detail in parts of a larger model.

Model A Model B Model D

Environment

Location
Interface Composition of
Interfaces
Process

Model C

Figure 4.1: Interfaces, Composition, and Substitution [62]

The locations and resources of a model are represented using a location graph,
G (V' [#),&), with a set of vertices, ¥, representing the locations of the model, and
a set of directed edges, &, giving the connections between the locations. Vertices
are labelled with resources Z. Rather than thinking of actions evolving processes,
it is convenient to think of a process as a trace of actions — the history of actions
that have evolved a process during the execution of the model. All of the actions in
a model are contained in a set, <7, and process traces are comprised of these.

The environment a model sits inside causes actions within the model to be
executed, at a particular location. A model contains a set of located actions, .Z,
and a located action, [ € .Z, is given by an ordered pair [ = (a € o/ ,v € ¥'). The
environment associates these located actions with probability distributions: Env :
% — ProbDist. During the execution of the model, the located actions are brought
into existence by sampling from these distributions.

Writing [ for the set of interfaces on a model, then an interface / € I on a

model is a tuple (In, Out, L) of sets of input and output vertices, where In C ¥ and
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Out C 7, and a set of located actions L C .Z. The sets of input vertices and output

vertices in interfaces must be disjoint; that is,

(Ini€cIn=0 and () Out; € Out =0.
ices ics

Given this set-up, we can define a model as follows:

Definition 1 A model M = (9 (V| %], &), , P, L,.9) consists of a location
graph 9, a set of actions </, a set of processes &, a set of located actions £,
and a set of interfaces .#. (Note that we can still consider the evolution of model

states to be described as above.)

Our notion of interface is related to Lynch and Tuttle’s input/output au-

tomata [193].

4.1.2.5 Composition

Two models, M and M, are composed using specific interfaces/; i1, ..., I j, ...,
Ly,€ S and by,....Ly,...,L, € % using the composition operator, to give

My, |n,, M>, which is defined using an operation & on each of the elements of a

|12,k
model. First, we define the @ operator for vertices and edges, 71 ® % = /1 U %,

and, for each v € 7] ® %3, and then

v[%1] ifve 1Av¢ ¥
V[Z1© %] = v[%) ifve HhAve N
v[Z U,  otherwise.

Composition of edges, actions, and processes are straightforward: & & & = & U
&, A D o = A Ugh, and Py D Py = Py U .

To define the & operator for locations and interfaces, we first need to introduce
some notation. The interfaces on a model are a set of tuples; for example, the
interfaces of My: %1 = {(Iny,Out;,L;);}. A particular interface from .7 is referred
to as I; ;, and the input locations from that interface are referred to as Inj ;, the

outputs as Out, ;, and the located actions as Ly ;.
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When models are composed, the located actions in the interface that were ex-
ecuted by the environment in the uncomposed model are now executed as a conse-
quence of the other model instead. As such, the composition of located actions is
the union of both sets of located actions, minus those that are in interfaces used in
the composition: £} & % = LU\ {L1j,Lok}.

Interfaces can be used in just one composition, and the input and output loca-
tions of the interfaces from the two models must correspond, so their composition
is S1® S = (S UAN)\{]1,hi}, where we require U;le Ing , = Ui, Outy,,
and U?:l Outy, , = Uie Iny, . Models must be composed completely: any location

that is in both of the models must belong to the interfaces used in the composition.

Definition 2 With the data as established above, the composition of models M| and

M, is given by
Ml[l,j’IZ,kMzz(g((/y/l@/1/2)[‘%1@‘%2]5£1@£2)5Q{1@%v‘@l®t@27$l@$27(fl@f2))

with the constraint that ¥y V5 = Iny jUIny k. (This constraint above represents a

significant design choice in the definition of interfaces.)
Proposition 1 ([64, 62]) M, 11,].| LMy is a model.

Proposition 2 ([64, 62]) For any models My and M, let I, be the subset of
interfaces in %, that compose with M,. Composition of models is commuta-
tive and associative: My, |, My = Moy, |1, Miand (Mig,, |0, Ma)n sunsl5,05,M3 =

M, LoVl 3 ’12.1U13,1 (M21243 |13,2M3)

So far, this definition of interface says little about how a model becomes ani-
mated. How this actually works is that a model is animated when events occur at
its boundaries. These ideas can be conveniently illustrated by considering the con-
cept of substitution, together with a simple example. As we have seen,models exist
within environments and, as we have remarked, environments are captured within
our framework stochastically. In fact, our treatment of environment — that is, that
part of a model that is not captured in detail, using the distributed systems structure

of locations, resources, and processes — is rather simple.
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These issues will be clear by a simple example: the conveyor belt, represented
using the language of our distributed systems metaphor, and explain how it can de-
composed into two component subsystems using an appropriate choice of interface.
Figure 4.2 depicts a conveyor belt in which resources r are moved along from right

to left, with in and out locations at either end.

out Is Iy I3 b I in

_interface
r r r r r r
° ° ° ° °
| !
out ls \ ly I3 I I in
—in out +—+——

The signature for this model, as described by its modification function, can be

specified as follows:

w(move(r,in,ly),in,r) = (I1,r) w(move(r,ls,out),ls,r) = (out,r)

w(move(r,lg, i 1), ke, ) = (les1,7) otherwise 0

where, as usual, 1 denotes ‘undefined’.

The process-component of the model is then defined, recursively, as follows:

ConBelt ::= (move(r,in,l}): ConBelt x move(r,l,l) : ConBelt X

... x move(r,ls,out) : ConBelt) + 0

Then the system Ls , Rs , ConBelt, where we right Ls and Rs for the evident lists of
locations and resources, describes the basic operation of a conveyor belt, as depicted
in Figure 4.2. Either the belt moves with each section in lockstep or it stops (0

denotes termination).
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Consider now a conveyor belt that consists of one belt passing on its items
to another, perhaps because different machines are used to process the items on
different belts. We can use our idea of interfaces to describe how to think of our
ConBelt as the composition of two, component, ConBelts. The set-up is depicted
in Figure 4.3. Here we can see that the conveyor belt can be understood as the
composition of two such belts, the right-hand one of which has /3 as it’s out location,
which then leads to the in location, /4, of the right-hand one. The interface consists

of the two locations, /3 and I4, together with their associated data.

4.1.2.6 Substitution

As we have briefly discussed, the construction of models of complex systems may
require the substitution of one component model for another; for example, perhaps,
to either increase or reduce the level of detail; or, perhaps, to explore a quite differ-
ent design for a part of a model; or, perhaps, to replace part of the environment with
a specific model. The typical situation is, more or less, as depicted in Figure 4.4: a
model N has components M| and M, connected by a model Q. We seek to replace

O with the model P.

Figure 4.4: Interfaces and Substitution [62]

For simplicity, denote the interfaces between M; and Q and Q and M, — for-

mally defined as composites, as above — by J; and J,, respectively. Similarly,
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suppose that P, which replaces Q, has interfaces I; and I, to M| and M.

For substitution to behave as required, what must we require of P, 1, and I,?
We identify the following requirements: (i) the pairs of substituting and substituted
interfaces should be able to simulate one another; (ii) the distributions of the events
that are incident upon the corresponding boundaries of the interfaces should be the
same, up to choices of parameters. These two conditions together give us what we
need: let Zy(L) denote a set of pairs of probability distributions and locations in
a model M. We write d| < d; if d| and d; are distributions that are the same up to

choices of parameters and extend this notation to sets Zy(L). Then, we require:
- In(Ing) = Dn(Iny,) and Dy (Outy) = Dn(Outy,)
- In(Ing,) = Dn(Iny,) and Dy (Outy) = Dy (Outy,)
- fori = 1,2, abusing notation a little, /; < J;.

Consider the example of a substitution depicted in Figure 4.5, in which a small-
scale road map of the roads in and out of a city is replaced by a larger scale map,
which has more detail of the topography of the city. The relevant interfaces here are
simply the points of contact between the roads within the city and their connections

in the environment, together with their associated probability distributions.

negexp(-A;")

negexp(-;) I

negexp(-A,") parking

gas

A
negexp(-Ay) negexp(-A,")

oo negexp(-Ay)

Figure 4.5: Substitution [62]

The logic MBI allows us to assert some useful properties. For example, if .

(i.e.,some L, R, E) and .’ (i.e., some L', R', E’) denote states (we elide details) of
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the smaller and larger scale models, then we can write
SE¢ and S E=0¢

where — writing ¢ for a car, g1, g2, g3 for the three city gates, and ¢ and u for
time periods, all as parameters for actions in the evident way — we can assert

¢ = [enterc g | T — ({exiteq,) T V (exitc 4,) T) and
o' = lenterc g, |((parke,) TV (gascu)T) — ({exite g, T) V (exite,g,) T)

Here, just as in the transition from . to ./, we give greater detail of the properties
that may hold of a city location. Note that the exit possibilities are not the only such

possibilities (e.g., a car may remain in the town and never leave).

4.1.2.7 Local Reasoning

In this section, we introduce the concept of local reasoning, first introduced in the
context of Separation Logic [156, 256, 309]. This conceptual design facilitates the
ability to reason locally about the underlying components of systems or ecosystems.

The primary advantage of this is that the properties of a specific component in a
decomposition of a models can be reasoned about without the need to reason about
other components other than in respect of the interfaces to the specific component.
Consequently, modularity (and substitution) are supported, with the conceptual and
computational complexity of reasoning constrained.

With respect to local reasoning, we argue that the combination of the math-
ematical foundations sketched in this subsection and the conceptual separation of
components, as described in subsection 4.1.1, offers the ability to focus analyses on
specific components and simply state the relevant aspects for intercommunication

at the level of interfaces.
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Ml M2

Ny I I N,

M =DM 1|1, My

Figure 4.6: Interfaces and Local Reasoning [62]

We can identify here a local reasoning principle, or frame rule [156, 229, 310,
227, 248].We begin by setting up some notation for the states of the various com-

ponent models depicted in Figure 4.6:

let the model M = M, |;,M> have state .%;

let the component models (of the composition of interest) M; have states .7},

respectively;

let the submodels N; have states %, respectively; and

let the interfaces I; have states .#;, respectively.
Now, using o for composition of states, we assume the following, fori = 1, 2:
- ,Viw?/,-ofi,yi)ﬂ,and%i)%

- a#N;\I;; that is, that the action a is ‘separated from’ that part of the model N;
that is not coincident with the interface /; in that the execution of a does not

affect N;.

Now, suppose that %; |= ¢;, for i = 1, 2. Then we have the following frame rule:

/l):‘//l /2}21//2 Yin?andfiL/i
T (@rxw) = (Vo) N\,

This rule is sound with respect to bisimulation equivalence:
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Proposition 3 (Soundness of the frame rule) Suppose, for i = 1,2, ¢; ~ 7/,
I ~F and S ~ .S and T ~ T'. Then T' = (@1 % y1) * (Yo x Pa).

Proof sketch. By (4.2), we have that that, for i = 1,2, %; |= ¢; and _¢; = ;. Then,
note that separation condition, a#N;\[;, and the definition (4.1) of satisfaction for
* are respected by bisimulation. Finally, further applications of (4.2) then give the

required conclusion.

To understand how all this works, consider again Figure 4.5 and suppose we
have a model M for the part of the city that includes the parking and the gas station.
That model is connected by interfaces — here again they are just point-to-point,
respecting stochastic flows — to the rest of the more detailed model of the city. The
facilities of the gas station and their operating capacities, which can be expressed
logically, are properties of M that are independent of the model of the surround-
ing city. In this example, these properties correspond to the ¢;s in the frame rule:
separated by the multiplicative conjunction, *, they are invariant under changes to
the surrounding model and the interfaces to it when the overall model evolves. The
primary advantage of such a setting is that the modeller can confidently focus his
analysis on a singular model component without the need to reason about its re-
lationships with other components — the relevant aspects of intercommunication
remain located at the interface level, acting as contracts that submodels have to
fulfill in order for the composition to be possible.

Returning to our example of the conveyor belt, as depicted in Figures 4.2 and
4.3, suppose the two component belts are there to support two different sequences

of operations:

- The right-hand belt performs actions op; and op; on the resources at locations

[1 and I, respectively;

- At 3, in the interface, the correct completion of the operations op; and op; is

verified;

- At ly, in the interface, the readiness of the resources for the operations of the

left-hand belt is verified;
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- The left-hand belt performs the operation ops on the resource at /s.

What can a frame rule say about this situation? First, we give the conveyor
belt a bit more to do. Suppose that at locations [y, I, and Is, the operations opj,
opa, and ops, respectively, may — provided the machines servicing the belts are
functioning correctly — be performed. Then, using MBI’s modalities, as defined in

Section 4.1.2.2,
in, r,move(r,in,ly) : ConBelt |= [move(r,in,l;)] (op1)T

since move(r,in,l) takes our focus to location /;, at which point op; may be per-

formed, and nothing else happens to the resource r until it moves to /. Similarly,

Iy, r,move(r,l1,l5) : ConBelt |= [move(r,l1,15)] (op2)T

These properties hold of that part of the right-hand belt that lies outside its interface

to the left-hand belt. A similar logical judgement holds for the left-hand belt:
in, r,move(r,ls,ls) : ConBelt = [move(r,ls,ls)] (ops)T

Again, this property holds independently of properties of the right-hand belt. Here
we are assuming, for simplicity, that the belt(s) cannot stall or otherwise prevent the
passing of resources from one location to the next — such a possibility would break
our separation condition. This assumption, however, provides a clue to the use of

the frame rule.

So far, our discussion of interfaces has been purely at the operational level:
locations, actions, and so on. But the composition of models through interfaces
might also be subject to some requirements that certain properties of the component

models hold. That is, the composition

My, |, M
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might be made subject to conditions, following the notational convention set out
above, as follows: .7 j |= ¢ ;, for each j and % |= @2, for each k, specifying
the required properties of the output from one model and input to the other.

Within our conveyor belt(s) example, we can set up an example of such a sit-
uation. Let Op;(r) and Op;(r) be propositions that denote that the resource has
received the operations op; and op», respectively. Then we may impose the condi-

tions

- On the output of right-hand belt:

I3, r,move(r,13,ly) : ConBelt = Op(r) A Op>(r)

- On the input to the left-hand belt:

ly, r,move(r,ly,ls) : ConBelt |= Opi(r) AOpy(r)

In order to check that the two conveyor belts can be composed, we need only check
that the resources arriving at /3 have received the operations op and op,. Of course,
the left-hand belt may require that the resources it receives also carry a certification
that these operations have been performed. Such a certification might be delivered

as part of a check at /3 and a verification at I4:
- Check: I3, r,move(r,13,ly) : ConBelt |= Check(opy,0p>)
- Validate: Iy, r, move(r,ly,ls) : ConBelt |= Validate(opy,0p>)

Again, checking these properties would be independent of those parts of the belts

outwith their interfaces.

4.1.3 Executable aspects

The basic concepts that form the distributed systems metaphor have been used to
construct executable frameworks for practical model construction. The earliest im-

plementation attempted was Dahl & Nygaard’s Simula [86], which was an Algol
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simulation framework that mainly focused on the notion of processes. Further im-
plementations such as Birtwistle’s Demos [37, 38] or Gnosis [74] focused on ex-
tending the conceptual tool-set to notions such as resources or locations. In the
context of this thesis, we employ an implementation in the Julia language: the Ju-
lia SysModels package [61] is an improved, more modern implementation of these
ideas that includes new capabilities such as composition of models, while at the
same time simplifies the actual process of constructing models, since Julia does not

maintain similar syntactical complexities to C or Algol.

4.1.3.1 The Julia implementation

The SysModels package provides the constructs needed to build models — loca-
tions, resources, processes, environments, and interfaces — as well as the ability
to execute them. We will use a simple example to demonstrate how models are
written and executed, showing how the basic components are combined to form a

representation of a system.

Stop A Road Stop B
[ (O Process: Move Bus ]
I |

Inside Bus

Figure 4.7: Example model: passenger travelling on a bus. Squares represent location
and the rectangles depict the processes moving resources between the loca-
tions. [151]

In this example, a bus moves between two stops and a passenger waits for

the bus to arrive, boards the bus, and gets off the bus when it arrives at the next
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stop. Figure 4.7 depicts this scenario. The first thing we define in our model is the

location structure:

using SysModels
loc_stopA = Location("Stop A")

loc_stopB = Location("Stop B")

loc_road Location("Road")
loc_bus = Location("Inside Bus")
link(loc_stopA, loc_road)
link(loc_stopB, loc_road)
link(loc_stopA, loc_bus)

link(loc_stopB, loc_bus)

Here, we have defined the four locations in this model: two bus stops, a road
between them, and a location representing the inside of the bus. We then use 1ink
to define how these locations are connected, which determines how resources may
be moved from one location to another.

After this, we need to define the resources that are used in the model. In this
case, there are two: a passenger resource and a bus resource, which are defined
using Julia structs. We also use distrib to set the starting locations of each of

these resources:

struct Passenger <: Resource
end

struct Bus <: Resource

end
pax = Passenger ()
bus = Bus()

distrib(pax, loc_stopA)

distrib(bus, loc_road)
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Next we define the processes in this model. We start with the process respon-

sible for moving the bus:

function move_bus(proc :: Process)
@claim(proc, (loc_road, bus))
move (proc, bus, loc_road, loc_stopA)
release(proc, loc_stopA, bus)
hold(proc, 2minutes)
@claim(proc, (loc_stopA, bus))
move (proc, bus, loc_stopA, loc_road)
hold(proc, 5minutes)
move (proc, bus, loc_road, loc_stopB)
release(proc, loc_stopB, bus)

end

Processes are written as Julia functions. The SysModels package provides func-

tions for controlling processes and manipulating resources:

- @claim — before a process can manipulate (move, remove) a resource, it
must claim it. If the requested resources are not present, the process waits
until they are; if multiple processes are trying to claim the same resource,

they implicitly queue for it.

- move — after a process has claimed a resource, it can be moved from one

location to another.

- release — when a process has finished with a resource, it releases it. Other

processes may then claim it.
- hold — this pauses the process for a specified amount of simulation time.

In the code above, the process first claims the bus resource at the road location,

before moving it to stop A and then releasing it. It waits 2 minutes, claims it again,
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moves the bus to the road, waits 5 minutes, moves the bus to stop B, and finally
releases it.
The processes for loading and unloading the passenger are written in the same

way:

function load_passenger (proc :: Process)
@claim(proc, (loc_stopA, pax) && (loc_stopA, bus))
move (proc, pax, loc_stopA, loc_bus)
release(proc, loc_bus, pax)
release(proc, loc_stopA, bus)

end

function unload_passenger(proc :: Process)
@claim(proc, (loc_stopB, bus) && (loc_bus, bus))
move (proc, pax, loc_bus, loc_stopB)
release(proc, loc_stopB, pax)
release(proc, loc_stopB, bus)

end

Here, the load process waits until it has claimed both the passenger and bus re-
sources. It then moves the passenger to the Inside Bus location, and then releases
both resources. Similarly, the unload process waits until it has claimed both re-
sources, and then moves the passenger to Stop B. Claiming the passenger resource
means the processes can move that resource into or out of the bus; claiming the
bus resource causes the processes to wait until the bus resource—moved by the bus
process above—arrives at the correct location.

Finally, we have to set up the model and run it:

model = Model()
proc_bus = Process("Move Bus", move_bus)

proc_load = Process("Load Passenger", load_passenger)
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proc_unload = Process("Unload Passenger", unload_passenger)
add_startup_process(model, [proc_bus, proc_load, proc_unload])
sim = Simulation(model)

SysModels.start (sim)

SysModels.run(sim, 2hours)

This creates the model object, creates the three processes, and sets them to start
when the model begins executing. Then it creates the simulation, which handles the
execution of the model, and runs it for 2 hours of simulation time.

Although not used in this simple example, the Julia implementation supports
composition of models. Models can define interfaces, which specify the locations

and actions involved in composition. Then, two models can be composed:

composed_model = compose(modell,interfaceA,model2,interfaceB)

The compose function here returns a new model from the composition of model1
(using its interfaceA) and model?2 (using its interfaceB).

The ransomware recovery model presented later in this paper is naturally much
larger and more complex than the example given here. However, it is still con-
structed in a similar manner, using locations, resources, and processes to represent
the different elements of the systems being modelled, and composition to construct
the whole model from smaller sub-models.

In the following lines, we present the Julia definitions for the notions of re-
source, location, process, interface, and models. For additional information, please

check the Julia SysModels package available at ([61]).

- Resource — simply an abstract type used to derive resources with different

characteristics.

abstract type Resource end
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- Location — any location must have a name, a dictionary of stores that con-
tain entry points to the priority queue used by processes to claim resources, a
dictionary of links with other locations and a vector of resources that can be
found at that location. The js_properties attribute is related to the framework’s
logging capability and is not relevant from a distributed systems perspective.
Furthermore, two additional types of locations, respectively input and output
ones exist and will be used to define interfaces. Both of them contain a dictio-
nary of functions that represent the operations available at the interface level,
but the input ones also have access to a vector of environment processes that

are used to perform actions in case the model is not composed with another.

mutable struct Location

name :: String

stores :: Dict{String, Store}
links :: Dict{Location, Bool}
resources :: Vector{Resource}

js_properties :: Dict{Any, Any}

function Location(name :: String)
loc = new()
loc.name = name
loc.stores = Dict{String, Storel}()
s = Store()
loc.stores["default"] = s
loc.resources = Resourcel]

loc.links = Dict{Location, Booll}()

loc. js_properties = Dict{Any, Any}Q)
return loc

end
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end

mutable struct InputLocation
functions :: Dict{Type, Function}

env_processes :: Vector{Process}

function InputLocation()
il = new()
il.functions = Dict{Type, Function}()
il.env_processes = []
return il
end

end

mutable struct OutputLocation

functions :: Dict{Type, Function}

function OutputLocation()
ol = new()
ol.functions = Dict{Type, Function}()
return ol

end

end

- Process — processes are built upon the already shown definitions. They must
have an identifiable name, a flag to show if the process is currently being used
by the process scheduler routine, a function to start and a task to complete,
which are the Julia required types for handling process scheduling, an array
of claimed resources that is being used to avoid race conditions and deadlocks

between processes that attempt to claim the same resource and a simulation
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to be associated to.

mutable struct Process

name :: String
scheduled :: Bool
start_func :: Function

task :: Task

claimed_resources :: Vector{Resource}

simulation

function Process(name :: String, start_func :: Function)
p = new()

p.name = name
p.scheduled = false
p.start_func = start_func
p-claimed_resources = Resourcel[]
return p

end

end

Interface — interfaces are essentially just dictionaries of input and output
locations. The operations that can be performed at the borders of the interface

are present in the underlying data structures for input and output locations.

mutable struct Interface
input_locations :: Dict{String, InputLocation}

output_locations :: Dict{String, OutputLocation}

function Interface()

i = new()
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i.input_locations = Dict{String, InputLocation}()
i.output_locations = Dict{String, OutputLocation}()
return i

end

end

Model — models contain dictionaries of interfaces and functions internal to
the interfaces, a setup function to be used for operations required prior to the
model construction, a list of environment processes since a model might not
be composed with others on all its available interfaces and even then it could
still be impacted by environment actions, a dictionary with all the available
locations in the model, a dictionary of parameters to be used when executing

and a dictionary to hold the relevant generated data.

mutable struct Model

interfaces :: Dict{String, Interface}

interface_funcs :: Dict{String, Dict{Type, Function}}

setup:: Function

env_processes :: Vector{Process}

locations :: Dict{String, Location}

params :: Dict{String, Any}

data :: Dict{String, Any}

function Model()
m = new()

m.interfaces = Dict{String, Interface}()
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m.env_processes = []

m.locations = Dict{String, Location}()

m.interface_funcs = Dict{String, Dict{Type, Function}}()
m.params = Dict{String, Anyl}()

m.data = Dict{String, Any}()

m.setup = (mod :: Model) -> begin end

return m

end

end

So far, we have not described how the stochastic environment, within which
a model is situated, is represented and integrated with the structural definition of
models that is described theoretically in Subsection 4.1.2 and implementated as
above.

Our modelling set-up makes the choice not to incorporate stochastic definitions
into the definition of the process algebra and its logic — as is done, for example, in
PEPA [132]. Rather, the stochastic existence of actions is represented at the level
of the implementation. That is, suppose an action a is defined in a model as in
Subsection 4.1.2. In an implementation of that model, a may ‘fire’ when a specified
distribution for it is sampled, and the model executes according to the execution of
a scheduler.

While this approach simplifies the definition of the semantics, as sketched in
Subsection 4.1.2, it necessitates providing an interpretation of the scheduler in the
underlying semantics. This is done, for Gnosis, in [74]. The analysis for the Julia

packages would be essentially the same.

4.1.3.2 Pragmatics, simulations, distributions

Up to this point, we have only sketched how the stochastic aspects of our models
integrate with the approach above at the theoretical level. We now describe how the
stochastic aspects of our models are used in practice. This is closely related to the

approach of Demos [37, 95].
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In elementary terms, executable models constructed using the above described
approach behave like a structured Monte Carlo simulation [101, 314]. Stochastic
processes are employed as means of dealing with uncertainty, but at the same time
maintain the generic aspect of the model. For example, in the ransomware recov-
ery model to be seen in Chapter 6, we are interested in the process of ransomware
infecting devices. This might be influenced by the security posture of the organi-
sation at the level of both employee training and awareness, the technical defence
mechanisms present, the ransomware strain involved including the entry point of
the attack, the industry in which the organisation that owns the devices operates,
etc. However, not all these aspects are modelled explicitly: from the perspective
of the ransomware and given our model goal, the relevant aspects are the infection
probability, the attack duration and the ransomware behaviour — in our case the
spreading mechanism. By experimenting with numerous combinations of parame-
ters, we get to unpack the conceptual complexity of the features: a very high infec-
tion probability, a small attack duration, and a fast spreading behaviour can be used
to represent a worm-like ransomware that is using a zero-day exploit, while a high
infection probability longer attack duration and no spreading behaviour could mean
a phishing attack on an organisation with poor security posture. This represents an

implicit stochastic aspect of simulation models.

Furthermore, stochastic processes are being used explicitly to describe be-
haviour by means of sampling from probability distributions. This is generally used
in the case of complex or uncertain behaviours. For example, ransomware spreading
behaviour can be represented using two processes: one that chooses attack targets
and another that determines the time of attacking the targets. To describe a slow
paced phishing attack that does not employ particular internal knowledge about
the organisation, we can use a uniform distribution for choosing targets at a regu-
lar, constant incremented time. Combined with the parameter describing infection
probability, this already offers us the ability to represent slow-paced phishing at-
tacks, but also fast-paced worm-like spreading ransomware in organisations with

varying security postures.
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On a final note, this approach is computationally intensive. The experimen-
tal space, with a large number of parameter combinations, requires a lot of com-
putational resource—in the case of the ransomware recovery model presented in
Chapter 6, a computing cluster—to execute in a reasonable amount of time. This
is important, particularly since the number of model iterations and the size of the
parameter space greatly influence the believability and representation power of the

model.

4.1.4 Properties of DS Metaphor

In the previous subsections, we have described in detail the primary aspects of our
distributed systems metaphor, along the conceptual direction of the triangle frame-
work from Section 3.3.3. Yet, the utility of a metaphor lies not solely in its literal
accuracy but in the extent to which it enhances understanding, facilitates commu-
nication, and elicits deeper insights. While the direct correspondence between the
metaphor and its subject may be imperfect, the benefits derived from its usage can
outweigh mere literal precision. Below, we outline the benefits of using the dis-
tributed systems metaphor approach in the context of modelling heterogeneous sys-

tems:

Generality: This conceptualisation offers a set of ideas applicable for mod-
elling virtually any type of system. Historically, notions of systems can be
traced back to Plato, Descartes or the development of cybernetics and gener-
alised systems theory — which specifically included various types of systems
such as ecological, technological, biological, cognitive and social systems.
In Chapter 3, we have illustrated multiple variations of the notion of system
across different scientific fields. For a more detailed account, the reader can

consult [114].

Recognizability: Based on the generality aspect, there is no surprise that the
above concepts have been studied and can be mapped across a wide array of
scientific areas. For example, definitions of a notion of process — similar to

the more general systems case — can be easily found in the fields of business
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and management, economics, law, psychology, philosophy, physics, chem-
istry, computer science, mathematics, logic and others. It is worth noting that
although these definitions are specialized for their corresponding areas — and
expertise from many such areas might be required to model a heterogeneous
system —, they still maintain the core idea of a collection of actions that leads

to a form of result.

Scale-freeness: The above described set of concepts can be used for con-
structing representations at any level of abstraction. For example, a location
could be an area in computer memory, a room, an office building, an entire
city. Similarly, a resource could be a network data packet, a configuration file,

an unit of energy, an amount of money or an entire fleet of IoT devices.

Formal Properties: The formal theory underlying these concepts describes
three extremely useful properties for a modelling formalism: composition,
substitution and local reasoning. Composition describes a structured way of
constructing model components by connecting or combining smaller sub-
components that inherently helps with managing system complexity — for
example, the organisational ransomware recovery model described in Chap-
ter 6 is composed of four underlying sub-models: a storage server model, a
network model, a physical organisational model and a ransomware behaviour
model. Substitution illustrates the necessary and sufficient structural condi-
tions for a model component to be replaced with another. This ensures that
a replacement of model sub-components would not bring the overall model
into a misconfigured state and can be particularly relevant when adjusting the
level of detail, exploring different designs for parts of the model, or replacing
a portion of the environment with a specific model. For example, in the case
of the emergency trauma unit model in Chapter 6, the environment generat-
ing patients based on arrival rates could be substituted with an explicit triage
model. Last but not least, local reasoning refers to the process of making
inferences or drawing conclusions about a specific part of a model without

considering the entire model. The main benefit of this lies in the ability to



4.1. Distributed Systems Metaphor 137

analyse the properties of a particular component in a model’s decomposition
without the necessity to consider other components, except in relation to their
interfaces or connection points with that specific component. A precise, for-

mal description of these properties has been provided in Section 4.1.2.

Implemented Tools: The foundational principles underlying the distributed
systems metaphor have been utilized to create practical frameworks for model
construction. One of the earliest attempts at implementation was Simula [86],
an Algol simulation framework that primarily emphasised processes. Subse-
quent implementations like Birtwistle’s Demos [37, 38] or Gnosis [74] aimed
to expand the conceptual toolkit to include elements like resources or loca-
tions. Furthermore, the authors propose a newer implementation in the Ju-
lia Language — specifically the publicly available SysModels package as
described in [61] — incorporating more of the above described properties.
Extended explanations about the resulting executable models have been pro-

vided in Section 4.1.3.

Identity Conservation: Constructing models using this approach satisfies
the main criterion for the functioning of a trading zone, as shown in [278].
As long as the modelling participants have a common understanding of the
concepts — process, resource, location, etc. —, a common identity for model
components can be maintained in relation with them. We note here that main-
taining this common sub-component identity implies first constructing it col-
laboratively. This facilitates the development of interactional expertise and
knowledge sharing about the underlying sub-components: when debating the
possible configuration of model sub-components, the participants inherently
construct a personal understanding of them which can be directly shared be-
cause the set of concepts acts as an in-between language. More details about

this in Sections 4.2 and 4.3.



4.1. Distributed Systems Metaphor 138
4.1.5 Reflections on formal verification

As seen in the previous subsections, the constitutive elements of the distributed
systems metaphor have been carefully selected, defined, and explained in alignment

with the Triangle Framework introduced in Section 3.3.3.

In Section 5.3, we further elaborate on the possibility of translating between
different model components within our methodology. For example, an executable
component can be used to derive results, translate these results into executable con-
sequences, interpret those consequences at the conceptual level, update the concep-
tual representation, and ultimately transform the executable model component into
a formal one. We note here that such translations are possible across all corners
of the triangle, meaning that any model subcomponent can be formalised without
introducing external ontological commitments. As a result, formal verification —
and rigorous conceptual verification of model consequences — is embedded by
design. This illustrates how the Triangle Framework supports formal verification:
conceptual models define the properties, formal components express them as logical

constraints, and executable components enforce them dynamically.

This balance between flexibility and rigour is particularly important in cyber-
security contexts, where systems must provide guarantees around properties such
as safety, security, policy compliance, reachability, resilience, and so on. Such
guarantees are generally constructed at the level of models, not at the level of real
systems, unless the systems themselves are equipped with mechanisms that enforce
such guarantees. Even then, we argue that these mechanisms were necessarily pre-
ceded by a model — explicit or implicit — of their functioning and integration.
For an example of this principle applied in industry, see [79] on how formal verifi-
cation methods were integrated into the Amazon Web Services (AWS) technology
stack. Unlike purely cooperative systems, cybersecurity models must account for
adversarial agents, and our approach allows specifying constraints that capture both
cooperative and malicious behaviours — for example, by ensuring that recovery

processes remain available even under targeted denial-of-service attempts.

Importantly, the internal structure and translatability of our approach make it
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Figure 4.8: The Simplified Organisational Recovery Model [62]

straightforward to incorporate such guarantees directly into a model, without rely-
ing on external tools or software packages. We illustrate this point below with an
example derived from the organisational ransomware recovery model presented in
Section 6.3. The corresponding graphical representation can be seen in Figure 4.8.
Because models are constructed compositionally, verification can be applied locally
to sub-models — i.e. the network or device models — and then extended to the

composed system, reducing complexity and improving scalability.

In this scenario, a number of devices may get infected with ransomware pack-
ages over a network, and use the same network to obtain recovery images from a
server storing them. For this example, we consider two properties that we want to
verify using dynamic formal verification. The first is that the number of infected
devices never exceeds a specified threshold k, which would endanger the network’s
operational integrity. The second is that the number of recovery requests being ac-

tively handled by the server does not exceed its concurrent processing capacity.

For the first property, we define the logical formula:

¢ = (State(monitoring_proc, "active") A Count(InfectedDevice, loc_network ep) < k)

4.3)

This property checks that the process responsible for monitoring the packets
across the network is active and that the number of infected devices connected to
the network at the network interface level does not exceed the safe threshold k. In

the Julia executable model, this would be implemented as:
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state(monitoring_proc, ‘active’) &&

length(at(loc_network_ep, r -> r isa InfectedDevice)) <= k

The second property is that the number of active recovery requests being han-
dled by the server must not exceed its maximum concurrent processing capacity.
This ensures that devices are performing their recovery processes without overload-
ing the infrastructure at the server endpoint. The requests are counted at the level of

the network interface endpoint to which the server is connected. Formally:

¢» = (State(recovery_proc, "serving") A

Count(ActiveRequest, loc_server_ep) < max,concurrentjequests) 4.4)

Its implementation in Julia would be:

state(recovery_proc, ‘serving’) &&
length(at(loc_server_ep, r -> r isa ActiveRequest))

<= max_concurrent_requests

The ’state* function is used to check process states, ’at‘ filters resources at
specific locations, and *length‘ returns the number of such resources from the cor-
responding vector, allowing us to express constraints over the dynamic configura-
tion of the system. Additionally, processes use a pair of functions ’set_state‘ and
‘reset_state‘ to declare when they enter and leave a particular state, essentially
giving a label to an action or sequence of actions for reference by formulae.

Similarly, additional invariants can be specified to capture adversarial scenar-
i0s, such as preventing privilege escalation by compromised devices or ensuring that
no unauthorised process gains access to critical resources. These constraints can be
expressed as state-based invariants and dynamically verified during simulation.

Though minimal, the example above illustrates how executable models built
under the distributed systems metaphor enable both the formal verification and

simple specification of cybersecurity properties. Integrating logical specification
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directly into executable model code in this way supports dynamic formal verifica-
tion and operationally reinforces our methodology. However, we note that, when
stochastic elements are included, the verification results may vary between model
executions. In such cases, repeated executions are required to gain sufficient con-
fidence that the model satisfies the specified formulae in the same Monte Carlo
manner described in 4.1.3.2. For additional examples and an extended discussion

on dynamic formal verification, see [55].

4.2 The trading zone metaphor

As coined by Peter Galison in [126, 125, 124], the term ‘trading zone’ describes
situations where people from different disciplines or cultural backgrounds collabo-
rate and communicate, despite having distinct languages, methods, and practices to
achieve a high degree of understanding across a multidisciplinary domain of inquiry.
The idea has been inspired by anthropological practice and was used by Galison to
describe how physicists focused on different paradigms managed to jointly collabo-
rate with engineers to construct the radar and particle detectors. However, its degree

of generality is higher than that. In the author’s own words:

“Two groups can agree on rules of exchange even if they ascribe utterly
different significance to the objects being exchanged; they may even
disagree on the meaning of the exchange process itself. Nonetheless,
the trading partners can hammer out a local coordination, despite vast
global differences. In an even more sophisticated way, cultures in inter-
action frequently establish contact languages, systems of discourse that
can vary from the most function-specific jargons, through semi-specific
pidgins, to full-fledged creoles rich enough to support activities as com-

plex as poetry and metalinguistic reflection’ [124].

Building on Galison’s metaphor, [72] further extends the notion and classifies
different types of trading zones by analysing the nature of the cooperation between
participants and of the resulting culture. This results in the conceptualisation of four

types of trading zones: inter-language, subversive, enforced, and fractionated. Fig-
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ure 4.9 illustrates the four types of trading zones. For the purpose of this thesis, we
will focus our attention on the fractionated trading zone. A more in depth analysis
of each of the zone types and relationships with constructed and deployed models

is deferred to further work.

Homogeneous Heterogeneous
Inter-language Fractionated
. Biochemistry Boundary Interactional
Collaboration Nanoscorca Object Expertise
Cowrie shell Interpreters
Zoology Peer Review
Subversive Enforced
3 McDonalds Galley Slaves
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Figure 4.9: The 4 types of trading zones [72]

The primary descriptors of a fractionated trading zone are high collaboration,
heterogeneity of resulting culture, and fractions of culture as medium of inter-
change. Given the materiality aspect of the fractions of culture, the resulting trading
zone can be based on either boundary objects or interactional expertise.

As described in [278], boundary objects are an ‘analytic concept of those sci-
entific objects which both inhabit several intersecting social worlds and satisfy the
informational requirements of each of them. Boundary objects are [...] both plastic
enough to adapt to local needs and the constraints of the several parties employing
them, yet robust enough to maintain a common identity across sites’. Furthermore,
they can be both abstract and concrete as long as they remain recognisable at the
level of each intersecting social worlds.

Interactional expertise, on the other hand, represents a form of expertise in
understanding and using the language, concepts, and practices of a particular do-
main or community without possessing practical or hands-on skills in that domain.
In [73], this is expressed as ‘enough expertise to interact interestingly with partic-
ipants and carry out a sociological analysis’, but the sociological analysis element

should be interpreted as specific to their topic of inquiry — to maintain generality,



4.2. The trading zone metaphor 143

we interpret it as an analysis of the topic. Interestingly [72] also describes interac-
tional expertise as a linguistic complement of boundary objects developing through
linguistic socialisation.

The above described concepts can be easily observed at the level of modelling.
In this setting, perhaps the most relevant aspect to notice is that the model to be
constructed acts as a boundary object — the nature of heterogeneous models does
not contradict [278], as long as a common identity for the model is maintained by
the participants. Since the notion of heterogeneous model inherently implies a mul-
tidisciplinary domain, we can argue that the process of designing and constructing
such models can be viewed as a fractionated boundary object trading zone.

However, as [72] notes, trading zones do not remain stable but tend to evolve
and transition to different types over time. Figure 4.10 illustrates a possible trajec-
tory for the evolution of a trading zone. In our case, a transition towards a sub-
versive or enforced trading zone would not be desirable: the former implies one
culture overwhelming the other participants’, which brings the risk of biases being
more easily introduced in the model, whereas the latter usually implies a lack of
cultural interchange and therefore a reduction in multidisciplinary understanding of
the phenomena under study. Furthermore, a transition towards an inter-language
trading zone, although desirable in later stages of the modelling process due to the
increased collaboration, is most of the times impossible due to time constraints and
differences in goals of the participants. Stakeholders, users, and domain experts
usually partake in modelling activities alongside other projects and do not inher-
ently aspire to become modellers. Last but not least, attempting to maintain a clas-
sic boundary object trading zone also has its disadvantages, since the participants
would essentially work ‘in silo” and not share their knowledge and expertise — this
can be very problematic when attempting translation and implementation of model

components and lead to biases remaining hidden and conserved.
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Figure 4.10: Evolution of a trading zone [72]

Therefore, the following trading zone evolution trajectory could be considered
desirable: starting as a fractionated, boundary object trading zone — with or with-
out initial coercion in the form of ‘encouragement’ during the start of the project
— increasing the degree of collaboration and interest of the participants regarding
the topic up to the point of development of interactional expertise to also facilitate
knowledge sharing and then striving towards an inter-language trading zone by at-
tempting to increase the homogeneity of the resulting culture via new cultural tools
as described by [72]. One such conceptual tool is represented by the distributed

systems metaphor that we have presented in detail in Section 4.1.

4.3 Comparing the 2 metaphors

In previous subsections, we have described the distributed systems metaphor and
made arguments for its usefulness in a modelling context. We have also deter-
mined that it would be desirable for the modelling processes — described in more
detail by the co-design cycle in Chapter 5 — to follow a specific trading zone tra-
jectory: from fractionated towards inter-language. This implies homogenising the
resulting culture via new cultural tools [72] and is associated with the development

of in-between vocabularies along a relatively simple heuristic: the higher degree
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of homogeneity of the resulting culture, the higher the complexity of the resulting
language — for example, a fractionated boundary object trading zone could be sup-
ported by a jargon, whereas an established inter-language trading zone is usually
associated with a creole. We argue that the distributed systems conceptualisation
can be considered as such a cultural tool and could act as an in-between vocabulary,
but employing it in a trading zone context should only be done if the two metaphors
are essentially describing similar situations.

The situation is slightly less complicated when considered only in a modelling
context. Although, in most cases, the participants do not wish to become modellers
and time and personal constraints hinder the establishment of a creole language —
so achieving a complete inter-language trading zone is not usually possible — they
can still achieve a basic level of understanding of each other via natural language.
Because of that, one could argue that a common identity for model components
could be maintained by a simple naming convention. However, that would not
necessarily help with increasing the interactional expertise of the participants or the
homogenisation of the resulting culture.

Our belief is that structuring the use of natural language with a set of concepts
inspired by the theory of distributed systems represents a valid attempt at main-
taining a common identity at the level of model sub-components while at the same
time increasing the development of interactional expertise and knowledge sharing
by design. We note that maintaining this common sub-component identity implies
first constructing it. Involving all the modelling participants in this process not
only facilitates direct knowledge sharing about the structure and behaviour of the
components but also the development of interactional expertise, thus improving the
homogeneity of the resulting culture.

The specific choice of a distributed systems conceptualisation is not arbitrary:
a certain similarity exists between trading zones and distributed systems. Based on
the definition of trading zone from Section 4.2, we illustrate the similarities with

distributed systems metaphor below:

Entities: The primary constitutive elements of a trading zone are the people
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partaking in the ‘trading’. For distributed systems, the subsystems are com-
posed of a mixture of people, technology related components, and policies.
In both cases, the people can have different cultural backgrounds and areas
of expertise; the technology components can be developed based on different

scientific traditions; the policies might affect any of the components.

Interaction: The trading zone metaphor, being specifically focused on peo-
ple, describes the main attributes of the interaction between parties as com-
munication and collaboration. Similarly, the sub-components of a distributed
system must communicate and coordinate their operational activity. The sit-
uation is more complex in the case of distributed systems, because the under-
lying entities can be different in their nature: people might have to interact
not only with other people, but also with policies and technology based com-

ponents.

Language, methods & practices: Based on the cultural and expertise dif-
ferences, the participants in a trading zone might speak different languages
and adhere to different sets of methods and practices. The same can be said
for the distributed systems case, with the note that this is manifested also for
technological components and policies. For example, computers might run
different operating systems, execute code in various programming languages,
vary in development and testing methodologies and have very specific sets of

policies.

Goals: In both cases, multiple sets of goals exist. For example, trading
zones exist because the participants obtain something by partaking in them
— knowledge, economic benefits, reputation, etc. — but at the same time
have an overall goal — for example to produce a boundary object — which
would be hard to achieve in a different setting. At the level of a distributed
system, the same can be observed: people have different incentives for being
part of the system — a lot of them related to being part of the organisation that

owns the system — technology components are usually designed for specific
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purposes, but their practical use can differ from that purpose and policies can
sometimes even serve purposes that are not directly related to the system, but
to some higher level goal — for example, a global organisational spending
policy might drastically reduce design options for a system, without consid-
ering the implications for its construction. Yet, all the different components
serve a common goal, to produce a service or product that is significantly

harder or even impossible to produce in isolation.

Based on the above descriptions, we can argue that trading zones and dis-
tributed systems manifest a high degree of similarity at a conceptual level. There-
fore, using a distributed systems conceptualisation in a trading zone context is not

far fetched.

4.4 Conclusion

In this chapter, we have extensively and explicitly described the distributed systems
metaphor, including its properties, along the directions of the triangle framework
from Chapter 3. The reason for that was simple: if models can manifest the con-
stitutive qualities of the triangle framework — conceptuality, formality, and exe-
cutability — in various configurations, then the conceptual framework underlying
the modelling process — namely the DS metaphor — must be usable in situations
involving construction techniques related to all those qualities. In Section 4.1 we
have indeed shown that the DS metaphor can be used to construct and reason about
conceptual, formal, or executable models. Given the compositional nature of mod-
els conceptualised under this paradigm, this also shows that the distributed systems
metaphor is suitable to handle cases of more complex, highly heterogeneous mod-
els.

Furthermore, we have described a second metaphor — the trading zone — and
determined that it is compatible with the distributed systems metaphor, and that one
can be employed in situations that have been described in the literature as represen-
tative for the other. Since the trading zone metaphor has not been, to the best of our

knowledge, extended to formal or executable cases — in the sense that formal syn-
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tax, semantics, or programming languages or compilers explicitly developed from
the trading zone metaphor have not been constructed —, the comparison was car-
ried out at the conceptual level. This was motivated by the fact that a theory —
or at least a set of justifiable empirical observations — describing the evolution of
trading zones exists [72], and includes a criterion for the functioning of the trad-
ing zones — the identity conservation criterion [278]. Models underlined by the
distributed systems metaphor satisfy this criterion because conceptually, the ontol-
ogy of the metaphor acts as an in-between language which conserves sub-models
identity. Following this argument, we have used examples about the evolution of
trading zones to derive a possible trajectory of the evolution of a model during its
design and construction phases that would have an increased chance of achieving
its goals — because the modelling participants would better understand the pluri-
perspectivist aspects of the phenomena under study. We note that this process is
still somewhat limited by the knowledge and abilities of the people involved in it,
although one could imagine a future in which such limitations could be lifted, or at
least reduced via intelligent, but artificial agents also involved in the modelling pro-
cess. For the time being, however, we posit that the inclusion of such agents would
increase the degree of uncertainty involved in the modelling process and therefore

reduce its believability.

Finally, we underscore the chapter’s practical value for real-world modelling
projects, where its methods and tools directly support the construction of models
that are both rigorous and operationally effective. This chapter provides modellers
with a practical toolkit for addressing the complexity of heterogeneous systems. By
operationalising the distributed systems metaphor across conceptual, formal, and
executable layers — by following the Triangle Framework —, it offers a coherent
method of conceptualising heterogeneous systems that supports modular design,
controlled refinement, and scalable integration during modelling. The inclusion
of executable tools, such as the Julia-based SysModels package, bridges theory
and practice, enabling simulation, stochastic analysis, and the ability to perform

dynamic verification of critical properties. Combined with strategies for manag-
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ing multidisciplinary collaboration following the trading zone evolution trajectory,
these contributions make the chapter a valuable resource for building models that

are both analytically rigorous and adaptable to real-world constraints.



Chapter 5

Methodology

My method leads me to posit the idea that existence precedes essence, which means
that we must start from the subjective experience of the individual.

Jean-Paul Sartre

Up to this point, we have explored the nature of heterogeneous systems and
models — in Sections 3.2, 3.3.1 and 3.3.2 — constructed a conceptual, descriptive
framework for better understanding models based on three primary qualities related
to their means of construction — in Section 3.3.3 —, and augmented it with the
distributed systems metaphor view, in order to ensure a model evolution trajectory
that would increase the modelling participants’ interactional expertise, knowledge
sharing, and produce a very useful set of properties — in Chapter 4 — resulting
in models with higher chances of achieving their goals. However, to complete our
methodology, we need to explicitly describe the modelling process that was exten-
sively alluded to in previous chapters.

Therefore, in this chapter, we focus on describing our methodological approach
to modelling based on updating the classical, mathematical modelling cycle by
including ideas derived from the principles of co-design, the distributed systems
metaphor, and the triangle framework. In doing so, we address the third, fourth, and
fifth research question illustrated in Section 1.1.

In Section 5.1 we explicitly describe what we mean by co-design, make the dis-

tinction between co-design and co-creation, and place our research in the context of

150
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user centred design, participatory design, and participatory modelling by analysing

some of the similarities and differences.

In Section 5.2, we briefly analyse the classical mathematical modelling cycle
and showcase some of its caveats that need addressing, particularly regarding a set

of key unstated assumptions about the domain of inference.

In Section 5.3, we present our version of co-design cycle which incorporates
the definitions in Sections 3.3.1, 3.3.2 and the model qualities described in Sec-

tion 3.3.3.

Lastly, in Section 5.4, we illustrate our notion of translation zone that mediates
the dual evolution of domain knowledge and model focus, and explain its integration

with the co-design cycle from the previous section.

As noted in the research paper declaration form, this chapter contains elements
of the author’s previously published work. More specifically, all sections include

elements of Section 4 from [152], and Section 4 from [151].

5.1 Co-design

As defined in [172], ‘co-design is the process in which actors from different dis-
ciplines share their knowledge about both the design process and the design con-
tent. They do that in order to create a shared understanding on both aspects, to
be able to integrate and explore their knowledge and to achieve the larger com-
mon objective: the new product to be designed’. This formulation focused on the
notion of process was developed as a response to the need of structuring and ad-
dressing collaboration and communication problems — in areas such as informa-
tion gathering and sharing, problem analysing and understanding, concept genera-
tion and adoption, conflict resolution and others — observed in the design litera-
ture at the level of multidisciplinary teams. For a thorough analysis of the topic,
see [51, 52, 83, 16, 53, 17].

For the purpose of clarity, we make the distinction between co-creation and co-
design. As defined in [264], co-creation represents ‘any act of collective creativity,

1.e. creativity that is shared by two or more people’ and is a more general concept
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than co-design because it refers to creative collaboration throughout more than the
design oriented stages in the life-cycle of a product. From a modelling perspective,
although co-creation could be viewed as a desiderata [300], usually it might be sim-
ply impractical to involve stakeholders, domain experts and users in all the model
construction phases. Typical reasons for this impracticality are related to either re-
source constraints — for example, personal time constraints or remuneration issues
because modelling is not always part of stakeholders’ or domain experts’ workload
— or a lack of understanding of the practical construction methods, especially in
the case of formal or executable models. Nevertheless, since model design stages
heavily lean towards conceptuality as explained in Section 3.3.3, the above issue of
lack of understanding becomes more addressable. Because of this pragmatic reason,

we choose to focus on co-design rather than co-creation.

However, the idea of a co-design focused modelling process is not entirely new.
Approaches such as user-centered design [4] or participatory design [277] have led
to the appearance of participatory modelling [26], which represents an attempt at ap-
plying participatory design principles at the level of modelling. As defined in [299]
participatory modelling is a ‘purposeful learning process for action that engages
the implicit and explicit knowledge of stakeholders to create formalized and shared
representations of reality”. Authors such as [6, 183, 221] associate a plethora of ad-
vantages such as a higher quality of system requirements, higher system quality, a
better fit between the system and users’ needs, improved satisfaction and mutual un-
derstanding of users or customers, development of differentiated new services with
unique benefits, reduced development time, education of users, enhancing commu-
nication and cooperation between different people, and joint creation of new ideas,
to the use of such collaborative design methodologies, particularly when related to

service design and development.

In [94] model co-design is defined as follows: ‘Model co-design is a process
that engages modellers and system stakeholders cooperatively in the acts of objec-
tive identification and model specification, design and construction with the aims of

aligning model objectives with the needs of the stakeholders, and designing a model



5.1. Co-design 153

that is feasible given the limits of data availability, which are discovered as parts of
the process.’”. While in principle we agree with this definition, we would like to
make some additions to it. Firstly, it is not only modellers that should take part in
the process, but also domain experts, users, and possibly people influenced by the
future model implementation, deployment, and so on. Secondly, we do not concep-
tualise the acts of identification, specification, design and construction as objective,
but rather as subjective, but justifiable, debated, and agreed upon by the participants
in the process. Thirdly, while data availability is an important constraint, it is not the
only one. For instance, three other constraints that easily come to mind are related
to the degree of knowledge that the modelling participants have access to in regard
to the object of modelling, and financial and time limitations — surely, in an ideal

scenario the last two will not be an issue, but our focus is not on ideal scenarios.

The essential difference between our approach to co-design and participatory
design [277] or participatory modelling [299] is that the participants do not provide
expertise only at certain stages, but rather contribute to the whole process, or at
least are aware of the whole process and participate in multiple stages that are not
only design oriented — in our case, as we will see in Chapter 6 the stakeholders
were involved in all the modelling stages, from providing relevant information about
the domain, to contributing to choosing the model structure, interpreting model
results and even participating in code debugging sessions. The insights provided by
stakeholders and other participants directly contributed to the models, making this
method, in a sense, closer to agile software development [1] than to participatory

modelling.

In the context of this thesis, given our deflationist views, we argue that the
representations constructed through our modelling process need not necessarily be
fully formalised, but rather discussed, justified, and clearly agreed upon during the
modelling process. Still, in Section 4.1, we have described some of the requirements
and benefits of employing a formalised distributed systems metaphor for structuring
the co-design aspects of model design. We consider this step as process optimisation

rather than baseline necessity, particularly because methods such as SSM(Soft Sys-
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tems Methodology) [68] have been successfully used in the collaborative creation
of conceptual models without formalisation. Even though a formal description of
SSM has been achieved in [261] via Petri Nets, this has not led to a significant
transformation of the process of constructing conceptual models of systems using

SSM.

5.2 Classical cycle

Having previously focused on co-design and its advantages, we now turn our at-
tention to the actual process of designing and constructing models in the context of
heterogeneous systems.

Although from a historical perspective, conceptual models have existed since
at least the early days of humanity, a generally agreed upon process for their de-
sign and construction still remains an active topic of research today. However, this
is not the case for formal or mathematical models, due to their usually positivist
epistemic tendencies. Thus, the process of model design and construction in the
case of formal models can be considered in a more mature state than its conceptual
counterpart, and therefore, more properties of models constructed in such a way are
known. Because of this, we have chosen to construct our integrative methodology
starting from this classical, mathematical modelling cycle and we are attempting to
expand it for the more complex case of heterogeneous systems. We acknowledge
the fact that the process could be reversed, perhaps by starting from a methodology
less focused on formality, but we argue that the set of properties provided by the
classical mathematical modelling cycle, if underpinned by a ‘good’ metaphor — in
our case, the distributed systems metaphor —, reasoning framework and tools for
practical implementation are significantly harder to produce if starting for example

from SSM.
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Traditionally, mathematical models have been constructed using a multi-stage

iterative process named ‘the classical mathematical modelling cycle’ [196, 63, 94].

As it can be observed in Figure 5.1, this is comprised of six different stages:

- Constructing a conceptual representation of the phenomenon under study

based on observing its domain. In the case of the organisational ransomware

recovery model from Chapter 6, this would mean determining the relevant

aspects of ransomware, organisations and recovery mechanisms that provide

us with enough information about the recovery problem in this setting as to

construct our model.

- Abstracting a candidate model based on the observations, using induction.

The candidate model is based on the distributed systems metaphor to pro-

vide modularity, customizability, the ability to reason locally about its com-

ponents, and all the other properties described in Section 4.1.

- Deducing the mathematical consequences of the model. Succinctly, this
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means interacting with the model to produce a list of abstract properties or

consequences relevant to understanding the system.

- Translating the mathematical consequences of the model by interpretation in
the domain side. In our case, it follows that abstract consequences of the
candidate model should be reflected back to the domain side in an explicit
form. For example, a model consequence could describe the input parame-
ter admin_nr as being an influential component of the output variable recov-
ery_time. By interpretation, this would be translated in the domain as the
number of admins corresponding to a help-desk in an office being an impor-

tant factor in determining the recovery time of devices in that office.

- Validate the correspondence between the interpreted consequences in the do-
main side and the actual observed reality of the domain. Continuing with our
example, this would mean confronting the relationship between the number
of admins and the recovery time of devices with the observations about the

domain in an attempt to either confirm or deny it.

- Update the conceptual representation of the phenomenon, based on the previ-

ous step.

These stages are repeated until a criterion of adequacy for the intended purpose
of the model, often determined by the judgement of the modelling participants, is
passed and the model is considered to be a good enough representation of the system
under study. For additional information about this criterion in the system dynamics
simulation literature, see [113]. Nonetheless, the efficacy of this modelling process

depends on certain key, usually unstated, assumptions about the modelling task:

- The structure and behaviour of the domain is clearly understood in concep-
tual or engineering terms. For example, the increase of device recovery time
given an increase in device recovery requests is a well known phenomenon at-
tributed to the inability of a network to transmit requests with the same speed

after a certain congestion level has been reached. Such a phenomenon is a
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good candidate for mathematical modelling, perhaps in the context of testing

network upgrades or extensions.

- The data that can be collected about the domain is essentially unambiguously
identified. For example, modelling an organisation’s employees productiv-
ity levels for the sake of improving them might prove an extremely compli-
cated task for mathematical modelling since, essentially, employees might be
motivated by extremely subjective concerns and the interpretation of those

concerns might differ from person to person.

- The questions that the model is intended to address are identified indepen-
dently of the detailed design choices required for the construction of a model.
For example, building a model for the purpose of optimizing the produc-
tion time of hardware components in a fully automated manufacturing en-
vironment is well suited for the traditional modelling methodology described
above. Contrarily, simulating the same system for the purpose of understand-
ing its behaviour and only then deciding what can be optimized would be

more suited to a different approach.

Such assumptions are usually not compatible with heterogeneous systems sim-
ply because the underlying components of those systems differ in their nature, pro-
viding the modeller with much richer challenges in terms of the design, construc-
tion and interpretation. For example, the structure and behaviour of the domain are
harder to grasp because the domain is composed of multiple sub-domains with dif-
ferent structures, behaviours, incentives and so on. Naturally, a clear understanding
of such domains requires access to knowledge from different scientific disciplines,
if such knowledge already exists. Furthermore, this issue extends to the domain
data collection: multiple data types might be available, and the process of unam-
biguously identifying the relevant aspects from it can be more complex, especially
when cross-checking between different types. This can be particularly difficult if the
data has already been recorded before that start of the modelling process, since rel-

evant features might be missing from quantitative data and additional clarifications
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might be required for qualitative data. Last but not least, independently identifying
and fixating the questions the model should address before knowing the available
resources — data, expertise, even deployment environment — might not always be
the best idea. We do not attempt to diminish the importance of setting a clearly

defined goal from the very beginning here.

However, goals can be attained in different ways: for example, if the goal
of a model is to automatically stop ransomware from infecting a computer in a
specific organisation, one could ask how does ransomware behave in general, or
what are the top three indicators that an email attachment contains ransomware.
The distinction here is clear: although the first question is not incorrect, it shows a
lack of information regarding the environment in which the model will be deployed.
If the only available entry point is via email, there is no need to represent possible
infection via USB ports. In other words, even if the overall model goal is pre-stated,
the model scope and, inevitably the exact questions to be answered should co-evolve
with the model. As described by [279], ‘in design thinking, problems and possible
solutions are explored and developed and evaluated simultaneously in an iterative
process: A “design process involves finding as well as solving problems” so that
“problem and solution co-evolve.” Design thinking is needed to cope with “wicked
problems” — problems that cannot be clearly defined using “facts” at the start of a

project and that cannot be solved by selecting a “best” solution’.

For example, given a generic organisational phenomenon, we might have avail-
able the following data assets: a scientifically agreed upon organisational theory
about it, expert knowledge from practitioners in plain text, a set of CCTV record-
ings where the phenomenon is empirically observable, a numerical data set from
previous attempts at quantifying such a phenomenon and user feedback which was
collected via a survey with both qualitative and quantitative questions. Without an
in depth analysis, two questions could be asked: what happens if the quantitative
data does not include all the relevant variables for the analysis and, in the case of
qualitative data, is it even possible to fully and unambiguously identify the entities

and relationships relevant to the modelling task?
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As we can easily observe with only the above example, the traditional mathe-
matical modelling approach is suited for phenomena that already have a significant
theoretical understanding behind them, and that is particularly why the third as-
sumption can be considered as legitimate in such cases. However, if the domain is
still an active area of research, we argue that the knowledge about the domain and
the questions the model can provide answers for are strongly related, and should
be updated while iterating through the modelling cycle. In a sense, the knowledge
about the domain provides an array of possible questions that the model could an-
swer, but choosing a specific set of questions limits then the necessary information
from the domain required for answering. This observation has led us to a method-
ological development called the ‘Co-design modelling cycle’ [63, 94], which will
be explained in detail in the next section, and is based on the explicit concept of a
‘translation zone’ — explicitly described in Section 5.4 — that mediates the dual

evolution of domain knowledge and model focus.

5.3 Co-design cycle

Building on the previous subsection, we can clearly state our starting point — the
classical mathematical modelling cycle — and our desired outcome: a modelling
cycle that would explicitly acknowledge and facilitate the understanding of both the
structure and behaviour of the domain and phenomena under study, the unambigu-
ous identification of relevant entities and relationships from the available data and
the co-evolution of model and scope while conserving the pre-stated goals.

The author’s previous work in [63, 152] represents preliminary attempts at
constructing a modelling cycle based on the principles of co-design, which can be
observed in Figure 5.2. In the following paragraphs, we further develop this cycle by
explicitly accounting for the definitions in Sections 3.3.1 and 3.3.2 and integrating
it with the qualities described in Section 3.3.3. The resulting co-design cycle can be

observed in Figure 5.3. We further describe the components:
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Figure 5.2: The simplified co-design cycle [63, 152]

5.3.1 Domain exploration

The primary objective of the domain exploration phase is represented by the con-
struction of an initial model scope. Since the model scope is constituted by the list
of target systems, their relevance and representation quality criteria, this implies the
participants posses or have acquired a degree of understanding of the phenomena
under study. Each participant constructs an initial conceptualisation of the phenom-
ena — the phenomena presentation — based on direct observation and inference,
prior knowledge, beliefs & interpretation, and analysis and interpretation of avail-
able data. By interpreting each presentation, the participants propose different target
systems, quality criteria and justifications for relevance. Following a joint debate,
an initial model scope is agreed upon. It is important to note here that during mul-
tiple cycle iterations, alterations of the model scope can lead to modifications in
the presentation for each participant. This can further propagate into changes at the

level of personal knowledge and belief, changes in how direct observation is inter-
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preted or changes in data requirements and analysis — which can require a new
data collection process.

Once the model scope has been constructed, the model will transition to the
next phase of the cycle, namely the candidate model construction phase. This tran-
sition happens via the processes of the translation zone, which are explained in
greater detail in Section 5.4. Briefly, this ensures that a consistent conceptual rep-
resentation of the heterogeneous system under study is being constructed, based on
the distributed systems metaphor and taking into account all the elements of the

model scope.

Phenomena: the phenomena under study. For example, in the case of the ran-
somware recovery model, the infection, movement, and recovery of devices

in different work environments.

External knowledge & beliefs: the knowledge and beliefs of the participants
in the modelling task about or related to the phenomena under study. These
can be based on personal experience, cultural and societal norms or different
forms of education and are different from one person to another. For exam-
ple, the security research manager identified network congestion as a relevant
factor for the decrease in recovery time early in the recovery model concep-

tualisation.

Phenomena presentation: initial conceptualisation of the phenomena con-
structed after the start of the modelling task and based on direct observation
and inference, prior knowledge, beliefs & available data. Given the direct in-
fluence of the beliefs, this is again different for each participant, and only

available to them.

Data: the available data assets regarding the phenomena. Can be both quali-
tative and quantitative and recorded before or during the modelling task. Al-
though data assets are static — they do not change after being recorded —
they are still influenced by the external knowledge and beliefs of the recorders

or by the recording mechanism itself. In the ransomware recovery model, the
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data was comprised of: quantitative data about recovery timings and qualita-

tive data from the participants in the co-design process.

Target system: conceptual representation of an area of study in which parts
of the phenomena are manifested. Multiple ones can exist, but they must be
clearly stated. For example, a model of organisational recovery under ran-
somware could have the following target systems: fleet of devices, network,

external storage, ransomware behaviour, user movement.

Model scope: the list of target systems, their relevance to the studied phe-
nomenon and the set of criteria that deem a representation of a target system
as ‘good enough’. These can be related to both structure and behaviour: for
example, how close should be the implemented representation of a network
to a real network — would routing and DNS resolution be implemented ex-
plicitly? — or, how close should be a pattern of network congestion obtained
from the model execution to one recorded in real world data. In the spirit of
co-design, all three are dynamic but should only be updated after an iteration

through the translation zone or the complete cycle.

5.3.2 Candidate model construction

The main goal of the Model Construction phase is to produce a functional hetero-
geneous model and to use it to obtain results via a form of execution. The forms of
execution are different based on the nature of the component: conceptual and formal
components can produce consequences directly by deduction or results via exempli-
fication; executable components can only produce results, computationally by code
execution or physically by performing operations on the physical model. It is worth
emphasising here that the configuration of the model regarding the metric detailed
in Section 3.3.3 can change during cycle iterations. For example, conceptual model
components can be implemented or formalised. Formal model components can be
implemented or conceptualised. Executable model components can be formalised

or conceptualised. The decision-making process used for changing the nature of



5.3. Co-design cycle 163

the component is usually influenced by the modelling goals and the environment in
which the model will be further deployed and used.

After the construction of the model, three phase transitions are possible: to-
wards domain exploration via the second area of the translation zone, towards model
use via deployment or towards model consequences derivation. Moving back to-
wards domain exploration indicates that during the construction of the model, a
need for an update in the model’s scope has been identified. Moving towards model
use carries the implication that all the representational criteria have been met and
that the model is considered ready for use. Lastly, a move towards model conse-
quences derivation requires different operations based on the nature of the model
component: consequences can be drawn directly from formal or conceptual com-
ponents via deduction, or indirectly from any kind of component that has produced

results via analysis, interpretation and then reasoning about such results.

Conceptual model representation: conceptual model including all target
systems, structured by the distributed systems metaphor, agreed upon by the
participants and clearly expressed. A simplified conceptual representation of
the ransomware recovery model can be seen in Figure 6.8. A more detailed

one is available in Figure 8 of [151].

Formal model components: the model components expressed using formal
constructs such as systems of equations or logical formulae. Neither of the
3 presented models include explicit formal components except for the proba-
bility distributions used in the sampling. However, a formal representation of
the network sub-model is available in 6.3.4, when discussing the composition

of the device and network models.

Executable model components: the implemented model components which
manifest themselves in either a physical or computational environment. For

all of the presented models, this is the Julia code used for execution.

Results: the outcomes produced by a form of execution of the model. For

executable components, the results of code execution or performing actions
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on the physical model. For formal or conceptual components, the traditional
meaning of execution does not have a direct correspondence. However, for-
mal and conceptual model components can be used to produce results directly
— not consequences in this case — via a process of exemplification. For all
of the presented models, these are the numerical outputs produced by execut-
ing the model. For graphical representations of the results in the case of the

ransomware recovery model see Appendix C.

5.3.3 Model consequences derivation

As the name suggests it, the purpose of this phase is to obtain a set of consequences
about the model in a consistent format. For ease of understandability, this should
be natural language, structured by the distributed systems metaphor. The conse-
quences can be obtained via deduction from formal or conceptual components, or
the analysis, interpretation and reasoning about the results or of the process of exe-
cution itself. To obtain the consistent format, the executable or formal consequences
must be translated into natural language. Afterwards, a verification process is used
to ensure no contradictions or incompatibilities can be found between the conse-
quences. We note here that since up to this point, the consequences have not been
reflected back into the domain, the verification process cannot ensure that all the
issues have been determined. Only that there is no mismatch between the model
components. Therefore, after multiple iterations through the verification process,
the model might contain no mismatch between components but still not behave as
expected.

Two cycle transitions are possible in this state: backwards toward candidate
model construction or forward towards domain consequences translation. For the
first one, if contradictions or incompatibilities are found during the verification pro-
cess, the cycle backtracks to the previous phase and the model components are
updated accordingly. If the verification process terminates successfully the model
can transition towards the domain consequences translation phase by interpreting

the consequences in the context provided by the domain.
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Formal model consequences: the set of consequences obtained from the
formal model components by using a form of deductive reasoning. These
are usually expressed using a formal or semi-formal language. An example
here, although in natural language would be that resources such as USB drives

should not be found outside locations.

Executable model consequences: the set of consequences obtained from the
analysis and interpretation of results or of the process of execution itself. For
example, during an initial execution of the ransomware model, allocating two
admin resources to help-desks was producing better results than allocating

three admin resources.

Conceptual consequences representation: the set of all model conse-
quences, in a clear natural language form. These can be obtained either by
direct interpretation of the conceptual model components, or via translation
from executable or formal consequences. It is of relevance here that the con-
ceptual model consequences are not yet reflected back to the domain, but
maintained at at the level of the model. For example, the idea that allocating

more admins resources should reduce recovery timings.

Verification: the process of determining whether or not contradictions or
incompatibilities are present between the consequences. To ensure consis-
tency, all the consequences must be expressed in the same language. For
the procedure to be understandable to all the modelling participants without
additional explanation, the consequences should be expressed using natural
language. However, in the case of extremely large models, additional formali-
sation, implementation and execution procedures might be used for automatic
formal verification. Needles to say, in such cases, the identified contradic-
tions or incompatibilities should be translated back to natural language and
further analysed. As seen above, the verification process in the case of the
ransomware model identified a contradiction between an executable and a

conceptual consequence regarding admin allocation. More about this in Sec-
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tion 6.3.4.1.

5.3.4 Domain consequences translation

The main aims of this phase are the interpretation of model consequences — in our
case the conceptual consequences representation in natural language — to domain
consequences and the validation of such consequences with respect to the domain,
via the model scope. Model consequences are interpreted in the domain usually by
contextualisation with the environment: for example, an executable consequence
such as the model cars moving at an average speed of 30 mph is now interpreted as
real cars moving on real roads at 30mph. A formal consequence such as elements
of type A not being included in set T of regular traffic participants can now be
understood as ambulances not having to stop at traffic lights — this example is
trivialised, since we do not fully explore all the implications of being part of set
T. After this contextualisation step, validation procedures are used to determine
whether or not the quality criteria from the model scope have been achieved.

A single cycle transition is possible in this state: towards the domain explo-
ration phase. The result of the validation process is important in determining if
subsequent cycle iterations are required: if mismatches between the translated con-
sequences and the model scope are identified, updates will be required in the next
iteration through the translation zone, which will then be further propagated at the
level of the constructed model components; if not, the next iteration through the
translation zone can be used for optimisation purposes or simply for the partici-
pants to decide if the model is considered ready to be used. However, we must also
note that the modelling participants can decide that the model has reached a ‘good
enough’ state and is ready for use even if the validation process is not completely
successful. Similarly to the case of the classical cycle, the termination criteria are
determined on a case-by-case basis, but should respect a few key general consid-
erations relative to which the notion of accuracy with respect to the scope must be
calibrated: remembering that ‘the map is not the territory’ [174]; appropriate level

of detail; timeliness; and cost-effectiveness.



5.3. Co-design cycle 167

Domain consequences: formal model consequences, executable model con-
sequences and conceptual consequences derived directly from the conceptual
model representation translated at the level of the domain. Continuing the
admin example from above, we exemplify two contradictory consequences.
Firstly, that two admins were producing better results than three admins. Sec-

ondly, that more admins should produce better results than fewer admins.

Validation: the process of comparing the consequences of the translated do-
main with the scope of the model, and ensuring that the representation fidelity
criteria have been met. In the above case, the modelling participants raised
the concern that the model scope was underdeveloped. In the following cycle
iteration, they suggested extensions for the admin deployment policies that

were further introduced in the scope and then implemented.
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5.4 'Translation Zone

In the previous chapter, we have illustrated the compatibility between the distributed
systems and trading zone metaphors, and some of the benefits of employing the dis-
tributed systems conceptualisation in a modelling context. Further, we shall explic-
itly describe how these ideas can be integrated with the extended co-design cycle
from above, at the level of a translation zone.

First of all, the translation zone represents the area of the co-design cycle that
links the domain exploration and model construction phases. More precisely, it can
be viewed as a bi-directional set of processes, whose purpose is to align the different
goals, epistemic beliefs, practical interests and expertise of the modelling partici-
pants, with the help of the distributed systems metaphor, in an attempt to produce
a co-evolution of model scope — target systems, representation criteria, relevance
— and constructed model and, facilitate knowledge sharing and the development of
interactional expertise, by design.

As show in Figure 5.4, the processes of the Translation Zone can be separated

into three different areas:

[ 1. First Iteration \

Define goals

Explain the DS metaphor

Construct iitial conceptual
model

Heterogeneous Model
2. Towards model construction

Compare model components e

tual
with scope Model
Suggest model updates

Formal Model Executable Model
C [

| —

Compare scope with model
components
Conceptual Model

Representation

Model Scope 3. Towards scope alteration

Suggest scope updates

Figure 5.4: The translation zone [152]

5.4.1 First iteration

The first iteration through the Translation Zone, from the Domain Exploration to-
wards the Model Construction phase can be seen as an initialisation procedure.

Starting from a relatively generic initial model scope, the participants aim to con-
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struct an initial conceptual representation of the heterogeneous model that includes
all the relevant target systems. Abstractly, this can be seen as a dual process of
reasoning and translation: given the nature of the available information about the
systems, the reasoning process can be deductive, inductive or abductive followed
by a translation towards the distributed systems conceptualisation. Furthermore, we

detail the specific steps to be undertaken:

Define goals: The overall model goal and the goals of each participant should

be clearly defined, noted and agreed upon.

Explain the metaphor: The responsibility of ensuring that the participants
understand and are familiarised with the concepts employed in the distributed
systems metaphor lies with the modeller. To facilitate this, the modeller
should consider the background, knowledge, and expertise of each participant
and tailor the language used and level of detail accordingly. Furthermore, the
use of analogies, real-world examples and a positive, open atmosphere where

questions and feedback are encouraged can greatly improve the process.

Construct initial conceptual model: For each target system included in the
model scope, a conceptual representation must be constructed. For that to
be possible, the participants must first identify what elements will be directly
expressed and at what level of detail and note down justifications for the omit-
ted ones and for any underlying assumptions. Then, they must decide how to
map each element to the distributed system concepts — what is a resource,
what is a process, what is a part of environment, etc. We note here that multi-
ple possible mappings can exist: for example, a building could be considered
both a resource and a location, or an employee could be seen as a resource
or an implied entity that starts a series of different processes — nevertheless,
the decision is highly situational. Lastly, the participants suggest a direction
for the construction of each model component — conceptual, formal or ex-
ecutable — by explicitly taking into account the model goals and the future

deployment environment.
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5.4.2 Towards model construction

Similarly to the initial iteration, the goal of this phase is to produce a conceptual
model representation according to the criteria in the model scope. However, the
main difference is that model components have already been constructed in some
form, so the stage can be understood overall as aligning the components with the

scope. In practice, the following steps should be considered:

Compare model components with scope: To ensure that the model is being
developed in the collectively agreed upon direction, each model component
must be compared with its associated scope element. That means checking
that both the conceptual representation of the component and its practical
implementation — if it exists — are adhering to the representation quality
criteria. For example, if the target system is a network, the quality criteria
is based on recorded real-world data about the target and an architectural
diagram and, a previous decision has been made to construct this component
as an executable simulation, then the participants must ensure that the results
of the simulation illustrate a network behaviour closely resembling the real-
world target — the degree of closeness should be specified — and that the
distributed systems conceptualisation of the network matches the architecture

of the real network.

Suggest model updates: Based on the above comparisons, areas of improve-
ment can be identified and corrective actions are proposed, in line with the
scope. For example, the simulated network’s behaviour might not closely re-
semble the real network, but the verification processes might not identify any
issues. In such a case, additional domain understanding would be required:
interaction with engineers and network administrators could perhaps reveal
that the network performance is influenced by additional constraints — per-
haps backups and maintenance are conducted during certain hours, therefore
reducing the available bandwidth, but this was not detailed in the original
recorded dataset. In light of the discovery, the participants must now de-

cide whether to explicitly structure the backup and maintenance processes



5.5. Conclusion 172

and then implement them, or perhaps implicitly reproduce the behaviour by

altering network control parameters.

5.4.3 Towards scope alteration

As the name suggests, processes in this phase deal with the other aspect of the co-
evolution, namely ensuring that the quality criteria and model scope are still relevant

to the model.

Compare scope with model components: Similarly to the first step above,
participants must first analyse and compare the model components and scope.
However, this time, their purpose is focused on identifying possible areas of
improvement in the scope. For example, in the above case, the network target

system can be seen as an area of improvement at the scope level.

Suggest scope updates: As expected, the identification of areas of improve-
ment is followed by actions that alter the scope in that direction. For example,
if the participants decide to explicitly implement the additional network pro-
cesses, additional structural quality criteria must be added to the model scope.
However, this is not the only case when the scope could require updates: per-
haps due to performance constraints, a model component shall be represented
at a higher level of detail, to reduce the number of instantiated entities; fur-
thermore, another component might require a translation from formal to ex-
plicit implementation, in an attempt to increase the model understandability.
Needless to say, any such changes should be collectively agreed upon, docu-

mented and reflected in the updated scope.

5.5 Conclusion

In this chapter, we have attempted to present our modelling process explicitly, by
following a similar type of compositional reasoning to the one employed in our
modelling approach. This should not strike anyone as peculiar, since we are con-

structing, in a sense, a conceptual model of modelling.
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To prioritise model integration, and inherently understanding, we have inte-
grated the following components: the classical mathematical modelling cycle, co-
design principles, the model conceptualisation provided by the triangle framework,
the distributed systems metaphor — supported by the similarities with the trading
zone metaphor —, and the philosophical commitments made in Chapter 2 — the
acceptance of systems’ heterogeneity and model multi-methodology, conceptuali-
sation of models as collections of sub-models, and the reduction of scientific realist
commitments.

At the level of the extended co-design cycle, including the translation zone, the

above described components can be identified in the following areas:

Co-design principles: The influence of co-design ideas is most visible in
areas of the cycle where decision making processes take place, usually in the
form of natural language debates such as: debating and updating the model
scope in the domain exploration phase and after the validation process, the bi-
directional processes of the translation zone, including deciding on the model
configuration before the candidate model construction phase, interpreting and
verifying the occurrence of contradictions at the level of model consequences,

or interpreting domain consequences.

Classical mathematical modelling cycle: This was the structural inspiration
for the methodology. The four primary stages, and the nature of the transition
processes between them represent extensions to the original versions present

in the classical cycle.

Triangle framework: The constitutive qualities of the triangle framework
— conceptuality, executability, and formality — are directly considered in
the translation zone, candidate model construction, and model consequences
derivation phases, but may influence the model scope as well, particularly in
relationship with model deployment — because not every construction tech-

nique is suitable for all deployment environments.

Distributed systems metaphor: The conceptualisation provided by the dis-
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tributed systems metaphor is employed during all the stages of the co-design
cycle, except the first iteration through the domain exploration phase, which

ends with the establishment of the first model scope.

Philosophical commitments: The acceptance of systems heterogeneity and
model multi-methodology are explicitly accounted for, with the distributed
systems metaphor and triangle framework serving as means of representing
the diversity of model targets. Furthermore, the the ability to conceptualise
and construct representations of models as collections of sub-models is sup-
ported for each type of model component as given by the triangle framework
— composition can occur and is well specified for conceptual, formal, or
executable model components. The scientific realist commitments have been
relaxed, and the deflationary nature of the modelling account is observable es-
pecially at the level of the debates occurring between modelling participants,
where a precise criterion for what is considered acceptable knowledge is not
provided beforehand, but must be agreed upon during the modelling process

as a result of structured debates.

Finally, we emphasise the practical value of this chapter for modellers, as it
translates abstract principles into a structured, actionable methodology for building
integrated models of heterogeneous systems. By extending the classical mathemat-
ical modelling cycle with co-design principles, the distributed systems metaphor,
and the Triangle Framework, this chapter provides a systematic process for man-
aging complexity in real-world modelling projects. The proposed co-design cycle,
supported by the translation zone, enables iterative refinement of model scope and
structure while fostering collaboration among diverse stakeholders. This approach
not only improves model interpretability and alignment with stakeholder goals but
also supports modularity, scalability, and adaptability across conceptual, formal,
and executable dimensions. In practice, these features reduce development risks,
enhance validation strategies, and ensure that models remain both analytically rig-
orous and operationally relevant. As such, the methodology presented here serves

as a practical blueprint for constructing models that can evolve alongside dynamic
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systems and decision-making needs.



Chapter 6

Model Case Studies

The measure of the value of an experience lies in the perception of relationships or
continuities to which it leads up.

John Dewey

In the previous chapter, we have explicitly described our modelling methodol-
ogy and explained how the philosophical commitments from Chapter 2, the model
conceptualisation based on means of construction from Chapter 3, the distributed
systems metaphor and its correspondence with the trading zone metaphor from
Chapter 4, and the classical modelling cycle and co-design considerations are all

integrated at the level of the extended co-design cycle.

In this context, the goal of this chapter is to present the application of our
method at the level of three security related models: a physical data-loss model, a
trauma unit surge capacity model, and an organisational recovery under ransomware
model. We describe their goals, internal structure and representation choices and
illustrate how each of the models focuses on different aspects of the metaphor: the
data loss model heavily focuses on physical locations, the ransomware recovery one
on processes and the trauma unit one on resources. Subsequently, we explain the
iteration of the co-design cycle steps within these three specific contexts and discuss
the challenges encountered. We note here that the organisational recovery model is
in a significantly more mature development state, being the only one including an

explicit analysis of results, parameters or sensitivity analysis.
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Sections 6.1 and. 6.2 are focused on the physical data-loss, and trauma unit
surge capacity models respectively, and explore the main representation choices

and co-design aspects involved.

In Section 6.3, we introduce the organisational ransomware recovery model
developed in partnership with HP Security Lab Bristol. Precisely, this includes a
description of the organisational ransomware recovery problem, two literature sur-
veys on the nature of ransomware and recovery techniques, the model architecture,
representation choices, co-design aspects employed, the experimental space — pa-
rameters, explicit simulation scenarios, overall behaviour, sensitivity analysis, ver-
ification, validation —, and implications for the use of the model as management

tool.

As noted in the research paper declaration form, this chapter contains elements
of the author’s previously published work. More specifically, sections 6.1 and 6.2
are edited versions of sections 6.1 and 6.3 from [152]. Section 6.3 includes elements

from section 6.2 from [152] and [151].

6.1 Physical data-loss model:

The first model we introduce here was developed in [64] and aims at assessing the
impact of different physical security policies with respect to data loss at the level
of a small-sized organisation. This is a simple model that illustrates the use of
the distributed system metaphor approach and the role of the co-design cycle in a

relatively uncomplicated setting.

We must note that this is not the first model ever constructed using a version of
the distributed systems metaphor. For example, the executable models of [37, 38]
are based on a system representation including processes and resources, but without
an explicit characterisation of the nature of systems such as that provided by the
distributed systems metaphor, and without explicit conceptualisations of locations,
environments, or interfaces. Furthermore, the authors have continued to develop
the conceptualisation in a series of works such as [75, 76, 74, 10], and consider

applications in, for example [27, 60, 249, 20]. A previous implementation of these
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ideas, Gnosis [74], has been used in significant commercial applications [19, 34, 35]

derived from an industry-based research project [140].

6.1.1 Structure & representation choices

As previously stated, this model attempts to provide a better understanding of the
possible impact of physical security policies in relation with data loss. In order to
capture the main elements related to these phenomena, we focus on representing
the locations where physical data loss can occur: in the office, if external access is
possible, or in transit. Structurally, this leads to three different sub-models, depicted

in Figure 6.1.
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Figure 6.1: The simplified physical data loss model [152]

The device loss model, situated on the left side of the diagram, acts as an ab-
stract representation of the areas outside an office building where data assets can
be lost by employees in transit. Its operation can be described succinctly: while
commuting to or from work, employees face the risk of losing the devices they
carry, potentially containing confidential data. The quantity of confidential docu-
ments stored on these devices is influenced by the behaviour of employees in the
document-sharing model.

The employees are being represented using a bundle of a resource, a process
and multiple locations: the resource signifies the physical position of the agent
within the model. The process is used for relocating this resource within various
model locations, while also engaging with other resources as required. The posi-
tions associated with the agent are utilised to represent concepts such as posses-
sion or memory. For instance, to simulate an agent acquiring another resource, the

agent’s operation would relocate that resource to the position representing items
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being carried by the agent; conversely, releasing the resource would return it to a

physical position within the model.

The tailgating model is used to illustrate the physical boundary of the organ-
isation and assess the ability of an external attacker to traverse it to gain access
to internal data assets. In practice, employees are required to present an ID card
resource to gain access to the office via a security door location where the ID verifi-
cation process takes place. When employees forget their cards, they are faced with
a decision: either wait in line at the reception desk to obtain a temporary ID card for
the day, or attempt to tailgate through the door. Employees who have successfully
passed through the security door then observe if others attempt to tailgate behind
them. In this scenario, the employee has two options: either ignore the tailgater and
proceed directly to the office, or confront the tailgater and redirect them back to the

reception area.

These decisions are represented as stochastic processes with varying associated
probabilities controlled via external parameters. Additionally, there are attackers
who consistently attempt to tailgate without making any decisions. These attackers
can be intercepted by security guards or challenged by employees. The security
guards and attackers are being represented in a similar fashion to the regular em-

ployees.

The document-sharing model examines how employees behave within the of-
fice environment when faced with decisions about sharing confidential documents
among themselves. Typically, employees share documents through a shared drive
that limits access to authorised personnel. However, this system often experiences
downtime, requiring employees to resort to alternative methods for document shar-
ing. Within the model, three options are available. Firstly, employees can utilise a
global share accessible to all personnel. Secondly, they can opt to email the docu-
ments directly to recipients. Lastly, employees may choose to use portable media
like CDs or USB sticks to share data. Each option presents its own drawback: doc-
uments on the global share are accessible to all employees, emailed documents end

up on devices carried to and from work, and portable media left lying around the of-
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fice poses a risk. Furthermore, attackers roam the office, collecting any abandoned

portable media resource they encounter.

Given the above setting, we can now present the explicit mapping between the
desired entities and phenomena to be modelled and the concepts of the distributed

systems metaphor from Chapter 4, at the level of the composed model.

In terms of locations, the model is relatively simple: most locations are phys-
ical and are used to represent areas such as the employees’ home, public transport,
private transport such as cars, an area outside the main building’s lobby, and internal

areas such as the lobby, entryway, atrium, or actual office.

At the level of resources, the situation is similar: the concept of resource is
being used to represent physical items where confidential information might be
stored, including devices such as mobile phones or laptops, cds, USBs, or paper
documents. Furthermore, the ID cards required by employees to enter the building

are also resources.

With respect to processes the model can be viewed as slightly more complex.
Processes are being used to represent a wide array of activities including travel-
ling, queuing for a temporary ID badge, working, observing, challenging, ignoring,
or performing tailgating, deciding how to send confidential documents, and then
sending them, or searching for, or loosing data assets. Additionally, each process
is associated with an agent — represented using a bundle of a resource, a process
and multiple locations — symbolising a regular employee, a security guard, or an

attacker.

Last but not least, environments are used to represent areas of the model that
are not conceptualised or constructed in detail. For instance, given the model goal,
the explicit activities performed by an employee at home outside office hours or by
an attacker outside an attack timeline are not relevant. Because of that, environ-
ments initialised with probability distributions are being used to start the processes

of employees travelling to work or for attackers arriving in the main building.
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6.1.2 Co-design

Having briefly explored the structure of each underlying sub-model and the asso-
ciated representation choices, we now turn to illustrating the co-design steps in-
volved. However, we first again emphasise that this initial example is quite simple
and should be viewed as an educational illustration for employing the distributed
systems metaphor, rather than a detailed explanation of the use of explicit co-design.
It is noteworthy to mention that the development of a co-design theory for hetero-
geneous modelling, at least in the sense shown in Chapters 4 and 5, was preceded

by the construction of the physical data-loss model.

Nevertheless, the setting of the model still provides us with the opportunity to
illustrate how the co-design cycle might have been used in this case, as a thought
experiment. We limit the description to the domain exploration phase of the co-
design cycle due to the reduced scope. The other two models to be presented in
the following subsections will be used to detail aspects of the co-design process not

present in the physical data-loss model.

In this context, the domain exploration phase can be seen as heavily influenced
by the composition of the modelling team which only included two modellers with

a great amount of expertise in information security, but no other stakeholder or user.

The phenomena to be studied are all relevant to the concept of physical data
loss: physical data loss can only occur if an attacker can physically obtain access
to a data asset. Assets can only be found in the office or in transit if lost — we do
not consider scenarios involving theft from residential areas — and if they are in
the office, the attacker must also be there. Therefore, it is reasonable to assume that
the phenomena to be studied include transiting from home to the office, possibly
losing data assets on the way, gaining access to the building, performing work,
deciding how to share assets, deciding whether or not to tailgate into the building

or to confront an attacker and so on.
Similarly, the entities involved in these phenomena are the agents — regular

employees, security guards, attackers — the resources themselves — data assets,

ID badges — and the locations where may be found — home, transit, office, lobby,
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etc.

With respect to data, the only source used was probabilistic: a negative expo-
nential distribution was used to model the arrival rate of employees at the entrance
to the office building. Other aspects related to the organisational security posture
or attacker behaviour such as the probability of an employee or security guard to
challenge an attacker, the probability of losing a device in transit, the attackers’
arrival rate, or probability to discover a data asset were controlled through model

parameters and used to generate different scenarios.

In light of this, we can view the model scope as containing 3 main target sys-
tems, closely matching the sub-models in Figure 6.1: a transit system, an office
entrance system and an office internal space system. Their relevance is clear: they
represent the areas in which physical data loss can occur. Given the lack of physical
deployment and the exploratory rather than practical nature of the model, the repre-
sentation criteria for the target systems are very simple: the employee arrival rates,
device loss rates, successful tailgating, successfully discovery of assets, challeng-
ing an attacker and so on must resemble possible real-world occurrences reason-
ably close. In a practical, organisational case, this would have been very different:
quantitative historical data about arrival rates, previous incurred attacks, office doc-
ument disposal and storage policies, and past stakeholder experience can be used

for a more detailed representation involving stricter quality criteria.

The establishment of the model scope marks the completion of the domain
exploration phase, at least for the current iteration of the cycle. Given specific goal
of experimentation with a simulation model, there is no surprise that the translation
zone is minimal — conceptualising the target systems using the distributed system
metaphor did not require extended multi-disciplinary debates — and the resulting

model is heavily simulational.

6.2 Trauma unit surge capacity model:

The second model we introduce was used to explore the surge capacity of a trauma

unit within a generic hospital emergency department. In comparison to the model
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described above, the trauma unit surge capacity model can be seen as simpler at
the level of structure, but relevant for illustrating how the domain exploration and
translation towards a candidate model can be performed in a context in which the
modellers do not possess a high amount of experience or expertise. The relevance

of this model for cybersecurity is explored below:

Firstly, surge capacity is related to organisational resilience, even though tra-
ditionally seen as outside cybersecurity. Combined with resource mismanagement,
it can lead to situations in which patients no longer have access to medical care or
in which the quality of care decreases substantially. These situations are conceptu-
ally similar to denial of service attacks — or to attacks affecting the integrity of a
service, depending on severity — and, therefore, would be of relevance to security,

incident or crisis management personnel.

Secondly, hospitals have become an increasingly prominent target for ran-
somware attacks, with works such as [168, 223, 296] further exploring the topic.
Given this, we can envision a situation in which the ransomware recovery and surge
capacity models could be composed to produce more traditional cybersecurity in-

sights about the trauma room or even the entire hospital.

A trauma unit stands apart from regular medical services by specialising in the
immediate and critical care of patients who have sustained severe injuries, typically
due to accidents, violence, or other traumatic events. These units are specifically
equipped and staffed to handle complex and life-threatening cases, often involving
multiple injuries affecting different parts of the body. However, this is exactly why
under crisis conditions, trauma units may become flooded with an influx of patients

that can overwhelm their operational capacity.

For instance, after a major incident, such as a train crash or a terrorist attack,
a large number of critically injured patients may arrive at the hospital in a short
amount of time. Surge capacity refers to the number of patients that can be treated
before the quality of care declines to unacceptable levels. The model is used to
explore how different factors, such as staffing levels, staff skills and experience, or

available equipment, affect surge capacity and provide insight into how capacity
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can be increased.
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Figure 6.2: The trauma unit surge capacity model [152]

6.2.1 Structure & representation choices

As previously stated, structurally, the model is relatively simple, in the sense that
no sub-model compositions are being performed. This can be easily observed in
Figure 6.2, where the model representation focuses on the physical and operational
characteristics of a trauma room, but without conceptualising other hospital areas
that might be connected to it, such as perhaps a triage area, or the medical bays
where the patients might be transferred to after no longer requiring emergency care.

In the model, patients, staff, equipment, and supplies are viewed as resources.
Depending on a patient’s injuries, different treatments, modelled as processes, need
to be provided. These treatment processes require various resources, such as staff
with particular skills, in order to execute. These resources are the limiting factor for
surge capacity. For example, when there is a shortage of staff with a particular skill
patients’ treatment might be delayed, leading to undesirable outcomes.

In terms of locations, the structure for this model is quite straightforward.
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There are locations for each treatment bay area, a lobby where medical personnel
are awaiting patients, the emergency department, its entrance, and one representing

the rest of the hospital, where patients move after treatment.

Similarly, resources are intuitively simple. There are resources representing
patients, hospital staff, and available treatment bays. Each patient resource has an
associated set of procedures that are required for treatment; each staff resource has
a set of skills — with an associated skill level — which define their capabilities in

terms of treatment.

With respect to environments, they are again being used for starting the patient

resource arrival process according to different probability distributions.

Processes are slightly more complicated. Each patient has an associated pro-
cess that moves the patient resource from outside the hospital, into the trauma room,

and into a treatment bay when one is available.

Another process assigns the medical teams to the treatment bays. This process
encodes the decision-making around team formation as learned from the hospital

staff during the iteration through the modelling cycle.

When the staff resources are moved to a treatment bay area, treatment can
begin. As mentioned above, each patient resource has a set of procedures that
describe their treatment. Each of these procedures is modelled using a different
process. Each of these processes requires staff resources with different skills. For
example, the team leader process requires someone with a high level of the ‘team
leader’ skill — experience in leading trauma teams; or, the intubation procedure
(called ‘advanced airway’ in the model) requires someone with the ‘advanced air-
way’ skill at a suitable level. The procedures have dependencies. For example, the
‘advanced airway’ procedure can only begin after the ‘patient assessment’, ‘airway

assessment’, and ‘IV’ procedures have completed.

Procedures can execute in parallel as long as their dependencies have been met
and sufficient staff resources with appropriate skills are present. When team sizes
are reduced because of higher patient numbers, some procedures might have to

wait until a staff member becomes free, which extends the duration of the patient’s
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treatment.
This representation of procedures, although complex, was chosen as it allows

the effects of staff limitations to be captured by the model.

6.2.2 Co-design

After a brief examination of the model’s structure and associated representation
choices, we redirect our focus towards illustrating some of the co-design elements
at play. Given the less familiar nature of the topic area for modellers, we describe
two approaches employed to achieve a better understanding both during domain ex-
ploration and within the translation zone: a practice dummy exercise and a tabletop
exercise.

From the very beginning, we can clearly state that co-design featured promi-
nently in this work, even at goal level. For example, the initial question about
surge capacity was brought to the modelling team — who at that time knew noth-
ing about hospital operation and management — by a consultant anaesthetist from
the hospital, who then worked closely with the modelling team throughout the pro-
cess. Additionally, other medical personnel were involved in the process as part
of the modelling team, on a case-by-case basis, but mediated with the help of the
consultant anaesthetist.

As part of the domain exploration phase of the co-design cycle, the modelling
team visited the hospital on many occasions, observing the operation of the trauma
unit as well as other aspects of hospital operation. To better understand the decision-
making process behind the formation of treatment teams, and how various treatment
procedures are performed on patients, the modelling team observed a simulated
treatment of a trauma patient on a training dummy — which is standard practice in
hospitals to maintain skills. This revealed an important aspect regarding the treat-
ment processes: different treatment procedures are temporally subordinated to other
treatment procedures. In other words, for certain treatment procedures to be per-
formed, some other treatment procedures must be first completed — to perform the
‘advanced airway’ procedure on a patient requires the ‘patient assessment’, ‘airway

assessment’, and ‘IV’ procedures to be completed first.
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In terms of data, the primary source for the modelling team was the consultant
anaesthetist working closely with them. This was further supplemented or verified
by discussion with more hospital staff members, and ranged from informal discus-
sions with hospital colleagues about various aspects of the model — duration of
procedures, accuracy of the flow of patients as described by the model — to a more

formal tabletop exercise.

The tabletop exercise was designed to gain insight into how teams of staff are
formed to treat patients, and how team formation and re-allocation changes when
additional patients arrive. The exercise involved sticker notes representing mem-
bers of staff and patients. We would begin the exercise with a single patient and
asking the subject to form a team using the cards. We then introduced additional
patients and asked how they would form new teams, and whether they would re-
move staff members from existing teams. From a co-design perspective, this can
be understood as an attempt to infer domain behaviour from an artificial version of
the domain. Nonetheless, this did not represent an issue, because the present medi-
cal staff explained the possible limitations of this environment, and how conditions

could change during real treatment.

With respect to translation, it is important to note that the consultant anaes-
thetist learned how to express ideas in terms of the distributed system metaphor
— for example, by thinking in terms of the process of patient treatment, and the
resources — staff, skills, equipment — required for different procedures. Further-
more, he ensured the communication between modellers and other medical staff
led to a translation of concepts towards the metaphor, without relevant information

being lost.

In this context, the most relevant quantitative data used in the simulations was
related to the medical procedure timings. In the current version of the model, the
timings are quantified using ranges estimated by trauma unit staff. Future work will
employ a nurse or other staff member to record accurate timings for different pro-
cedures to be used in the model. To ensure the validation procedure is understood

and can be performed with the help of medical staff, a graphical visualisation of the
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model was produced, showing patients moving into treatment bays, the formation of
teams, and the progress of the various treatment procedures. This was then shown
to hospital staff to get feedback and to validate the behaviour of the model. We note
here that the model did not attempt to construct a generalised representation of any
trauma room, but rather focused on producing targeted insights regarding the spe-
cific procedures observed in the specific trauma room available. Therefore, during
validation, the medical staff working in that trauma room assessed whether or not
the model was producing ‘believable’ outputs, similar to those they encountered on

a daily basis.

Lastly, after the model was constructed, it was used to simulate the trauma
unit under real-world conditions as exhibited during the 2017 London Bridge terror
attack — this included data regarding patient load, injury type, and arrival rate.
In this setting, the model produced similar behaviour to the actual trauma room —
validated by staff — and even produced some insights about the expected difference

in surge capacity for daytime and nighttime staffing levels.

6.3 HP Organisational Recovery Model

The process of organisational recovery can be defined as the totality of actions an
organisation can undertake to restore its functions after a traumatic event. From an
information security perspective, this can be specified as the ability to restore the
integrity and availability of data and services. Therefore, organisational recovery
represents the main facilitator of organisational resilience. As described by Gibson
& Tarrant in [129] and formalised by loannidis et al. in [155], organisational re-
silience should be conceptualised as an ability to adapt to changing organisational
circumstances. From a security perspective these changes arise from differing IT
usage patterns, the changing landscape of malware attacks as well as failures in
IT processes. A wider view would include other phenomena like natural disasters,
poor financial and human resource management or the inability to comply with new

legislative initiatives.

In this model, we focus on studying endpoint device recovery mechanisms
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that enable recovery after failures and attacks. As it might be expected, multiple
approaches to recovery exist and we give an overview of some of these in Sec-
tion 6.3.2. The decision problem here is what mix of mechanisms and supporting
IT processes needs to be put in place to have a robust and timely recovery strategy.
The effectiveness of these approaches depends on the nature of the attack, spread,
size, required recovery time, cost of deployment, existing policies, organisational
structure, and employee knowledge and behaviour. Our modelling approach leads
to the construction of balanced models that include a simulational component, al-

lowing for different choices and outcomes, such as time to recover, to be explored.

We motivate our focus on the organisational recovery problem by first explor-
ing the nature of ransomware attacks. As shown in Richardson & North [259],
O’Kane et al. [231] and Oz et al. [233], ransomware on its own represents a con-
stantly evolving threat with serious implications for organisations today. Further-
more, threat assessment reports from government and law enforcement agencies
such as [107, 110, 134] conclude that ransomware is one of the most relevant threats
for organisations; Tweneboah et al. [291] gives a more nuanced position on the
variations across different industries. In their empirical ransomware research study,
Connolly et al. [313] show that out of 55 different ransomware attacks on organisa-
tions of different sizes and industries, 21% have managed to fully disrupt business
continuity for two weeks or more and in 19% of the cases, organisational recovery
took several months if at all. Ransomware provides a rich attack space as it is dis-
tributed through a wide range of mechanisms and from a modelling methodology
perspective, we show how a varied ransomware attack space can be abstracted and
captured in different attack models that can be composed into our overall organisa-

tional representation.

In addition to different preferences, different organisations will have different
requirements, structure, and architectures. The number of employees, their travel
patterns, the size and number of offices, the devices used, the value of the infor-
mation on different devices, and the network structure will all vary between or-

ganisations. We use a compositional modelling approach to provide the flexibility
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required to create models that can be adapted to capture all these differences be-
tween organisations. We discuss how the model and modelling approach allows us
to adapt the parameters of the model to fit different these different organisational
characteristics. We then show how decision makers can try different recovery and
IT process resourcing choices through the model to explore how the choices could
affect key operational criteria such as speed to recover. In doing so, we demonstrate

the practicality and usefulness of the approach for strategic decision making.

6.3.1 Ransomware

Ransomware, as the name suggests, represents a subdivision of malware that is pri-
marily being used to obtain benefits from a target by limiting the target’s access and
control over information and/or essential operational infrastructure. Such benefits
can vary, from traditional cyber-crime motivators like economic revenue — often
in the form of cryptocurrencies given the complexity involved in tracing and iden-
tifying beneficiaries of such transactions [181] — to more obscure ones, such as
gaining competitive advantage economically, politically or militarily by crippling
the operational capabilities of the target.

Since ransomware observed in the wild is constantly evolving, we attempt to
identify a subset of characteristics that can enable thinking and reasoning about
ransomware at a more general level. This represents an initial stage in the concep-
tualisation of the phenomenon and environments under study — and inherently of
domain inference —, and will further influence both representation and parameter

selection procedures at the level of the model presented further in this section.

6.3.1.1 Lockers & Crypto-lockers

As previously stated, ransomware can be viewed as the instantiation of a coercive
action with visible effects at the level of information systems. As described by
Schelling [265] and Pape [234], a coercive action compels a party to act involun-
tarily through means of either threats or force. Most ransomware adheres to this
definition because once a target system is infected, either its operability is drasti-

cally reduced via actions such as overlaying various windows over visual interfaces,
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disabling I/O devices or simply interrupting the operating system booting process
by displaying a notification, or, the information on the system is directly encrypted
to a certain extent. Although targeting different assets, these two different types of
ransomware which are sometimes called lockers and crypto-lockers essentially fall
into the category of coercive actions, because their disseminators [175, 48] expect

to obtain benefits from their victims by the use of force.

Information located on systems affected by these types of ransomware can
usually be restored by either removing the processes causing the reduced operability
— by using an anti-malware tool or reinstalling the operating system —, using a
decryption key, exploiting certain implementation vulnerabilities in the ransomware
code or simply paying the ransom while accepting the risks of back-doors and fraud.
However, in the case of crypto-lockers, recovering the information can be non-
trivial, particularly in the case of ransomware based on hybrid encryption with large

keys.

A particularly relevant example for both the locker and crypto-locker cate-
gories is the Reveton Ransomware. In its original form, this ransomware removes
the user’s ability to perform operations in the standard boot mode of a device by
interrupting the booting process, displaying an immovable warning notice in full
screen and disabling keyboard shortcuts for minimising screens or opening the task
manager [207], but without encrypting any system or user files. The ransomware
achieved persistence by masquerading as a .dll file and having a shortcut of itself
in the main Windows directory to ensure it would be run every time the operating
system is launched. However, it is not the locking procedure that makes this ran-
somware particularly relevant, but the fact that the warning notice contained a cus-
tomised direct threat to the users. The warning notice is presented as a fine coming
from a government agency — FBI, Australian Federal Police, Metropolitan Police,
etc. — based on the user’s location and on ‘evidence‘ that the user has breached
either copyright, child-pornography or illegal access to information systems law.
Furthermore, in an attempt to increase the coercive force, the notice contains the

user’s IP, location and IPS and has an embedded recording capability that is being
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reflected back to the user, giving the impression of real-time surveillance. With re-
spect to spreading and distribution, Reveton has been observed as having diverse
mechanisms, but none of them were particularly targeting a specific group of users.
For example, the most observed distribution method was through exploit kits such
as BlackHole [287] or Cool [145] that used the CVE-2012-1723 Java vulnerability,
but distribution through phishing or application downloads on mobile devices [108]
was also possible. In addition to Reveton, such exploit kits usually dropped addi-
tional malicious software such as the Citadel [207] or Zeus [305] Trojans that har-
vested credentials, monitored web traffic, altered HTML code displayed in browser
and introduced the infected device into botnets. Although in theory, these operation
were not part of the ransomware itself when Reveton appeared around 2012, some
were imported in later versions [288] that included BitCoin mining, file encryption
or credential stealing capabilities through the Pony Stealer module [106]. As shown
in [177, 213], even though Reveton was not based on hybrid encryption, its finan-
cial impact was as high as $50,000 a day or $400,000 per month during its peak
period around 2012-2014.

6.3.1.2 Leakware

Based on strategies to increase the coercive force of the attack, a third category of
ransomware can be specified: leakware. Generally, malware in this category may
or may not affect the ability of its victims to access relevant information or use the
affected information system. The primary goal of such attacks is to obtain sensitive
information — common targets include intellectual propriety, third-party informa-
tion or information that might be deemed as embarrassing — and then threaten
the victims with publication in case the attacker’s demands are not met. In more
abstract terms, this strain of ransomware affects the degree of control that a user
has over information, shifting the primary focus of the coercive action from us-
ability or ability to use systems to restraining the possible spread of sensitive data.
However, compared to lockers, ransomware in this category are harder to detect
because they do not perform operations that reduce the operational capacity of the

target. Although they might present automatic spreading capabilities, the actual
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data exfiltration operation might be performed manually, similarly to the Grozio
Chirurgija [138] cosmetic surgery data breach.

The 2017 data breach that had occurred at the Grozio Chirurgija [138] cosmetic
surgery clinic in Lithuania can be considered, from our perspective, as a leakware
attack by the APT28 group, or FancyBear. Even though the precise infection vector
has not been made public, roughly 25000 private photos and other personal patient
data such as passport scans or national insurance numbers have been published by
the threat actor in an attempt to obtain ransom from both the clinic and its patients
to stop further publishing. The ransom demanded varied between €50 and €2000,
based on the sensitivity of the information stolen and the price of the complete
database was 50 bitcoins. No data was encrypted on the clinic’s machines and the
attack was discovered only after the publishing of the data.

Nevertheless, pure leakware attacks did not reach the popularity of lockers,
mostly because the extortion tactic they employ can also be used in composition
with the forceful coercion of lockers for a greater impact on the victims. This
type of double extortion approach can be seen in newer ransomware strains such
as Maze [169], Conti [294] or DarkSide[226] which have been the cause of a se-
ries of targeted attacks in the near past: the Maze infection of Allied Universal [3]
in 2019, the Conti attacks on JVCKenwood [2] in 2019, Ireland’s Health Service
[218, 146] in 2021 or the Darkside attack on the US Colonial Pipeline [8, 143] in
2021, with the interesting aspect that in the Colonial Pipeline incident, the Darkside
group attempted a triple extortion tactic by threatening with additional denial-of-

service attacks in case the ransom was not paid.

6.3.1.3 Destructive ransomware

A fourth category of ransomware has become more and more prevalent in recent
years: destructive ransomware. When compared to the other three categories, this
type of malware no longer focuses on obtaining benefits from victims via coercive
actions. Destructive ransomware directly inflicts irreparable damage to an informa-
tion system by deleting, overwriting or encrypting both user and system files and

memory regions. Therefore, instead of coercing victims, disseminators of this mal-
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ware type usually conceptualise the loss sustained by the victim as an actual gain
and are driven by political motivations, so a direct way of recovering the informa-
tion is usually not integrated in the malware design process.

The Shamoon [92, 50] infections of Saudi Arabia and Qatar’s national oil com-
panies in 2012 can be seen as a relevant example of this type of attack. The primary
characteristics of the attack were the presence of a ‘logic bomb’ that activated the
wiping and overwriting of the hard drive data in the infected machines at 11:08 am
on Wednesday, August 15, in an attempt to inflict maximum damage and reduce
the chance of discovery — because it was believed that a majority of staff were on
holiday —, the creation of a service enabling the malware to persist on an infected
network of devices and the ability to automatically spread via network shares. The
infection vector for the attack is believed to be a malicious email, as described by
Chris Kubecka, a former security advisor to Saudi Aramco [158].

To accentuate the political motivations, similar types of malware have been
attributed to the current Russian invasion of Ukraine [206, 71], but only a single
variant — Hermetic Wiper [136] — was distributed using worm-like spread capa-

bilities.
6.3.1.4 Ransomware dissemination

Furthermore, we describe two additional mechanisms for disseminating ran-
somware: via human operation and ransomware-as-a-service. As illustrated in
Microsoft’s security best practices report [88] from June 2022, human-operated
ransomware represents ‘an active attack by cybercriminals that infiltrate an organi-
sation’s on-premises or cloud IT infrastructure, elevate their privileges, and deploy
ransomware to critical data.” and directly focuses organisations rather than singular
devices. These types of attacks behave as shown in the Mitre ATT&CK [15] matrix
model. For an example of threat conceptualisation using this approach, see Xiong
et. al. [308] Nonetheless, the 2021 attack on the information technology infrastruc-
ture company Kaseya [67, 111] by the REvil group can be considered an example
of human-operated ransomware: the malicious actor managed to leverage a vulner-

ability in the proprietary remote monitoring and management software for the VSA
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Cloud and SaaS servers — which shows reconnaissance has been performed — and
disseminated a ransomware payload to both Kaseya and a subset of its clients. The
impact of the incident varies across sources, with REvil claiming to have encrypted
more than one million systems [67] and Kaseya declaring between 800 and 1500
businesses as being affected [253].

However, the latest years have not only brought specialisation efforts in terms
of more targeted and sophisticated strains of ransomware, but also an increase
in the accessibility of deployment for non-technical users. As described in [102]
ransomware-as-a-service represents a specialisation of the software-as-a-service
model: skilled malware writers produce high-quality samples which are then em-
ployed by less skilled attackers either via a one-time payment or subscription
method to be deployed against certain targets, and everything is done via easy
to used web interfaces which sometimes even have user reviews, scoring sys-
tems and catchy marketing phrases. For extended reviews, see Keijzer [166], Al-
washali et al. [7] or Meland et al. [198] for en economic perspective. To grasp
the current degree of evolution, Karapapas et al. [163] even describe a proof-of-
concept ransomware-as-a-service model based on IPES file system and Ethereum
blockchain. Nevertheless, from a behavioural perspective, the actual ransomware
strains used via ransomware-as-a-service do not differ from other strains. In the
future, we expect this model of operation to continue developing and provide users
with even more dangerous types that might employ direct handler operation or zero-

day exploits.

6.3.1.5 Reflections

Although ransomware in the above categories is being used to achieve different ob-
jectives, the technological means of achievement are similar and have undergone
formalisation and generalisation attempts over time. For example, Young & Yung
describe ransomware in their seminal 1996 article as a ‘cryptovirology attack’ [312]
in which cryptographic approaches are used offensively to ‘mount extortion based
attacks that cause loss of access to information, loss of confidentiality, and infor-

mation leakage, tasks which cryptography typically prevents’ [312]. Their attack
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follows a hybrid encryption scheme and resembles the formalisation of a digital en-

velope. Its main steps are presented below, at a reasonably high level of abstraction.

- The attacker generates a public/private pair of encryption keys, constructs the

ransomware code and places the public key inside it;

- The attacker releases the ransomware, which then finds and infects a victim

based on its spreading and infection mechanisms;

- The malware generates a symmetric encryption key using a randomness
source and then encrypts its target files with it. To generate the key, the ran-
somware either contains a random number generator or accesses one that is
available on the victim machine in the form of an encryption library, API or

simply uses an OS internal process as randomness source;

- The ransomware encrypts the symmetric key with the public key and over-

writes any remaining plain-text and the symmetric key;

- The ransomware leaves a note with the ransom and means of contacting the

attackers.

Using this approach and assuming that the ransomware implementation does
not suffer from trivial vulnerabilities such as weak random number generators, fail-
ure to remove the symmetric key from the victim’s machine or leaving residual
information in the RAM memory, the complexity of retrieving the data is equiva-
lent to the complexity of reversing the encryption schemes used. Assuming that the
encryption key sizes are large and the encryption algorithms are deemed as secure,
breaking the encryption represents a computationally hard problem, for which no
algorithm can produce solutions in polynomial or lower time. Examples of compu-
tationally hard problems used in the space of cryptography include the Integer Fac-
torisation Problem [46], Discrete Logarithm Problem [197], Elliptic Curve Discrete
Logarithm Problem [123], Lattice Shortest Vector Problem [5] or Lattice Closest

Vector Problem [199]. For an in-depth review, see Salem et. al. [263].
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For the purpose of our model, the above described behavioural schema might
be seen as too focused on the internal operations of the ransomware. However, mod-
elling ransomware does not require understanding only the inner workings of the
ransomware code. For example, the identification of a victim could be an auto-
mated process of scanning IP ranges, or it might involve a carefully planned recon-
naissance procedure. Once identified, the victim could be infected through a series
of means: phishing, spear-phishing, physical social engineering to provide access or
introduce malicious hardware components into the system, file downloads, Trojans
and others. Furthermore, after the initial infection, additional worm-like network
spreading [153] might occur via misconfigured network shares — with or with-
out the need for zero day exploits such as EternalBlue [43] — automated phishing
based on gathered information from the already infected devices or direct creden-
tial harvesting and dropping if escalation of privileges is successful [66, 65]. For a
complete list of ransomware strains that contributed to the above behavioural classi-
fication, see Appendix A, Table A.1. Given the evolution of ransomware and the de-
velopment of modern strains such as Maze or Conti which combine characteristics
from multiple categories to increase the coercion on users, a similar compositional
capability at the level of modelled ransomware behaviour is required and provided

by our co-design approach.

6.3.2 Recovery Techniques

As described at the start of the section, the goal of organisational recovery is to
bring an organisation into a business-as-usual state after a traumatic event. In the
context of this model, this traumatic event is represented by a ransomware outbreak,
although the model we present could be used with other parameter configurations
to simulate other types of events, such as a flooding denial-of-service attack, for
example.

For a better understanding of the possible recovery mechanism choices, we
firstly draw attention to a few important aspects about the nature of the threat. Mod-
ern ransomware strains are harder to fully erase at an organisational level because

of a series of spreading and persistence mechanisms: as seen in the previous para-
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graphs, ransomware such as WannaCry, NotPetya or BadRabbit extend the class of
crypto-lockers with powerful worm-like spreading mechanisms constructed on top
of zero day exploits, greatly increasing their dissemination speed. However, this
evolution cannot be considered as a statistical indicator of a higher severity attack
on its own yet: as shown in Connolly et al. [313], the hypothesis that ‘the crypto-
ransomware propagation class influences the impact severity of a ransomware at-
tack’ is rejected in their study with the comments that a combination of factors such
as the nature of business, availability of resources to recover data or pay the ransom,
the type of systems affected and level of preparedness should be further analysed.
An insight we consider relevant in their study is that the overall severity of ‘gener-
ation two crypto-ransomware’, which maps onto our crypto-locker category with-
out worm like spreading achieved a score of 0.32, whereas the ‘generation three
crypto-ransomware’ which manifests worm-like spreading only achieved 0.23. We
argue that this should not be interpreted as the spreading factor not being relevant
to the severity of the infection, but rather that the security posture and type of or-
ganisation play a more important role than purely the technical advancements of
the ransomware. Furthermore, one of the most severe attack they identified was a
worm-based crypto-locker that targeted a large public organisation — GovSecA as
named in the study — and managed to encrypt close to 100 servers. At the time of
their study, the organisation still had not fully completed their recovery processes,
almost 8 months later. The example does not give details about why this recov-
ery period was so significant, but we allow ourselves to speculate that reinfection
played a big part. For more information about reinfection, including a stochas-
tic epidemics model that simulates parts of the behaviour of Viking.gt malware on

Norwegian Bank, see Hole [144].

Nevertheless, it is not only the spreading speed that has evolved over time, but
also the persistence mechanisms employed — with techniques such as modifying
registry keys, altering run once keys, the bootexecute key, boot helper objects, keys
used by the WinLogon process, startup keys, launching of additional services to

facilitate reinfection in the case of recovery, maintaining a command and control
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structure or avoid detection methods during data exfiltration or altering the DLL
search order mechanism itself as being only a handful of approaches. For addi-
tional information and platform specific approaches, see [133, 303, 47]. In addition
to these purely persistence oriented mechanisms, modern ransomware has also ex-
hibited a series of destructive elements such as overwriting the MBR (Master Boot
Record) [272] in the case of NotPetya and Shamoon, which make backups and
re-imaging of devices mandatory to ensure business as usual can be re-established.
The details of the process and how organisations often end up paying ransoms rather

than rebuilding their systems are described in [302].

However, it is not just ransomware that spreads over networks that necessitates
recovery at scale. Malware families, such as Emotet [70], also have mechanisms to
spread rapidly through email. Spreading patterns have evolved to include WiFi [36],
and can make it hard to clean corporate systems without taking everything offline.
Some malware can be cleaned by anti-virus systems, but it can be hard to guarantee
and trust that systems are clean; hence, easing the re-imaging process can become an
essential part of a company’s response to malware attacks. For example, the SANS
incident-responder’s handbook recommends re-imaging of systems’ hard drives to
ensure malware is eradicated [176], with recent surveys showing incident response

processes often leading to re-imaging [49].

Companies are becoming aware that they must start planning for both large-
scale and smaller-scale outages in order to get their systems and staff back up and
functioning as soon as possible [105]. There are, of course, various products and
approaches to backup, re-imaging and restoration. Yet, there is a lack of tools to
help IT decision-makers decide on the most appropriate strategy and assess whether
they have the necessary tools and infrastructure in place. This is the problem that
we look at with the help of this model: we demonstrate how modelling and sim-
ulation can be used to aid the decision-makers in the choices they make. A good
example of an executive level document which details the Microsoft strategic and
operational approach against ransomware can be found in [88] and focuses at least

on secure backup, privileged access plan, data protection plan and security posture
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and governance, all provided with clear accountability paths and KPIs.

There are several approaches that organisations might employ in order to main-
tain the operation and re-imaging of client systems. Underlying these approaches
there are three basic choices: full system backups, re-imaging to a corporate image,

and modern management systems.

6.3.2.1 Full system backups:

Some companies will have backup systems that keep a full system backup of each
client. Restoration will then happen by reinstalling this full backup. The backup
vendor would support this restoration process with a typical reinstall process in-
volving the download of a Windows PE agent along with the full system backup,
placing this onto a bootable USB stick, and then, through the BIOS menus, booting
into this cut-down version of Windows, which will reinstall from the full backup
— for an extensive survey of classical recovery methods, see Chervenak et al. [69].
For an updated version, including information regarding cooperative approaches,
see Killijian et al. [170]. Taking full backups is becoming less common, particu-
larly in the hardware sense, as it means keeping copies of many standard system

files and there are advantages to re-imaging to a clean up-to-date OS image.

6.3.2.2 Re-imaging to a corporate image:

A more common scenario is for companies to have a standard corporate image
along with a data backup strategy. For example, a company will often create a
Windows image containing corporate management tools — such as a management
agent for a system such as Microsoft’s Endpoint Configuration Manager — and
its security software, both AV and EDR systems, such that when a client image
installation happens the system is secure and manageable [257]. Microsoft provide
a management deployment toolkit [204] that describes and supports this overall
deployment process. The management tools will then typically help install other
applications as required. Such images will be updated regularly — quarterly or
half yearly, for instance — to include the latest version of Windows, patches, and
software.

Data backup may be integrated through backup software to an enterprise server
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or the cloud, although companies are increasingly using synchronised cloud-based
storage such as OneDrive, where data is stored on the cloud with local copies cached
on the endpoint.

From a recovery perspective, as a user decides they need to re-image a system
they get hold of a bootable image on a USB stick (or occasionally a DVD) and
boot into this to re-image the system. In an office environment, where there is
IT support, the IT engineers will maintain a set of current OS images on bootable
media. In smaller offices, or where there are home workers, the OS image can be
downloaded and there will be instructions for the user to create the bootable media
and reinstall. Such instructions can be complex for a typical user and require access
to a USB stick that can be wiped and reformatted. If a user is at home they would
need a functioning computer to use to download the image.

IT support labs will also often have a PXE (Preboot Execution Environment)
boot set-up to make re-imaging easier [203]. They have an image hosted on a local
server and use PXE boot to point the system to that image to install. This can ease
the problem of setting up larger numbers of client systems, although it requires staff

and infrastructure.

6.3.2.3 Modern management systems:

There is an increasing move towards the use of modern management systems (Uni-
form Endpoint Management), such as Microsoft’s InTune System [202]. This ap-
proach allows the use of a standard Windows image, such as that initially placed on
the computer, rather than a specially maintained corporate image. During the install
process, the management infrastructure will push critical security patches, AV sig-
natures, Windows domain policies (Group policy objects), and necessary software.
This produces a similar effect to having a corporate image, but removes the need to
maintain custom images.

Typically, after a new image has been installed, an out-of-the-box experience
(OOBE) process runs, the user will be led through configuration screens, and will
login using their corporate email. The login directs the system to a cloud-based

management server, so that the enterprise configurations can be found and installed,
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and the computer added to the enterprise domain. This process can be simplified
further using Microsoft’s AutoPilot [205], where a computer is preregistered as
belonging to a company, and user interactions and configurations can be simplified
and reduced.

The re-imaging process still requires that the user can get hold of a clean Win-
dows install image. However, the company does not need to maintain and host its
own Windows image. Instead, a user can download the latest OS copy from either
the PC manufacturer or from Microsoft. Companies using these mechanism will
typically use cloud-synced storage, discussed above, to provide data resilience and,
as the system is re-imaged and added to the corporate domain, data will gradually

be synced back to the client.

6.3.2.4 Re-imaging Mechanisms

Re-imaging will typically involve booting from an ISO image and installing this
onto a drive, or via a reduced version of Windows, such as WinRE or WinPE, which
can install Windows from WIM files. Windows itself also includes a number of re-
pair processes [201] — for example, allowing rollbacks to previous snapshots using
Shadow Volume Copy. However, ransomware often disables volume shadow copies
and deletes snapshots, making recovery and the retrieval of older files hard. Incident
responders often recommend a clean install to ensure malware is eradicated.

Re-imaging processes require a boot into a system rather than the normal OS.
The boot process is controlled by the BIOS, which will have a defined boot order
and set of devices that can be used to boot the system. Many systems will boot from
an attached USB device or PXE boot before the main disk, making re-imaging easy
— but with no controls. Early in the boot cycle, users can get into the BIOS menu
and boot to an alternative device. Some enterprises will lock down the BIOS with
passwords and ensure the system boots only from the internal disk and, in this case,
re-imaging will require an IT support engineer who knows the BIOS password.

In this context, HP has built a bare metal recovery system — HP ‘Sure Re-
cover’ [149] — into the BIOS in order to simplify the re-imaging process. The

Endpoint Security Controller — EpSC — holds a configuration containing the lo-



6.3. HP Organisational Recovery Model 203

cation of image-servers, which may be either HP’s servers for standard Windows
images or other servers specified by the enterprise. The configuration also contains
public keys of the authority allowed to sign the Windows image to be installed and,
in this way, an enterprise can guarantee the image being installed has integrity and
has been approved. Recovery can be triggered by the user at boot time through
the BIOS recovery option or it can trigger automatically when the system fails to
boot — such as with NotPetya. When triggered, the BIOS gets this configuration
information and uses it to download a recovery agent, which then downloads the
full OS image and re-images the system. Both recovery agents and the full image
are signed and the signature is validated as part of the recovery process ensuring
authenticity of the recovered image. The process simplifies recovery for the user as
they no longer need to be able to find where to obtain the OS image and do not need
an available USB stick. From the enterprise perspective, it allows the enterprise to
lock the BIOS without support engineers doing rebuilds, as well as guaranteeing
that the image installed is correct.

An additional option is available, HP ‘Sure Recover’ Embedded, which adds
additional storage onto the endpoint device that is used to keep a local up to date
copy of the recovery image. It reduces network download times and means recovery

can happen when no network is available, or when networking is limited or metered.

6.3.2.5 Reflections: enterprise recovery choices

The descriptions above show that there is a wide range of choices available to the
enterprise as it looks to implement an image management and recovery strategy; for

example:

- Maintain a corporate image or use a standard image. There is a choice as to
how often the image is updated. After recovery, patches will need installing
and updating images more often will reduce the need and time taken for post
re-image patching. However, this option requires additional resources to man-
age the actual image, in the sense that its actual content might require frequent
updates. When a company maintains its own OS images, they must maintain

servers to support the download of images. Download speeds may depend
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on the location of these servers, or how they are distributed over the world,
the location of users, and the network bandwidth available in an office or to
a home or travelling user. The volume of traffic to these servers will depend
on the recovery scenario — in terms of the numbers of users likely to be

recovering at a given time and on the state of the underlying infrastructure.

How much IT support is needed and how much in each office? Many compa-
nies are looking to reduce IT costs, and this often creates pressure to centralise
help-desks and remove support from offices. However, a lack of local support
and locally kept OS images can delay recovery times for multiple reasons:
some users might require physical support in starting the recovery procedure
and some might simply needed to be guided remotely, but a bottleneck in
the actual support stream can lead to a reduced stream of recovery even if
the infrastructure is extremely capable. At the same time, the enterprise will
need to plan for remote workers either working from home or as they travel;
such support needs have increased dramatically with Covid 19, for example,
since the actual work location of employees is less geographically bound to

an office.

Control over the re-imaging process can bring various choices with which
the enterprise may wish to lock down its client platforms, but this adds a

considerable burden in recovery.

There are many different data backup strategies, from the use of cloud synced
drives through to full system backups. Each will have an impact on the ease

of recovery and potential user data loss.

The choice of employing different re-imaging techniques, such as using a
USB stick or PXE boot, in comparison to having recovery mechanisms such
as HP ‘Sure Recover’ built into the system — whether with an image stored

locally or downloaded.
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6.3.3 The Recovery Model

Having described the relevant domain inference information regarding the nature
and behaviour of ransomware and recovery mechanisms in the previous subsection,
it is now time to focus on the actual model. Since the main goal of this model is to
help organisations in deciding what allocation of recovery technologies best suits
them based on an understanding of the consequences involved, we concentrate on a
partially-generic model that allows for further customisation of both the structure,
because of the modularity provided by the underlying distributed systems metaphor,
and parameters.

Making use of the compositionality provided by the method, we construct our
organisational recovery model as a composition of four different sub-models: a
device model, a network model, a server model and a malware model. The high-

level architecture of this composed model can be observed in Fig. 6.3.
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Figure 6.3: Organisational Recovery Model [151]

6.3.3.1 The device model

The device model stands out as the most intricate among the four, and is used to rep-
resent the physical structure of a medium-sized organisation. This is comprised of
a series of physical locations — offices of varying sizes, home, hotels, coffee shops
— where employees can work on their devices if a network connection is avail-
able. Naturally, employees can move between locations, but the specific location
they are present in influences their available resources and restricts their possible

recovery choices: locations have different network bandwidth allocation and non-
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office locations do not have access to a physical help desk. An iteration through the
model should be viewed as a temporal sequence of movement between locations,
working, getting infected by ransomware and then performing recovery actions —
USB recovery, network recovery or embedded recovery or combinations of them.
A conceptual diagram of the processes present at the level of the device model is

presented in Figure 6.4. The explicit list of model components is presented below:

Resources — devices, blank usbs, usb images, os images, recovery agent,

image requests, image responses, network data, helpdesk admins;

- Locations — work locations (home, offices, travel locations), network end-

point locations;

- Processes — installation of images from usb, embedded, network-based or
mixed, usb recovery, embedded recovery, network-based recovery, mixed re-
covery, fetching image from server, fetching recovery agent from server, ad-

min delay, device movement;
- Interfaces — network endpoints;

Following the distributed systems metaphor, we conceptualise devices as re-
sources and both the work and abstract locations as locations: work locations could
include small or large offices, travel locations such as airports, coffee shops or the
home; abstract locations exist mostly in the form of endpoint locations, an abstrac-
tion for the network switches or routers that connect devices to a network. As an
implicit organisational policy, each large office is considered as hosting a help desk
with a variable size that can help users perform a recovery process for their device if
their level of expertise does not allow them to perform it on their own. The helpdesk
employees are conceptualised as resources associated with the helpdesk. Further-
more, the employees are not being modelled explicitly, but rather as devices that
move between locations and can perform work related activities or recover a de-
vice. The actual recovery actions performed by the devices or helpdesk employees

are modelled as processes.
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For example, when a device moves to a location, it obtains use of a network
endpoint so it can send and receive data on the network by claiming one of these
availability resources; when it leaves, it releases that availability resource so another
device may use that endpoint later. Each device in the model has its own process.
This process is responsible for all the device’s behaviours, from movement, to re-
covery, to sending and receiving data on the network. As part of the configuration of
the model, each device is set up with: a movement pattern (the sequence of physical
locations to move to, and probability distributions determining the length of time it
stays in each one) and a method of recovery to use. Furthermore, separate processes
determine whether or not a specific device can recover on its own and if not, what
type of helpdesk assistance it requires. With these parameters, the device process
executes. It moves the device resource from physical location to physical location
according to the sequence, remaining in each one for a certain amount of time. If
a particular device should recover, action indicated by the arrival of an infection
package to the device, the device process initiates this.

As it was briefly explained in Section 6.3.2, at the level of the model, we look

at four recovery methods.

- USB Recovery — A fresh OS is installed on devices from a USB stick. The
device process tries to claim a USB stick resource with the OS image on
it; if none are available, it tries to claim a blank USB; if no USBs of either
type are available, and none become available, the recovery process fails. If a
blank USB is obtained, the process must download the OS image by sending a
request and waiting for the response, and writing it to the USB. This destroys
a blank USB resource and creates a new USB stick resource with the image

on it.

- Network Recovery — Devices request and receive an OS image over the
network from an image server. The process starts by creating a request to
download the recovery agent and moving it to the network endpoint so it
can be sent to the server storage sub-model; it then waits for the response

by claiming a response resource at the network endpoint. After receiving
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this, the process creates a request for the OS image, moves it to the endpoint,
and waits for the response. For clarity purposes, we restate here that the
network recovery process is behaviourally similar to, and uses the HP ‘Sure
Recover’ [149] — Section 6.3.2.4 — with network re-imaging as a primary
reference point. This differs from PXE re-imaging used in IT labs and for
servers that would work on a LAN and not be available wherever the user is

located.

- Embedded Recovery — Devices have a built-in storage capability that is
used to hold an OS image for recovery. To model embedded recovery, the
device process simply waits for the amount of time (as measured on real-
world devices) it takes to restore from the embedded storage. This is based

on the HP ‘Sure Recover’ [149] with embedded storage.

- Mixed Recovery — Combines the embedded and network-based recover-
ies. An allocation strategy is required. For example, devices in small offices
could be allocated embedded recovery capabilities whereas those in big of-

fices might rely on network recovery.

The above points, supported by Figure 6.4, describe the recovery choices and
underlying actions that have been modelled. However, these do not encompass the
stochastic, temporal nature of the model. Throughout all these steps in the process,
there are time delays modelling the length of time it takes to, for example, verify an
image after download, copy an image to disk, or run the installer. Additional delays
are introduced if helpdesk assistance is required: helpdesks have a finite number
of admins who can offer assistance remotely or in person — therefore, devices end
up queuing for the helpdesk resource — and, if in-person assistance is needed, the
admin might have to travel to a different location if the device in need is not located

in the same large office as the admin.

6.3.3.2 The network model

The network model acts as the central representation for the organisation’s com-

munication network and facilitates the interaction between all the models via the
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transfer of network packets. Functionally, its goal is to ensure network packets
arrive at their correct destinations after an amount of time influenced by the net-
work congestion. Structurally, it contains abstract locations symbolising network
endpoints that devices can access to connect to the network. These locations are
interlinked, representing the network segments that actual network packets would
traverse. Briefly, the model operates as follows: network packets arrive at end-
points, are transferred to an abstract transit location, and after an appropriate delay
aligned with data size, network segment speed and congestion, dispatched to their
respective destination endpoints. A conceptual diagram of the processes present at
the level of the network model is presented in Figure 6.5. The components of the

sub-model are shown below:

Resources — network data;

Locations — network endpoint locations, transit location;

Processes — transfer data;

Interfaces — network endpoints;

Additionally, it includes a separate location representing data in transit. Struc-
turally, all these locations are connected in the form of a graph of network segments
representing the actual network routes packages would be routed through. This sub-
model has one process, which claims resources that arrive at the endpoints, moves
them to the transit location, and, after a delay suitable for the size of the data and
the speed of the network segments it would traverse, moves them to the destination
endpoint and releases them. If transfers are already ongoing when more resources
are claimed or released, the process recalculates the time when the transfers will

finish based on how throttled the network segments are.
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Figure 6.5: Network Model Process Diagram [151]

6.3.3.3 The server model

The server model essentially depicts the storage area for recovery images which are
requested by devices over the network, depending on the recovery type chosen in
the device model. Its behaviour closely resembles the real interaction between a
user and a server: it is used to determine if network requests contain valid recovery
image requests and if so, to send the required images to their corresponding devices

via the network. Its components are showcased below:

Resources — network data, os images, recovery agent, image requests, image

responses;

Locations — server network endpoint location, storage location;

Processes — process messages, move network data to the endpoint;

Interfaces — network endpoint;
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At a high level, it is comprised of a network endpoint and a storage abstract
locations. The storage location contains clean operating system images and the
recovery agent necessary for the network based recovery. Behaviourally, a process
awaits requests from the devices on the network endpoint and then delivers the
operating system image requested back to the network model. A process diagram

detailing the operations can be seen in Figure 6.6.

6.3.3.4 The ransomware model

The ransomware model encapsulates the main aspects of the ransomware behaviour:
the targets, the spread pattern and the infection timings. Structurally, it contains a
single network endpoint location and three different processes: one that determines

ransomware targets, one producing the timings when the infection packets are being
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injected into the network based on different probability distributions, and another
one which determines if the targeted device actually gets infected and formats and
sends the actual malicious packets. After the injection procedure, the packets are
handled by the network model, reach their targets, infect them and then the de-
vice model triggers the recovery processes. The process diagram can be seen in

Figure 6.7.

Resources — network data;

Locations — malware network endpoint location;

Processes — choose targets, determine timings, infect targets;

Interfaces — network endpoint;

The combination of targeting, infection probability, timing distributions and
duration of attack allows the modelling of ransomware behaviour as described in
Section 6.3.1 and Table A.1 in Appendix A. Concerning the first process, we note
that both specific location targeting and reinfection of devices is possible, even at

the level of a single model iteration.
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6.3.3.5 The composed model

As highlighted in Chapter 4, the main abstraction that practically facilitates the abil-
ities to compose, substitute or local reason about the model using this approach is
the interface. In the case of this model, the interfaces are defined at the network end-
points, essentially allowing the flow of network packets from a device to the storage
server and backwards or from the malware endpoint to a device. The network model
therefore becomes the glue that sticks the server model, device and malware models
together. The server model composes with the network model at an endpoint; the
malware model composes with the network model at an endpoint; the device model
composes with the network model at many endpoints. After this, a request moved
into the endpoint by the device model will be sent over the network by the network
model, received by the server model, and the response sent back over the network
model to the device model. However, such a request would only be transmitted
if a malware packet was moved into the network endpoint by the malware model,
routed by it to reach the endpoint of an actual device and the infection would be

successful. The operation of an iteration of the composed recovery model would be
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comprised of the following steps:

Firstly, the four separated models would be initialised with their specific pa-
rameter set, which will be discussed in Section 6.3.5. This would construct the
organisational structure and recovery policies of the modelled organisation, define
the capacity of the network, the available images for recovery, etc. At this moment,
each model except the malware one has at least one process awaiting for network
packets — devices awaiting a ransomware packet or a response from the storage
server, the network process awaiting to route packets or the server awaiting requests
— without knowing about the other models. The external processes that would

bring the packets at the interface level are considered environmental processes.

Secondly, once the parametrisation of the isolated models is completed, the
composition of the models can be performed if pairs of interfaces exist at each
model level. For example, in the case of the storage model composing with the
network one, a similar interface object must exist in both of them. In the case of
the network and device model, the same number of interface objects must exist in
both. The composition of models actively transforms the environmental processes
described above to internal model ones: if at the previous stage, a device would
await a malware packet from the environment, now it would await it from the net-
work model, but without knowing if other models were involved in the construction

of the package along the way.

Thirdly, a simulation duration should be chosen, and then the execution of the
model could commence. At the level of the device model, this would start the move-
ment in between locations and the waiting for packets. Regarding the malware mod-
ule, the complete list of devices and their distribution sampled timing of injection,
including possible reinfections would be computed and then added to the network
to be routed. The arrival of one malicious packet at the level of a device would
trigger the associated recovery option on that device. Additional delays might hap-
pen here based on the user’s ability to recover on its own and the need of helpdesk
staff. Once the helpdesk interaction is determined an the timings applied, the actual

recovery process between the device and storage server can be performed. We note
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here that the arrival of a malicious packet at device level during the recovery steps
does not restart the recovery process: our conceptualisation of both network and
embedded enterprise recovery, as shown in Section 6.3.2.5, implies that recovery
in a modern environment should be atomic. Reinfections can only occur after the

recovery process has been successfully completed.

6.3.4 Methodological Observations

Having described the model architecture, construction and operation in previous
sections, we now focus on describing the implications of using the chosen method-
ological approach in our concrete setting. Starting with our conceptualisation
choice, we note that organisational modelling has proven to be a complex task even
without considering recovery. This is because organisations themselves have been
a difficult candidate for abstraction and, thus, multiple conflicting interpretations
exist. For a comprehensive review of organisational metaphors, see [128]. For a
meta-classification of organisational metaphors, see [285]. Nevertheless, we choose
to think about organisations as being inherently compositional at the level of func-
tionality, so we employ an interpretation based on different sub-components such
as organisational goals, people, processes and technology [219], which construct an
organisational boundary that effectively determines the organisation.

In practice, information about these sub-components, or what could be con-
sidered the formal side of the organisation, is provided by organisational structure
and business processes documents, and further complemented with insights from
stakeholders, expert knowledge, actual employees that take part in the modelled op-
erations or KPIs. The knowledge co-creation process undertaken by these different
parties — including modellers — in an attempt to construct a model representa-
tion that facilitates the achievement of the model goal is described in Chapter 5 and
represents the updated co-design process.

Furthermore, it is important to note that our model is a partially generic proto-
type. Using the classification by Weisberg [304], we can view our model as ‘mod-
elling a generalised target’. The distinction is significant, since we are not produc-

ing a model for a precise client or company from an actual organisational structure,
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but rather attempt to derive a subset of elements relevant to an organisation from
a recovery perspective and then construct a semi-generic prototype of model that
can be parametrised on a case by case basis. In Weisberg’s terms, the target of our
model is the subset of features relevant to recovery and common to all organisa-
tional instances at a certain level of abstraction, but of course limited by the project
scope. Two criteria, necessarily but not sufficiently enough to ensure correctness
must be satisfied in this set-up: firstly, to ensure that ‘the relevant set of specific
targets actually share the relevant features, such that an intersection of their sets
of features is an informative generalised target’ [304], and secondly, that ‘a model
can be constructed at the appropriate level of abstraction so that just those features
can be modelled’ [304]. A longer discussion regarding the meaning of simulation

correctness is outside the scope of this paper.

At an abstract level, the first criterion is tackled by the co-design process and
the second one by the distributed systems metaphor and the theoretical considera-
tions behind it. On one hand, the co-design process ensures that the interaction of
modellers, stakeholders and other experts produces a more suitable model represen-
tation for the model goal, precisely because the information about what constitutes
relevant targets and features is not fully known by the modeller on its own and,
multiple iterations of the design and construction cycle lead to a co-constructed on-
tology and representation of phenomena. On the other hand, the distributed systems
metaphor can be used to construct models at essentially any level of abstraction that
is decomposable into its basic notions of process, resource, location, interface and
environment. In addition to that, the phenomena that can introduce uncertainty or do
not have a generally accepted scientific knowledge base yet constructed are treated

stochastically, as explained in Section 4.1.3.2.

In practice, we have chosen a high level of abstraction, focused on a small
subset of relevant features and used the distributed systems metaphor described in
Chapter 4 as underlying structural element. In this case, an organisation is seen as a
collection of locations where employees produce generic work over certain periods

of time and can travel in between the locations. A communication network connects
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the locations and its characteristics such as speed, bandwidth or throttling factor
have an impact on the work produced and timings for recovery. In other words, since
the quality of work or its value for the company are highly subjective, we main-
tain the model focus on time, in the hope of using the timings to perform financial
analysis when an actual concrete target is established and additional information is
available. Furthermore, we justify our network based organisational conceptualisa-
tion with two arguments. Firstly, the works Burns & Stalker [57], Mintzberg [215],
Crainer [80], Eccles & Crane [100], Gulati et al. [137] or Baker [18] which are ex-
tremely relevant in the field of organisational theory all argue for different forms of
network-based organisations, with Baker even arguing that ‘the network form can
be designed to handle product development tasks and market environments that de-
mand flexibility and adaptability’ [18]. Secondly, given the focus on recovery and
the fact that many technologies that are recovery-related are network-based, direct
modelling at the network level was a natural choice because it offered the ability
to translate from model consequences to domain consequences without having to

unpack additional layers of conceptual complexity.

Moreover, the advantages of the methodology extend beyond the conceptual-
isation of the system. The compositional approach to the design of these models
facilitates the ability to reason locally about the underlying components, providing
two primary advantages: modularity and the ability to focus the analysis on a singu-
lar model component without the need to reason about its relationships with other
components. The modularity aspect complements the generality of the distributed
systems metaphor and translates to scale-free modelling at any level of abstraction

or representation.

To see how our approach to compositionality and local reasoning can be ap-
plied to such a setting, let’s consider — following [62] — a stripped down, some-
what abstracted, version of the composite organisational recovery model. Here, for
simplicity, we assume that composed models — Server—Network and Network—
Device — have interfaces that are identical; that is, in terms of our definition in

Section 4.1, this amounts to the interfaces from each of the models that are used
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Figure 6.8: A Simplified Recovery Model [62]

in a composition being identical in each model. The simplified composite model is

depicted in Figure 6.8 .

Now consider the composition of the device model and the network model. A
device may request an image from the server by sending a request from the endpoint
interface for transmission over the network to the server. The server’s response,
including the image, is transmitted over the network and received at the Endpoint

interface, which now holds the image for receipt by the device:

response
=

Endpointy 5, Endpoint), p,

The availability of the image that is appropriate for the device can be expressed by

a logical assertion such as
Endpointy, p, |= Imagey A Devicey

where X denotes the required OS, so that Imagey denotes a proposition asserting

that an X image is available and Devicey denotes that the device requires the X

image.

Note that the separation condition, as defined above,
response#Devicey \Endpointy ,,

holds. Consequently, applying the frame rule, we can substitute a different device
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model, Device, provided
Endpointy, ;, |= Imagey A Devicey

can be verified.

This modularity of reasoning brings benefits similar to agile software design
methods, such as reducing development time and increase focus, since both the
stakeholders and modeller have a common way of understanding how the model
evolves and can offer feedback or directions. Using the interpretation by Gali-
son [126, 125, 124], the distributed systems metaphor can be considered to act as
a ‘pidgin language’ between stakeholders and modellers, and improves the quality
of the co-created knowledge. Additionally, given the security context, the ability to
reason locally about sub-models at formal level increases the level of assurance the

model provides while at the same time reducing reasoning time.

6.3.4.1 Co-design

As it can be easily observed, the ransomware recovery model is significantly more
complex than both the physical data-loss, and the surge capacity ones in terms of
both structure and co-design: the represented entities are more varied, and multiple
stakeholders have been involved in the process. Because of that, we will use this
model for exemplifying areas of the co-design cycle such as model consequence
derivation, domain consequences translation, and a translation zone iteration that

altered the candidate model.

The construction of the organisational ransomware recovery model was the re-
sult of a collaborative research project between the authors of this paper and HP Se-
curity Lab Bristol which remains as of now yet unpublished, but available in [151].
Specifically, here, we will focus on illustrating a translation zone iteration that al-
tered the candidate model, and a derived model consequence, its interpretation in
the domain, and the validation procedure which led to the discovery of an undesir-

able, possible real-world situation.

The motivation behind it was twofold. Firstly, to better understand how differ-
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ent recovery techniques can be allocated at an organisational level, in an attempt to
reduce the impact of ransomware attacks of varying severity. Secondly, to explore
the suitability of the distributed metaphor and co-design approach in a technical,

real-world security organisational setting.

The modelling team included the following participants: a senior security re-
search manager with a particular interest in ransomware who acted as main stake-
holder and had extensive knowledge in both the security research and organisational
areas, three modellers, each focused on formal, conceptual and simulation models,
a security architect who was involved in the design and construction of the recovery
technologies represented in the model and a help desk specialist. The interaction
between members was realised through a series of meetings with different config-
urations. For instance, the security research manager and the three modellers met
regularly — on average, once a week — and were involved in all aspects of the
co-design cycle, including explicit analysis of the software code. We note here
that during these meetings, the security research manager learned and started ac-
tively using the distributed systems conceptualisation. However, the security re-
search manager also conducted separate meetings with the security architect, and
help-desk specialist in the interest of data collection, and better understanding of
the recovery technologies — some of which were constructed by the architect’s
development team — help-desk employee behaviour and timings. The direct par-
ticipation of the security architect and help-desk specialist in meetings involving all
the participants was not possible due to time constraints and other organisational
commitments. However, in later stages of the model development, one of the mod-
ellers was deployed in the organisational setting for six months, and interacted with
them directly — with the research manager, on a daily basis, and with the others,
on a case-by-case basis — for the purpose of validation and possible identification

of phenomena not accounted for.

That being said, we now turn our attention towards an example of translation
zone iteration that led to an update at the level of the candidate model construction.

To understand that, we must first note the fact that the device model presented in the
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above subsection did not always have this configuration. Originally, a much higher
focus has been placed on modelling the internal hardware components of devices, in
an attempt to construct a representation that would explicitly provide more details
about the underlying recovery methods used. From the perspective of the translation
zone, we can argue that the first iteration led to a conceptual candidate model repre-
sentation in which each device was seen as a separate model, with distinct memory
areas as locations, various software operations such as initialising the BIOS or ver-
ifying a security certificate as processes, and different software resources such as
encryption keys, log files and so on. However, an analysis of this representation has
shown that this high level of detail would not produce significant behaviour for the
overall organisational recovery target, because an extended set of timing measure-
ments for this highly specialised hardware process were unavailable, and very hard
to measure — some of the operations were taking place before the operation system
started. This was accounted for in the scope alteration phase of the translation zone,
and the new model scope was updated to reflect the new conceptualisation for the
device model, as presented above. In turn, this resulted in a re-implementation of

the device model in the next cycle iteration.

The resulting simulation model was executed over 9000 different parameter
configurations, totalling an amount of 450000 iterations — we describe this in more
detail in Section 6.3.5. In this context, we describe one of the model consequences
resulting from the model execution: under the exponential category of attacks with
a high infection probability, allocating two admins to help-desks in large offices
produced better recovery results than allocating three admins — Figure C.13. This
seemed contradictory, given the fact that admins are directly involved in the recov-
ery procedures, and waiting for an admin to become available can be one of the
reasons for high recovery timings. Therefore, the verification process at the level of
the model produced a contradiction, but the analysis of input data and code did not
reveal any issues. During domain consequences translation, this was also discussed
by the modellers and research manager, then validated with the help of the security

architect and help-desk specialist at the level of the domain. Direct analysis of the
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results showed something interesting: in the case of three admins being present in a
large office, there were moments when two of them were being deployed to smaller
locations to help with recovery and only a single one remained in the initial location.
However, when only two were present, the workload was high enough so they were
not able to move. Discussions with the help-desk specialist revealed the absence of
a policy for this specific case, which in turn indicated that the situation was possible
in practice, yet unaccounted for. Therefore, the analysis of outputs produced by a
model constructed using the distributed systems metaphor and co-design approach
— namely the organisational recovery model — was used to determine a real pos-
sible area of improvement which might be relevant for any organisation that lacks a

detailed admin deployment policy under ransomware attacks.

6.3.5 The Experimental Space

After focusing on the explicit architecture and model building steps in the previous
section, it is now the time to explore the experimental space that the model con-
structs and inherently operates in. Firstly, we describe the overall parameter space
by taking into account the range of possible parameter values, their meaning and
relevance with respect to the modelled phenomena and, practical considerations re-
lated to the execution of the model over the parameter space. Secondly, we explain
how meaningful organisational scenarios based on specific parameter choices can
be constructed, exemplify a few such scenarios and justify those choices. Thirdly,
we describe the validation procedures employed. Lastly, we present the results ob-
tained from the execution of the model and discuss how real world organisation can

employ them to support security decision-making.

6.3.5.1 Parameters

As previously explained in Section 4.1.3, the presented organisational recovery
model contains significant stochastic aspects and can be considered as behaving
closely to a Monte Carlo simulation. Given the nature of the recovery problem
and organisational environment, it is no surprise that such a simulation requires a

relatively large number of parameters to describe and conceptualise recovery at a
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reasonable level of detail,.

Tables B.3 and B.4, in Appendix B, contain information regarding parameter
names, types, values and meaning. Building on the stochastic aspects, the model
employs two different types of parameters, fixed and variable. The fixed ones do
not vary across simulation iterations and have a singular value related to the target
organisational posture, whereas the variable ones do and, can either be represented

as ranges of values or sets. Nevertheless, we firstly focus on the variable ones:

- device_scenario — represents the recovery technique that devices will attempt
to use in the case of being hit by ransomware. As already discussed in Sec-
tion 6.3.3, four types of recovery are available: USB recovery, full network
recovery, embedded recovery and a combination of 30% embedded recovery

at the level of laptops and the rest network based.

- attack_scenario — describes the part of ransomware behaviour related to how
the timings for the ransomware packages are being calculated. In more de-
tail, five different probability distributions can be chosen from, for the timings
sampling procedure: an uniform, exponential, F, uniform combined with ex-
ponential or uniform combined with the F distribution. By sampling from
these distribution, we obtain the actual model time of a possible device in-
fection. The shapes of these distributions are relevant in this context: the
uniform distribution is used to represent attacks with a relatively stable infec-
tion rate — for example phishing attacks distributed by email at a slow rate to
maintain a lower chance of detection —, the exponential and F distributions
are used to describe the behaviour of fast spreading ransomware, with the
main difference between them being that the F distribution increases slightly
slower at the start and then decreases smoother — showing a more persis-
tent attack that is harder to remove from systems — and the two combined
distributions being used to showcase attacks that start in an uniform manner
until they reach a certain infection threshold and then expand faster — such
as email spam combined with internal spread capabilities. These behaviour

examples are consistent with those described in Section 6.3.1. Furthermore,



6.3. HP Organisational Recovery Model 226

we note that the attack construction processes described at the level of the
malware model in Section 6.3.3 are inherently compositional and additional
ransomware behaviour can be introduced in the model by composing already
implemented behaviour both at the level of a single malware model with mul-
tiple processes, or by composing multiple malware models at the level of the

network.

infection_probability — is being used to decide if a device targeted by a ran-
somware package actually gets infected or not. The value of this parameter
can imply the simulated organisation has a strong or weak security posture
at the level of employee training or deployed countermeasures, or that the
ransomware infection mechanism is rather novel or well-known. To explore
the behaviour of the recovery techniques under attacks with varying success
rates, we have chosen the following infection probabilities: 10%, 30%, 50%,

70% and 95%.

attack_duration — represents the period of time that the ransomware attack
takes to infect the targeted devices. We are using values of two, four and
eight hours to describe attacks of different intensity. The number of attack
packets used in a two and an eight hours attack is the same — given by the
nr_of_samples parameter —, but distributing them during a smaller time period

is bound to have a higher impact on the network.

admins_nr — 1is used to determine the number of administrative staff deployed
in a single help-desk. A help-desk is placed at the level of each big office
location. Varying this parameter can imply different organisational policies
about the number of available staff that can help users perform the recovery

procedures if they are lacking the adequate skills to do so.

admins_need — describes probability of a users’ need of help to perform the
recovery operations. We use different values in the range of [0.0, 1.0] in an
attempt to illustrate varying skill levels at the level of employees. In case a

user needs help, a time delay on the overall recovery process is introduced.
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This time delay varies with the type of help the employee needs: physical or
remote. In the physical case, if the device is located in an office that has a
help-desk, an admin resource can be claimed if available and the time delay
specified by the parameter physical_admin_time is applied. If the device does
not have access to a help-desk in its current location, an additional time delay
specified by the admin_movement_time parameter is also applied to account
for the moving time of the admin. In the case of remote help being required,

a single time delay is applied, specified by the admin_remote_time parameter.

However, if the variable parameters are being used to describe variations in
the behaviour of ransomware, recovery techniques, organisational policies and staff
training levels, then the fixed ones contain information about more stable aspects
such as: the organisational structure, size of offices, number of devices, targets,
movement patterns of devices, scaling factors for the time distributions, network

speed, etc.

- num_iterations & proc_num — these two parameters are related to the paral-
lel execution of the model. num_iterations determines how many times a set
of parameters should be executed and proc_num shows how many different
processes should be used. For example, in a case of forty iterations and four
processes, each process will be used to execute ten iterations of the given

parameter set.

- nr_of_samples — describes the actual number of ransomware packets used
in the attack. In our simulation, we have opted for an attack size of three
hundred packets, which is a value high enough so that all the devices have a
chance to be hit and even reinfections occurring, but small enough so that the
attack still resembles a ransomware infection and not a full scale, denial of

service flood, given the size of the organisation.

- attack_targets — contains the list of locations to be targeted by the ran-
somware packets. In the scenarios to be further presented, we have chosen

to target all the possible locations where devices can be placed in.
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- physical_admin_time & admin_movement_time & admin_remote_time — rep-
resent the additional time delays to be used in case an employee requires help
with the recovery procedures. The values are being added over the actual tim-
ing of recovery, so if a user requires five minutes of additional help remotely
and the actual recovery time for that device is 60 minutes, the overall recovery

duration will be 65 minutes.

- os_images — contains the list of operating systems image resources available
on the storage server. In the case of USB recovery, a windows10iso image is
being used of SGB. In the others, the devices first request a recovery _agent of

size 350Mb and then an actual windows10wim file of size 4.7 GB.

- max_office_devices & max_home_devices & max_coffee_devices &
max_travel_devices — represent the maximum number of devices that can
be present in a type of location at any given time. For example, for a
max_home_devices value of 30, no more than 30 users can work from home

at the same time.

- scale_uni & scale_dst — are scaling factors used to ensure that sampling from
the attack timing distributions do not yield results outside the desired limits
given by the attack_duration parameter. For example, this ensures that sam-
pling from the F distribution in the case of a two hours attack will not produce

an attack timing of four hours.

- num_office_desktops & num_office_laptops & num_small office_desktops &
num_small_office_laptops & num _travel_laptops — represent the actual num-
ber of devices to be found in each defined location at the start of the simula-

tion.

- _speed — in Table B.4, Appendix B, parameters starting from server_speed
and ending with travel_link_speed are being used to set the downloadupload
characteristics of the network, based on the type of network endpoint used.

Naturally, wired connections will be faster than wireless ones. Parameters
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containing ‘link’ in their description refer to the download or upload speeds

present at the level of network endpoints.

- officel _usb_images & office2 _usb_images & small_officel _usb_images
& small office2_usb_images & home_usb_images & coffee_usb_images &
travel _usb_images — represent the available images already present on USB
sticks in a certain location. If a device is using USB recovery and the location
where the device is present does not contain USB sticks with that image pre-
installed, additional time delays for downloading the image and flashing an
USB stick, if available, will be introduced in a similar fashion to the network

based recovery.

- officel _usb_blanks & office2 _usb_blanks & small_officel _usb_blanks
& small_office2_usb_blanks & home_usb_blanks & coffee_usb_blanks &
travel_usb_blanks — are being used to set the number of available blank USBs
for each location. In our scenario, these resources are only being distributed

to offices, implying a certain organisational policy.

- _movement — in Table B.4, Appendix B, parameters starting from
travel_movement and ending with small_office_movement are being used
to define the movement patterns of devices across locations. For example,
in the case of office laptops, they can be placed in between zero and three
hours at home — in the case of working from home for a limited amount of
time — in between five and eight hours at the office and in between twenty
minutes and two hours in a coffee shop. The order and precise duration of
these movements is decided using Julia’s shuffle function, which produces

pseudo-random permutations of a given collection.

6.3.5.2 Scenarios

As it can be clearly seen from the above, the available array of parameters allows an
actual organisation willing to use our method to tailor its representation in detail and
according to their own needs. This set-up allows the enterprise to compare differ-

ent recovery options and parameters in a range of conditions and then combine this
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with other information about recovery, such as a security or financial analysis, to aid
decision-making. When used in an actual real-world context, the parametrisation of
the model must be performed using both KPIs and employee knowledge, accord-
ing to the principles of co-design. Nevertheless, to explore the descriptive power
and usefulness of our model and method, we construct a basic enterprise scenario
and detail the specific parameter choices from the above that cloud be considered

relevant from the perspective of an organisation.

We conceptualise our target organisation as medium-sized, having an organi-
sational structure comprised of two large offices, two small offices and additional
adjacent locations such as a coffee shop, the home or travel locations such as air-
ports,hotels, etc. The large offices host 40 employees, the small ones 20 employees,
with each being equally split in using either laptop or desktop as work devices. A
main difference between employees using desktops and laptops is that the ones us-
ing desktops are bound to their start location when working, whereas the laptop
using ones are mobile and can move in between offices, the coffee shop, travel loca-
tions or home. Furthermore, the locations differ at the level of network connection
speeds: we assumed that larger offices have better connections than smaller ones
and that corporate locations such as the offices have better connections than general
purpose locations such as a coffee shop or the home. The actual data about the

network speeds can be consulted in Appendix B.

In addition to the different connection speeds, locations differ at the level of the
available support resources. Each large office contains a help desk which provides
users with help to perform recovery procedures. Nonetheless, support is not neces-
sarily bound to large offices, since the administrative staff can also move to other
locations or provide users with advice remotely — as explained in Section 6.3.3. In
addition to that, we assume that large offices have access to USB sticks with pre-
loaded operating system images, the small offices have access to USB sticks, but

without images and the other locations do not have access to USBs.

In this organisational setting, we look at four different recovery techniques:

USB, network based, embedded and a mix of network based and 30% embedded —
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as explained in Sections 6.3.3 & 6.3.5.1. It is worth noting that the model captures
the active elements of the different approaches but does not represent the security of
the different approaches. Here, we should consider the ‘Sure Recover’-based mech-
anisms as secure in that they check the signature of the image, thus validating that
the image is correct and as intended by the enterprise — for example, with the cho-
sen enterprise AV systems installed. USB-based recovery has no validation of the
image and either requires administrators who know BIOS admin passwords to initi-
ate the installation or requires the computer to be kept in an insecure state — allow-
ing USB boot or boot with no BIOS password. Furthermore, we looked at five dif-
ferent ransomware spread behaviours, by sampling attack timings from probabilistic
distributions such as uniform, exponential, F and, combinations between uniform
and exponential and uniform and F. Justifications for choosing these distributions
can be found in Section 6.3.5.1, when describing the attack_scenario parameter. In
addition to the temporal aspect, we test the network under difficult conditions that
can resemble a fast-spreading ransomware by varying the infection_probability on
a range of 15% to 95%, attack_duration between two, four or eight hours and, by

setting the size of the attack, nr_of_samples, at three hundred packets.

Below, we present three different recovery scenarios in an attempt to illustrate
how specific parameter choices can lead to meaningful organisational scenarios.
These should not be interpreted as a complete exploration of the model results —
in Subsection 6.3.5.3 we look at the implications of altering each input parameter
in relation to the output produced. Rather, they illustrate examples of relevant in-
sights that the model can offer to organisational stakeholders in three specific cases.
For example, the first scenario shows that USB based recovery is not to be fully
discarded as a countermeasure against uniform attacks if certain policies regarding
USB vetting are included. The second scenario illustrates the poor performance of
network-based recovery under a high-severity attack. The third scenario comple-
ments the second, showcasing the utility of a mixed recovery method in the face of

an even higher severity attack.
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Scenario 1: USB Recovery under uniform attack distribution

In the first recovery scenario we aim to determine the feasibility of using only
USB recovery in the case of a temporally, uniformly distributed attack of varying
severity, but a short time period of two hours. This can be interpreted as an intensive
spear phishing attack that leads to ransomware being dropped on devices without
an internal network spreading mechanism. Furthermore, we assume that users have
the knowledge of performing an USB recovery process, so only one in thirty might
require help-desk assistance, and that help-desks contain 10 administrative staff
each. Therefore, the employees have a good knowledge of performing recovery and
organisational policies ensures that the help-desks are well staffed. However, we
must take into account that large offices have access to seven USBs pre-loaded with
the right recovery image each, small offices have access to three empty USBs each
and, the other locations do not have access to USBs. This implies a security policy

of only using security vetted USBs, which are not available in travel locations.
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Figure 6.9: USB Recovery under uniform attack distribution (Scenario 1) [151]

Figure 6.9 shows the average recovery duration across locations, under a prob-
ability of infection of 30% and 95% respectively. These violin plots show the sum-
mary statistics and distributions of timings for devices across all the simulation runs
[191]. This variation in infection rate represents the level of preparedness the organ-
isation possesses in regard to phishing, both at the level of employee training and
active countermeasures such as spam filters. As it can easily be observed, the large

offices have a similar performance, regardless of the infection probability, with the
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highest values for desktops and laptops, close to 100 and 140 minutes respectively.
This is due to two reasons: the uniform attack is unbiased at the level of targeting, so
the ransomware packets do not flood a singular location and, the pre-loaded USBs
do not require interaction with the network. Furthermore, we must note that in the
30% probability of infection case, an average of 58 devices recovered, whereas in

the 90% case, there were 129.

However, in the case of small offices, the situation changes. For a 30% infec-
tion probability, both laptops and desktops have similar recovery timings of 186 and
176 minutes on the extreme end. Therefore, although they are using blank USBs
which require network downloads, the severity of the attack is not enough to pro-
duce a greater delay. Nevertheless, the difference in number of devices, need of
network interaction and, to a smaller extent even the need of physical help-desk
assistance lead to a 33% recovery time increase in the case of laptops and a 76%
increase in the case of desktops, on the extreme case. For the 95% infection proba-
bility, the recovery timings for laptops reach 225 minutes, whereas desktops go up
to as much as 251 minutes. Interestingly, there is a small difference in between the
performances of the two small offices that we attribute to the movement of laptops

in between locations.

Therefore, this first scenario reveals some relevant facts for organisations that
wish to employ USB based recovery. Firstly, even with a well equipped help-desk
and users that know how to flash an USB, pre-loading the USBs with recovery
images leads to an almost twice as faster recovery rate in the case of a 95% suc-
cessful spear phishing attack without automatic network spread. Secondly, under
such conditions, a number of USBs representing almost a sixth of the number of
devices (5.714) in the case of big offices is enough to prevent a steep increase in
the duration of recovery. Thirdly, alterations to the security policy about the vetting
of USBs must be made, because under the current one, all the devices in external

locations — non-offices — failed the recovery process.

Scenario 2: Network Recovery under F attack distribution
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This recovery scenario depicts an organisation with a weaker security posture
than the above scenario, both at the level of user training — one in ten employees
requiring admin assistance to perform device recovery — and at the level of help-
desk staffing — each help-desk having 5 staff members. This organisation is being
targeted by a more virulent ransomware strain, modelled using the F distribution,
but over a longer duration of four hours. This resembles the behaviour of a fast
spreading ransomware, as presented in Section 6.3.1, particularly because when
initialised with the values 50 and 8 as degrees of freedom, the probability density
function of the F distribution increases steeply at the start and then decreases more
gradually — in [164, 216, 306], the authors describe propagation graphs for worm-
like spreading malware using similar types of distributions.
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Figure 6.10: Network Recovery under F attack distribution (Scenario 2) [151]

Figure 6.10 shows the average recovery duration across locations, again, under
a probability of infection of 30% and 95% respectively. Compared with the previous
scenario, we can observe differences in recovery time at the levels of desktops and
laptops in both small and large offices. In the case of the 30% infection probability
in large offices, the laptops recovery time varies between 50 and 98 minutes —
with a median of 51 minutes —, whereas the desktops recover between 21 and 48
minutes — with a median of 23 minutes. In the case of 95% infection probability,
laptops recover between 48 and 309 minutes — and a median of 71 minutes — and
desktops between 23 and 300 minutes — with a median of 41 minutes. Furthermore,

we must note that in the 30% probability of infection case, an average of 61 devices
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recovered, whereas in the 90% case, there were 141.

At the level of small offices, the increase in recovery time is steeper. For ex-
ample, in the 30% case, laptops’ recovery time varies between 54 and 385 minutes
— with a median of 83 minutes — and, desktops’ recovery time varies between 43
and 415 minutes — and a median of 125 minutes. In the 95% case, the laptops’
recovery time varies between 53 and 588 minutes — with a median of 173 minutes
— and the desktops recover between 23 and 557 minutes — with a median of 275
minutes. The median recovery timings for laptops at home are 150 and 125 minutes
for the 30% and 95% infection probability. For the travel location, they are 225 and
200 minutes and, for the coffee shop, 487 and 486 minutes, respectively. However,
since the attack duration is only 4 hours and the simulation time is 24 hours, a very
small number of devices manage to both perform movement between locations and

finish the recovery process.

A few observations can be drawn. Firstly, the big offices are more resilient to
this type of attack, given the easier access to help-desks and the better link speed.
The attack size of 300 network packets spread among 4 hours does not manage to
produce a severe impact at the level of big offices in the 30% infection case. The
95% case is more interesting, with the median of desktops increasing with 56%,

and the one for laptops with 71%.

Secondly, the desktops perform worse than laptops in the small office loca-
tions. Although peculiar at first sight, this represents an effect of laptops being able
to move between locations, combined with the 24 hours simulation time: the num-
ber of laptops in small offices decreases because of movements, and those that are
targeted early in the attack manage to complete the recovery, so the overall recovery

time of successful laptops decreases.

Thirdly, the extreme values are significantly higher for the small offices. For
example, even though on average, in the 95% case, a desktop manages to recover
in around four and a half hours — which is less than the overall attack duration
and means the device can get reinfected — some could take even more than nine

hours, which is the equivalent of more than an entire day of work. Because of this,
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organisations might seek alternative recovery processes, especially if a priority of

recovery between employees exists.

Scenario 3: Mixed Recovery under Exponential attack distribution

In this scenario, we maintain the same set of parameters for the organisation
— one in ten employees requiring admin assistance to perform device recovery and,
each help-desk having five staff members — and the attack duration of four hours,
but we change the recovery method and the attack distribution. We use an exponen-
tial distribution, which has a higher potential of increasing the network throttling
because the distribution of ransomware packets is steep from the beginning, com-
pared to the F distribution. However, the mixed recovery method used means that
30% of the laptops use embedded recovery in all the locations except the travel one.

All the laptops in the travel location use embedded recovery.
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Figure 6.11: Mixed Recovery under Exponential attack distribution (Scenario 3) [151]

Figure 6.11 shows the average recovery duration across locations, again, under
a probability of infection of 30% and 95% respectively. We must note that in the
30% probability of infection case, an average of 63 devices recovered, whereas in
the 90% case, there were 150. In the case of big offices, we observe that laptops’
recovery time varies between 13 and 175 minutes — with a median of 49 minutes
— in the 30% case and 20 and 325 minutes — with a median of 53 minutes — in
the 95% case. The desktops’ recovery time varies between 15 and 135 minutes —

with a median of 30 minutes — in the 30% case and, between 25 and 328 minutes
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— with a median of 51 minutes — in the 95% case.

Furthermore, analysing the performance of small offices yields the following
results. The laptops’ recovery time varies between 13 and 265 minutes — with a
median of 49 — for the 30% infection probability and 13 and 450 minutes — with
a median of 54 — for the 95% infection probability. The desktops’ recovery time
varies between 38 and 265 minutes — with a median of 108 — for the 30% infection
probability and, between 42 and 375 minutes — with a median of 210 — for the

95% infection probability.

In addition to that, we can easily observe that a significantly higher amount of
laptops manage to complete the recovery process in a non-office environment. In
the case of home, laptops manage to recover for both infection probability cases
on average around 125 minutes. When considering the coffee shop, the median
for laptop recovery is around 460 minutes for both infection probability cases. In
the travel location, considering that the laptops use only embedded recovery, the

median recovery time is 13 minutes.

This allows us to draw some relevant observations about the allocation of this
type of recovery technique. Firstly, using embedded recovery on 30% of the laptops
has reduced the medians of device recovery in both in the 30% and 95% infection
probability cases, regardless of device type, when compared to the previous sce-
nario. Particularly in the case of small offices under 95% infection probability, the
median of recovery time has decreased from 173 to 54 minutes in the case of laptops
— a 68.78% decrease — and from 275 to 210 minutes in the case of desktops —
a 23.63% decrease. This reveals an interesting insight for organisations: deploying
a faster recovery method across a subset of all the devices in an organisation can
have a positive impact on all the devices if the organisation was mainly relying on
network-based recovery previously. Of course, this is not a ‘silver-bullet’ type of
solution, because the extreme values for laptops and desktops are still 450 and 375
minutes in small offices, but the reduction at the level of medians shows that this
type of approach is viable. Secondly, recovery in remote locations becomes more

feasible, since more employees now have the chance to complete recovery before
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moving to another location — the coffee shop and home locations in Fig 6.11 show
this clearly when compared with the same locations in Fig 6.10, because although
the medians are similar, the number of points differs greatly. At the level of the
travel location, even the medians differ because embedded recovery is used on all

the laptops.

6.3.5.3 Overall Behaviour and Model Sensitivity

The previous subsections were focused on providing detailed information about the
model parameters and, exemplifying the model utility by showing three scenarios
that could be useful for organisational decision-making with respect to security; we
now focus on more general characteristics of the model.

Firstly, 9000 configurations of variable parameters — as explained in Sec-
tion 6.3.5.1 and shown in Table B.3 — have been used for the model execution.
Each configuration has been run 50 times, so in total, the model execution is
comprised of 450000 different runs. Each run employed both fixed and variable
parameters as detailed in Section 6.3.5.1 and, elements such as when a ransomware
packet is being sent on the network, to what target or to which location a device
might move are being sampled for stochastic variables that represent the environ-
ment in which the model operates. The execution of the model was carried out in
a distributed computing environment, across multiple cluster nodes with an 8GB

memory limit. The size of the produced model output files was 4.42GB.

6.3.5.4 PAWN Sensitivity Analysis

Given the complexity of the phenomena under study and the stochastic nature of the
modelling approach, we employ sensitivity analysis in an attempt to better under-
stand the relationships between input and output variables and increase confidence
in the overall model behaviour. We have chosen to use the PAWN sensitivity anal-
ysis method as described by Pianosi & Wagener [239, 240] and further developed
by Baroni & Francke [25] for a series of reasons: allowing both categorical and nu-
merical data to be used as input, offering information about the relevance of input

variables with respect to output variables and at the same time describing the vari-
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ability that changes in the input variables produces at the level of output, good per-
formance with respect to multi-modal data — especially because of the ransomware

behaviour mechanism, but also given the composition of multiple distributions.

In very brief terms, PAWN sensitivity analysis focuses on two metrics: the
PAWN sensitivity index which describes the relevance of an input variable with
respect to an output variable and, the coefficient of variation which is a measure of
general variability produced during the variation of the input parameters. The key
aspect of the method is the usage of cumulative distribution functions for output
quantification instead of probability density functions or other traditional variance-
based methods. The PAWN sensitivity index of an input variable with respect to an
output variable is computed as the statistical difference between the unconditional
CDF of the output variable — obtained by varying the input factors at the same time
— and the conditional CDF of all the other input variables except the one under
study. This measure is known as the Kolmogorov-Smirnov statistic [173, 274], a
well-established method for calculating the distance between multiple cumulative
distribution functions. The coefficient of variation is calculated as the division of
standard deviation by mean, over the previously computed indexes. In layman’s
terms, a high sensitivity index implies that the specific input variable has a high
impact on the value of the output variable, whereas a high value for the coefficient
of variation translates to the input variable producing high amounts of variation on

the output, but not necessarily producing severe output changes.

We employ the above described method to analyse the relationships between
the six variable input parameters described in Section 6.3.5.1 and three output
variables: the average recovery duration, total recovery duration and the average
number of devices recovering. The results are shown in Figure 6.12 below, and
Figure C.1, Figure C.2, Figure C.3, Table C.1, Table C.2 and Table C.3 in Ap-
pendix C. The reason for choosing this specific output variable configuration is
twofold: firstly, these three output variables represent relevant metrics for guiding
organisational recovery on their own and, secondly, the behaviour shown with re-

spect to the total recovery duration acts as a useful verification checkpoint for both
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the average recovery duration and the average number of devices recovering.
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Figure 6.12: Sensitivity Analysis [151]

Starting with Figure C.1 and Table C.1, we can observe that the recovery
method, type of attack and users’ need for admins have the biggest impact on the
average device duration of recovery. The extremely influential, maximum sensi-
tivity index value of 0.669556 for the recovery method can be attributed to the
fully embedded recovery mechanism and, reveals the fact that deployment of such
a mechanism at the level of all devices in an organisation can drastically reduce
the impact of other factors on the average recovery time. With respect to variation,
the highest CV scores were obtained for the number of admins, infection proba-
bility and attack duration. However, this shows a complete separation between the
high-impact-producing input variables and the ones producing low-scale variations,
which has led us to further analyse the total recovery duration.

In Figure C.2 and Table C.2, we observe a different variable allocation with re-
spect to the average number of devices recovering. The infection probability, attack
type and attack duration are the most influential and, the infection probability, attack
duration and recovery method produce the highest amount of variation. Although
one might expect a higher sensitivity index value for the recovery method, this is not
the case since the individual simulation time of five days allows all infected devices
to recover, in the end. Thus, the impacts of the recovery method, number of admins
and users’ need for admins are drastically reduced.

Now, since the total recovery duration time is dependent on both the recovery
time of singular devices and on the actual number of devices that manage to com-

pletely perform the recovery procedure, we would expect that the sensitivity anal-
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ysis for the total recovery duration time to maintain the trends from the analysis of
average recovery duration and the total number of devices. Figure C.3 and Table C.3
reveal the following: the most impactful variables were the recovery method, infec-
tion probability and attack type and, the ones producing the most variation were
the number of admins, infection probability and the users’ need for admins. As it
can easily be observed, the recovery method was the most influential input variable
in C.1, the infection probability in C.2 and the attack type was the second most
influential in both cases. The difference between the index values of the recovery
method and infection probability was only 0.036667, so their impact can be re-
garded as similar. With respect to variation, the number of admins and infection
probability maintained their leading trends from Figure C.1 and C.2. Therefore,
our expectation was confirmed, since the sensitivity analysis of the total recovery
duration did conserve the primary impact insights from above.

Although insightful about the general behaviour of the model, the sensitivity
analysis above does not reveal enough information about the types of relationships
between the variables, because it simply does not take into account their structure,
but only the input/output changes. Consequently, we proceed to analyse Figure C.4
to Figure C.15 in an attempt to better understand how the structure of the input

variables affects the value of the output ones.

- Infection Probability: Figure 6.13, and C.4, C.5, C.6 in Appendix C are
focused on the impacts of the infection probability, which was deemed the
second most influential variable. A separation of classes of attacks based on
the type of distribution used is immediately visible, but most clearly in Fig-
ure C.5. A similar observation can be done about the recovery techniques.
Given the stochastic aspects of the model, the produced output is surpris-
ingly structured: for example, USB-only recovery under exponential types of
attacks has the worst performance across all the diagrams and the full embed-
ded recovery has the best performance regardless of the attack type. However,
some additional insights can be gathered from the intermediary classes: in

Figure C.4, we can observe that at around 0.5 infection probability, the perfor-
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mance of USB-only recovery under uniform and uniform-exponential attack
classes becomes better than the performance of network-only recovery under
exponential types of attacks. Since in the real world, uniform-exponential
attacks happen more often than purely exponential ones — the uniform part
of the attack can be viewed as reconnaissance actions or an initial phishing
campaign —, we can argue that for organisations with a low-security posture,
USB recovery could be a viable option, especially if the only other one is
purely network based. Furthermore, Figure C.5 shows the benefits of a com-
posite allocation of recovery techniques — 30% embedded recovery and 70%
network-based: the distance between a full network approach and a compos-
ite one is clearly visible at the level of uniform attacks, but the separation
zone between the distributions increases even more at the level of exponential
attacks. In other words, the more virulent an attack is and the lower the secu-
rity posture, the better will our composite approach behave when compared

to a fully network-based one.

(a) Average recovery duration. (b) Average number of devices.  (c¢) Total recovery duration.

Figure 6.13: Impact of Infection Probability on the total, average duration and the number
of devices recovering. [151]

- Attack Duration: Figure 6.14, and C.7, C.8 and C.9 in Appendix C are
concerned with the attack duration. As expected, since the total amount of
network packets allocated to an attack is fixed, the more the attack takes, the
less network throttling manifests, so the relationship is inversely proportional.
Furthermore, because the individual simulation time is five days, almost all
the devices manage to recover regardless of the attack type, which is exactly
what can be observed in Figure C.9. Interestingly, in such a case, more de-

vices manage to recover in the case of exponential attacks because they get in-
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fected earlier and the throttling spread over five days is not influential enough,

whereas, under an uniform attack, the last devices to get infected might not

manage to complete recovery.

(a) Average recovery duration.  (b) Average number of devices. (c) Total recovery duration.

Figure 6.14: Impact of Attack Duration on the total, average duration and the number of
devices recovering. [151]

- Need for Admins: Figures 6.15, C.10, C.11 and C.12 focus on the users’
need for admin help while performing the recovery procedures. Particularly
in figures C.10 and C.11, we can observe that the attack type and recovery
technique generate similar separation classes to Figures C.4 and C.5. This
confirms the insights of the sensitivity analysis, which described the infection
probability as a more influential input variable than the need for admins, es-
pecially since in Figure C.11, the highest values of the need parameter lead to
lower values of recovery time than in the case of infection probability. Sim-
ilarly to Figure C.9, Figure C.12 depicts the low influence the input variable
has on the total number of devices managing to completely recover, which is

an effect of the five-day simulation time.
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(a) Average recovery duration.  (b) Average number of devices. (c) Total recovery duration.

Figure 6.15: Impact of Admins Need on the total, average duration and the number of
devices recovering. [151]

- Number of Admins: Last but not least, Figures 6.16, C.13, C.14 and C.15
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target the number of admins allocated to each help-desk location. As we can
easily observe in Figures C.13 and C.14, given the model configuration, an
optimal value for this parameter can be found in the interval [2, 5]. The small
recovery duration increase that can be observed in Figure C.13 around the
value of three for the number of admins is a consequence of admin behaviour:
if three admins are allocated to a help desk in a large office and then some
other small offices are hit by ransomware, up to two admins could get moved
there to assist with recovery procedures. This can lead to a situation where
more admins end up being present in small offices rather than large ones,
which can in turn increase the waiting time for users who require physical
admin assistance. Furthermore, this particular result suggests a possible need
for improvement in admin workflow policies: if the model under analysis
would have been built for an actual organisation, this type of anomaly would
reveal an extreme case where the admin policies would not work as previously

expected.
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Figure 6.16: Impact of Admin Number on the total, average duration and the number of
devices recovering. [151]

6.3.5.5 Verification & Validation

Given our intention of showing that the above-described model represents an instan-
tiation of a modelling methodology able to produce useful models for supporting
security decision-making, we must now ensure that the model’s conceptual reality
is representative of the depicted scenarios. In the following lines, we describe a

series of verification and validation procedures employed to do so.
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- Model conceptualisation — As a particularly relevant aspect of the Co-
design cycle described in Chapter 5, we ensured a consensus was reached
between a literature-only representation and expert knowledge. The ran-
somware, network, organisation and recovery methods behaviour were con-
structed based on an extensive literature review for ransomware — which in
turn led to a selection of features that included a targeting distribution, a tim-
ings distribution, infection probability and attack duration —, a well-known
conceptual representation in the organisational literature for the organisation
— the network organisation —, a simplified version of actual internet rout-
ing for the network and technical documentation for the recovery methods.
Furthermore, additional improvements were brought in by expert knowledge,
until a state of considered model utility was reached. As described in the Co-
design methodology, this conceptualisation was not fixed in an initial design

phase but continued changing throughout development.

- Antibugging — Workflow checks were introduced at the level of the code to
check whether quantitative or structural constraints were violated during exe-
cution, as a part of the verification process shown at the level of the extended
co-design cycle. Examples could include the maximum number of users in
a type of office, the users’ movement patterns or the location they end up
in, the minimum and maximum network speeds available or if ransomware
packets are being transmitted by the ransomware model after the given attack

duration.

- Prototyping & Walk-through iterations — The model construction process
started with basic, compositional models for the devices, network, storage
server and ransomware that were further developed and continuously val-
idated by expert knowledge. To ensure this was possible, multiple walk-
through iterations were carried out for both separated and composed models.
Furthermore, some runs made use of placeholders for an easier structural un-
derstanding, whereas others included stochastic input for the assessment of

behaviour.
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- Real-World data — The recovery timings for the USB recovery method and
the network speed constraints were manually gathered and then validated by
expert knowledge — particularly the office distribution changes — and com-

parison with UK network speed statistics.

- Event tracing — Based on the nature of the model, we were able to use a
dual system of event tracing at the level of locations and timings. This helped
with debugging once unexpected behaviour was manifested, but at the same
time simplified analysing two different instances of the same model, in differ-
ent stages of development. For example, a previous iteration of our recovery
model included only an uniform attack spread of a constant rate. The current
one allows for much greater customisation by allowing different input distri-
butions for spread and timings. Nevertheless, setting the right parameters for
the current iteration with respect to rate and speed leads to similar behaviour

to the previous iteration, and therefore conserving consistency.

- Sensitivity analysis — Sensitivity analysis was, again, used with a dual pur-
pose. First of all, it confirmed that the choice of input parameters had an
influence on the outputs — which was expected, but useful. Secondly, the
general-level insights produced by it were used as verification checks for the
examples and the structural analysis of the features. For example, the sensitiv-
ity analysis in Figure C.3 reveals the infection probability as more influential
to the total recovery duration than the attack duration. Figures C.5 and C.8

confirm it at the level of the Y-axis scale.

Nevertheless, we end this sub-section on validation with the idea that espe-
cially in an organisational context, the verification and validation procedures must
be the result of an alignment between modellers, experts and stakeholders. For
sure, traditional approaches such as antibugging and structured walk-throughs are
still useful for ensuring the agreed-upon model conceptualisation is implemented
and the actual model iteration is understood. However, we must take into account

that the organisational modelling goal is not only to produce an accurate represen-
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tation of phenomena — accurate to what criteria could be a legitimate question
— but an accurate representation useful for a practical outcome. This is precisely
why stakeholders have an increased presence during model design and development
through co-design: on one hand, they can introduce additional environment-specific
insights that can act as conceptual optimisations for the model — the scope of an
organisational model is smaller than the one of a purely scientific one — and on the
other hand, they gain an increased understanding and belief in the usefulness of the

model that can lead to more real-world outcomes.

6.3.6 The Model as a Management Tool

As stated at the end of the previous paragraph, one of the innate goals of an organ-
isational model is to produce some form of real-world outcomes either directly —
if the model is being used without human intervention — or indirectly, by support-
ing decision making. Our focus is on the latter. To support such decision-making,
the model must be parametrised and validated accordingly. However, since the pre-
sented model acts as a methodological example, we assume with the help of expert
knowledge that the modelled organisation acts as a reasonable surrogate for a real
one. Given this, we describe in the following lines, a list of possible actions that
decision-making factors might implement at the organisational level, based on the
model.

Firstly, precise policy changes could be enacted at the level of help desks. For
example, the policy regarding admin movement between offices could be altered
such that no more than half the initial number of admins in one help desk is allowed
to be out of the initial location at once. Furthermore, the number of admins in a
help desk could be capped at a value in the interval [2, 5]: the model reveals this
interval as producing the highest rate of reduction in total recovery time. A fixed
value can then be decided upon based on additional hiring or economic policies that
the organisation might have interacting with its security posture.

Secondly, organisations can use the model to test different configurations of
recovery techniques and then analyse their performance and benefits. For example,

we have observed that the recovery techniques employed form classes of recov-
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ery behaviour that are reducible: on average, the organisation displayed a similar
recovery duration when under an uniform rate attack but using USB based recov-
ery and, when under an exponential rate attack but using only network recovery.
Based on historical data and risk appetite, organisations might consider one class
of attacks as a priority, and therefore base their recovery technology choice on that.
In our execution, a combination of 30% embedded recovery and 70% network-
based recovery mechanisms on laptops was shown to produce a significant decrease
in recovery time across different locations, particularly when compared with the
more rigid but often used, complete network approach. This led to an increase
in the overall number of devices that managed to perform recovery at all, even in
locations where the embedded recovery was not deployed, due to a reduction in
network throttling. Therefore, organisations might choose to experiment with the
exact percentage value and the locations in which different recovery technologies
are deployed. Possible deployment strategies could be focused on the criticality
of the employee tasks to the organisation, departmental budgets or organisational

hierarchy.

Thirdly, the choice of inputs and their sensitivity with respect to the outputs can
be used to highlight possible areas of further development, if their degree of control
is being taken into account. In our case, although the attack type and duration were
seen as having a somewhat medium impact on the recovery duration, they are not
controllable by the organisation in any way. Differently, the infection probability
can be controlled with improvements at the level of technical defence mechanisms,
employee training or changes in policy. Furthermore, additional insights can be
drawn by performing the same sensitivity analysis procedure but fixating some of
the variable inputs — particularly the ones considered uncontrollable — to average

values observed historically in that specific organisational context.

To summarise, the modelling is intended to aid decision-makers in exploring
the consequences of potential decisions. Here we have explored a model with some
specific scenarios and, for decision-making, a company would need to parametrise

the model with its situation in terms of office set-up, staff skill-levels, and help-desk
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support levels and policies. However, even in the scenarios we have run, there are

some general insights:

- Embedded recovery is valuable both for travellers with poor connectivity and

in reducing recovery network loads within the office.

- Help-desk and support policies can be critical in the smooth running of mass
recovery, but need tailoring according to an organisation’s set-up and staff

skill-levels.

- The model shows sensitivities to factors outside of the direct recovery solu-
tion, such as the probability of infection. Thus, when making recovery de-
cisions, it is important to examine the wider enterprise systems such as AV,

phishing protections, etc.

6.3.7 Reflections
With an estimated global cost of $20 billion in 2021 alone [45] that might or might

not have been reduced during the Covid lockdown period, and an ever increasing list
of high profile victims in both private and public sector organisations, ransomware
is and will continue to be a problem in the future. That is why most organisations
will have to understand and manage the risk of ransomware infection, or else face
severe operational problems that could even turn to existential crisis.

However, the tools available to support decision makers in better understand-
ing the ransomware phenomena at the level of their own organisation and guide the
recovery technology selection, allocation and policy adaptation procedures, are not
that many. Furthermore, most of the times, such tools exist in the form of gen-
eral guidelines that do not offer enough practical understanding to decision mak-
ers which are less security inclined. Given this, we have considered organisational
recovery under ransomware as suitable for explicit, simulation modelling, due to
descriptive power, modularity and possibility for extension, and ability to produce
quantitative measures for further analysis.

Here, we have described our structured modelling conceptualisation based on

the so called ‘distributed systems metaphor’ and explained how it supports the
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model co-design methodology. We have exemplified the suitability of our approach
in a complex, yet technology focused organisational environment with the imple-
mentation of the recovery model. We then used the model to generate several re-
covery scenarios corresponding to the behaviour manifested by ransomware strains
and tested the impact of recovery techniques on organisational recovery time under
such conditions. Furthermore, we have detailed the main verification and validation
procedures employed, and how the model could be practically used in a decision-

making context.

However, as with any model, the decisions regarding what not to model explic-
itly are just as relevant. Organisational resilience is a complex phenomenon: device
recovery, the nature of attacks, technical security mechanisms, policy, budgets and
user training and awareness and possibly even other ‘unknowns’ play important
parts in overall resilience. Our models focus primarily on the performance and
behaviour of device recovery mechanisms under different ransomware attacks. Al-
though we could argue that elements of technical security mechanisms, policy, user
training and awareness are present in the models at a very low level of detail — in
the infection probability and need for admins parameters — a separate analysis and
model would be required to reason about security in this context. For example, this
could include an analysis of how images are protected; is there a mechanism for
ensuring only approved images are installed and that their integrity can be validated
— Section 6.3.2.4 — and where images are maintained on the device, can they be
protected from malware. Such security analysis and decisions should go alongside

the organisational model when considering a robust recovery strategy.

Nevertheless, the current model configuration is well-suited for further devel-
opment. On the practical side, model extensions could include explicit conceptual-
isation and implementation of employee work — for example in the form of pro-
cesses generating revenue —, data loss, technical security mechanisms and policies
around data storage or increasing the level of detail for users and devices inter-
acting with one another. From a theoretical perspective, the modelling formalism

could be further extended at the level of executable supporting tools: for example,
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to support local reasoning about the compositional model structure or to provide
dynamic model-checking capabilities. Last but not least, additional research can
be done in the area of empirical case studies: to include models constructed using
this approach and deployed in varied organisational environments, in an attempt for

further methodological refinement.

6.4 Conclusion

In this chapter, we have attempted to illustrate how the distributed systems concep-
tualisation and co-design methodology were used to practically design and construct
the three presented models. Here, we draw considerations by reasoning about how

the concepts of the metaphor and co-design steps were employed in the models.

We start by analysing how the properties of the metaphor, as shown in Sec-

tion 4.1.4 manifested at the level of the models.

In terms of generality, it can be claimed without a doubt that the distributed
systems concepts were suitable for constructing working representations of the sys-
tems under study. Irrespective of the characteristics of the target system, whether
it was abstract and technical as seen in the ransomware recovery model or more
centred on human factors as observed in the trauma unit surge capacity model, the
metaphor successfully encapsulated all pertinent entities and relationships accord-
ing to the model goal. Furthermore, a high degree of flexibility can be observed:
for instance, in the data-loss model, resources are mostly physical — laptops, cds,
USBs —, whereas in the recovery one, they can be physical — devices, USBs —,
abstract — recovery images, network data —, or even people — help-desk employ-
ees. Additionally, hierarchies of relationships can be constructed between concepts
of the same type. In the recovery model, both recovery images and recovery agents
resources are encoded in network data resources to be then routed through the net-
work model. Similarly, in the trauma unit model, starting the various treatment
processes may depend on the completion of other treatment processes beforehand.
Finally, as observed in the data-loss model, the concepts themselves can be bun-

dled to produce new abstractions, such as the one for agents, involving a resource,
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a process and multiple abstract locations.

With respect to recognisability, the interaction between modellers, stakehold-
ers and practitioners in both the ransomware recovery and trauma unit models has
shown that the elements of the distributed systems metaphor are relatively easy to
grasp, especially since they are general, and versions of their definitions already ex-
ist in the scientific areas that the stakeholders and practitioners were familiar with.
For example, at the level of the recovery model, the research manager did not have
any issues in conceptualising the physical and abstract resources immediately, but a

longer discussion was needed for help-desk employees.

Similarly, we have observed that the identity conservation criterion was not
only satisfied, but that the constructed identity for the model components, based on
the distributed systems metaphor, facilitated focused and clear discussions between
modelling participants during the entire co-design process. This was showcased
at the level of the recovery model, where originally devices were conceptualised
as models with a complex internal structure, then simply as resources. Although
the original representation was more detailed, that level of detail did not provide
relevant information from an organisational recovery perspective. Furthermore, be-
cause the available information sources did not explicitly specify the precise effects
of various ransomware strains at the level of individual hardware components, the
first representation ended up distracting the modellers from the most relevant recov-
ery aspects: the time of device infection and the recovery duration. However, once
the device conceptualisation was changed in a subsequent cycle iteration, and the
modelling team members became familiar with the new device identity, the rest of
the translation zone processes became simpler, because they did not require integra-

tion with the removed aspects of the device representation.

Regarding the scale-freeness property, we can argue that it was manifested in
a set of different ways. Firstly, at the level of the concepts: both resources and
locations were treated similarly, regardless of their physical or abstract nature or
real-world scale. Secondly, all the models’ scale can be adjusted with the help of

model parameters. For example, in the trauma unit model, the number of avail-
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able medical personnel, the number of treatment bays or the patient arrival rate
can be set through external parameters. This can lead to simulations representing
very small trauma units, or large trauma departments by essentially using the same
structure. Lastly, scale-freeness is also supported via the formal composition op-
eration. For instance, we can easily envision the emergency trauma unit model as
being composed with a triage model on the patient input side, and with other hos-
pital departments on the output side, in an attempt to explicitly represent an entire

hospital.

Turning our attention to co-design aspects, we further describe some of the

observed benefits, but also difficulties encountered.

Firstly, in both the cases of the ransomware recovery and trauma unit models,
the object of inquiry was not decided by modellers alone, but rather was provided
by organisational stakeholders like the security research manager and consultant
anaesthetist, and then aligned with the research goals of the modellers during the
construction of the model scope. Because of that, the stakeholders had a direct
interest in the success of the model development, and helped the modelling team not
only with domain knowledge, but also by facilitating meetings with other experts
and stakeholders. This explicitly improved the domain exploration and validation
steps, by allowing the modellers to have access to more information sources and
providing experience-based opinions where necessary. Also, it mitigated one of the
primary difficulties encountered, namely the impossibility of all the stakeholders to
be continuously present in the modelling process. Although this was not the case
in the showcased model examples, our belief is that the overall model quality might
have been reduced if these stakeholders would not have been interested and actively

engaged in the modelling task.

Secondly, both the ransomware recovery and trauma unit models have pro-
duced representations, behaviours, and results comparable to their real-world tar-
gets. In both the case of ransomware recovery and trauma unit models, this has been
shown via comparisons with the Sophos 2024 ransomware report [276], and with

the recorded data about the exhibited behaviour in the trauma unit during the 2017
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London Bridge terror attack, as described in the above subsection. Additionally,
the results produced by the ransomware recovery model were used to determine a
possible admin policy issue that was not even originally considered or the main goal
of the model. Therefore, this showcases the ability of the modelling methodology
to produce models that can facilitate the discovery of phenomena outside of the ex-
plicit model scope, but with a causal influence on it. The absence of a limitation in
admin behaviour was noted precisely because it had an impact on the overall recov-
ery duration, but since the stakeholders — and specifically the help-desk specialist
— knew that such a policy did not exist, the model did not accounted for it either.
Last but not least, it is important to acknowledge the occurrence of mutual
learning throughout the co-design process. For example, during the development of
the ransomware recovery model, the research manager installed, ran, and analysed
model outputs — with the help of the modellers — in a programming language
with which he was not familiar with, and the modellers learned about state-of-the-
art hardware recovery mechanisms. Similarly, in the trauma unit case, the mod-
ellers learned about healthcare facility operation and treatment procedures, whereas
the consultant anaesthetist became familiarised with the design, construction and

interpretation of models under our presented approach.



Chapter 7

General Conclusions

In this thesis, we have attempted to construct, illustrate, and justify the utility
of an approach to modelling heterogeneous systems focused on pragmatic multi-
methodological integration, inspired by a metaphor of distributed systems from
computer science. The argument justifying this decision can be summarised as

follows:

If the objects of modelling continue increasing in complexity and heteroge-
neous systems maintain their importance for the average persons’ life, then mod-
elling approaches will have to adapt to these new targets as well, or risk losing
their relevance. Given the heterogeneity aspect, this will most likely require in-
tegration between modelling traditions of various scientific disciplines. For that
to be possible, the exploration of the domain in which the object of modelling is
manifested and the relationship between model and goals must take into account
notions that span across multiple disciplines. We argue that such candidates are the
means of construction of both the observed phenomena and model — hence the
multi-methodological commitment —, which can provide a neutral interpretation
basis when underlined by a pragmatic inferentialist perspective. Furthermore, the
principles of co-design describe ways in which such integration can be achieved,
but require the participants to have an interest in pluri-perspectivist understanding
of the phenomena under study and to partake in knowledge sharing during the pro-
cess. We cannot assume a priori that modelling participants posses these interests,

but we can attempt to introduce them during the modelling process and justify their

255
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utility towards the participants. In an attempt to do so, we conceptualise the trans-
lation zone of our extended co-design cycle as a trading zone and then employ the
concepts of the distributed systems metaphor as a cultural, in-between language tool
— this would not be possible if the trading zone and distributed systems metaphor
would not be compatible — to facilitate knowledge sharing and interactional exper-
tise development, therefore driving the evolution of the trading zone from initially

fractionated, towards inter-language.

In the following sections, we summarise the key points illustrated at the level
of each chapter of the thesis, relate them to the research questions proposed initially,

discuss advantages, limitations and possibilities for further work and conclude.

7.1 Chapters Summary

In Chapter 2 we briefly analysed referentialist, inferentialist and more pragmatic,
engineering-focused philosophic positions regarding the nature of models. In doing
so, we identified a research gap regarding the conceptualisation of heterogeneous
systems: even if most modelling accounts included subtle hints about accepting
multi-methodological approaches and claimed an ability to represent heterogeneous
systems, this was usually not explicitly reflected in the conceptual frameworks or
abstractions involved — the representation of heterogeneous model targets was con-
ducted in a somewhat reductionist manner at best. Our analysis has led us to the
idea that in order to acknowledge the possibility of multiple valid interpretations,
but also meaningfully consider their implications towards model outcomes, a scep-
tical, pragmatic, inferentialist modelling account is required. As an initial step in
the construction of the account, we made some necessary commitments: to accept
heterogeneity and multi-methodology, to reduce commitments to scientific realism
— epistemically, ontologically, and metaphysically —, but to conserve a series of
useful properties such as composition, substitution and local reasoning which can
be associated to scientific realism and direct reference theory — but have been con-

structed in the field of logics.

In Chapter 3, following the above commitments, we introduced our modelling
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account. We started by constructing a definition of heterogeneous system — the
explicit target of our modelling formalism — as a synthesis of multiple definitions
of the notions of system and heterogeneity used across sciences. Then, we defined
our notion of model and explained the philosophical aspects of the account, centred
on models as collections of sub-models epistemically, ontologically, and metaphys-
ically. Based on that, we constructed a qualitative metric for describing models
grounded in inferentialism and specifically focused on the means of construction of
both observed phenomena and constructed models. We then employed it at the level
of a security models case study attempting to provide a general view of the nature
of models used in the security research community in 2020. Lastly, we reflected on
the implications of heterogeneity and model diversity towards validation in the same
security context, by looking at three research streams — economics, management
science and systems dynamics — where this issue has been previously encountered,

and which have been commonly imported to the field of information security.

In Chapter 4, we described the conceptual framework employed by our mod-
elling methodology explicitly — namely the distributed systems metaphor — in
terms of conceptual, formal and executable aspects — the elements of the ‘triangle
framework’ from Chapter 3. In order to ensure that the resulting models have a
higher chance of achieving their pre-stated goals, we introduced a second metaphor
— namely the trading zone [126, 125, 124] — compared it with the distributed
systems metaphor in terms of entities, interactions, language, methods, practices
and goals, and determined them as compatible. This choice was in no way arbi-
trary. The trading zone offered two primary advantages: a criterion for functioning
based on identity conservation [278] — which we showed the distributed systems
metaphor conserves —, and an evolution pattern from fractionated towards inter-
language [72] that facilitates an increase in the development of interactional exper-
tise and knowledge sharing, which are relevant factors for better representational
quality but also inherent motivators for the modelling participants. Finally, we de-
termined that an evolution trajectory from fractionated towards inter-language can

be achieved in a modelling context with the help of an in-between language cultural
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tool, represented by the distributed systems conceptualisation.

In Chapter 5 we showcased the actual methodology, integrating all the above
described factors. Firstly, we clarified the research context by comparing it to co-
design and co-creation approaches. Then, we described and identified caveats in
the classical, mathematical modelling cycle and constructed our own version of co-

design cycle in an attempt to solve them for the case of heterogeneous models.

In Chapter 6, we illustrated the flexibility and usability of the overall approach
at the level of three different security oriented models: a physical data-loss model, a
trauma unit surge capacity model, and an organisational recovery under ransomware
model. We described their goals, internal structure and representation choices and
illustrated how each of the models focused on different aspects of the metaphor.
Again, we note that these three models have different maturity levels, and the organ-

isational ransomware recovery one is significantly more complex than the others.

Lastly, appendices A, B, and C contain additional information related to the
organisational recovery model: the analysis of ransomware strains, the recovery
timings used for the network, embedded and usb recovery techniques, the types,
values and meanings of both the static and variable parameters, the numerical and
graphical representations of the PAWN sensitivity analysis, and the impact of the

variable input parameters on the model outputs, respectively.

7.2 Research questions

As stated initially in Section 1.1, this thesis addresses the following open research

question in its entirety:

How can models better describe the world and produce better results in the
world if the underlying realities and systems to be modelled become more complex,
the number of parties involved in the modelling process increases, and their as-

sumptions about such realities are not always in agreement?

Under our subjective interpretation, we have achieved a reasonable degree of
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success in answering that question. Below, we present our succinct answers to each

of the component questions derived from the above one:

Q1:

Al:

Q2:

A2:

Q4:

What philosophical attitude towards modelling would be most suitable to un-

derline a modelling account focused on integration?

Sceptical inferentialism with deflationary notes, and an explicit acceptance of

multi-methodology. This has been discussed in Chapter 2.
How should we conceptualise models of heterogeneous systems?

As collections of sub-models — metaphysically, epistemically, and ontologi-
cally —, by initially focusing on the nature of the techniques involved in their
construction, as described by the Triangle Framework, and then by following
the distributed systems conceptualisation at the level of the actual representa-

tion. This question has been addressed in Chapters 3 and 4.
How can we ensure the consistency of a heterogeneous model?

Philosophically, the concept of multi-methodological consistency is almost
paradoxical if understood in the classical sense: multi-methodological con-
sistency is about the consistency of the process of integrating the different
perspectives, rather than a singular ontology or common epistemic criteria.
At the level of sub-models, the techniques used in each sub-model must be
consistent with those of the research or practice communities — including
the expertise of participants — associated with the domain of inquiry. When
considering the whole model, consistency is achieved representationally, via
the distributed systems metaphor. Furthermore, the iterations through the ex-
tended co-design cycle ensure the resulting model achieves a degree of con-
sistency with respect to the interpretation of phenomena behaviour in the do-
main, as possessed by the participants in the act of modelling. For more

details on this, see Chapters 4 and 5.

How can we integrate the knowledge and beliefs of the modelling participants

at the level of the model?
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A4: By constructing models using the process described by the extended co-
design cycle. Multiple steps in the cycle explicitly require debates between
participants: the interpretation of available domain information, the establish-
ment and update of model scope, the translation zone processes, the transla-
tion and interpretation of model consequences, and the interpretation of ver-
ification and validation results. Their purpose is precisely to ensure that the
different perspectives of the participants are incorporated in the model. This

question is explored in Chapters 5
QS: How can we increase the probability of a model achieving its goals?

AS: By using the distributed systems metaphor — and the triangle configuration
— as in-between language cultural tool in the extended co-design cycle. This
works because the distributed systems metaphor satisfies the identity conser-
vation criterion for the functioning of a trading zone, and the trading zone and
distributed systems metaphors are compatible. This ensures that the resulting
modelling team culture facilitates the development of interactional expertise
and knowledge sharing, which are relevant factors for both high representa-
tion quality and motivators for the participants. This point was described in

Chapters 4 and 5.

7.3 Advantages

In this thesis, we have presented a modelling theory comprised of three different
components: a methodology — the extended co-design cycle from Chapter 4 —,
a modelling account — the philosophical commitments from Chapter 2, reflected
in the definitions and epistemic, metaphysic, and ontological positions of Chap-
ter 3 and supported by the qualities described in the triangle framework —, and a
structuring metaphor — or meta-language represented by the distributed systems
metaphor.

Below, we summarise the proposed advantages of this construction:

* The ability to construct pluri-perspectivist representations of phenomena —

extended to heterogeneous systems —, by explicitly integrating the multiple
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views of the modelling participants at the level of the model — model scope,

translation zone, interpretation of verification and validation processes.

A descriptive metric — the triangle framework — assisting the modelling
participants in determining the nature of model components, for the purpose
of increasing representation accuracy, in alignment with the modelling goals,

and therefore reducing the probability of creating a model impractical for use.

A general and recognizable meta-framework — the distributed systems
metaphor — to serve as a common base for argumentation, and therefore
language for both structuring the process of design and construction and, for-

mulation of requirements.

The ability to construct scale-free representations which conserve their iden-

tity, as provided by the distributed systems metaphor.

A way of systematically analysing a model through all the design and con-
struction stages — and possibly deployment in the future — rather than just

at the end, regardless of possible conflicting or unstated assumptions;

A reduction in development time as a result of the ability to determine and de-
cide upon the nature of model components during co-design iterations, rather

than requiring an analysis of the emergent model, post construction.

The conservation of a set of formal properties — composition, substitution,
and local reasoning — associated with the modularity, ease of use, but also
rigorous, structured reasoning about model components. Local reasoning, in
this context, can be viewed as an operation which reduces the time of model
analysis, by only considering the relevant aspects of sub-models involved in

a composition.

An extensive toolset for the practical construction of executable models —

the Julia SysModels [61] package.
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* A way of dealing with uncertainty at the level of executable model simula-

tions, due to the stochastic treatment.

* A method facilitating the development of inherent motivators at the level of
the modelling team, such as a culture fostering knowledge sharing and inter-

actional expertise development.

* A set of promising real-world results achieved in security oriented contexts:
both the descriptive power showcased in the security models case study in
Chapter 3, and the representation quality of the three models in Chapter 6
— as assessed by the medical practitioners in the case of the trauma room
surge capacity model, and as illustrated by the comparison between the re-
sults of the ransomware recovery model, and the Sophos 2024 ransomware

report [276].

* An ability to uncover new factors influencing the model outcomes, as shown
by the discovery of the relevance of admin deployment strategies in the ran-

somware recovery model.

We are aware that exemplification alone cannot be seen as a complete proof for
quality, but we believe that the theoretical argument, corroborated with the useful
properties introduced and the promising results obtained up to this point should at
least make our methodological approach to heterogeneous modelling a solid candi-

date for further experimentation.

7.4 Limitations & further work

Given the complexity of the approach proposed in this thesis, there should be no
surprise that multiple areas of future work can be identified. Below, we illustrate a
few directions that we consider worth pursuing:

Firstly, although the distributed systems metaphor is general and recognizable
enough as to be used to represent any kind of system, this does not mean it is the
most suitable meta-framework to underline representation for all models across all

domains, at least in the most basic form. However, as shown in Section 6.1.1,
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the metaphor allows for further conceptual refinement via the construction of new
concepts — agents as a bundle of a resource, a process and multiple locations. An
in-depth analysis of the most used metaphors across scientific fields could be used to
determine new concepts to be included in the metaphor when modelling phenomena

specific to that area of inquiry.

Secondly, as previously stated, our approach is centred around deflationary,
sceptical inferentialism, leaving open the possibility of inference from beliefs —
because explicit criteria for what can be considered knowledge are not provided.
Yet, to satisfy the adherence to a from of scepticism, the introduced beliefs cannot
be aleatory: they ought to be at least justifiable — with respect to replicable empiric
observation, well established criteria in a scientific field or profession, or produce
useful inferences — and accepted by the modelling participants. The proposed
version of our approach places the decision of what is considered justified belief
with the participants, but additional research could be carried out in an attempt to
determine if specific types of ‘justified beliefs’ can be associated with higher model

success post deployment.

Thirdly, the extended co-design cycle could be used as a tool for identifying
areas where bias was introduced during model design and construction, even in the
cases of model constructed under a different formalism. However, this requires ac-
cess to extended information about the data, involved team, assumptions, structural

updates, post deployment behaviour which are more often than not unavailable.

Fourthly, the provided software modelling package could be further enhanced

by an addition of dynamic model checking and explicit local reasoning capabilities.

Fifthly, as with any emerging methodology, additional empirical research to-
wards refinement is desirable. This could be directed towards model comparisons to
assess quality — over time, in competitive environment — studying the relationship
between the triangle configuration, goal achievement and the extended co-design
cycle’s exit criteria, or attempting to predict model evolution based on goals, team

composition and available data.

Sixthly, and related to the above point, additional experimentation can be done
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with respect to the philosophy that underlines the methodology. For the author,
pragmatic inferentialism with deflationary and sceptical notes is seen as a viable
direction, given the focus on integration. However, the methodological steps are
valid even when underlined by another philosophical position — for instance, as
shown in Chapter 2, Frigg’s DEKI account manifests similarities when compared
to the Co-design Cycle, but is underlined by scientific realism — so other direc-
tions can be pursued, and perhaps even mapped to models from different scientific

disciplines.

Last but not least, we must acknowledge possible interactions between our
proposed theory, method, account, and Al models — under our definition, an Al
model is still a model. Therefore, it should be theoretically possible to translate
an Al model to one underlined by the distributed systems metaphor by analysing,
interpreting and conceptualising it from a large enough sample of the Al behaviour
— 1in this way obtaining a higher degree of understanding about its workings. Addi-
tionally, this process might be susceptible to automation: a possible direction might
be represented by the integration of a query based learning algorithm and a large
language model. In [41], the authors managed to infer the symbolic representation
of a neural network by using a modified version of Angluin’s L* algorithm [11]. If
meaningful translation between such a symbolic representation and the distributed
systems one is possible, with the help of behaviour confirming queries and auto-
mated interpretation, then perhaps automated model construction while ensuring
the understanding of inner model workings is not impossible. If that is the case, we
can speculate about significant impacts, for instance in the development of defensive
solutions for gatekeeping model behaviour — Al safety — or offensive applications

like model reversion and extraction attacks.

7.5 Conclusion

As concluding remark, we can only hope that the people exposed to this work will
treat models carefully. While they are essential tools for thinking, our belief is that

they cannot capture the entirety of what we seek, when we seek it and perhaps not
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even in the form that we seek. Whether or not this is due to limitations of lan-
guage, knowledge, human cognition, or more empiric concerns still remains open.
However, renouncing the use of models will never be an option, at least not un-
til the concept of cognition as scientifically known today will drastically change.
Therefore, we suggest the reader adopts a humble approach to interacting with and
constructing models, acknowledging that certain dimensions of human existence
may forever lie beyond our capacity to define or capture.

In a certain sense, humans are still living in the same cave, chained with mod-

els while at the same time looking through models to unchain themselves.



Appendix A

Ransomware Strains

This section contains information regarding the ransomware strains analysed for
the purpose of constructing the conceptual ransomware model from section 6.3.
Based on the overall goals and techniques employed in the attacks, the strains are
clustered into five categories — locker, crypto locker, leakware, destructive ran-
somware and ransomware as a service —, with the mention that some ransomware
can fit into multiple categories at the same time. Therefore, these categories should
be understood rather as operational capabilities of the ransomware, than completely
separable classes. Furthermore, we took into account the entry point and type of

network spreading once infection has been achieved.
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Crypto

Name Year | Locker Locker Leakware | Destructive | RaaS | Entry Point Automated Spread
PC Cyborg 1989 X Floppy disks None
Alien (Young
& Yung) 1996 X None None
Young 2003 X None None
Leakware
Krotten 2004 X Website downloads None
PGPCoder | 2005 X Website downloads None
Phishing emails
Archiveus 2006 X Website downloads None
Phishing emailss
CryZip 2006 X Website downloads None
Website downloads
Reveton 2012 X X Phishing emails None
Exploit Kits
Shamoon} 2012 X Phishing emaQs & Network shares
StoneDrill Human operation
CryptoLocker | 2013 X Phishing emails None
Botnet droppers
Phishing emails
CryptoWall 2014 X Website downloads None
TorrentLocker o
Exploit Kits
Linux.Encoder 2015 X Magento ShOPPlng None
KeRanger cart vulnerability
RansomWeb 2015 X Manual exploit None
Fusob Website downloads
Small W05 X X Exploit kits None
Erebus 2016 X ‘Website downloads None
_— o Credential harvesting
Petya 2016 X 3";"“‘% :n;d:l; EternalBlue
€0 explo ‘Worm like
JexBoss Exploit Kit
SamSam 2016 X RDP with stolen None
or brute force credentials
WannaCry 2017 X s P DoublePulsar
— EternalBlue W like
DoublePulsar backdoor orm hike
Credential harvesting,
MeDoc exploit, EternalBlue token impersonation
NotPetya 2017 X X Eternal Romance, Phishing emails | EternalBlue, EternalRomance
‘Worm like
Credential harvesting,
BadRabbit 2017 X Website downloads dictionary attacks,
network shares,
EternalSynergy, Worm Like
PhISh.mg emails None (human operated,
Website downloads . .
Maze 2019 X X L various exploits are used,
Exploit kits but manually)
Citrix web gateway RDP Y
None (human operated,
RobbinHood 2019 X RDP (bn{te force) various exploits are used,
Exploit kits
but manually)
TrickBot Malware
IS-lI; e;;:lgs:l:;%ion ( None (human operated,
Conti 2019 X X X X . P various exploits are used,
Buying access but manually)
RDP with stolen or Y
brute force credentials)
Phishing emails
Elu)r;d\;;f :::::ﬁ ( None (human operated,
Darkside 2020 X X X N . various exploits are used,
or brute forced credentials but manually)
Attacks on Virtual Desktop Y
Infrastructure (VDI))
Phishing emails
Human operated (
oRrDbI;u“t/el[?oicl:Zlclezredentials None (human operated,
Netwalker 2020 X X X X various exploits are used,

Attacks on Virtual Desktop
Infrastructure (VDI)

Pulse Secure VPN exploit
Telerik UI exploit)

but manually)

Table A.1: Ransomware Strains [151]




Appendix B

Organisational Recovery Model

Parameters

This section contains information regarding the array of parameters used in the
initialisation and execution of our models. Tables B.1 and B.2 contain manually
gathered recovery timings for the network, embedded and usb recovery. The same
timing values have been also used in [20]. Furthermore, tables B.3 and B.4 describe
in detail the types, values and meanings of both the static and variable parameters

used in the model.

Recovery Steps Sure Recover Embedded
Initialise Recovery 40 30
Copy from embedded N/A 20
Download and verify Recovery Agent 100 N/A
Boot to recovery agent 15 25
Initialise Drive 25 N/A
Download Imaged 1130 N/A
Verify Image 50 40
Extract Image 180 145
Install Drivers 60 80
Windows Installer to Config Screen 480 480

Table B.1: HP Sure Recover times for both the network-based recovery and embedded
recovery. Times are given in seconds and are based on a number of recovery
cycles. [151]
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H USB Step Time H
H Create Bootable USB H
Download recovery tool 60
Run Tool 45
Partition USB 35
Download Imaged 1260
Extract Image to USB 3120
H Install from USB H
Boot USB to Installer 120
Partition Disk 60
Install Windows and Drivers to disk 780
Windows Installer to Config Screen 480

Table B.2: USB Based Recovery times. The first part of the table shows the steps in
using a recovery tool to create a bootable windows installer. The second section
shows times for the install from the USB stick. Again, times are quoted in
seconds. [151]

Parameter Name

Type Values

Meaning

1 - USB recovery
2 - Network recovery

4 - Uniform + Exponential
5 - Uniform + Fdist

device_scenario Categorical 3 - Embedded Recovery The type of recovery technique the devices will use.
4 - Network recovery with 30% embedded recovery
1 - Uniform
2 - Exponential The types of distributions used when sampling for the
attack_scenario Categorical | 3 - Fdist

timings of the attack/malware packets.

The probability a device will get infected when hit by

infection_probability | Float [0.1,0.3, 0.5, 0.7, 0.95]
a malware packet.
1 - 2 hours
attack_duration Int 2 - 4 hours The duration in hours that the malware attack will take.
3 - 8 hours
admins_nr Int [1,2,3,5,10, 15] The number of admins that can be found in a big office.
admin need Float [0.0,0.25.0.50, 0.75. 1.0] The probability a user needs a physical admin, or to

speak with an admin remotely to start the recovery process.

Table B.3: Model Variable Parameters [151]
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Parameter Name Type Values Meaning
. . The number of times the model will be run with the
num_iterations Int 50 - .
same parameter configuration.
The process number running a certain model iteration.
proc_num Int 50 X L A
Used for running multiple iterations in parallel.
nr_of_samples Float 300 The number of fmack packets se[.n by the malware
model in a specified attack_duration.
["Office 1 LAN”, "Office 2 LAN", "Travel WiFi”,
attack targets [String] ”Small Ofﬁ(fc 1 LAN”, "Sm;.zll.Ofﬁcc 2 LAN”, . The names of the locations where devices to be targeted
“Office 1 WiF”, "Office 2 WiFi”, "Small Office 1 WiFi”, by malware can be found.
“Coffee WiFi”,”"Home WiFi”,”Small Office 2 WiFi”]
phisical admin_time Float 15m The time it Iakes for an admin to physically Perform the
needed operations to start a recovery process.
admin_movement_time Float 120m The lin.*le it takes for an admin to physically move to
a location where a recovery process is needed.
admin_remote_time Float 20m The time it takes for an admin to guide a user remotely
to start a recovery process..
os_images [OSImage] [windows10iso, windows10wim, recovery_agent] The list of available recovery images on the recovery server.
. . The maximum number of devices that can connect to the
max_office_devices Int 30
network from an office.
R The maximum number of devices that can connect to the
max_home_devices Int 65
network from home.
R The maximum number of devices that can connect to the
max_coffee_devices Int 65 - .
network from a coffee shop.
max_travel_devices Int 30 The maximum number of devices available for travelling.
scale_uni Float (72, 144, 288] Scaling factor used for interval l?oundz.srie.ﬂ m(.)vement for
attack packets that do not use mixed distributions.
scale_dst Float 400, 750, 1500] Scaling factor used for in}erval .bol.mda.l.ries movement for
attack packets that use mixed distributions.
num_office_desktops Int 20 The actual number of desktops in a big office.
num_office_laptops Int 20 The actual number of laptops in a big office.
num_small_office_desktops | Int 10 The actual number of desktops in a small office.
num_small_office_laptops Int 10 The actual number of desktops in a small office.
num_travel laptops Int 5 The ac}ual ‘number. of le‘d.plops that can be used for
travelling from a big office.
server_speed Float 10.0 * 1024°4 The upload/download speed of the recovery server.
office_lan_speed Float 1.0 *1024"3 LAN upload/download speed for a big office.
office_wifi_speed Float 150.0 * 10242 Wifi upload/download speed for a big office.
office_link_speed Float 1.0 *1024"3 Switch upload/download speed for a big office.
small_office_lan_speed Float 1.0 * 10243 LAN upload/download speed for a small office.
small_office_wifi_speed Float 150.0 * 10242 Wifi upload/download speed for a small office.
small_office_link_speed Float 200.0 * 102472 Switch upload/download speed for a small office.
coffeeshop_download_speed | Float 12.0 * 10242 Download speed for a coffee shop.
coffeeshop_upload_speed Float 2.0 %102472 Upload speed for a coffee shop.
coffeeshop link_speed Float 100.0 * 10244 Switch upload/download speed for a coffee shop.
home_download_speed Float 50.0 * 102472 Download speed for home.
home_upload_speed Float 4.0 102472 Upload speed for home.
home_link_speed Float 100.0 * 1024°4 Switch upload/download speed for home.
travel_download_speed Float 30.0 * 102472 Download speed for a travelling location.
travel_upload_speed Float 5.0 * 102472 Upload speed for a travelling location.
travel_link_speed Float 100.0 * 1024°4 Switch upload/download speed for a travelling location.
officel_usb_images [OSImage] [windows10iso] The recovery images available on usb in officel.
officel_usb_blanks Int 7 The number of blank usbs in officel.
office2_usb_images [OSImage] [windows10iso] The recovery images available on usb in office2.
office2_usb_blanks Int 7 The number of blank usbs in office2.
small_officel_usb_images [OSImage] | Empty The recovery images available on usb in small officel.
small_officel_usb_blanks Int 3 The number of blank usbs in small officel.
small_office2_usb_images [OSImage] | Empty The recovery images available on usb in small office2.
small_office2_usb_blanks Int 3 The number of blank usbs in small office2.
home_usb_images [OSImage] | Empty The recovery images available on usb at home.
home_usb_blanks Int 0 The number of blank usbs at home.
coffee_usb_images [OSImage] | Empty The recovery images available on usb in a coffee shop.
coffee_usb_blanks Int 0 The number of blank usbs in a coffee shop.
travel_usb_images [OSImage] | Empty The recovery images available on usb in a travelling location.
travel usb blanks Int 0 The number of blank usbs in a travelling location.
[Movement("Travel”, "Travel WiFi”, Uniform(4hours, 5days)),
Movement("Office 17, "Office 1 WiFi”, Uniform(2hours,6hours)),
travel_movement [Movement] | Movement(”Office 27, ”Office 2 WiFi”, Uniform(2hours,6hours)), The list of possible movements from a travel location.
Movement("Small Office 17, ”Small Office 1 WiFi”, Uniform(2hours,6hours)),
Movement(”Small Office 27, ”Small Office 2 WiFi”, Uniform(2hours,6hours))]
[Movement("Home”, "Home WiFi”, Uniform(Ohours, 3hours)),
large_office_movement [Movement] | Movement(”Office ”, "Office WiFi”, Uniform(Shours, 8hours)), The list of possible movements from a large office location.
Movement(”Coffee Shop”, ”Coffee WiFi”, Uniform(20: 2hours))]
[Movement("Home”, "Home WiFi”, Uniform(Ohours, 3hours)),
small_office_movement [Movement] | Movement(’Small Office ”, ”Small Office WiFi”, Uniform(Shours, 8hours)), The list of possible movements from a small office location.

Movement(”Coffee Shop”, "Coffee WiFi”, Uniform(20minutes, 2hours))]

Table B.4: Model Static Parameters [151]




Appendix C

Sensitivity Analysis & Results

This appendix contains information regarding the overall model execution and sen-

sitivity analysis. Tables C.1 to C.3 contain the numerical outputs of the PAWN

Sensitivity Analysis. Figures C.1 to C.3 contain the graphical representation of

the sensitivity analysis. Figures C.4 to C.15 show additional experimentation per-

formed: we analysed the possible impact of the variable input parameters — infec-

tion probability, attack duration, need of admin help and number of admins — on

the model outputs — average recovery duration, total recovery duration and average

number of devices recovering. We note here that additional experimentation could

have been performed at the level of the recovery method: for example, by fixing

one recovery method and another variable and then performing sensitivity analysis

again.
Minimum | Mean Median Maximum | CV
Recovery Method 0.280556 | 0.501074 | 0.553111 | 0.669556 | 0.325332
Attack Type 0.092444 | 0.134972 | 0.144444 | 0.158556 | 0.189384
Infection Probability | 0.023667 | 0.080861 | 0.077111 | 0.145556 | 0.534977
Attack Duration 0.032667 | 0.063111 | 0.063111 | 0.093556 | 0.482394
Admins Number 0.018333 | 0.039289 | 0.027222 | 0.095000 | 0.715312
Admins Need 0.065444 | 0.106944 | 0.104222 | 0.153889 | 0.294688

Table C.1: Sensitivity Analysis on the average recovery duration [151]
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Minimum | Mean Median Maximum | CV
Recovery Method 0.024222 | 0.031259 | 0.027556 | 0.042000 | 0.246833
Attack Type 0.100556 | 0.142000 | 0.146444 | 0.174556 | 0.187439
Infection Probability | 0.307556 | 0.531000 | 0.508278 | 0.799889 | 0.337688
Attack Duration 0.072333 | 0.096167 | 0.096167 | 0.120000 | 0.247834
Admins Number 0.005111 | 0.006422 | 0.006333 | 0.007889 | 0.165729
Admins Need 0.007111 | 0.009639 | 0.009333 | 0.012778 | 0.228576

Table C.2: Sensitivity Analysis on the average number of devices recovering [151]

Minimum | Mean Median Maximum | CV
Recovery Method 0.151222 | 0.275815 | 0.279667 | 0.396556 | 0.363265
Attack Type 0.088333 | 0.133667 | 0.142000 | 0.162333 | 0.208527
Infection Probability | 0.145556 | 0.305056 | 0.243000 | 0.588667 | 0.552403
Attack Duration 0.043778 | 0.073500 | 0.073500 | 0.103222 | 0.404384
Admins Number 0.010667 | 0.029622 | 0.020889 | 0.074000 | 0.764506
Admins Need 0.023778 | 0.051000 | 0.046778 | 0.086667 | 0.444535

Table C.3: Sensitivity Analysis on the total recovery duration [151]
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Figure C.1: Sensitivity Analysis on the average recovery duration of devices [151]
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Figure C.4: Impact of infection probability on average recovery duration [151]
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Figure C.8: Impact of attack duration on total recovery duration [151]
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Appendix D

Colophon

This document was set in the Times typeface using IATEX and BibTgX, composed
with Overleaf, and uses the ucl_thesis.cls created in 1996 by Russel Winder and
maintained and distributed with permission, by lan Kirker. The class can be publicly
accessed at:

https://github.com/UCL/ucl-latex-thesis-templates/blob/master/ucl _thesis.cls
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