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Abstract—Hybrid satellite-unmanned aerial vehicle (UAV)-
terrestrial networks (SUTNs) can provide maritime users with
ubiquitous communication services. However, eavesdropping
poses a significant challenge to the secure communications of
SUTNs due to their wide-area coverage. In this paper, we
propose a novel secure scheme for maritime communications,
where a terrestrial-UAV integrated network coexists with marine
satellite (MS) systems in the presence of an eavesdropper (Eve).
Considering imperfect channel state information (CSI) for both
the MS and Eve, we focus on the collaborative design of
beamforming for the terrestrial base station (TBS), UAV, and MS,
as well as the UAV’s trajectory. A robust optimization problem
is formulated to maximize the worst-case secrecy rate, subject to
constraints on worst-case communication quality for each user,
UAV locations, and TBS backhaul throughput. To tackle this
intractable non-convex problem, we leverage the S-procedure,
general sign-definiteness, and successive convex approximation
(SCA) to propose a security solution that efficiently optimizes all
variables using convex optimization techniques. Numerical results
validate the effectiveness of the proposed solution, illustrating the
impact of CSI errors and the secure performance enhancements
achieved through joint trajectory and beamforming optimization.

Index Terms—Satellite-UAV-terrestrial networks (SUTNSs),
maritime communications, physical layer security (PLS), robust
beamforming optimization, and trajectory design.

I. INTRODUCTION

With the advancement of the marine economy and the
development of smart ocean, maritime communication tech-
niques have aroused widespread research concerns [I]. In
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order to meet the maritime communication requirements,
satellite-terrestrial integrated systems have arisen, in which
marine satellites (MSs) and terrestrial base stations (TBSs)
are combined together to improve maritime coverage [2], [3].
While the MS systems can cover a vast and wide ocean
surface, they suffer from intrinsic shortcomings such as the
far transmission distance (and hence high latency), restricted
onboard payloads and limited spectrum resources [4]. On
the other hand, the TBSs are installed along the coast to
offer the restricted offshore area coverage, where high quality
communication is ensured within a limited area. The inherent
drawbacks render the existing infrastructures, for example,
MSs and TBSs, inefficient and insufficient to satisfy the
growing demand for reliable information transmission on the
ocean surface [5].

Unlike MS systems and TBSs, unmanned aerial vehicles
(UAVs) can adjust adaptively their spatial positions based on
maritime communication demands [6]. Specifically, UAVs can
be flexibly deployed and serve as relay platforms to offer
connectivity to the communication users on the ocean surface.
Considering the UAV-aided relay transmission is restrained
by the channel capacity of backhaul link from the UAV to
TBS, the work of [7] proposed a UAV-aided decode-and-
forward (DF) relay maritime communication scheme. The
semi-closed-form solution to the UAV position was derived
for a single receiver. By utilizing the delay-tolerant DF
scheme, the work of [8] studied the optimization of the
communication performance of UAV-aided relaying network
within a limited scope of time. In addition, under the circum-
stance of underwater Internet-of-Things (IoT) systems, UAV
significantly facilitates data collection by collaborating with
unmanned surface vehicles (USVs), unmanned underwater
vehicles (UUVs) and sensors, improving the performance of
ocean monitoring systems [9]. Meanwhile, during search and
rescue operations, UAV is capable of offering high capacity
line-of-sight (LoS) links to facilitate the transmission of real-
time video information among the participating vessels and
TBSs [10]. An intrinsic feature of UAV is that energy-
efficient communications and trajectory optimization has to be
considered, while recent progresses in wireless power transfer
(WPT) is capable of providing further gains towards extending
their flying period.

Apart from TBS-UAV communication networks, the coex-
istence of UAV-aided networks and MS systems has been
studied [11]. Owing to the flexibility, maneuverability and



strong LoS link, UAVs as relay platforms are readily combined
into satellite-terrestrial systems with various critical functions,
for example signal transfer [12] and complementary for ground
small base stations [ 3]. Moreover, the authors of [14] investi-
gated hybrid satellite-UAV relay systems based on coordinated
multi-point scheme with respect to two optimization methods
of relay selection and resource allocation. In [15], the power
allocation problem was considered to optimize the sum trans-
mission capacity of non-orthogonal multiple access (NOMA)-
enabled satellite-UAV-terrestrial networks (SUTNs) for mar-
itime communication applications. The integration of UAV-
aided networks and satellite systems for heterogeneous flying
platforms was studied in [16]. In addition, the far transmission
delay is extremely challenging for satellite systems. Hence,
the influence of flying platform altitude on the average trans-
mission delay was investigated to coordinate UAV-assisted
networks and satellite systems in [17]. Multiple UAV enabled
systems were established in [18], where the average cover-
age probability and the system transmission capacity were
studied for specific regions. The work of [19] proposed the
onboard mobile wireless communication systems, where low-
complexity resource allocation approaches were developed to
provide the various uplink transmission services.

Owing to the intrinsic broadcasting and openness of the
wireless environment and LoS characteristics of the UAV, the
exposed hybrid SUTNs are vulnerable to potential eavesdrop-
ping and illegitimate disturbance. Conventionally, the upper-
layer encryption is exploited to perform the security in wireless
transmission. However, the high dynamics and processing
delay of UAV make such methods ineffective. Physical layer
security (PLS) technique has revealed as a valid complement to
conventional encryption method, which play an important role
in guaranteeing maritime communication security [20], [21].
The combination of PLS scheme and UAV communication is
capable of improving the secure communication performance
by cooperatively designing resource allocation and UAV tra-
jectory [22]. For example, a mobile UAV was employed to
improve coverage and concurrently enable secure transmis-
sion between the satellite systems and authorized users with
the internal eavesdropper (Eve) [23]. The authors of [24]
studied the secure problem by extending ground networks to
satellite communications using the UAV-based artificial noise
scheme. Combining beamforming optimization with artificial
noise method realizes more secure communication perfor-
mance. In [25], the secure transmission performance analysis
was considered for a NOMA hybrid space-ground network.
Moreover, the work of [26] proposed a two-layer Stackelberg
game based system model to perturb malicious wiretapping
and jamming attacks in the SUTNs system. The secrecy
transmission problem of a friendly jammer enabled cognitive
satellite-terrestrial system was studied in [27]. The security
and reliability tradeoff performance for a satellite-terrestrial
system exploiting the NOMA technique was analyzed in [28].

Beamforming optimization schemes have been applied in
hybrid SUTNSs. since they concurrently improve the signal
power at licensed receivers and restrain signal disclosure from
possible Eves. Researchers have put great efforts into devising
secure beamforming based on satellite systems and TBSs [29]—

[32]. In particular, a design approach in which the transmit
beamforming is an integration of the energy and information
components was proposed and secure transmission problem of
relay systems was studied in [29]. A aerial beamforming relay
network was investigated in [30]. A UAV-aided antenna array
was employed to enable secure transmissions between ground
users. Furthermore, the authors of [31] extended the secure
transmission problem of multibeam satellite systems. The
work of [32] formulated the secure communication model of
cognitive satellite-terrestrial networks, where Taylor expansion
technique was employed to handle the design problem, and an
alternative optimization procedure was presented to acquire
suboptimal beamforming solution. All the aforementioned
security studies assumed perfect channel state information
(CSI), which is unpractical in MS and eavesdropping channel
conditions. However, perfect CSI acquisition could be difficult
for the hybrid SUTNs owing to large transmission delay,
variable signal transmission, and undesired channel condition.
It not only requires the spectrum coexistence of satellite, UAV,
and ground networks but also faces the challenge of timing
synchronization. If maritime communication is considered
simplistically on the basis of perfect CSI for system opti-
mization, the secure transmission capability would be greatly
deteriorated. To the best of our knowledge, the PLS technique
for hybrid SUTNs with imperfect CSI has not been studied
before.

Based on the aforementioned discussions, this work pro-
poses a secure optimization framework for maritime commu-
nications, where terrestrial-UAV integrated network coexists
with the MS system. Specifically, considering the secure
communication in the maritime scenario, UAV is served as a
flying DF relay to offer wireless coverage and improve system
security via PLS scheme. A comparison between our work and
state-of-the-art methods is presented in Table I, and the main
contributions of this paper are listed as follows.

o We propose a novel design strategy of UAV-relay-aided
secure maritime communications against a suspicious
Eve. The UAV is utilized as a flying relay to support
large range communications. Meanwhile, the MS systems
provide service to dedicated satellite users (SUs). The
system model is firstly extended to a general scenario
where the bounded CSI of MS and eavesdropping chan-
nels is taken into consideration. To handle the spectrum
scarcity problem on the ocean, the spectrum resource is
shared among the MS, TBS and UAV, where collaborative
beamforming scheme is employed to suppress co-channel
interference.

o A robust secrecy rate (SR) optimization problem is es-
tablished to jointly design the collaborative beamforming
methods and UAV trajectory, subject to several practical
requirements, for example UAV locations, system power
budget, worst-case quality of service (QoS) requirements
of maritime user (MU), and TBS backhaul throughput.
The worst-case robust optimization scheme can ensure the
secure communication capability of all users regardless
of the practical channel conditions.

o To tackle the coupling problem of multiple variables, a



TABLE I: Comparison between our work and state-of-the-art methods
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TABLE II: Variable list

Notation | Definition

K number of MUs

M number of SUs

N, number of antennas for TBS

Ny number of antennas for UAV

N number of antennas for LEO
Hry channels between TBS and UAV
hy i channels between UAV and MU &
hyg channels between UAV and Eve
hym channels between UAV and SU m
Hsyu channels between LEO and UAV
hs j, channels between LEO and MU £k
hs ., channels between LEO and SU m

Sm SU m designated stream from LEO

Sk MU Fk designated stream from TBS
WU,k beamforming by UAV for MU k
WT L beamforming by TBS for MU k&
WS, m beamforming by LEO for SU m

sequential optimization framework with two subproblems
is developed. The subproblem is tackled by exploiting
auxiliary variables, Cauchy-Schwarz inequality and suc-
cessive convex approximation (SCA) approaches in an
iterative way. For the imperfect CSI condition of MS
systems and Eve, the S-procedure is employed to dealing
with semi-infinite inequality constraints generated by the
CSI error uncertainty.

e Numerical results demonstrate that UAV matches well
with the MS systems and maritime communication net-
works. Furthermore, the joint cooperative beamform-
ing and trajectory optimization approach is capable of
achieving interference coordination and enhancing secure
communication performance effectively.

The rest of our work is organized as follows. Section II
introduces the secure hybrid SUTNs system model. The robust
SR optimization problem is established in Section III with high
quality solution in Section IV. Section VI and Section VII give
the simulation results and conclusions.

Notations: Matrices are denoted by bold uppercase letters
and vectors are denoted by bold lowercase letters. The trace
and the vectorization operations are represented by tr(-) and
vec (+), respectively. ()7, () and (.)* signify transpose,
Hermitian transpose and complex conjugate of matrices, re-
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Fig. 1: A description of the studied hybrid MS-UAV-terrestrial
secure systems.

spectively. diag (-) signifies the vector formed by the diagonal
elements of matrices. ® is the Kronecker product. E (-) indi-
cates the statistical expectation operation. The major variables
adopted in the paper are listed in Table II for ease of reference.

II. SYSTEM MODEL AND PROBLEM FORMULATION
A. System model

We study the PLS of a hybrid SUTNs in maritime commu-
nication scenarios. As presented in Fig. 1, the system model
is made up of a TBS, a UAV-relay, MUs, and MS system.
The MS system with Ng-antennas serves M dedicated SUs,
while TBS with Np-antennas sends the confidential signals
to K single-antenna MUs. The UAV serves as a Ny-antenna
DF relay to support the TBS establish transmission links with
MUs. Furthermore, there exists a single-antenna Eve, whose
perfect CSI is unavailable, aims at wiretapping the confidential
information intended to the secure MUs.

The spectrum resource is shared among TBS, UAV and
MS. Hence, there exists disturbance between the TBS-UAV
link and the MS-SU link and between the UAV-MU link
and the MS-SU link. A three-dimensional (3D) coordinate
system is constructed with the ground as the horizontal
plane. The horizontal coordinates of the Eve and MU k are
qe = [xE,yE]T and qy [J:k,yk]T,Vk:, respectively. The
overall flight mission T is equivalently divided into NN slots
each with Ay = T'/N. Hence, the 3D coordinates of the UAV
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is represented by q[n] = (qx[n],qy[nLZ)T,n e {1,...N}.
Moreover, the initial and final positions of the UAV are q; and
qr. Therefore, the UAV trajectory constraints can be denoted
as

q[l] = q,q[N] = g, (1a)
laln+1] —qn]]| < VinaxAe, Vn, (1b)
Zmin S Z S Zmaxa (IC)

where Vi,.x represents the flying speed of the UAV. Z,
and Zy.x are the minimum and maximum flight heights,
respectively. Owing to the high height of the UAV, the ground-
to-air channel between the TBS and UAV is dominated by
strong LoS link, which is denoted by

Hry [n] = 1/ Lodgy [n]ag [n]ary [n] € CNOXNT 0 (2)

where o denotes the path lass exponent and L signifies the
channel gain at the reference distance of 1 m. dry[n] =

\/la[n]]* + Z2 is the 3D distance between the TBS and
UAV. ay [n] € CM and aty [n] € CNT are steering vectors
with angle-of-arrival (AoA) at UAV and angle-of-departure
(AoD) at TBS, respectively. In terms of modeling the air-to-
sea channels between the UAV and each MU and between
the UAV and Eve, we consider small-scale Rician fading
where the LoS component coexists with non-LoS (NLoS)
components [22], [35]. The air-to-sea channel models are

denoted as (3), where dy i [n \/\q —qu>+ 22 and

dyg [n] = \/ lq[n] — qe|® + Z2 signify the spatial distances
from the UAV to the kth MU and from the UAV to Eve,
respectively. For the LoS component, ayy[n] and ayg [n]
are steering vectors from the UAV to the kth MU and from
the UAV to Eve, respectively. Without loss of generality,
the entries of NLoS components gl> and g%, Vk are
assumed to be independent and identically distributed (i.i.d.)
zero-mean and unit variance circularly symmetric complex
Gaussian (CSCG), that is, ~ CN (0,1). Kyy,Vk and Kyg
denote the Rician-K factor of the channels from the UAV to
each MU and from the UAV to Eve, respectively, signifying
the ratio of the power between the specular component and
the scattered components.

Considering the influences of free space loss (FSL), rain
attenuation fading and MS antenna directional gain, the chan-
nel gains between MS and UAV and between MS and the ¢th
SU/Eve can be modeled as

Hsy [n] = V/GsCsu [n]aa [n]asy [n] € CNuxNs  (4a)
hg; [n] = +/GsCs; [nlas; [n] € CNs Vi, (4b)
hsg [n] = VGsCsk [n|asg [n] € CNs, (4¢)

where G represents the receive antenna gain of MS. Cs; =
2

ﬁ represents the path loss coefficient with A and I;
signifying the wavelength and the relative distance between
MS and the 1th SU, respectively. The vector ag; = h : ®

b2 ® el xdi ¢ CNs represents the ith MS downlink link.
d; is the distance vector between each MS antenna and the
ith SU. h; = [i_zm, ey i_LinS]T stands for the rain attenuation
fading vector', whose expression in dB generally follows a
lognormal random distribution, i.e., In (Bgis) ~ CN (p,0?)
with 1 and o2 denoting the lognormal location and the scale
factor, respectively. In addition, b; = [b; 1, ..., b;, NS]T denotes
the MS antenna directional gain vector, which relies on the
antenna pattern and the location of the ith receiver. Its elements
can be calculated as [30]

2
= binax <‘]1 i) | 3575 (;”””)> .G

2ui7m i,m
where bp,.x is the maximal satellite antenna gain, J; (-) and
J3 (+) denotes the first kind of Bessel functions of orders 1 and
3, respectively, and w;,, = 2.07123sin¢; n,/sin (d3a8); ,,
with ¢; ,,, being the angle between the mth beam boresight
and the ¢th SU’s position, and ¢3gg being the half power
beamwidth.

In the considered secure SUTNS system, it is difficult for the
network operational center (NOC) to acquire perfect CSI of the
MS channel [37]. This is because that both the transmission
delay and processing delay exist, as well as the mobility of
the MUs. In addition, the potential Eve will not transmit pilots
frequently to update the CSI at NOC, leading an outdated
CSI [23]. If SUTNs system is conceived directly under the
assumption of perfect CSI, the secure communication perfor-
mance will be degraded greatly. As a result, we consider the
outdated CSI for MS and eavesdropping channel coefficients.
Based on the correlation model, we have

h[n] = ph[n] +

where h[n] is the delayed version of h[n]. The outdated
CSI coefficient between h [n] and h[n] can be described by
p = Jo (27 fpTuelay), Jo is the zeroth order Bessel function
of the first kind, fp and Ticlsy are the maximum Doppler
frequency and the delay of the transmissions between transmit-
ter and receiver, respectively. g [n] is independent identically
distributed with h [n] and h[n], and it is with zero-mean and
unitvariance complex Gaussian entries.

Since the outdated CSI introduces the channel uncer-

1—p*g[n], (6)

IRain attenuation is the dominant factor in atmospheric effects and depends
on the receiver location, operating frequency and elevation angle of MS
system.



tainty in secure maritime communication systems, the ac-
tual channel coefficients can be rewritten as hyg [n]

hug [n] + Ahye (1], | Ahgg [0]|| < due, Hsy [n] = Hsy [n ]
AHgy [n], [[AHgy [n]|| < sy, hsi[n] = h
Ahsyi [n] s ||Ahs’l [’I”L] || S (55’1' and hSE [TL] = hSE [ }

Ahsg [n], | Ahsg [n]|| < dsg, where hug [n], Hsu [n], hs; [n
hgsg [n] are channel estimation values. Moreover, Ahyg [n
AHgy [n], Ahg; [n] and Ahgg [n] denote uncertain CSI error,
OuE, Osus 0s,; and dsg signify the bounded CSI error regions,
respectively.

In the studied SUTNs system, the beamforming is firstly
used by UAV to improve the transmission distance and infor-
mation confidentiality. The received signal from TBS at UAV
in the presence of MS signal interference is expressed by

I +

hS,z [TL] +
4
B
I

K
=Y Hyy [n]wr [n] s [1]
k=1
Y (N
+ Z Hsu [n]ws,m [n] $m [0] + 1o,
m=1
where wr [n] € CVT and sy, [n] are the beamforming and the
information signal by TBS for MU k with E {|sk [n]\Q} =1
ws.m[n] € CMs and s, [n] are the beamforming and the
intended signal by MS for SU m with E {\sm [n]]?
is the additive thermal noise satisfying ny ~ CN (0,03 1n, ).
Then, the received signals from UAV at MU k and Eve

in the presence of MS signal interference are, respectively,
represented as

}ZI.I’IU

yu.k [n] = bl g [n) wu i [n] sk 1]
+ZhUk n]wuy,i [n] s; [n]
z#k
+Zh5k | Ws,m [0] 8m [0] + Uk, (8a)
yE,k[n}:hUE[ Jwu k [n] sk [n]
+ZhUE WUz n] s [n]
z;ék
+ZhSE | Wsm [0] 8m [n] + nE g,  (8D)

where wy i, [n] € CNU is the beamforming by UAV for MU
k. ny and ngj signify the system thermal noises with zero
mean and variances O’%,k and O’%}k, respectively. Then, the
signal-to-interference-plus-noise ratios (SINRs) of UAV, MU
k and Eve are, respectively, denoted as

K
k; [Hry [n] wrk [0] ]2

wn) = — . )
2—31 [Hsu [n] Ws m [0] |2 + 08
| [nlwuiln] 7
yuk[n] = HUk[n]‘FU%’k , (9b)
h 2
VEk[ | = | UE[ Jwu k[n] | , 9c)

yg[n] +of

2
where Iy x[n] = 3 h{i k[n]wuvi[n]‘ +
ik
M 2 )
3 [ty frfws ]| and ugln] = 52 [ folwo o]+
ik
Z |hif[n]ws m[n H Co-channel interference also occurs

between the UAV-MU and MS-SU links. Thus, the SINR of
the mth SU is

| hé—{m[n]wsﬂﬂ[n] 2
s [n] + Ug,m

Vs,m[n] = ; (10)

s, [n] = 2 yh

where [n]ws ;[n ]|2 +

Z |hUm

nlwy k[n ]’ Thus, the transmission rate (TR) of the

mth SU and UAV are denoted by rs ., [n] = logy(14+s,m[n])
and ry [n] = logy(1 + 7y [n]), respectively. The achievable
TR of the kth MU and the intercepted rate (IR) of the Eve are
Pk [n] = 1ogy (1430, [n]) and 7,1, [n] = logy(1+ 5.4 [n]).
respectively.

UAV-delay should satisfy strict backhaul capacity constraint,
which is known as causality condition. Specifically, the UAV
only forwards the communication information that has been
received from the ground BS, and the transmission capacity
of the UAV is less than the capacity of the TBS-UAV link.
Considering the uncertain CSI errors AHgy, Ahg,,, the
maximum backhaul capacity constraint is denoted as

min r >0,Vn. 11
AHsy[n],Ahg . [n ( Z Uk ) - (n

Moreover, to guarantee the reliable communication for each
SU, the achievable TR requires the information transmission
quality constraint of the mth SU, i.e.,

> T vm n,

min Soms

(12)
Ahg ., [n]

rs,m (T [ ]

where F‘Sng; denotes the minimum TR of the mth SU.

B. Problem Formulation

By considering the security and the robustness owing to
the CSI uncertainty, we consider the joint devise of the
collaborative beamforming of TBS, UAV and MS W [n]| =
{Ws.m [n], Wtk [n],Wur [n],Vm,k}, and UAV trajectory
q[n] to optimize the robust average SR from UAV to all
MUs. The enhanced beamforming strategy and UAV trajectory
among all time slots can be acquired by tackling the following
optimization problem

max —min (13a)
Winl.aln] Abln] N £ £~

K

s.t. Zkzl [wrx[n]]|? < PR, Vn, (13b)
K

Do, Iwusll® < PE,vn, (130)

M 2 max
Yo wswlnl® < P&y, (13d)
(la), (1b), (Ic), (11), (12), (13e)



where the weight coefficient wy, is employed to denote the
priority of the kth MU. Pp#*, B** and Pg"®* are the
maximum power budgets of TBS, UAV and MS, respectively.
(1a) and (1b) signify UAV trajectory constraints. (1c) denotes
the flight altitude constraint for UAV-delay.

The resulting optimization problem in (13) is intractable
to handle for the following three reasons. 1) for the given
beamforming vectors, the communication quality and backhaul
capacity constraints are non-convex with respect to UAV tra-
jectory g[n] owing to the nonlinear operations. 2) the convex-
ity between achievable TR and q[n] is intractable to confirm
owing to log,det expressions in the channel capacity function.
3) the collaborative beamforming strategy is devised where
the beamforming vectors of TBS, UAV and MS are highly
coupled with each other, rendering the joint problem more
complicated. Hence, the resulting non-convex problem (13)
cannot be efficiently tackled exploiting existing optimization
approaches.

III. OPTIMIZATION ALGORITHM

Considering the non-convex objective function and the
communication quality and backhaul capacity constraints,
an alternative optimization (AO) procedure including two
subproblems is proposed to tackle joint design problem.
Specifically, we design the collaborative beamforming vectors
with the fixed q[n] and optimize the UAV trajectory with
the fixed W{n] presented in following subsections. Then,
some infinitely non-convex constraints are turned into linear
matrix inequality (LMI) employing sign-definiteness method,
and SCA technique is exploited to handle the non-convex
constraints.

A. Collaborative Beamforming Optimization

As the beamforming variables over various time
slots are independent, for simplicity, the slot n is
omitted for the collaborative beamforming design.
With the specific UAV trajectory q, problem (13) can
be turned into (14) by adding a slack variable set
P = {SU,katU,knSE,katE,kapU7gprU,kng,kapS,mygS,m}7
shown at the top of the next page. The optimal solution
of (13) is equivalent to that of (14). Precisely, the objective
function of (13) is equivalent to the objective function
of (14) with constraints (14b), (14c), (14d) and (14e). The
constraint (11) is turned into (14f), (14g), (14h), (141)
and (14j). While (12) is transformed into (14k), (14l)
and (14m). The aforementioned transformations is based on
the fact

. f(h)\ @
) > — .
intons (£ ) = minton, (7)) ~ o (o)
15)
Owing to log, being an increasing function, the lower bound

i I(h)
of the term min log, (g(h))

Considering the constraints (14b) and (14g) of (14), suc-
cessive parametric convex approximation of replacing the right
item by its upper convex approximation function and first order

is expressed by (a).

Taylor approximation of replacing the left item by its lower
convex approximation function are used [38]. Therefore, (14b)
and (14g) are transformed into

) 12
2Re {hg)kw&)kwgkhuk} — ‘h{ikw&)k

)\(Z 52 2
> U,k°U,k U,(c (168.)
{ZWT kHTUHTUW(Z) } Z | Hrowy |
k=1
)\(1) 2
> Tng+ gl(Ji)’ (16b)
2M10
where )\(Zk = t(l 1)/ 1 and )\([} = gg 2 pgil). tE};l),

58 kl), pg 2 (= ) are the optimal values acquired at
iteration ¢ — 1, respectively. w[(})k and w%z)k are any given
feasible points found at iteration 14, respeétively. Next, we
will deal with the infinite inequality constraints introduced
by imperfect CSI. The infinite non-convex constraints can be
turned into equivalent forms by employing the following two

Lemmas.

and 9y

Lemma III.1. (General Sign-Definiteness): Specified
Q = QY and {A,B)}_, the LMI Q =
S (AFXB, + BIXPA), |Xillr < e hold if

and only if there exist \; > 0,i € {1,...,I} such that

I _
Q- Y MBFB;, —=A¥ —erAH
i=1 -
—€1A1 )\11 e 0
| ; | m
—erA; 0 A1

= 0.

Lemma IIL2. (General S-Procedure): Let f; (z) = zf A,z +
2Re {bf'z} + ¢;,i € {0,...,1}, where z € CN*! and A; =
AH ¢ CN*N_ The condition {f; (z) > 0}{21 = fo(z) >0
holds if and only if there exist \; > 0,V such that

EREAEE

K2

} = 0. (18)

In problem (14), the constraints (14c), (14e), (14h), (147)
and (141) have similar forms. We take (14e) as the example.
By employing the first-order Taylor series, the lower bound of

the right-hand term of (14e) is
ok > 9k 42k (ty, — )2 2 Ae.  (19)

Then, based on the Schurs complement, (14e) can be equiva-
lently turned into LMI, given by

tE,k — U]%L,k thWU hg’IEWS
WHhyg I 0 =0, (20)
Wihgg 0 I
where WU = [WU,17 e 7WU,K] and WS = [WS71_, Ce. 7WS,M]-

Substituting hU,E = hU,E —+ AhU,E and hS,E = hS,E + AhS’E



N K

1
max — Z Zwk (logy (1 4 suk) + logy Se.e — tE k) (14a)
wy N n=1k=1
st | bl ywur 7> sustur VE, (14b)
M
Zi#k | hUHykWUJ 2 +Zm:1 ‘ hngS’m |2 +UL2J,k < tU$k,Vk, (140)
M
Doy | BUewos [P+ (bW | +0E k> sek, VR, (14d)
K M
Doy 1 Blewus P I Bews o < 2, (140)
K K
logy(1+pu) + Y logs(puk) = Y guk > 0, (14f)
i=1 i=1
K 2
> IHrowril® = pugu, (14g)
M 2 2
> Hsyws® + ot < gu, (14h)
M
Do W P40 I aws i 2 40t > pu, Y, (14i)
K M
Do Ihdewui P Y I hdws [P 4ot < gua, VE, (14))
= - m=1 ’ ’
1Og2(ps7m) — gs,m 2 F?ﬁavma (14k)
K
D I BSws 24D I W [P 408 < gsm, Y, (14D
M K
Zi:l | hngS,i |2 +Zk:1 | hgmevk |2 +U§,77a 2 psm’“vm’ (141’1’1)
(13b), (13c¢), (13d). (14n)
_)\E _91%,1« E[I},EWU BgEWS 0 1
Wihyg I 0 |+| 0 |Ahsg[l 0 0]+ [0| Ahg[0 O W]+
Wilhgg 0 I wi 0
- 2D
0 1
W{ | Ahyg [l 0 0]+ [0 Ah{[z [0 Wy 0] = 0,Ahyg € Hyg, Ahsg € Hsg.
| O 0
into (20), we obtain (21). Subsequently, based on Lemma II1.2 _ ‘;15,11 Wé{ Hsyu 5S,UV_V§I
and defining slack variables Ayg > 0 and Asg > 0, the infinite HS,UYVS I 0 ~ 0, (24)
LMIs (21) can be equivalently turned into a semidefinite osuWs 0 Asul
matrix for specified finite matrices with uncertainty, i.e., Buk hll,{kWU ngws 0
A bE,Wy BEWs 0 0 Wilhy . I 0 0
Wi'hyg 1 0 SuEW{ 0 Wilhg . 0 I 5s. Wi (25)
Wik 0 1 0 sewi | 20, (22) 0 0 0skWs  Asul
UE U UE
0 0 dsgWs 0 S\ULI t 07
where Ag = Xe — of, — Aug — Asg. Analogously, the As hZ Wy hi Ws,, 0
infinitely non-convex constraints (14c), (14h), (14j), (141) can W{Ii hs 1 "0 0
be equivalently turned into tractable forms in a similar manner V_ngfls, m 0 I Ss mwg (26)
with the s.lack variables Ay, > 0, Asy > 0, Asp > 0, 0 0 55.m Ws.m S\S,m,f
As,m > 0, 1e., <0

Ay, hi Wy hi Wy 0

W hy . I 0 0

Wihg 0 I 0 Wi | @3
0 0 5S,kWS )\U,kI

=0

)

_ 2 3\ _ 2 3\
where AUJ€ = tU,k — UU,k — /\U,lm AS,U = gu — o0y — )\S,U,
_ 2 5\ _ 2 3\

Buk = guk —og — Ase and As i = gsm — 05, — As,m-

Wy k = [WU1,- - WU =1, WU k+1, - - - » WU,K,
x7H _ H H X _
Wy = [w&17 - ,WS,M] and Wg,, =
[WS,17 R 7WS,m717 WS,m+17 e 7WS,]\/I]- In (14)a the



constraints (14d), (14i) and (14m) have similar forms.
We take (14d) as the example. The lower bound of the
left-hand term of (14d) is taken exploiting the first-order
Taylor series, that is,

2Re(z thWI(JZ,)iWLIJ{,ihU-E) - Z | hUE U i |2
i#k izk

M
> Infw), 47

m=1

M
+ 2Re( Z thwéfllwgth,E) —
m=1

+Ul%,k > sgk, Vk€ K,
(2)

where wy;; and w() signify any given feasible points at
iteration 7. Defining AhC)E = [Ahg’E,Ath} and applying

10 Ahcg < 6ug, and

Lemma 1.2, we have Ahfly | o o

Ath [ 8 (I) ] Ahcg < 0sg. Based on Lemma III.1 and
introducing slack variables S\U,E >0 and XS,E > 0, we obtain
Auel 0
W - . b
B { 0 AS,EI} Bk -0, (28
bgk CEk — OUE — OCE
where — 0
_ E.k
WE, = { 0 Wg} (29a)
bty = [bfg W' h{EWg'] | (29b)
CEk = flé]EWE kheg + Uf;,;c — SE,k, (29¢)
and Wi, = S (—wiiwi)" + wihwil, + wow(),
ik
M
Wi = 3w i, s
Wit = % (%w&iw& + wowll), Wil =
M
NH _ _ _

m=1

Simllarly, the nonconvex constraint (14i) can be turned into
tractable forms in a similar manner with the slack variables
As,k > 0, presented as below

[Ws,m + s il

>
bl, 0

p— )

bs i }

30
s,k — 0s,k (30)

where

M
Wam= 3" (Wit + ws ) w1

m=1

(31a)

M
H _tH (1) o H (1) o (DH
bg', = hgy mZ:1 (Ws’mwsym 2wS m WS m ) , (31b)

e,k = hg Ws b — Z | hg,kWL(Ji,)i > +otn

itk

(3lc)

—pui +2Re [ Db wwl hyy |,

itk

(@)

(%)
where wy;;

and wg ; are any given feasible points at iteration
i. By introducing the slack variable Ag,, > 0, the nonconvex

constraint (14m) can be equivalently converted into

|:WS,m + 5\S,rnI bS,m

béfm Ss.m (32)

|-0

CSm —

where

1w
= hS m Z (WS ZWS i 2W§72Wé7ZH) ) (33a)

K

i H i H (i) |2

cs,m = hg;, Ws mhs 5 — E ‘ hU,mWU,k |
k=1

K (33b)
o (St ) -
k=1
where wélz and w&)k signify any given feasible points. Based

on the above analysis, each non-convex constraint in (14) has
been transformed and problem (14) is changed into

N K
1
mzﬁ(—zz (logo(1 + sy k) + logy sex —ter) (34a)
w n=1k=1

st (13b), (13¢), (13d), (16a), (16b), (22),

(23), (24), (25), (26), (28), (30), (32), (34b)

which belongs to semidefinite program (SDP) problem, and
can be tackled easily employing convex solvers, for example
CVX.

B. UAV Trajectory Optimization

In this subsection, we focus on the subproblem of (13)
to design the trajectory variable q[n| with given Wn|. The
UAV trajectory of problem (13) is designed by tackling the
following problem

m[%{ﬁm Nz,:lkz:lwk 7“Uk _TEk[ D (35a)
s.t.  (la), (1b), (1c), (11), (12). (35b)

Note that Lemma III.1 employed in the first subproblem can
not work well in trajectory design owing to the non-convex
elements in the acquired LMI. Based on this, the triangle
and Cauchy-Schwarz inequality and SCA approaches are ex-
ploited in this subsection. For the nonconvex backhaul capacity
constraint (11), the Cauchy-Schwarz inequality is applied to
address the CSI uncertainties. The following conditions are



> [ Hsu[n]ws m[n]]]* < Xsuln] £ Z

||HSU

I?

WS,m[n 5§,U||WS,m[n]

S

+25suz Sy [nws 0] [ws m 0] (37a)
M
Z | hgk [’I”L}WSJ,L[’I’L} ‘22 XS,k’[n] £ Zm:l | Bé{k[ njws, m |2 + Z 6§,k“WS,m[n]”2
20, YR 37b
206k 3 IR Il ] | s ]l (37b)
XTu[TL} K XU k[n]
log, (1 + : — log, (1 + : >0, 38
0% Tl T o2 T =BT~ 2 80 ¥ S R e 0 + 08 Tl — il ()
satisfied function, the lower bound of yy[n] is
M M 3 [n]
Z ||HS,U[TL]WS,WL[”]H S Z ||HS)U[TL}WS77”[’I’LH| ’YU[n] = 10g2(1 + Yu[ ]”q[ ] sz) > f( [ ])
m=1 m=1
, 2Xtyln]
M 2 log,(1+ T 41
+ 3 dsullwsmlnll,  G6a) 20T Ksul] + Ag)llal] -2 @D
m=1 B Xru[n]lla[n] — bl? )
S I (Xsuln] + o2y (laln] - B2
> I nlwsmln] > Y [ B nlws 0] |
m=1 m=1 Introducing the auxiliary variable pgx[n] > 0, ~yyx[n] is
f: equivalently rearranged into
- Js k”WS m [TL} ” (36b) K X
’ ' n
m=1 f(a[n]) — Zk:l log, (1 + pL;EE] }) >0, (42a)
After squaring both sides of the formulas (36a) and (36b),
the upper bound of the left term of (36a) and the lower pr[n] < Yur[n] + (Xsx[n] +J%Tk)“q[n] —Qk||2. (42b)

bound of the left term of (36b) are given by (37a) and (37b),

respectively. Then, the constraint (11) can be equivalently

transformed into (38), shown at the top of the next page,
K

> Lol HEy[n]wrk[n]]|?, Xukln] =
k=1

_ 2
> Lo |hff i [n]wy.i[n]
i£k

Note that the constraint (38) is still non-convex and challeng-

ing to deal with. Hence, it can be replaced with a lower bound.

In particular, we define

where Xry[n] =

— 2
Lo hgk[n]wu,k[n] and YU’k[n] =

A
Ix —al]? + B2’
where A > 0 and B > 0 are constants. Obviously, the
function (39) is convex with respect to ||x — al|?. Thus, the
lower bound of f4 g a(x) can be acquired leveraging the first-
order Taylor series at a local point X, i.e,

faBa(X) > faBa(xX)

B 2A A(l|x — a|* + B?)

S x-alP+ B2 ([x-al?+B2)?
where the inequality holds due to the convexity of the function
fa,B,a(x). The function fa pa(x,X) is also convex with
respect to x. Since log(x) is a monotone increasing concave

fapa(x)= (39)

(40)

The constraint (42b) is still non-convex. We can deal with it
by applying the first-order Taylor series at the point q(Y)[n] as
follows

laln] — axl® > £ (aln]) 2 [|a¥[n] -
+2(q”[n] — ax)"(aln] — a[n)).

Then, the constraint (42b) can be equivalently rearranged into

prln] < Yurln] + (Xsln] + o2y) £ (aln)),

Finally, the constraint (38) can be changed into the approxi-

mate convex constraints (42a) and (44). Analogously, applying

the first-order Taylor expansion at the point q(*)[n], the SU’s

communication quality constraint (12) can be converted into

the convex constraint, 1.e.,
( XS m[ ]

e o - o2, ) £ (aln) > Yol

where £ (q[n]) = Hq(”[nl{—qm\\”?(q(”[n]—qm)T(Q[n]—
a®[n]), Xumln] = Lo Z | hf, [In]wurln] % and the

introduced parameters X m[ ] and Y5, [n] are defined as (46)
at the top of the this page. We have transformed all non-convex
constraints into convex constraints, the objective function
in (35) remains non-convex. Along the same lines, we utilize
the Cauchy-Schwarz inequality to derive the lower bound of

2
Qk:|| (43)

(44)

(45)



Xsm(n] £ b, [n]ws m[n] [* 468, | Ws,m ][> = 205 m | B, 0]Ws g [0] | [[Ws m [0]]], (46a)
M 3 M 3 M
Yomn] & > [ B, nlwsin] |* +20sm > [ B, Inlwsan] | [wsalnlll +65,, > llwsa[n]>.  (46b)
i=1,i#m i=1,itm i=1,itm
M —
Ys[n] = Zm:l | by [n]ws +Z 05 kllwsm ][] + 205k Z B nIws m[n] | [[wsm[7]]], (48a)
M _
Xsgln] = Z B n)ws |2 +Z 05 EWsm[n ]||2 - 25SEZ LI sE[]ws m[n] | [[wsm (7], (48b)
Xg[n] 2| hUE[ ]WU,k[ n] > +65 gl wuk[n ]||2 — 26y | hifgn ]WU k[ ] | ||WU k[ H\ (48¢)
K _
Vi k[n] = Zizl i | hifg[nlwu.iln] |° +Z 5UE||WUz - 25UEZ | h{lgn]wuyn] | [[wyfn]ll. 48d)

the objective function in (35), i.e.,

XU,k[n]
1 1
el R TR T e
—logy(1 + Xe.i[1]
0 ool Celil + o Ol — el

where the introduced parameters Ys [n], Xsg[n|, Xg x[n] and
Yg [n] are given by (48) at the top of the next page. Adding
the slack variables Z[n] > 0, U [n] > 0, problem (35) can be
equivalently recast into

may Z;V:l Z:Zl wih(Zk[n], Uk [n]) (49a)
s.t. Zln] > Yoln] + (Ysa[n] + ot ) laln] — axl®, (49b)
t[n] < Yerln] + (Xsgeln] + of 1) llaln] — azel?, 49c)
(1a), (1b), (1c), (42a), (44), (45), (494d)
where the slack variable set Q = {py[n], Zx[n], 9x[n]} and
BCGln], Ge[n]) = Togy (1+ 24051} — log, gl + oty
It is worth noting that the objective function (49a) and the

constraint (49c) are also non-convex. Then, exploiting the first-
order Taylor approximation, (49a) and (49c) can be respec-
tively turned into

Xu.k[n]
(l)k[ ] )

h(Zk[n], v[n]) = log, (1 +

XUk[n]

g 2 ) (Xuln] + 2 )
~loga(1+ ZERE]) 2 failnl, uln). (50)
Okn] < Ye[n] + (Xseln] + o2 S (aln)),  (50b)
where £ (q[n]) = [la®[n] - qe||? +2(q®[n] — qg)7 (aln] -

qW[n]), and Zlil)[n] is any feasible point at iteration [. To
guarantee the approximating precision, a set of trust region
constraints is enforced as

lg®1n] — g~V [n]l| < v,

where () is the size of the trust region. Finally, by re-
placing (49a) and (49c) as their approximate forms (50a)

VneN, (51)

and (50b), respectively, and adding the trust region con-
straint (51), the reformulated convex trajectory optimization
problem at step [ is

max Z Zwkf D (zk[n], o [n]) (52a)
=1k=1

s.t. (1a), (lb), (1c), (42a), (44), (45), (52b)

(49b), (50b), (51), (52c¢)

which can be handled directly employing convex solvers in
the CVX toolbox. In short, by tackling a set of problems (52)
over iteration [’s, an enhanced solution to (35) can be found.
We remark that, when the value w(” is sufficiently small, the
convergence condition can be guaranteed. In actual applica-
tion, if the objective value of (35) after tackling (52) in step [
is not decreased as compared to that in the previous iteration,
the value (") is then reduced to ¢ /2 and problem (52)
is solved again. Finally, the iteration process stops if ¥() is
smaller than a particular convergence threshold 7.

C. Overall Algorithm

Based on the aforementioned analysis, an AO-based
procedure is proposed to devise the collaborative
beamforming and UAV trajectory in an iteration way
for problem (13), summarized as Algorithm 1. Then, we
analyze the computational expense of the devised worst-case
optimization procedure. The classical interior point approach
can be exploited to tackle the formulated convex problems
containing LMI, linear and second-order cone (SOC)
constraints. The expression of the complexity is given by

O

.
17

J J 1
2N)E(n? Y d2+n Y di4n? > fF4nd) |,
j=1 j=1 i=1

due to LMI due to SOC
where n indicates the number of variables, J signifies

the number of LMIs of size d;, and I represents the
number of SOC of size f;. Thus, the approximate
expense of solving subproblem (34) is given by
0a=O(BNK(K+M+ Ns+ Ny +1)+3NM(K+ M +
Ns +1) +2N(K + 1))"/?[n}(5NK(K + M + Ns + Ny +




Algorithm 1 AO-based Algorithm for Collaborative Beamforming
and UAV Trajectory Optimization

1: Initialize the collaborative beamforming W(®) and UAV
location q©).

2: Set the iteration index £ = 0, maximum iteration number
Kmax, convergence accuracy €, €.

3: repeat

4: Let 2 = 0.

5.  repeat

6: For fixed q'¥), find the optimized collaborative beam-

forming W(+1) = W) by sloving (34) iteratively.
7: Seti=1+ 1.
8:  until The exit condition satisfies convergence accuracy

€1.
9. Wk = w(),
1. Letl=0,q¥ =q®.

11:  repeat

12: For fixed W +1)_ find the enhanced q(¥* by solv-
ing (52).

13: Update channel information based q(V*.

14: if the objective value of (35) increases then

15: q¥ =qW* 1 =1+1.

16: else

17: Perform ¢ = (1) /2.

18: end if

19:  until »® < 7.

20:  Update q*+1) = g,

21:  Setk=k+ 1

22: until The objective value converges within the target
accuracy €g or k = Kpax.

23: Output optimized solution W) q(*).

1)2+3NM(K + M + Ng)?) + ni(5bNK(K + M + Ng +
Ny + 1) + BNM(K + M + Ng)?) + ni(K + 1) + n})),
where ny = NyK + NgM + NrpK, and that of solving
subproblem (52) is op = O((6NK)Y2(n3 + n33NK)),
where ny = 3K + 3. Finally, the overall computational
expense of the devised algorithm during each iteration is
04 + Op.

IV. SIMULATION RESULTS

In this section, numerical results are offered to evaluate the
performance of the devised hybrid system and optimization
approaches. Unless stated otherwise, the default simulation
parameters of the studied SUTN secure system are given in
Table III, in which we consider that the TBS is located at (0, 0)
m. The initial and final locations of the UAV are assumed to be
q[1] = [1500,1500,200]T m and q[N] = [1500, 1500, 200]T
m, respectively. Exploiting the kinetic model presented in [34],
the MUs and SUs restrict by a minimum stall velocity Vi,
to maintain its maneuverability. Moreover, the vessel mobility
is limited to a maximum propulsion velocity Viax. Thus,
the maximum and minimum displacements of vessel within
each time slot are given by Sy, = AtV and Spax =
AtViax, respectively. Taking into account the influence of

TABLE III: Simulation parameters

Numbers of MUs and SUs 4,3

Min and max UAV flight heights 60 m, 200 m
Max UAV speed 20 m/s
Vessel stall and propulsion speeds 2 m/s, 30 m/s
Ocean current speed 7 m/s
Path lass factor «, channel gain Lo -2, -30 dB [39]
Noise power at each system receiver o~ -110 dBm

Number of antennas Ny, N1, Ns 12

Transmit power of TBS Pr . 30 dBm
Transmit power of UAV PY,. 20 dBm
Transmit power of MS PS o 50 dBm [15]
Orbital altitude of MS 200 km
Carrier frequency, bandwidth 5 GHz, 5 MHz
CSI uncertainty 0.2

The minimum TR of SUs I'g',,,m =1,..M 0.8 bps/Hz
Rician K factor 30 [35]

ocean current, the vessel trajectory needs to fulfill the mobility
requirements as follows

(53a)
(53b)

”qi [n] — [n - 1] - AtVC [TL]||2 > Sgﬁani’ n,
||ql [n] —q; [’fL - 1] - AtVC [TL]||2 < Ss1ax7Vivn7

where v, signifies the ocean current speed. We consider that
K, obstacles are distributed in the serving region. By ex-
panding the hazard area with the radius 7y, », we construct the
circular configuration for each irregular obstacles and its center
coordinate is denoted by o = [xk,yk]T. Furthermore, the
inter-ship safety distance rg, is necessary to avoid collisions
among vessels. Hence, the vessel safe sailing requirements are
given by

”qi [n} - OkH2 > Sr%lin’Vivn7kv (54a)

lai [n] = ai [n]]|* < 2 Vi, n (54b)

A potential Eve is created randomly and located close to
the MUs. Moreover, the MUs’ SR weights are assumed as
wr = 1,Vk € K, such that the average SR of all MUs among
all time slots is taken as the system performance index. Finally,
the length of each time slot is A, = T/N = 1s when
devising the UAV flight path, and the convergence thresholds
in the outer and inner iteration are all set to €1 = g5 = 1073.
Numerical results are acquired by performing 50 channel
realizations.

To study the secure communication performance offered by
the devised method, we compare the following five strategies:
1) Robust design with imperfect CSI: Robust beamforming
optimization with UAV trajectory acquired in Algorithm 1; 2)
Joint design with perfect CSI: We consider that perfect CSI
is achieved at UAV and MUs. All optimization variables are
jointly designed as in Algorithm 1; 3) No trajectory: Enhanced
collaborative beamforming but with a static UAV [40]; 4)
Random beamforming: Optimized UAV trajectory planning
but with random transmit beamforming; 5) MRT Scheme:
The maximum ratio transmission (MRT) for cooperative beam-
forming design [41].

Fig. 2 depicts the convergence property of the devised algo-
rithm while assuming various communication quality threshold
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Fig. 2: The convergence property of the devised scheme
considering various communication quality threshold of SU
rpin,

of SU Fg"in. In Fig. 2, it becomes apparent that the devised
AO-based procedure converges to a stable solution for different
values of ', There are two layers in the proposed optimiza-
tion procedure, containing the outer iteration and inner itera-
tion. In the inner layer, the objective values of collaborative
beamforming and UAV trajectory design problems iteratively
improve, validating that two procedures are non-decreasing,
presented as Fig. 2(a). In the outer layer, the objective values of
joint optimization problem are also iteratively improving and
converge after about 7 iterations for various values of anin,
presented as Fig. 2(b). When communication quality threshold
of SU I'"" changed from 0.5 bps/Hz to 0.8 bps/Hz and other
system parameters are the identical, the higher communication
quality requirement of SU decreases the transmit power at
UAY, leading to a worse secure performance.

The achieved average SR versus transmit power at UAV
PY.__ under various TBS power budgets PI. is shown in
Fig. 3. Taking into account the actual power of the aerial
relay platform, the power at UAV varies from 20 dBm to
30 dBm. As can be seen from Fig. 3, the average SR
improves with the transmit power at UAV for all the cases.
In addition, the security capability can be improved gradually
by increasing TBS power PI__ from 26 dBm to 38 dBm.
With high TBS power strategies, the designed UAV trajectory
approaches MUs and sails along the LoS boundary to attain the
satisfactory secure performance. However, when TBS sends
the information signal with lower power, the aerial relay
platform has to adjust the flight planning to get close to the
TBS and reduce the TBS-UAV transmission distance. This is
due to the fact that the achieved UAV transmission rate is
restricted by backhaul capacity constraint (11). Therefore, by
utilizing the multi-antenna scheme and UAV’s movability, we
can validly enhance the secure communication performance of

—_
e}

n
= 16 - 3
T
W =
_\8:14* __--b--"";’
% - b
212 .
& -7
8 -> pT =26 dBm (No-trajectory)
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UAV-powered networks.

Fig. 4 shows the distribution of the MUs, SUs and Eve,
and displays the optimized trajectories of aerial delay under
various flying periods 71" assuming two cases of Eve’s location.
When the minimum TR constraint of each SU is satisfied, no
matter where Eve is, the optimized aerial delay position always
stays close to the MU center point while staying away from
the possible Eve. This is due to the fact that the increase of
distance from the UAV to Eve can greatly reduce the achieved
TR at the Eve. Therefore, the key of trajectory design is that
the aerial delay takes more time flying around the maximum
SR location. In particular, for 7' = 7 s, the aerial delay
does not have enough flying time to arrive the maximum
SR location, and only approach the maximum SR location
and move towards the destination. Moreover, aerial delay
prioritizes decreasing height to the least value, signifying that
the height has a considerable influence on secure transmission.
For T' = 10 s, the aerial delay has a short duration to flight
around the maximum SR location, leading to a greater average
SR value. For T' = 20 s, the aerial delay has a longer duration
to flight around the maximum SR location and utilizes the
fastest flight velocity when arriving and leaving that location,
leading to the optimum secure communication capability.

Under the mobile MU scenario of Fig. 5, the UAV-delay
first tries to approach the MUs at the maximum speed because
the MUs are far away from the Eve. When the MUs are near
the Eve, however, the UAV-delay then tries to circumvent the
MU in order to reduce the intercepted throughput by the Eve.
When the MUs move away from the Eve, the UAV-delay will
again get close to the MUs for offering the optimal secure
transmission performance. At last, the UAV-delay will go to
its final location at the maximum speed.

The average SR versus the flight duration T" of the proposed
method and several benchmark techniques is depicted in Fig. 6.
The secure performance of both the devised method and the
design approach without beamforming optimization increases
as T increases but tends to converge. This is because with
greater 1’ the aerial relay has more time to stay near the MU to
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offer quality service for the authorized user while suppressing
the wiretapping attack. Furthermore, our method enhances
the average SR by about 150% compared to the random
beamforming approach. This is due to the fact that the random
beamforming is difficult to eliminate co-channel interference
of hybrid multi-user communication systems. The average
SR is constant with varying values of 7" when straight line
trajectory and static UAV schemes are performed. Specifically,
the performance gain of straight line flight scheme can achieve
10% more than that of static UAV scheme. As a result, both
the UAV trajectory design and collaborative beamforming
have a key role in improving the confidential information
transmission.

Fig. 7 illustrates the influence of UAV antenna number Ny
on the achieved average SR for different optimization methods.
As the value of NNy increases, the secrecy communication
capability of all methods reveals an enhancement. The result
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can be expected as additional degrees of freedom to design
more precise beamforming for interference cancellation can
be offered with a higher antenna number. Our method exhibits
a noteworthy superiority over the other benchmark schemes
when the Eve’s and MS’s channels are imperfect. Besides,
as can be seen from the curves in Fig. 7, the existence of
CSI errors leads to a decline in security capability. When
a sufficient number of antennas are considered, designing
the collaborative beamforming policy contributes more impor-
tantly to the enhancement of the achieved SR compared to the
optimization of the UAV trajectory planning.

The average SR versus the level of CSI uncertainty J for
different benchmark methods is shown in Fig. 8. The results
clearly show that the proposed scheme consistently outper-
forms the random beamforming and straight line benchmark
approaches across all levels of CSI uncertainty, validating
its superiority in practical scenarios. This is because the
higher channel gain can be obtained by jointly devising the
cooperative beamforming and UAV trajectory. In addition, the
proposed method achieves the highest average SR when per-
fect CSI is available. When CSI uncertainty § varies between
0.05 and 0.2, the SR experiences a slight degradation, but
the proposed scheme remains robust, maintaining a relatively
high SR. When CSI uncertainty § changes from 0.2 to 0.25,
the SR decreases significantly, underscoring the challenges
posed by high levels of CSI error uncertainty. Specifically,
for PY, = 20 dBm, the performance improvement for the
nominal design (perfect CSI scenario) can achieve about 2
bps/Hz when § = 0.25. The reason is that with greater §,
it becomes more difficult for the multi-antenna aerial relay
to execute precise beam alignment. Meanwhile, since UAV-
borne transmitter is limited by its maximum power budgets
PY_ ., aerial relay needs to trade some security for satisfying
the SU’s communication quality constraints. Despite this,
the proposed scheme shows better resilience compared to
benchmark approaches.

The achieved SR versus the number of MUs considering
different optimization schemes is depicted in Fig. 9. The
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system SR increases with the number of MUs for all tech-
niques. The devised joint design method evidently outperforms
the other benchmark approaches. As expected, the secure
communication performance of all MUs improves with the
decrease of satellite power PS_ . In addition, beamforming
optimization strategy has an outstanding contribution to the
security capacity of the system when comparing the perfor-
mance of the random beamforming benchmark approach with
the devised joint optimization solution. The optimized beam-
forming improves the SINR and minimizes the multi-system
disturbance while reducing the likelihood of wiretapping and
enhancing the max-min SR. Adding UAV as an aerial relay
permits to serve MUs validly that have a poorer channel to
the TBS. That can be accomplished by the devised AO-based
algorithm for collaborative beamforming and UAV trajectory
optimization.

Fig. 10 displays the influence of various Rician factors on



the average SR. Both the UAV-SU and UAV-Eve links are
assumed to follow a Rician distribution, i.e., Kyg = Ky = k.
The secure performance of the four methods enhances with
the value of k. The result is expected as both UAV-SU
and UAV-Eve channels turn into more deterministic with an
increase of k, and a greater proportion of slowly varying LoS
components are acquired to enhance the secure performance
of the four methods. In Fig. 11, we compare the achieved SR
among all time slots under various TBS power budgets. As
the transmit power of TBS increases, the secure performance
increases. This is due to the fact that the limited TBS power
restricts UAV trajectory. Specifically, when the TBS transmits
the signal with limited power, the UAV has to adjust its
location to approach the TBS to shorten the distance. This is
expected since the UAV throughput is limited by the backhaul
capacity constraint (11). On the contrary, with enough TBS
power cases, the enhanced trajectory of UAV is capable of
approaching MUs and flies along the LoS boundary to realize
maximum secure performance. Furthermore, since the SUs
interfered by the UAV appear on the sides of the MUs, the
enhanced trajectories with greater TBS power are easier to
fulfill QoS requirements.

To get insight into the influence of interference from MS to
the MUs on the proposed method, we consider the scenarios
with satellite signal interference (WISI) and without satellite
signal interference (WOSI) under various TBS transmit power
and Rician factor regimes, as shown in Figs. 10 and 11. It
can be observed from the results, the WOSI scheme slightly
enhances the secrecy capacity compared to the WISI scheme.
The performance disparity between scenarios with and without
satellite signal interference gradually diminishes eventually.
The reason is that both the cooperative beamforming scheme
and the mobility feature of UAV provide the DoF for reg-
ulating UAV locations to realize interference coordination
as well as improve the TBS-UAV and UAV-MU channels.
Furthermore, for the MRT scheme, the performance gain
improvement from the increase in the TBS transmit power and
Rician factor is slight. Meanwhile, the performance between
our method and MRT scheme reaches up to about 2 bps/Hz
and the gap between the two methods increases with the
TBS transmit power, which confirms the noteworthy perfor-
mance enhancement provided by the devised beamforming
optimization scheme. This is attributed to the fact that the MRT
beamforming is difficult to eliminate co-channel interference.

V. CONCLUSIONS

In this paper, we studied hybrid SUTN secure systems
against a potential Eve with imperfect CSI condition. To
concurrently ensure the security and the robustness owing to
the imperfect CSI of MS and Eve, the max-min system SR op-
timization problem by cooperatively devising the beamforming
vectors and UAV trajectory was established. To tackle the in-
tractable and highly-coupled optimization problem, an iterative
algorithm with two subproblems was developed. Moreover,
S-procedure and SCA approaches are exploited to deal with
non-convex constraints. Finally, simulation results confirmed
the advantage of the developed optimization approach and
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validate the convergence of the devised iterative procedure.
In particular, the achievable SR and the robustness against the
bounded CSI of developed method outperformed than that of
no-trajectory techniques.
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