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Abstract—A method for the detection of failure in gold-
plated microelectrodes is presented. Three main failure mecha-
nisms - layer detachment, biofouling and halide-mediated pas-
sivation (HMP) - were induced on the microelectrodes, leading
to electrode failure. Sequential admittance and sensitivity
measurements were carried out on gold-plated microelectrodes
on printed circuit boards (PCBs) and CMOS chips to develop
and train the classifier. A two-step classifier is proposed that
relies only on measuring the admittance magnitude (|Y|) at
three specific frequencies within 0.6 - 800 Hz. The classifier
achieves 88% accuracy on PCB microelectrodes and 92%
accuracy on CMOS microelectrodes.
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I. INTRODUCTION

Complementary Metal-Oxide-Semiconductor (CMOS)
technology forms the foundation of modern electronic
circuits and systems, renowned for its low power con-
sumption, high integration density, and scalability [1].
These attributes have positioned CMOS at the forefront of
numerous applications, ranging from microprocessors and
memory devices to advanced sensor systems [2]. Notably,
the integration of CMOS technology with microelectrode
fabrication techniques holds significant promise for devel-
oping advanced biosensor platforms [2], [3] that combine
sensing electrodes with on-chip signal processing and data
acquisition systems to reduce the signal path [4].

Electrochemical techniques are the most prevalent
methods employed in biosensors to transduce analyte
concentrations into measurable electrical signals, owing
to their high sensitivity and label-free detection capa-
bilities [5], [6]. The synergy of CMOS technology and
electrochemical biosensors enables precise analyte de-
tection, scalability for parallel sensing [7], low-cost re-
dundancy, and inherent on-site data processing [8]. Over
the past decade, CMOS-based electrochemical biosensors
have been developed to detect various analytes ranging
from cells and proteins to neuronal activities using large
microelectrode arrays [6], [7], [9]. Despite these advance-
ments, challenges such as biofouling, passivation, and
delamination significantly impact the long-term reliability
of electrochemical biosensors when used in complex bi-
ological fluids [10]-[14]. The capability to detect failure
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incidents in-situ is an essential feature to ensure the
integrity and reliability of readings from CMOS-integrated
microelectrode arrays.

Gold is widely used as a substrate material for elec-
trochemical electrodes due to its excellent electrical con-
ductivity and biocompatibility. However, issues like bio-
fouling and halide-mediated passivation (HMP) have been
reported to significantly interfere with the sensitivity and
reproducibility of gold electrodes [10], [15]. Biofouling
occurs due to the nonspecific adsorption of biomolecules
onto the electrode surface, such as proteins, cells, and pep-
tides [13], [14], which blocks analytes from approaching
the electrode and impedes charge transfer between the
electrode and the solution. HMP leads to the formation
of a passivation layer on the electrode surface due to
halide ions in the solution [16]-[19]. A partial or total
delamination or removal of gold may also happen in gold-
plated CMOS microelectrodes, where in particular the
plated gold layer is thin (up to a few microns).

Considerable efforts have been made to address and
prevent failure throughout the development of electro-
chemical biosensors. For example, effective electrode sur-
face modifications have been investigated to mitigate bio-
fouling and passivation [20]-[23]. However, surface mod-
ifications are only compatible with specific applications,
limiting their versatility across diverse biosensor platforms.
Moreover, continuous assessment of electrode health is
still crucial to ensure the reliability and accuracy of mea-
sured data. Previous works demonstrate the application
of electrochemical impedance spectroscopy (EIS) alone
[24] or combined with machine learning techniques [25]
for failure detection in microelectrodes, achieving near
80% prediction accuracy [25]. These have so far used the
charge transfer resistance and double-layer capacitance
values as main features for the classification, which require
measurement of impedance over a wide range of frequen-
cies. We recently demonstrated an alternative classifier
that only requires measurements of admittance at a single
frequency [10] for gold macroelectrodes.

In this paper, we present an empirically driven two-
step classification technique to detect failure in "micro-
electrodes" based on electrochemical impedance at only
a few frequencies. We also propose a circuit to implement
the proposed classification on-chip.



Fig. 1: Micrographs of microelectrodes on (a) PCB (b) CMOS chip
II. METHODS

We initially developed the proposed technique using
data derived from PCB microelectrodes before transferring
it to CMOS microelectrodes. This was due to the limited
availability of CMOS microelectrode samples.

A. Fabrication of Microelectrodes

The CMOS chip (shown in Fig. 1b) was fabricated
in 180 nm CMOS technology at Taiwan Semiconductor
Manufacturing Company (TSMC). Sixteen microelectrodes
of 66 umx66 um were implemented on the top metal layer
(Al). The Al microelectrodes went through an electroless
gold plating process described in [26]. Only two micro-
electrodes per chip within the array that were directly
connected to peripheral pads were used in this work.

The PCB microelectrodes (shown in (Fig. la) ) are
200 ym x 200 ym and are fabricated at JLCPCB. An elec-
troless nickel immersion gold (ENIG) finish was applied to
the electrodes by the manufacturer.

The microelectrodes on both the PCBs (Fig. 1a) and
CMOS chips (Fig. 1b) were then electroplated with gold
in-house as explained here. The PCB electrodes and CMOS
chips were individually immersed in a gold electroplating
solution (NB Semiplate Au 100 from NB Technologies
GmbH ®) for 10 minutes when a pulsed current (at 100Hz,
50% duty cycle) with an average density of 1.5 mA/cm?
was applied between the microelectrode and a platinised
Ti counter electrode (from Ti-shop.com). The Au-plated
microelectrodes are hereafter referred to as PCB or CMOS
electrodes for simplicity. To assess the similarity of the sur-
face of PCB and CMOS electrodes, the surface roughness
and composition of the electrodes were measured using
AFM (atomic force microscopy) and EDX (energy disper-
sive X-Ray spectroscopy) respectively. These are reported
in Table I showing over 98% gold on both electrodes with
surface roughnesses that are statistically similar.

TABLE I: Comparison between PCB and CMOS electrodes

Surface Roughness Gold Composition

Microelectrode (nm rms) (%)
CMOS 83.6+8.76 98.6+0.92
PCB 76.1+7.45 98.5+0.74

B. Failure Induction

We employed our previously reported method for in-
ducing failure [10] on the PCB electrodes. Briefly, elec-
trodes were incubated at 37°C in two groups: in group A

electrodes were incubated in PBS, and in mucin protein-
enriched PBS in group B.

Three batches of incubation experiments were carried
out, containing 26 PCB microelectrodes in total. In the first
batch, EIS and sensitivity tests were carried out (on two
electrodes at each single time point) at 5, 10, 15, 30, 45,
and 60 minutes after incubation. In the second and third
batches, four electrodes from each group were incubated
for periods ranging from 1 hour up to 4 hours and 36
hours, to assess mid- and long-term incubation effects.

A total of 24 CMOS electrodes were analyzed. This
included four freshly prepared and/or healthy electrodes.
Due to the limited availability of CMOS electrodes, batch
failure induction experiments were impractical. Instead, a
total of 20 CMOS microelectrodes that had already failed
during our previous studies were used.

C. PCB Electrode Characterization

EIS measurements were performed before and after in-
cubation in PBS with 5 mM potassium ferri/ferrocyanide.
The frequency ranges from 1 MHz to 0.1 Hz, yielding
71 complex impedance values. Electrode performance
was characterized using cyclic voltammetry (CV) mea-
surements conducted in 5 mM and 2.5 mM potassium
ferri/ferrocyanide solutions. The applied potential ranged
from 0 V to 0.4 V, with a scan rate of 0.1 V/s. Sensitivity was
defined as the difference in the oxidation peak currents
on the two voltammograms divided by the difference in
concentration. Electrodes exhibiting sensitivity lower than
half that of fresh electrodes were labelled as failed.

A total of 107 measurements were obtained from the
PCB electrodes in groups A and B.

III. RESULTS AND DISCUSSION
A. PCB electrodes

Among the 107 measurements, 55 were obtained from
newly electroplated electrodes. These data showed con-
sistent results, with an average initial sensitivity of
327 nA/mM and a standard deviation of 4.8 nA/mM.
The threshold for classifying an electrode faulty based on
changes in its sensitivity alone was set at half the initial
sensitivity, 163 nA/mM. EIS results were analyzed using
the Randles equivalent circuit to model the kinetics of
electrochemical reactions at the electrode interface. Cir-
cuit parameters from new electrodes showed a maximum
variation of 6.7%, indicating a relatively low inter-electrode
variation.

1) Failure Categories

Out of the 52 data points obtained after incubation,
10 electrodes maintained sensitivities above the threshold
(163 nA/mM) and exhibited clear, distinct peaks in CV
measurements. These were labelled as healthy. The re-
maining 42 electrodes were labelled as failed. The analysis
of the CV and EIS of these reveals three distinct categories
of failure.
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Fig. 2: Examples of (a) CV and (b) EIS measurements on a healthy
electrode (black), an electrode with indistinct CV peaks (red),
and a deformed CV curve (blue). (c) RC-equivalent circuit of
microelectrodes, showing constant phase element (CPE), War-
burg component (Z,), solution (R,), charge transfer resistance
(R.;), and an inductance L. (d) Example Nyquist plot of a
faulty microelectrode where impedance values fluctuate and an
inductance effect appears, highlighted by a red semicircle.

() Low Sensitivity - This is directly seen from the
decreased peak current in an otherwise normal-looking
cyclic voltammogram. This coexists with an increased
charge transfer resistance (R.;). The increase in R, indi-
cates hindered charge exchange between the electrode and
the solution that can be attributed to adsorbed materials
or to the formation of passivation layers on the electrode
surface that reduce the effective electrode area.

(II) Indistinct CV Peaks - where the oxidation and re-
duction peaks do not appear anymore in the CV, as shown
in red voltammogram in Fig. 2a. This is accompanied by
a decrease in the constant phase element (CPE) factor
N. It decreases from an average of 0.98, observed in
new electrodes as well as the other two types of faulty
electrodes, to below 0.7. indicating deviation from ideal
capacitive behaviour. Smaller N values lead to a current,
which is proportional to the applied voltage, interfering
the faradic peak current in CV. This phenomenon is likely
due to the inhomogeneities of the double-layer structure
induced by the non-uniform biofouling and passivation
layer, which lead to a distribution of capacitive elements
with different time constants. [27], [28].

(ITI) Deformed CV - where CV displays distorted peaks
with the anodic and cathodic scans being asymmetric and
crossing over. One example is shown in the blue voltam-
mogram in Fig. 2a. It was observed that the deformations
in the CV were always accompanied by fluctuations in the
low-frequency range of EIS, an example of which is as
shown in Fig. 2b. There was a total of 9 electrodes with
deformed CV. Three of these also showed a clear inductive
behaviour as shown in Fig. 2d. The inductive behaviour in-
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Fig. 3: (a) Feature importance scores of each frequency extracted
from PCB microelectrodes (black) and CMOS microelectrodes
(red). (b) The average A|Y|y derived from all fluctuating elec-
trodes on PCB and CMOS.

dicates a Volmer-Heyrovsky mechanism involving adsorp-
tion and desorption processes [29]. This behaviour aligns
with HMP processes where halide ions first adsorb to the
gold surface, then electrochemically react with gold, and
finally, the gold complex desorbs from the electrode [16].
Another possible mechanism contributing to the inductive
behaviour is the light-triggered reaction between gold and
potassium ferri/ferrocyanide [9], which electrochemically
etches gold. It should be noted that although the inductive
behaviour does not intrinsically lead to fluctuation in low-
frequencies, the formation of the non-uniform passivation
layer and the delamination caused by etching can lead to
fluctuation in the pseudo-inductance.

2) Detection of Failure

Since the variations in R.; and N significantly affect
the impedance, the associated failures can be detected
by measuring the admittance magnitude (|Y]). However,
failures that involve impedance fluctuation are difficult to
detect by simple threshold comparisons. Therefore, a two-
step classification approach is proposed.

3) First-Step Classification

All obtained EIS data were first labelled as (I) healthy or
(IT) faulty without fluctuating EIS (WOFE) and (III) faulty
with fluctuating EIS (WFE). Those in the WFE group were
excluded. To assess the importance of each frequency in
predicting failure, a total of 71 |Y| values measured at
frequencies from 0.1 Hz to 1 MHz were used to train
10,000 random forest classifiers. The results plotted in
Fig. 3a show two frequencies, 0.6 Hz and 300 Hz, to
be most significant. The decision tree classifier was then
trained with different numbers of features (i.e. impedance
measured at a single frequency) starting with the most
important frequencies. Training was done on 80% of the
data and validating on the remaining 20% plus all fluctuat-
ing measurements. We found that using only the top two
frequencies provides good classification accuracy. Using
a few more frequencies will only increase the accuracy
by less than 1% while using higher than five frequencies
decreases the accuracy because the less important fre-
quencies are less related to the health state. since accuracy
does not significantly improve with the addition of more
frequencies. The threshold values for these two features
were determined by averaging specific decision thresholds
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Fig. 4: Flowchart of the two-step classification

over all trained decision trees with these two features. The
accuracy of the classification was assessed with all 107
measurements and found to be 83%.Notably, while 87%
of healthy and WOFE electrodes were correctly classified,
only 44% of the WFE were correctly detected in this step.
A second step classification was therefore designed to
improve the detection of WFE electrodes.

4) Second-Step Classification

The variation in repeat admittance measurement at a
single frequency, f3;, is found to be an effective feature
in detecting WFE electrodes. This is calculated using the
following equation:

|Ylef,2—Yleg1

min(|Yleg,1,1Yleg,2)
where |Y|ef,1 and |Y ey, » are the magnitudes of the admit-
tances measured at f; the first and second times, respec-
tively. The frequency, f; was selected where the variation of
the admittance is maximum. This was found by calculating
the average normalised difference between admittance
at adjacent frequencies among all WFE electrodes. The
average and standard deviation of A|Y} |y were found to be
0.07 £ 0.008 27!, and 0.35 + 0.14 Q! for the healthy and
WEFE electrodes, respectively. A threshold of 0.2 7' was
therefore selected. This step achieved 100% accuracy in
detecting WFE electrodes, improving the overall classifier
accuracy to 87.9%. The two-step classifier in summarised
in a flowchart in Fig. 4, with the parameters extracted from
the trained decision tree listed in Table II:

AlY|y =]

1)

TABLE II: Optimized Classifier Parameters

Parameter (Units) PCB Microelectrode = CMOS Microelectrode

fi (Hz) 0.6 60
f» (Hz) 300 800
fz (Hz) 50 15
[Ylnf (S 1.12x 107 1.64x 1074
Y ltn,p (S) 5.87 x 1072 8.11x107*
AlY |, g, 0.2 0.2
Accuracy 88% 92%

B. CMOS electrodes

With only 24 measurements from the CMOS chips, re-
training the classifier was infeasible. Instead, a data scaling
technique was implemented, to generate synthetic data
from the healthy PCB electrodes (overall 65 electrodes).To
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Fig. 5: Circuit implementation of fault detection technique. (H/F:
Healthy/Faulty)

do this, the R.,, CPE and Z, of the PCB electrodes
were firstly estimated from the impedance information.
These were then scaled using the ratio of the areas of the

PCB and CMOS electrodes, 2:63%1 )2 to obtain equivalent
values in the CMOS electrode size. R,, and CPE are
proportional to % while the Warburg impedance, Z,, is
proportional to LA). The obtained values agree with the
EIS measured from the newly fabricated CMOS microelec-
trode, which proves the viability of the method.

The EIS data from faulty PCB electrodes are not suitable
for conversion due to relatively high errors in extracting
the circuit parameters using circuit fitting. The 65 synthetic
and 24 CMOS measurements were used to train the CMOS
classifier following the same procedure as PCB electrodes.
The main parameters of the classifier are listed in Table II.
The classifier achieved 87.5% accuracy in the first step.

This is improved to 91.7% after the second step.

C. Circuit Implementation

A simplified block diagram of a circuit to implement
the proposed 2-step classification is presented in Fig. 5.
The circuit includes an excitation signal generator (po-
tentially implemented using a direct digital synthesizer)
that sequentially produces sine waves at the three critical
frequencies with a small amplitude (typically 10 mV), with
a current readout circuit followed by a peak detector to
measure the amplitude of electrode current, which is a
scaled version of |Y|. Further experiments are planned
with the sensors to identify the maximum acceptable
voltage step in the sine wave. The decision tree can
be implemented through a mix of digital and analogue
blocks or a fully digital circuit that includes a digital state
machine, a look-up table and digital comparators. The
majority of the analogue and data converter circuits can
be shared with the amperometric readout circuit which
substantially reduces the overhead of the classifier.

IV. CONCLUSION

A two-step failure detection technique for gold-plated
CMOS microelectrodes is presented that achieves 92%
accuracy. The classifier detects electrodes with decreased
sensitivity or deformed CV curves by measuring admit-
tance at three specific frequencies and comparing them
with set thresholds. The proposed electrode classification
technique can be easily implemented on-chip with mini-
mal overhead compared to alternative techniques. Future
work includes expanding the classifier to dynamically
adjust parameters for long-term monitoring.
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