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Agenda

■ Oblivious ledgers

■ Using assets with oblivious ledgers

■ Creating assets
■ Updating assets
■ Transferring assets

■ Privacy: Chaumian tokens as assets

■ Authoritativeness: Oblivious distributed ledgers
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Oblivious ledgers

Consider an associative array mapping keys ki to values vi, as follows:

(k0 → v0, k1 → v1, · · · , kn → vn) (1)

Define a root G as the output of a well-known hash function h applied to
the associative array:

G = h(k0 → v0, k1 → v1, · · · , kn → vn) (2)

Consider a ledger operator who accepts contributions of key-value pairs
from its clients and incorporates those pairs into an associative array.

An oblivious ledger L is a sequence of roots generated by a ledger
operator at discrete time intervals, as follows:

GL,0, GL,1, · · · , GL,t (3)
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Oblivious ledgers are not new

Surety, an American firm founded in 1994,
uses an oblivious ledger to provide a notari-
sation service wherein clients provide hashes
of their transactions, and the ledger operator
publishes a root once per week.

Notarisation requires a way to prove that a
transaction has been included.

■ With Merkle trees, proofs of inclusion
can be done efficiently, O(lg n).

■ With Merkle tries, proofs of exclusion
can be done just as fast.

It is a “blockchain” data structure, but not
decentralised; the central operator (Surety)
must be trusted to not equivocate.
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Creating assets

The initial owner of an asset begins by creating a vector F0 containing
three fields, as follows:

F0 ← (u0, GL,i, k1) (4)

■ u0 : an arbitrary message (may be empty)

■ GL,i : a reference to a specific root i of an oblivious ledger L

■ k1 : the public key matching a new, one-time private key k∗1

The initial owner then creates an asset by combining the vector F0 with a
genesis signature, as follows:

A0 ← ( F0 , s(h( F0 ), k0)) (5)

■ s(d, k) : signed copy of some data d verifiable by a public key k

■ k0 : a long-term key held by some issuer (or the initial owner, if the
owner is allowed to create assets)
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Updating assets

To update an asset, an owner must register the update with an integrity
provider (notarisation service). The owner at sequence number j must
create an update vector Fj containing three fields, as follows:

Fj ← (uj , GL,i, kj+1) (6)

■ uj : an indication of the type or nature of the update

■ GL,i : a reference to a specific root i of an oblivious ledger L (or
empty, if the current ledger is to be retained)

■ kj+1 : the public key matching a new, one-time private key k∗j+1

The asset owner then signs the update vector, creating an update Aj :

Aj ← ( Fj , s(h( Fj ), kj)) (7)

Finally, the asset owner submits kj and s(h( Fj ), kj) to an integrity
provider in exchange for a proof of inclusion.
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Transferring assets

If an owner at sequence number j (the “old owner”) wishes to transfer an
asset to a new owner (at sequence number j + 1), then the owner of
sequence number j must create an update vector:

Fj ← (uj , GL,i, kj+1) (8)

To complete the transfer, kj+1 must be provided by the new owner. Then,
the old owner creates the update:

Aj ← ( Fj , s(h( Fj ), kj)) (9)

Once the old owner shares (A0, · · · , Aj) with the new owner, the new
owner has possession of the asset.

Once kj and s(h( Fj ), kj) are shared with the integrity provider specified
in Fj−1, the new owner has control of the asset. (It is possible for the
new owner to have control without possession.)
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Privacy

Following Chaum1, suppose that we have a function b such that:

b−1(s(b(d), k)) = s(d, k) (10)

Then, the initial owner of an asset can send b(h( F0 )) to an issuer, who

will be able to create the signature s(b(h( F0 )), k0). The initial owner can

then apply b−1, yielding s(h( F0 ), k0).

If the asset A0 represents a fungible token, then the initial owner can
transfer this token without revealing its identity or any pseudonym.

Alternatively, the initial owner can furnish to the new owner a
zero-knowledge proof linking the vector Fj to the ledger GL:

zk( Fj , GL) (11)

1D Chaum, Blind Signatures for Untraceable Payments. http://www.hit.bme.hu/

~buttyan/courses/BMEVIHIM219/2009/Chaum.BlindSigForPayment.1982.PDF
Geoff Goodell (University College London) Obliviously Managed Transactions 18 October 2024 8 / 12

http://www.hit.bme.hu/~buttyan/courses/BMEVIHIM219/2009/Chaum.BlindSigForPayment.1982.PDF
http://www.hit.bme.hu/~buttyan/courses/BMEVIHIM219/2009/Chaum.BlindSigForPayment.1982.PDF


Authoritative records

There is a persistent risk that notarisation services might equivocate by
producing two different versions of some GL,i.

In traditional records management systems, the authoritativeness of a
record depends upon indexing the identity of the records manager in some
juridical context.

In distributed ledger systems, the authoritativeness of a record depends
upon the immutability of the ledger, which is an emergent property of the
independence of its validators.
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Preventing equivocation with DLT

From time to time, integrity providers may commit their roots GL,i to a
distributed ledger, which can combine the roots produced by n different
ledgers at a given time t, as follows:

GD,t = h(kL1 → GL1,t, kL2 → GL2,t, · · · , kLn → GLn,t) (12)

Proofs of inclusion or exclusion of integrity provider roots can be furnished
by participants in the DLT system, and they can be combined with proofs
provided by integrity providers to provide assurance that the integrity
providers did not equivocate.

In general, proofs can be stacked: roots of integrity providers or DLT
systems can be committed into ledgers successively, without limit.
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