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Abstract

Departing from traditional data security-oriented designs, the aim of anonymizing techniques is

to conceal the transmitters’ identities during communications to all possible receivers. In this work,

joint anonymous transceiver design at the physical (PHY) layer is investigated. We first present sender

detection error rate (DER) performance analysis, where closed-form expression of DER is derived for

a generic precoding scheme applied at the transmitter side. Based on the tight DER expression, a fully

DER-tunable anonymous transceiver design is demonstrated. An alias channel-based combiner is first

proposed, which helps the receiver find a Euclidean space that is close to the propagation channel of

the received signal for high quality reception, but does not rely on the recognition of the real sender’s

channel. Then, two novel anonymous precoders are proposed under a given DER requirement, one

being able to provide full multiplexing performance, and the other flexibly adjusting the number of

multiplexing streams with further consideration of the receive-reliability. Simulation demonstrates that

the proposed joint transceiver design can always guarantee the subscribed DER performance, while well

striking the trading-off among the multiplexing, diversity and anonymity performance.
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I. INTRODUCTION

In last decades, wireless communications security has been extensively investigated at all

network layers, from the upper layers to the physical layer (PHY) [1]. Related topics range from

cryptographic primitives to information-theoretic designs, including but not limited to encryption,

authentication [2], secure precoding plus artificial noise [3], cooperative jamming [4] [5] [6],

PHY authentication [7], covert communications [8], among others. In general, the aim of data

security is to prevent confidential data from being exploited by external eavesdroppers. With

5G and looking towards 6G, new applications have emerged, requiring new types of security

and privacy. For example, users may need to offload their data to a legitimate edge receiver

for obtaining utility, such as e-voting, remote-health, computing and recording [9]. During that

process, a curious receiver may infer the user’s identity (ID) or other non-shared data, such as

the individual’s lifestyle, habits, and whereabouts. This constitutes privacy leakage towards a

legitimate but curious communication party. Different from ensuring data security, the aim of

privacy protection is to guarantee accuracy of the released data for utility, while minimizing

the receiver’s capability to infer the non-shared information [10]. For example, the well-known

“differential privacy” was first proposed in querying databases, aiming at answering queries while

ensuring privacy of individual records in the datasets [11]. The design principle is to suppress

the receiver’s gain in terms of the probability of correctly guessing the non-shared sensitive

information after observing the disclosed data, by perturbing the released data. The concept

of differential privacy recently has been extended to maximal leakage logarithmic gain [12],

α-leakage and maximal α-leakage [13], and other divergence-based metrics. Nevertheless, this

mechanism reduces the fidelity of the released data, and thus is mainly used for data statistics,

such as average and variance of income [13] [14].

To countermeasure privacy leakage while guaranteeing data accuracy, the concept of anony-

mous communication has attracted attention in recent years. It is also termed as user anonymity

design, referring to the absence of identifying information of an individual in the transmitted

signal [15]. The design principle is to mask the user’s ID and other associated characteristics
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towards a legitimate receiver, while ensuring reliable detection of the shared data for com-

munication by the same receiver. For example, the anonymous authentication and encryption

designs at higher layers let the sender apply pseudo accounts, instead of its real ID, during the

authentication and encryption process [16]. However, a curious receiver may analyze the data

traffic at the network layer, and associate the traffic pattern with a specific user’ ID. For stronger

anonymity, a user can complicate the routing path via a number of proxy servers, such as the

onion networks [17], where the traffic characteristics are hidden by the extended routing length.

However, merely removing users’ IDs and higher layer network information (routes) may still not

provide sufficient protection. Indeed, the released information, when coupled with a user’s unique

channel characteristic, can reveal the identity of an individual at the PHY layer. As a result, a

receiver can analyze the signalling patterns of the received signal to unmask the data sender,

referred to as PHY sender detection [15]. To counteract the PHY sender detection, the concept of

anonymous precoding was proposed in [18]. Different from the classic throughput maximization

[19], power minimization [20], minimization of weighted-sum of mean square error [21], or other

anonymity-agnostic precoders [22], anonymous precoding incorporates a so-called anonymous

constraint. Its purpose is to eliminate the user-dependent channel characteristics from the received

signal, so that aliases can be intentionally created [18]. As per [18], aliases are a subset of the

multiple access channel users, that the precoder mimics, to prohibit sender identification at the

receiver side. As a result, when the receiver tries to associate certain channel characteristic to

a specific user for sender detection, the detection error rate (DER) performance is significantly

degraded. As a further step, the work in [23] investigated the anonymous precoding design from

the perspective of anonymity entropy, which aims at scrambling the receiver’s detection as much

as possible by an iterative algorithm.

There are still open challenges in the area of anonymous precoder design. 1) The DER

performance of the anonymity-agnostic or anonymous precoders are only numerically evalu-

ated so far. As there is no DER performance analysis for generic precoders, the anonymity

performance gain of the anonymous precoder has not been quantified yet. Hence, the precoder

of [18] relies on an empirical anonymous constraint, which provides qualitative DER only. Also,

the target of the anonymous precoder in [23] is to scramble the DER performance as much as

possible. Its anonymity comes at the cost of significant degree-of-freedom (DoF) reduction of

the precoder design. 2) The existing anonymous precoding cannot provide a fully tunable DER

performance. In practice, heterogeneous anonymity performance may be required. For example,
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reporting physiological signal in e-Health has high anonymity requirement, but offloading non-

sensitive data has low anonymity requirement. 3) The existing anonymous precoders cannot

strike a good tradeoff among the anonymity, multiplexing, and diversity performance. With joint

precoder and combiner design, the classic anonymity-agnostic precoders are able to multiplex up

to min{Nr, Nt} streams, with Nr and Nt denoting the number of receive- and transmit-antennas.

However, in anonymous communications, as the receiver is unaware who the real sender is, it is

challenging to design a channel-dependent combiner at the receiver-side. The existing anonymous

precoders either use an equal-gain combiner, where only one data stream is conveyed and have

poor multiplexing performance, or the existing anonymous precoders treat each receive-antenna

as an individual receiver for multiplexing (thus no combiner is performed), where per stream

receive-reliability is not guaranteed and have low diversity performance.

Motivated by the above challenges, in this work we present a DER-tunable anonymous

transceiver design, and strike the balance among the anonymity, multiplexing, and diversity

performance. Our contributions can be summarized as follows.

• We first present analytic anonymity DER performance, where the closed-form of the DER

is derived for generic precoders. It is demonstrated that the DER acts as a function of PHY

parameters, i.e., block length, applied precoder, and noise statistics. The derived closed-form

expression is shown to be tight to the true DER result, regardless of the system antenna

configuration.

• Aided by the quantitative DER analysis, we then propose a framework for DER-tunable

joint transceiver design. Explicitly, with a threshold DER requirement, we first calculate

the minimum number of user aliases and formulate a corresponding anonymous constraint

towards the dissipated signalling pattern. This constraint creates a set of artificial alias

channels that mask the true channel of the sender. Then, an alias channel based combiner is

proposed for high quality reception. This combiner finds a Euclidean space that is close to

the propagation channel of the received signal, but does not rely on the recognition of the

real sender’s channel. Hence, the receiver only needs to build a combiner for an approximate

channel based on the set of alias channels, to enable reliable shared-data detection, while

it does not need to infer the sender’s identity.

• A so called lower-bound anonymity (LBA) precoder is designed to multiplex min{Nr, Nt}

spatial streams, while ensuring that the obtained DER is strictly higher than the minimum

required for anonymity. As a further step, we demonstrate that the upper bound of the shared-
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data error probability directly depends on that of each spatial stream, which is then used to

build a per-stream receive-SNR constraint for the purpose of diversity (reliability). Then,

a diversity-multiplexing-tradeoff lower-bound anonymity (DM-LBA) precoder is further

proposed, which adaptively finds the reasonable number of multiplexing streams with system

anonymity as well as diversity requirements. Hence, the DM-LBA precoder well trades-off

the diversity, multiplexing and anonymity performance.

Notations: Matrices and vectors are represented by boldface capital and lower case letters,

respectively. | · | calculates the absolute value of a complex number or denotes cardinality of a

set. || · ||p calculates the p-norm. (·)T and (·)H denote transpose and Hermitian transpose of a

matrix. In denotes an n-by-n identity matrix. E(·) and V(·) represent expectation and variance

of a random variable. N{·} denotes Gaussian distribution.

II. SYSTEM MODEL AND SENDER DETECTION

In this section, system model and sender detection are demonstrated in subsection II-A and

B, respectively.

A. System Model

We consider an anonymous multiuser multiple-input and multiple-output (MIMO) scenario,

where K (|K| = K, K denotes the user set) users anonymously transmit shared-data to a base

station (BS) in a time-division manner, without leaking their identities. Assume that the BS

is equipped with Nr receive-antennas, while each user is equipped with Nt transmit-antennas.

Typically, the number of the receive-antennas is larger than that of the transmit-antennas (Nr >

Nt) at uplink transmission. Define Hk ∈ CNr×Nt as the channel between the k-th user and

the BS. Define Wk and S as the precoding matrix and transmitted symbol matrix at the k-th

user, i.e., WkS ∈ CNt×L with L denoting block-length. The received signal at the BS is then

calculated as

Y = HkWkS +Z, (1)

where Z ∈ CNr×L denotes the circularly symmetric complex Gaussian (CSCG) noise with

variance σ2.
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B. Sender Detection

For completeness, let us briefly describe the least-Euclidean distance based detector [18].

The BS has knowledge of all users propagation channels Hk, k ∈ K, and only analyzes PHY

information, i.e., the inherent characteristics of the received signal to reveal the identity of the

sender k. A multiple hypotheses testing (MHT) problem is formulated as

Y =



H0 : Z,

H1 : H1W1S +Z,

...

HK : HKWKS +Z,

(2)

Explicitly, the hypothesis H0 denotes that there is no transmission and only noise appears at

the BS, while hypothesis Hk means there is a signal coming from the k-th user. The distinction

between hypothesis H0 and the rest can be performed through classic energy detection [24],

where the test statistic is compared against a threshold β, i.e.,

Λ(Y ) =
||Y ||2F
NrL

H1∼HK

⪌
H0

β, (3)

where || · ||F denotes the Frobenius norm. The value of threshold β is set based on the Neyman-

Pearson criterion. Once H0 is decided as a false hypothesis, the BS turns to detect the origin of

the signal. As shown in (1), the characteristic of the received signal is coupled to the channel of

the sender. Suppose that the BS utilizes the correct propagation channel for testing, the maximum

likelihood estimation (MLE) of the transmitted signal is given as X̂k = H†
kY , where H†

k =

(HH
k Hk)

−1HH
k . Then, a re-constructed signal is given as Ŷk = HkX̂k = HkWkS+HkH

†
kZ.

The Euclidean distance between the re-constructed signal Ŷk and the actual signal Y is calculated

as dk = ||Y − Ŷk||2 = ||(HkH
†
k − INr)Z||2. On the other hand, if the BS uses the i-th user’s

channel for testing, i ∈ K, i ̸= k, the Euclidean distance between the actual signal Y and re-

constructed signal Ŷi is calculated as di = ||(HiH
†
i − INr)HkWkS + (HiH

†
i − INr)Z||2F . As

dk only contains a colored-noise term, there is high probability that the value of di is larger than

that of dk. Hence, the sender detector in [18] points out that the BS can use different possible

channels for testing, and classifies the one having the smallest Euclidean distance to the received

signal, i.e., min
k∈K

{||Y −H1H
†
1Y ||2F , ..., ||Y −HKH

†
KY ||2F} as the sender.
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III. ANALYTICAL CLOSED-FORM DERIVATION OF THE SENDER DETECTION ERROR RATE

In this section, we analyze the PHY DER of the BS, where the result is used to aid the joint

anonymous transceiver design to be presented in Section IV. Define type-k error probability as

the probability that, given event Hk, the receiver falsely declares either that no one sends, or that

a user other than user k sends. For the considered MHT problem, the type-k error probability

measures the DER performance, given as

τ = 1− Pr(Λ(Y ) ≥ β|Hk)︸ ︷︷ ︸
a

K∏
i=1,i̸=k

Pr(di ≥ dk|Hk)︸ ︷︷ ︸
b

,
(4)

where the term “a” represents the probability that, under event Hk, the BS correctly declares the

presence of an incoming signal. The term “b” represents the probability that, given event Hk, the

BS correctly identifies the signal coming from user k. In practice, though the sender detection is

always performed at the block-level, the precoder may change at block- or symbol-level. Hence,

in the following, we analyze the DER of generic block- and symbol-level precoders respectively.

A. DER of Generic Block-Level Precoders

A generic block-level (BL) precoder Wk is a function of the sender’s channel [21], i.e.,
Wk = f(Hk), which thus remains constant in each block1. Hence, for a block duration consisting
of L symbol vectors, the term “a” is the complement of the probability of miss detection,
calculated as

Pr(Λ(Y ) ≥ β|Hk) = 1− Pr(Λ(Y ) < β|Hk) = 1−F(
2βLNr

σ2
), (5)

where the proof can be similarly found in [25] [26] and thus is omitted to avoid repetition. F(·)

denotes the cdf of a non-central Chi-Square random variable with 2LNr DoF and non-centrality

parameter 2||HkWkS||2F
σ2 . Now, we analyze the probability that, under event Hk, the BS correctly

declares event Hi being false, i.e., Pr(di ≥ dk|Hk) in term “b”. Evidently, we first need to

investigate the statistical distributions of the variables dk and di, respectively.

For the simplicity of notation, let Ξk = HkH
†
k−INr , ∀k ∈ K. Recall that dk is in a quadratic

form with respect to (w.r.t.) the noise term. Assuming independent and identically distributed

(i.i.d.) channel and noise statistics, the expectation and variance of dk are calculated as

1[21] formulated a series of linear precoders for the class of Schur-concave and Schur-convex cost functions, which encompass

most of the existing precoders. We refer readers to [21] for details.
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E{||ΞkZ||2F } = Lσ2tr
(
ΞH

k Ξk), (6)

and

V{||ΞkZ||2F } = Lσ4tr
(
ΞH

k ΞkΞ
H
k Ξk

)
, (7)

where proof is shown in Appendix A. On the other hand, the value of di is related to the precoding

matrix Wk and noise. Let Vi = ΞiHkWkS. di can be calculated as di = ||Vi + ΞiZ||2F .

Define an operator vec(·) which stacks columns of a matrix into a vector, and thus we have

di = ||Vi +ΞiZ||2F = ||vec(Vi +ΞiZ)||22. The expectation of di is given as

E{di} = E{tr(vec(Vi +ΞiZ)vec(Vi +ΞiZ)H)}

= tr(E{vec(Vi +ΞiZ)vec(Vi +ΞiZ)H})

= Lσ2tr(ΞH
i Ξi) + tr(V H

i Vi),

(8)

and its variance is given as

V{di} = Lσ4tr(ΞH
i ΞiΞ

H
i Ξi) + 2σ2tr(V H

i ΞH
i ΞiVi), (9)

where the derivation of the variance is similar to that in Appendix, and thus is omitted due to

page limitation.

Now, we have obtained the expectation and variance of dk and di, but their exact statistic

distribution may still be difficult to know. In fact, the values of dk and di are contributed

by NrL samples. Leveraging the central limit theorem by allowing L to grow large, we thus

approximate dk and di by a Gaussian distribution. On defining a variable ζi = dk − di, we have

that Pr(di ≥ dk|Hk) = Pr(ζi ≤ 0|Hk). Since the difference of di and dk still follows a Gaussian

distribution, the expectation of ζi is given as

E{ζi} = E{dk} − E{di} = Lσ2tr(ΞH
k Ξk −ΞH

i Ξi)− tr(V H
i Vi), (10)

where the term tr(ΞH
k Ξk −ΞH

i Ξi) can be reduced to
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tr(ΞH
k Ξk −ΞH

i Ξi)

= tr
(
(HkH

†
k − INr

)H(HkH
†
k − INr

)
)
− tr

(
(HiH

†
i − INr

)H(HiH
†
i − INr

)
)

= tr
(
INr

−Hk(H
H
k Hk)

−1HH
k )

)
− tr

(
INr

−Hi(H
H
i Hi)

−1HH
i )

)
= tr(INr

)− tr(INt
)−

(
tr(INr

)− tr(INt
)
)
= 0.

(11)

Hence, (10) can be simplified into

E{ζi} = −tr(V H
i Vi). (12)

Also, the variance of ζi is given as

V{ζi} = V{dk}+ V{di} − 2cov{dk, di}
c≃

σ4Ltr(ΞH
i ΞiΞ

H
i Ξi +ΞH

k ΞkΞ
H
k Ξk) + 2σ2tr(V H

i ΞH
i ΞiVi),

(13)

where step “c” is due to ignoring the covariance term of two weakly correlated variables. Similar

to the derivation in (11), we find that tr(ΞH
i ΞiΞ

H
i Ξi) = tr(ΞH

i Ξi) and tr(ΞH
k ΞkΞ

H
k Ξk) =

tr(ΞH
k Ξk). Thus, (13) can be simplified into

V{ζi} = σ4Ltr(ΞH
i Ξi +ΞH

k Ξk) + 2σ2tr(V H
i Vi). (14)

For the Gaussian distributed variable ζi, the value of Pr(ζi ≤ 0|Hk) is determined by its

cumulative density function (cdf), calculated as

Pr(ζi ≤ 0|Hk) =

∫ 0

−∞
fζi(t)dt =

1

2

(
1 + erf(

0− E(ζi)√
2V(ζi)

)
)
, (15)

where fζi(·) denotes the probability distribution function (pdf) of the variable ζi, and erf(·)

denotes the erf function, i.e., erf(x) = 2√
π

∫ x

0
e−t2dt. Substituting (12) and (14) into (15) yields

Pr(ζi ≤ 0|Hk) =
1

2

(
1 + erf(

tr(V H
i Vi)√

2σ4Ltr(ΞH
i Ξi +ΞH

k Ξk) + 4σ2tr(V H
i Vi)

)
)
. (16)

Substituting (5) and (16) into (4), the DER with a generic BL precoder is given in the closed-

form of
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τBL = 1− (1−F(
2βLNr

σ2
))

K∏
i,i̸=k

1 + erf(
tr(V H

i Vi)√
2σ4Ltr(ΞH

i Ξi+ΞH
k Ξk)+4σ2tr(V H

i Vi)
)

2
, (17)

With a small valued β, the term F(2βLNr

σ2 ) approaches 0, which denotes that the miss detection

rate can be ignored. Though Neyman-Pearson criterion indicates that a small value of β may

raise the probability of false alarm, its effect can be significantly mitigated due to the multiple

antennas at the BS [26] [24]. Ignoring the effect of miss detection, a tight bound of the DER is

given as

τBL = 1−
K∏

i,i̸=k

1 + erf(
tr(V H

i Vi)√
2σ4Ltr(ΞH

i Ξi+ΞH
k Ξk)+4σ2tr(V H

i Vi)
)

2
. (18)

B. DER of Generic Symbol-Level Precoders

The symbol-level (SL) precoder is able to exploit the correlation among the channels and the

transmitted symbols for its precoder design [28], which is written as function of the channel and

the transmitted symbol vector. Hence, we now introduce a superscript l as the index of symbol

slot, i.e., S = [s(1), ..., s(L)] and s(l) ∈ CN×1. The SL precoder is given as W
(l)
k = f(Hk, s

(l)
k ),

l = 1, ..., L. Evidently, the term “a” still follows Chi-square distribution, but with a non-central

parameter 2
∑L

l=1 ||HkW
(l)
k s(l)||2

σ2 . As shown by (6)-(7), the statistics of dk is dependent from the

precoder design, and thus we only need to re-calculate di. Define v
(l)
i = ΞiHkW

(l)
k s(l), ∀i. The

value of di is calculated as di =
∑L

l=1 ||v
(l)
i + Ξiz||2. Note that as noise is independent of the

symbol slot, the index l is omitted from the noise term. We have

E{di} = E{
L∑

l=1

tr((v
(l)
i +Ξiz)(v

(l)
i +Ξiz)

H)}

= Lσ2tr(ΞH
i Ξi) +

L∑
l=1

(v
(l)
i )Hv

(l)
i ,

(19)

On the other hand, the variance of di is written as

V{di} = Lσ4tr(ΞH
i Ξi) + 2σ2

L∑
l=1

(v
(l)
i )HΞH

i Ξiv
(l)
i , (20)

Similarly, let ζi = dk − di for the considered block. Its expectation is given as
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E{ζi} = −
L∑

l=1

(v
(l)
i )Hv

(l)
i , (21)

and its variance is given as

V{ζi} = σ4Ltr(ΞH
i Ξi +ΞH

k Ξk) + 2σ2
L∑

l=1

(v
(l)
i )Hv

(l)
i . (22)

Substituting (21) and (22) into (16), the DER with a generic SL precoder is given as

τSL = 1−
K∏

i,i̸=k

1 + erf(
∑L

l=1(v
(l)
i )Hv

(l)
i ,√

2σ4Ltr(ΞH
i Ξi+ΞH

k Ξk)+4σ2
∑L

l=1(v
(l)
i )Hv

(l)
i

)

2
. (23)

To verify the above analysis, Fig. 1 shows the simulation and theoretic DER performance

for some classic precoders applied at the user side. Explicitly, we use minimum mean square

error (MMSE) and singular value decomposition (SVD) precoders as the representatives of BL

precoders, and use constructive interference (CI) precoder as the representative of SL precoder.

It is observed that regardless of BLP and SLP, the derived analytic DER is tight to the simulation

result, where the deviation between the simulation and theoretic results is below the level of 10−2.

Also, the DER approaches 0 at SNR regions above 5 dB, where the reasons are summarized in

below Remarks.

Remark 1: For anonymity-agnostic precoders, the received signal HkWkS excluding noise

generally does not lie in the null-space of Ξi, ∀i ̸= k. Hence, tr(V H
i Vi) is a non-zero finite

valued number. At moderate and high transmit-SNR regions, a small value of noise variance

makes the value of the erf function in (18) approach 1. As a result, by generic anonymity-agnostic

precoders, the value of τ = 1−
∏K

i,i ̸=k
1+1
2

becomes 0, meaning that the BS can perfectly reveal

the real sender. The some observation also applies to SL precoders. ■

Remark 2: A large value of block length L helps reduce the value of DER. It is because

the erf function is a non-decreasing function with w.r.t L. A extreme case would be L → ∞. It

equivalently means that there are infinite numbers of samples for testing, and thus the DER by

generic anonymity-agnostic precoders approaches 0 at all SNR regions. Also, the noise status

has impact on the value of DER. ■
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Fig. 1. Simulations vs. theoretic result of the DER performance, where K = 5 users, Nr = 6 and Nt = 5.

Following Remarks 1 and 2, the only manageable variable at the transmitter side for scrambling

the DER performance is the precoder 2. Hence, the design principle of the anonymous precoders

is manipulating the transmitted signaling pattern, so that a user (which is termed to as alias

sender) other than user k becomes an equally likely sender from the perspective of the BS.

IV. ANONYMOUS JOINT TRANSCEIVER DESIGN

Under a threshold DER performance, we aim at multiplexing N = min{Nt, Nr} streams as
that of anonymity-agnostic precoders, while providing reasonable per-stream SINR performance
for communication. Aided by a combiner C ∈ CN×Nr , the combined signal is given as

R = CY = H̃kWkS + Z̃, (24)

where H̃k = CHk = [hH
k1, ...,h

H
kNt

]H denotes the equivalent propagation channel of user k, and

the vector hkn ∈ C1×Nt denotes the channel of the n stream. Decompose Wk = [wk1, ...,wkN ],

where wkn ∈ CNt×1 denotes the precoding vector of the n-th stream of user k. Z̃ = CZ denotes

the equivalent noise. Hence, the SINR of the n-th stream is calculated as

2Remark 2 states that the DER is also related to block-length L. Though the block-length optimization is popular in the topic

of delay-sensitive networks, in this paper we consider fixed block-length.
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Γn =
|hknwkn|2∑N

n′ ̸=n |hknwkn′ |2 + σ̃2
,∀n, (25)

where σ̃2 denotes variance of the equivalent noise with the combiner. Now, the anonymous joint

transceiver design is formulated as

P1 : argmax
Wk,C

min
∀n∈N

|hknwkn|2∑N
n′ ̸=n |hknwkn′ |2 + σ̃2

,

s.t. (C1) : τ(Wk) ≥ τ̄ ,

(C2) : N = min{Nr, Nt},

(C3) : ||WkS||2F ≤ pt,

(26)

where constraint (C1) guarantees that the lower-bound DER is higher than a threshold τ̄ for

the purpose of user anonymity. (C2) denotes that we need to multiplex N streams, as that of

anonymity-agnostic MIMO designs. (C3) confines the power budget pt. Evidently, the difficulty

of solving P1 lies in the anonymity requirement in (C1), i.e., making the obtained DER with the

precoder Wk higher than the threshold. Also for per-stream SINR to be optimized in the objective

function, since the BS may not know the exact channel that the received signal propagates, it

is difficult to design a combiner C to equalize the received streams in (C2). In the following,

we first construct a link between the precoder and the subscribed DER for handling (C1). Then,

we propose an alias-channel based combiner for multiplexing min{Nt, Nr} for handling (C2).

Finally, a DER-tunable anonymous precoder is designed.

A. Anonymous Constraint with DER Threshold

Revisiting (16) of a BL Precoder, we write tr(V H
i Vi) as a quadratic function w.r.t. Pr(ζi ≤

0|Hk), given as

tr(V H
i Vi)

2 − [erf−1(2Pr(ζi ≤ 0|Hk)− 1)]24σ2tr(V H
i Vi)−

[erf−1(2Pr(ζi ≤ 0|Hk)− 1)]22σ4Ltr(ΞH
i Ξi +ΞH

k Ξk) = 0,

(27)

Finding the root of the quadratic function of (27) yields

tr(V H
i Vi) = σ2erf−1(2Pr(ζi ≤ 0|Hk)− 1)·2erf−1(2Pr(ζi ≤ 0|Hk)− 1) +

√
4
(
erf−1(2Pr(ζi ≤ 0|Hk)− 1)

)2

+ 2Ltr(ΞH
i Ξi +ΞH

k Ξk)

,
(28)
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where the negative root is ignored due to the value of tr(V H
i Vi) ≥ 0. The above result also

applies to SL precoder by replacing tr(V H
i Vi) by

∑L
l=1(v

(l)
i )Hv

(l)
i . (28) leads to the following

statements in Lemmas 1-4.

Lemma 1: By manipulating the value of V H
i Vi, the probability that, under event Hk, the

receiver falsely declares that user i other than user k sends, i.e., Pr(ζi ≤ 0|Hk), is constrained

in-between [0.5, 1]. ■

Proof of Lemma 1 is straightforward. Based on (10) and (14), the expectation of ζi becomes

0 if and only if (iif) tr(V H
i Vi) = 0, which physically denotes that Pr(ζi < 0|Hk) = 0.5. In

other words, the BS finds user i and real sender k as equally probable senders, where user i is

thus termed as an alias sender. This can also be explained by our analysis in subsection II-B.

When tr(V H
i Vi) = 0, di is reduced to di = ||(HiH

†
i − INr)Z||2F , which becomes only related

to a colored-noise. It is easy to prove that in this case di has the same expectation and variance

with dk, and thus the BS is unable to distinguish sender k from user i. Also, for any other value

tr(V H
i Vi) > 0, the value of Pr(ζi ≤ 0|Hk) locates in-between (0.5, 1]. □

Lemma 1 in fact discusses the achievable DER when one alias sender is constructed (user i

in the above case), and now we extend the conclusion into a multi-alias case.

Lemma 2: By introducing M alias senders, the achievable DER is upper-bounder by τ =

1− (1/2)M . ■

The proof of Lemma 2 is given as follows. Introduce M (M = |M|, M ⊆ K/k ) aliases

and let tr(V H
i Vi) = 0, ∀i ∈ M. Then, all the M aliases become equally likely senders, while

other users not belonging M can be detected as false events by the detector. Based on (17), the

achievable DER is upper bounded by τ = 1− (1/2)M . □

Lemma 3: Given a DER requirement τ̄ , the minimum required number of alias senders as

M = ⌈log 1
2
(1− τ̄)⌉,∀τ ∈ [0, 1), (29)

where the operator ⌈·⌉ denotes the roundup function. ■

The proof of Lemma 3 follows the Lemma 2, and is omitted due to the limit of page. An

illustration of the required number of alias users is plotted in Fig. 2, demonstrating a stairstep

graph. In particular, no alias is needed when τ̄ = 0 (no anonymity requirement). This reduces

to conventional anonymity-agnostic transceiver design. When τ̄ = 1, the required number M
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The Required Number of Aliases

Fig. 2. DER requirement vs. the required number of aliases. Note that the required number of aliases is independent to antenna

configuration.

approaches infinity. In other words, τ̄ = 1 serves as an upper bound of the achievable DER in

practice.

Lemma 4: The required number of aliases only depends on the DER requirement τ̄ but is

independent to the precoder or other PHY parameters. Hence, given a subscribed DER, one can

first calculate the required number of aliases, and then design its precoder accordingly to satisfy

the anonymous constraints. ■

The proof of Lemma 4 follows the Lemma 3 and thus is omitted. Now, we are ready to devise

how (C1) is handled for achieving the subscribed DER requirement. With a DER requirement

τ̄ , we select M users as aliases based on (29), which bounds the achievable DER τ in-between

[0, 1 − (1/2)M ]. Hence, we set constraint tr(V H
i Vi) = 0 (which is equivalently given as Vi =

0Nr×L), for the first i = 1, ...,M − 1 aliases. While for the M -th alias, it should provide

Pr(dM ≥ dk|Hk) =
1−τ̄

( 1
2
)M−1 , so that the composite DER equals to that of the subscribed DER.

In particular, the anonymous constraint for the M -th alias is obtained from (28), by substituting

Pr(ζM ≤ 0|Hk) = Pr(dM ≥ dk|Hk) = 1−τ̄
( 1
2
)M−1 into (28). Finally, recalling Vi = ΞiHkWkS,

∀i ∈ M, anonymous constraint (C1) can be equivalently transformed into
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(C1a) : M = ⌈log 1
2
(1− τ̄)⌉,

(C1b) : ΞiHkWkS = 0Nr×L, for i = 1, ...,M − 1,

(C1c) : ||ΞMHkWkS||2F = σ2pM

2pM +
√

4p2M + 2Ltr(ΞH
MΞM +ΞH

k Ξk)

,

(30)

where pM = erf−1(2 1−τ̄
( 1
2
)M−1 − 1). Note that the discussion above directly applies to SL precoder,

and thus is not discussed for brevity.

The whole procedure of handling (C1) is summarized in Algorithm 1. For the purpose of

illustration, we show a toy example. Assuming a DER requirement τ̄ = 0.6 and user k is

the real sender, (29) indicates two aliases are needed. Hence, we set constraint Ξ1HkWkS =

0Nr×L for the first alias, while the constraint of the second alias is calculated by (C1c) with

p2 = erf−1(2 1−τ̄
( 1
2
)M−1 −1). As a result, we have Pr(d1 ≥ dk|Hk) = 0.5 and Pr(d2 ≥ dk|Hk) = 0.8.

Finally, the obtained DER is strictly lower-bounded by 1−0.5×0.8 = 0.6, thereby guaranteeing

the subscribed anonymity requirement.

Algorithm 1 Alias Senders Generation
Input: DER requirement τ̄ .

1: Randomly select M users as alias senders according to (29).

2: Let ΞiHkWkSk = 0Nr×L for the first M − 1 alias senders, while the anonymous constraint of the last alias

is calculated by (30).

Output: The tackable form of anonymous constraint (C1).

B. Alias Channel based Combiner Design

In anonymous communications, the precoder mimics a set of alias channels, and thus the BS

may not correctly know the exact channel that the signal comes from, which in particular inhibits

the design of combiner at the receiver side. A approach is to apply channel-independent equal-

gain post-coder at the receiver, which however makes the equivalent channel of rank-1 [23].

As a result, only single data-stream can be conveyed. Alternatively, [18] proposed a transmit-

equalizer, which treats each receive-antenna as an individual receiver, thus always transmitting Nr

streams regardless of the value of Nt. Nevertheless, the per-stream receive-performance degrades

significantly, as the channel characteristic is not exploited at the receiver side.
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As suggested in subsection IV-A, imposing M aliases makes these aliases and the sender k

equally likely senders, from the perspective of the BS. Hence, the combiner can be designed

based on an “average channel”, that has a minimum Euclidean distance to the channels of all

the probable senders. The construction of the average channel Ha can be formulated as a least-

squares problem

P2 : argmin
Ha

||Ha −Hk||F +
∑M

i=1
||Ha −Hi||F . (31)

As P2 is an unconstrained quadratic programming, it can be directly solved by a standard

solver, such as CVX.

Remark 3: P2 in fact finds the barycentre of a high-dimensional space confined by all the

probable senders’ channels, where the optimal result of P2 can also be directly obtained as

Ha =
Hk+

∑M
i=1 Hi

M+1
. Hence, for typical i.i.d. Rayleigh MIMO channels, we have rank(Ha) =

min{Nr, Nt}. ■

Remark 3 essentially means that the alias channel Ha is still of full-rank, without sacrificing

the capability of multiplexing. Hence, a combiner obtained from Ha on one hand multiplexes

min{Nr, Nt} streams as that of classic anonymity-agnostic precoders, and on the other hand

does not reveal the real sender’s channel.

Remark 4: It is easy to prove that the obtained average channel Ha has an equivalent distance

to all the possible channels. In other words, though the BS may not know which is the correct

channel that the received signal propagates, it can construct a channel that has similar spatial

characteristics to all the possible channels. Hence, the combiner devised by the average channel

provides a near-optimal performance, compared to that devised by the real channel Hk. More

importantly, the combiner based on the average channel does rely on the recognition of the real

channel, thus maintaining the anonymity. ■

Applying singular-value-decomposition (SVD) onto Ha yields

Ha = UaΛaV
H
a , (32)

where Ua ∈ CNr×Nr and Va ∈ CNt×Nt are unitary-matrices. Λa ∈ CNr×Nt contains singular

values in an descending order on its diagonal. Write Ua in the form of Ua = [U
(1)
a ,U

(2)
a ],

where U
(1)
a ∈ CNr×rank(Ha) corresponds to the first rank(Ha) left singular vectors and provides
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an ortho-normal basis for the column space of Ha. Hence, the combiner can be accordingly

designed as

C = (U (1)
a )H , (33)

where the row of C contains the rank(Ha) dominant left singular vectors of Ha, and thus

demonstrates high gain towards receive-direction.

C. Lower-Bound Anonymity (LBA) Based Precoder

In this subsection, we turn to design anonymous precoder to handle the objective function. In

general, the objective function in P1 can be handled by classic semi-definite programming (SDP)

with a procedure of semi-definite relaxation, and it requires eigen-decomposition for the optimal

result [27]. Instead, we leverage the concept of CI to transform the SINR into a linear form,

where handling SINR becomes much easier than that with SDP expression. Briefly speaking, CI

based precoders let interference act as a constructive element to push the received signal into

constructive regions. Due to an increased distance to the detection threshold of demodulation, CI

based precoders [28] [29] provide significant SINR enhancement over the interference mitigation

based precoders [19] [21]. Without loss of generality, we use quadrature phase shift keying

(QPSK) modulation as an example. Then, the received signal falls into a constructive region if

and only if the trigonometry holds

|Im{hknW
(l)
k s(l)}| ≤ (Re{hknW

(l)
k s(l)} − σ̃

√
Γn)tan(

π

X
),∀n ∈ N, ∀l ∈ L, (34)

Note that since the CI-based design belongs to the family of SL precoder, the superscript l

is introduced for both precoder and transmitted symbol vector. X represents constellation size.

The operators Im(·) and Re(·) take the real and imaginary parts of a complex variable. We have

noise variance σ̃2 = σ2

rank(Hb)
due to the effect of combiner.

Exactly, γn = σ̃
√
Γn measures the Euclidean distance between the originate and the detection

thresholds of the signal constellation of the n-th data stream. Define γ = min{γ1, ..., γN}, serving

as the lower bound of the SINRs of the N streams. Hence, maximizing the lower bound of SINRs

in P1 is equivalent to maximizing γ. Now, constraints (C1) and (C2) have been transformed into

tractable forms, and thus P1 is re-formulated as
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P3 : argmax
W

(l)
k ,C

γ,

s.t. (C1a) : M = ⌈log 1
2
(1− τ̄)⌉,

(C1b) : ΞiHkW
(l)
k s(l) = 0Nr×1, for i = 1, ...,M − 1,

(C1c) : ||ΞMHkW
(l)
k s(l)||2F =

σ2pM
L

2pM +
√

4p2M + 2Ltr(ΞH
MΞM +ΞH

k Ξk)

,

(C2) : |Im{hknW
(l)
k s(l)}| ≤ (Re{hknW

(l)
k s

(l)
k } − γ)tan(

π

X
),∀n,

(C3) : ||W (l)
k s(l)||2F ≤ pt/L,

(35)

where (C1a)-(C1c) denote anonymity constraints based on (30), while (C2) relates the per-stream

receive-SINR with the objective function. Now, the last difficulty of solving P3 lies in the non-

convex constraint (C1c). Hence, we relax constraint (C1c) into a second order cone (SOC)

constraint

(C̃1c) : ||ΞMHkW
(l)
k s(l)||F ≤

σ2pM
L

(
2pM +

√
4p2M + 2Ltr(ΞH

MΞM +ΞH
k Ξk)

) 1
2

. (36)

Remark 5: A smaller value of ||ΞMHkW
(l)
k s(l)||F makes the value of Pr(ζM ≤ 0|Hk)

decrease, thereby increasing the value of DER. In other words, by the relaxed constraint (C̃1c)

in (36), the obtained DER is in fact lower bounded by the original result solved with (C1c),

leading to better anonymity performance. ■

Replacing (C1c) by (C̃1c), now P3 maximizes a linear objective function, subject to linear

constraints as well as SOC constraints. Hence, P3 can be readily solved by CVX, and the whole

algorithm of the anonymous LBA transceiver design is summarized in Algorithm 2.

Algorithm 2 Anonymous LBA Transceiver
Input: Power budget pt, CSI, and DER requirement τ̄ .

1: Call Algorithm 1 to calculate the number of aliases M .

2: Formulate anonymous constraints (C1a), (C1b), and (C̃1c).

3: Solve optimization P2 to obtain the alias channel Ha.

4: Do SVD of the average channel Ha, and calculate the anonymous combiner C by (33).

5: Solve optimization P3 to obtain the optimal anonymous precoder.

Output: Optimal anonymous combiner and precoder results.
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The proposed LBA transceiver design is able to multiplex N = min{Nr, Nt} streams, while

providing subscribed DER performance. However, the achievable receive-reliability may not be

well guaranteed when the number of receive-antenna becomes larger than that of the transmit-

antenna, as discussed in the following Remark 6.

Remark 6: Assume that there are M aliases. (C1b) means that the received signal, i.e.,

HkWkS should lie in the orthogonal space of Ξi, ∀i = 1, ...,M − 1, and ˜(C1c) denotes that

the received signal should lie in the space that is close to the orthogonal space of ΞM (as the

right hand of ˜(C1c) is a small valued variable). Hence, with the increase of Nr, the length of

the orthogonal basis of Ξi increases, ∀i ∈ M . It further reduces the DoF of precoder design and

leads to degraded receive-reliability performance. ■

V. DIVERSITY-MULTIPLEXING TRADE-OFF IN ANONYMOUS PRECODING

MIMO can boost the reliability of reception for a given data rate (providing diversity gain) or

boost the data rate for a given reliability of reception (providing multiplexing gain). Maximizing

one type of gain may not necessarily maximize the other [30]. In Section-IV, we have demon-

strated a LBA design to multiplex min{Nr, Nt} streams under a flexible anonymity constraint.

This high multiplexing gain comes at the price of sacrificing diversity. By contrast, the work

in [23] implements a high diversity oriented anonymous precoder, where only one stream is

conveyed through NrNt channels at the cost of low multiplexing performance. In a nutshell, the

existing anonymous work focuses on designing schemes to extract either maximal diversity gain

[18] or maximal spatial multiplexing gain [23] 3.

In this section we target at better trading-off the diversity and multiplexing for anonymous

communications. Defining SNR as the average SNR per receive-antenna, a scheme is said to

have an asymptotic diversity gain gd if the average error probability PE decays like SNR−gd ,

mathematically given as gd = − limSNR→∞
logPE
logSNR

[30] [31]. Considering arbitrary N (N ≤

min{Nr, Nt}) multiplexing streams, we have

max
1≤n≤N

PEn ≤ PE ≤
N∑

n=1

PEn, (37)

3The design in [23] multiplexes Nr streams when Nr > Nt, where combiner is not considered at the receiver side. Hence,

this comes at low reliability performance, especially when Nr is large.
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where PEn denotes the error probability of the n-th steam, and it is calculated as PEn =

POnPrn(error|outage) + Prn(error, no outage) [32]. Outage probability POn represents the

probability that the mutual information between the input and the output of the channel is

smaller than the data rate, while Prn(error, no outage) denotes the error probability averaged

over the no-outage channel on the n-th channel [32] [33]. Hence, the per-stream error probability

PEn is bounded by

POn ≤ PEn ≤ POn + Prn(error,no outage). (38)

For the considered scenario, as CSI is available at the transmitter side, there is no outage

because the user can compute the instantaneous channel capacity and adapt the data rate ac-

cordingly. On the other hand, the term Prn(error, no outage) is upper bounded by the pairwise

error probability (PEP) averaged over the no-outage channel [33], i.e., PEPn. Recalling (24),

the n-th stream in the l-th symbol vector is given as

r(l)n = hkn

N∑
n=1

(wkns
(l)
n ) + z̃n, (39)

where we have s(l) = [s
(l)
1 , ..., s

(l)
N ]T with underscript denoting the index of the stream. Thus,

PEP of the n-th stream is bounded as

PEPn

d
≤ Pr

| z̃n
hknwkn

| > dmin

2


= Pr

|z̃n| >
|hknwkn|dmin

2

,

(40)

where we have σ̃2 = σ2

N
. The step “d” is due to under the provision of (34), the intra-stream

interference, i.e., hkn

∑N
n′=1,n′ ̸=n(wkn′s

(l)
n′ ), contributes constructively. Hence, the PEP is upper-

bound by that achieved without the constructive interference, i.e., hknwkns
(l)
n + z̃n,∀n. As the

amplitude term |z̃n| follows Rayleigh distribution, (40) is further given as

PEPn ≤
∫ ∞

|hknwkn|dmin/2

2xexp(−x2)dx

= exp(
|hknwkn|2d2min

4σ̃2
),

(41)
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where dmin is related to the signal demodulation procedure. For example, dmin =
√
2 for QPSK

and dmin = 1/
√

2X−1
6

for 2X-order QAM.

As suggested by (37)-(41), MIMO diversity performance can be guaranteed by suppressing

the upper-bound of communication error probability. This is equivalent to maintaining the value

of |hknwkn|2 for each stream, which is directly equivalent to guaranteeing the minimum SINRs

value of all the multiplexing streams above a threshold. Hence, in the following, our target is

to find a reasonable number of multiplexing streams for optimizing MIMO multiplexing gain,

under anonymity and diversity constraints. With arbitrary number of multiplexing streams N

(N = |N|), the optimization is formulated in the form of

P4 : argmax
W

(l)
k ,C

N,

s.t. (C4) : τ(W
(l)
k ) ≥ τ̄ , (C5) : Γn ≥ Γ̄,∀n ∈ N,

(C6) : ||W (l)
k s(l)||2 ≤ pt/L, (C7) : N ≤ min{Nr, Nt},

(42)

where (C5) denotes that the per stream SINR should be higher than a target Γ̄, with the

consideration of diversity gain performance. Revisiting (32), split Ua in the form of left singular

vector, i.e., Ua = [u
(1)
b ,u

(2)
b , ...,u

(Nr)
b ]. With N streams multiplexed by the system, the average-

channel based combiner can be re-calculated as

C = [u
(1)
b , ...,u

(N)
b ]H , (43)

which abstracts N streams from the Nr-dimension received signal. Also, the anonymity constraint

(C1) can be simplified into constraints (C1a)- ˜(C1c) as we presented in Section III, while (C5)

can be handled by the CI constraint in a different form of

|Im{hk,nW
(l)
k s(l)}| ≤ (Re{hk,nW

(l)
k s(l)} − σ̃

√
Γ̄n)tan(

π

X
),∀n ∈ N, (44)

Note that the key difference to (34) is that per-stream SINR requirement Γ̄ is embedded

for guaranteeing diversity performance, instead of being a variable to be optimized. Evidently,

maximizing N is equivalent to maximizing the number of constraints (the cardinality of N) in

(C2) while checking the feasibility of the optimization problem, given as
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P5 : argmax
W

(l)
k

|N|,

s.t. (C4) : (30) and (36), (C5) : (44),∀n ∈ N, and (C7),

(45)

Now, we are able to devise the diversity-multiplexing-tradeoff lower-bound anonymity (DM-

LBA) transceiver in Algorithm 3.

Algorithm 3 The DM-LBA Transceiver
Input: CSI, power budget pt, SINR threshold requirement Γ̄.

1: Call Algorithm 1 to calculate the number of aliases M .

2: Call Algorithm 2 to obtain the average channel.

3: Initialize the number of multiplexing streams N .

4: repeat

5: Calculate the combiner by (43), and check the feasibility of P5.

6: Enlarge the cardinality of N (multiplex more streams) if P5 is feasible and vice versa, i.e., by bisection or

Dinkelbach search algorithm.

7: until Converge to the maximum number of multiplexing streams.

Output: Optimal anonymous transceiver design.

Note that given a stringent DER performance, more users are needed to act as aliases. It

reduces the DoF of the precoder design, thereby yielding a small value of N . In an extreme

case, there might be no feasible solution, even only one steam is conveyed from the user. Hence,

one can properly reduce the anonymity or per stream receive-SINR quality requirement, so that

the DoF can be relaxed to find a feasible solution.

VI. SIMULATION RESULTS

We present the Monte-Carlo simulation results in this section. The power budget is normalized

to 1 and QPSK is employed for modulation. Assume that each block has 50 symbols. There

are K = 5 senders, and the communication user at each block is randomly generated. Rayleigh

block fading channel is considered. The anonymity threshold is set to τ̄ = 0.5 and 0.3 for the

LBA design. For the DM-LBA transceiver, its anonymity threshold is set to τ̄ = 0.3, and the

SINR requirement to SNR (Γ̄ = pt
σ2 ), or to 5 dB higher than SNR (Γ̄ = pt

σ2 + 5 (in dB)). The

antenna configuration is set as Nt = 10 and Nr = 11, everywhere except in Figs. 5 and 6. The

following anonymous and anonymity-agnostic precoders are selected as benchmarks: 1) The
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Fig. 3. The impact of transmit-SNR on the DER performance.

CIA precoder [18], where the anonymous precoder always multiplexes Nr streams, under an

empirical anonymous constraint. 2) The CI precoder [34], where the precoder is designed based

on the signal constellation of modulation. 4) The SVD precoder [31], where the precoder and

combiner are designed based on the SVD of the sender’s channel. 5) The MMSE precoder [35].

In Fig. 3, the impact of transmit-SNR on the DER performance is demonstrated. It is observed

that the proposed LBA and DM-LBA transceivers always guarantee the subscribed anonymity

threshold. With a higher threshold, such as τ̄ = 0.5, the obtained DER is strictly higher than

that with τ̄ = 0.3. Also, the achieved DER of the LBA and DM-LBA is slightly higher than the

anonymity thresholds. This is because they set the anonymity threshold as a lower bound, and

the resulted DER may not necessarily be equal to the threshold. In particular, as the DM-LBA

transceiver aims at finding a reasonable number of multiplexing streams, it may not use full

transmission power. Hence, this equivalently reduces the transmit-SNR, and lets the achieved

DER always higher than that of the LBA transceiver. For the the benchmarks, the anonymous

CIA precoder only sets an empirical anonymous constraint to scramble the BS’s detection, and

fails to provide anonymity with 20 dB or higher SNRs. In particular, the BS can perfectly reveal
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Fig. 4. The impact of transmit-SNR on the SER performance.

the real sender with 5 dB or higher SNRs if anonymity-agnostic precoders are applied at the

users, which verifies our analysis in Remark 2.

In Fig. 4, the impact of transmit-SNR on the SER performance is demonstrated. As the

proposed LBA and DM-LBA transceivers can provide fully-tunable DER performance and

receive signals aided by the alias channel based combiner, the achieved SER performance is

much enhanced over the anonymous CIA design. In particular, since the DM-LBA transceiver

adaptively finds a reasonable number of multiplexing streams, it achieves the best SER perfor-

mance among all designs, and even outperforms the anonymity-agnostic designs. For the LBA

transceiver, it always multiplexes min{Nr, Nt} streams, and thus the obtained SER is inferior

to the DM-LBA transceiver. Nevertheless, it still obtain 2-5 dB SNR gain over the anonymous

CIA precoder, which tries to multiplex Nr streams without the aid of a combiner and thus the

DoF of its precoder design is overly constrained. Finally, it shows that with a stricter anonymous

threshold (such as τ̄ = 0.5 for LBA) or lower receive-quality (such as threshold Γ̄ = pt
Lσ2 for DM-

LBA), the obtained SER performance reduces in order to satisfy the anonymity or receive-quality

requirement. The trade-off of these metrics is further demonstrated in Fig. 7.
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dB. Note that the DER of the anonymity-agnostic designs equals to 0, which are not visible in logarithmic coordinates.

In Fig. 5, the impact of the number of receive-antennas is demonstrated. While a larger

number of receive-antennas enhances the BS’s detection capability, the proposed LBA and DM-

LBA transceivers still guarantee the required anonymity level. As a comparison, the DER of

the anonymous CIA precoders is slightly reduced with more receive-antennas. In particular,

the anonymity-agnostic designs can not provide anonymity for users, and their associated DER

equals to 0, which are not visible in logarithmic coordinates.

Fig. 6 verifies Remark 6 that, with a larger number of receive-antennas, it becomes difficult

to satisfy the anonymous constraint while providing a high SER performance. In order to satisfy

the anonymous constraints, the DoF of the anonymous precoder design is further constrained.

As a result, the SER performance of the anonymous LBA and the benchmark CIA is reduced

with increase of number of receive-antennas. However, the DM-LBA can adaptively adjust the

number of multiplexing streams taking system setup into consideration. It is observed that the

DM-LBA still provides high SER performance, and its SER equals to 0, which is not visible in

logarithmic coordinates. In other words, when the number of receive-antenna is much higher than

that of transmit-antennas, the DM-LBA can well trade-off the anonymity and communication
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Note that the SER of the DM-LBA, SVD designs equals to 0, which are not visible in logarithmic coordinates.

diversity, and multiplexing performance. Also, the SER of the CI and MMSE designs increase

with the increase of Nr, as they try to multiplex Nr streams, where a solution is to multiplex

less streams and receive signal with a combiner, in the style of SVD transceiver.

Figs. 5-6 have verified the DER (anonymity) and SER (diversity) performance of the pro-

posed designs, and now we present their multiplexing performance with different numbers of

antennas. For guaranteeing the subscribed anonymity and receive-quality requirement, the DM-

LBA adaptively reduces its number of multiplexing streams in Fig. 7(b), and thus maintains a

high SER (diversity) performance in 7(a). In a different manner, the LBA transceiver always

multiplex min{Nt, Nt} streams, but its diversity performance is in fact inferior to that of DM-

LBA transceiver. It is because with more receive-antennas, it becomes difficult to satisfy the

anonymity constraint, and thus always multiplexing min{Nt, Nt} streams limits the DoFs of

precoder and leads to degraded SER performance. Also, as the CI, CIA, and MMSE always

multiplex Nr streams, their throughput performance degrade significantly when Nr increases.
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Fig. 7. The impact of number of receive-antennas Nr on the multiplexing performance. Nt = 10 and transmit-SNR is set to

be 30 dB.

VII. CONCLUSION

In this work, we have investigated the anonymous joint transceiver design with fully tunable

DER performance. We first quantify the DER performance of generic BL and SL precoders.

By providing the closed-form of DER as a function of precoder, blocklength, and noise status,

we were able to set exact anonymity constraint for guaranteeing a certain DER performance.

Aided by an alias channel based combiner, an anonymous LBA precoder has been introduced to

multiplex min{Nr, Nt} streams without loss of the sender’s anonymity. Then, to well tradeoff the

anonymity, diversity and multiplexing performance, a so-called DM-LBA anonymous transceiver

has been further proposed, which flexibly adjusts the number of multiplexing streams with

the consideration of receive-reliability. Simulation demonstrated that the proposed anonymous

transceiver designs can provide superior anonymity performance over the existing anonymous and

anonymity-agnostic precoders, while at the same time achieves close multiplexing and diversity

performance to the classic anonymity-agnostic designs.
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APPENDIX

Since E{||ΞkZ||2} = E{tr(ΞkZZHΞH
k )} = tr(E{ΞkZZHΞH

k }) = tr(E{ZZH}ΞkΞ
H
k ) =

σ2L{tr(ΞH
k Ξk)}. On the other hand, we use the moment generating function (MGF) to cal-

culate the variance. Let C(x) = INr − 2xΞH
k ΞkΣ, where Σ = σ2LINr . Since E{Z} = 0,

the MGF of tr(ZHΞHΞZ) is written as Mtr(ZHΞHΞZ)(x) = |C|− 1
2 . We further let k(x) =

ln(Mtr(ZHΞHΞZ)(x)) = −1
2
ln|C|, where the second-order derivative of k(x) is calculated as

k
′′
(x) = 1

2
1

|C|2 [
d|C|
dx

]2 − 1
2

1
|C|

d2|C|
dx2 . Substituting the value of |C||x=0, d|C|

dx
|x=0 and d2|C|

dx2 |x=0 into

k
′′
(x), we have k

′′
(0) = tr

(
ΞH

k ΞkΣΣHΞH
k Ξk

)
= Lσ4tr

(
ΞH

k ΞkΞ
H
k Ξk

)
.
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