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Abstract

My research provides an insight into the management and service provision of stor-
age and processing (computing) services, at the Edge of the Internet.

The research starts with the development of knowledge in the technological
background that a system has to be made in, to provide flexible, secure and diverse
services to an ever-growing user base, efficiently and fast. We find soon that this
user base is already quite diverse, and most of the needed services have to be pro-
vided very far from the devices from which the data to be served originates. Thus,
current services are generally provided with very high latencies because of the dis-
tance that data generally has to travel to the service provider and back to the user.

The study of a system that can provide these services closer to users and still
be flexible enough to provide any kind of service to any user across the Internet thus
has to be conducted. The research of this system starts with a study on the feed-
back and control mechanisms needed, for computing nodes to manage themselves
and provide feedback within a controlled, stable, secure and diverse computing en-
vironment, at the Edge. This study is followed by another work, looking into the
development of a new architectural view, specific to this Edge environment, to pro-
vide the best quality of service while keeping this environment both flexible and
effective in service provision. These are the first steps in developing a system that
can provide any storage or processing service to the Internet or its Edges.

All considered, a plan was made, to pursue the research needed to develop
parts of this system, or at least the equivalent, modular parts/algorithms, to be able
to form a flexible and efficient Edge-based computing service provision system, by

the end of the PhD.



Impact Statement

Since the 2000’s, the attention given to and utilisation of cloud technologies associ-
ated with data centres has increased substantially. As more users (commercial and
non-commercial) are using the internet-based services (e.g. Google Maps, Ring
Security, the MetaVerse, social networks, traffic monitoring) their potential of col-
lecting, creating, processing and distributing huge amounts of data at the edge of

the Internet has correspondingly increased.

The big-data based tasks that the above-mentioned data sources entail have
also increased drastically in size and complexity. These tasks currently run mostly
on centralised data centres, and their needs have also grown as cloud technologies
have been more widely adopted, creating the environment for designing and devel-
oping more complex and distributed software tools, which revolutionised virtuali-
sation, task distribution and the possibilities for networked systems configuration.
Since around 2015, edge computing and Multi-Access Edge Computing (MEC)
have started gaining increasing weight in the networks research community. Re-
cently, edge computing has even started reaching research maturity, and taken large
steps in implementation, through more massive implementations of private 5G and

O-RAN network domain deployments.

More recently, extensive research has started into implementing intelligent
multi-access technologies, towards seamless cross-technology handovers and com-
munications integration. Likewise, for the network layer and up, network design
towards task orientation and embedded network intelligence (networks for intelli-
gence) has started. Energy efficiency in networked (cloud and edge) computing

and network servicesis also an increasingly important topic of research. All these



new research areas need a way to house and distribute all the different(ially) rele-
vant data. The research conducted in this thesis will prove very impactful towards
the supporting and essential technologies needed for all of the above-mentioned,
bleeding-edge research subjects in today’s networks and general IT research fields.

With so much data, of different types and formats, being distributed across to-
day’s networks, there is a grave need for classification and distribution knowledge,
for all this data to be used and abused in the best way possible, and for it not to
go to waste under any circumstance. Information theory has been given very little
thought recently, and it is high-time that attention is given to it. The best support
for today’s need for network intelligence would be provided by a very well organ-
ised data distribution system. For this to happen, categorisation, a determination of
hierarchy and classification within the different categories and hierarchies needs to
be done for all data. There are certain differentiations that need to be made between
application-specific data, network monitoring, network policy, network optimisa-
tion and network intelligence (training, ML type/algorithm, inference and model)
data, SLA data, domain data and higher-policy (e.g. domain poicies, locality, task
orientation) data. To do this, the data storage facilities and access policies should be
very well defined and known, both by machines and network operators. That is how
the domain of network cognition has come to life. It is now a very important field

of study towards 6G technologies and needs in-depth research and development.
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Chapter 1

Introduction

1.1 Motivation

Today’s Internet, and especially edge-based services, devices and users, like the
ones that use Internet-of-Things (IoT) and smart city applications are generating

increasing amounts of data [1].

Traditionally, the flow of data consumption on the Internet followed a “core-
to-edge” model based on the assumption that the main data sources/servers resided
in the core of the network infrastructure (e.g., in a data-center) and was re-
quested/consumed by users at the edge of the Internet. Nowadays, with the ex-
plosion of the IoT [1], this model is reversed [2]: massive amounts of data are
generated by user devices at the edge and flow towards the core of the network in-
frastructure, for processing and storage purposes. To alleviate the pressure on the
network introduced by this reverse data flow model and to achieve low-latency data
processing, edge computing emerged as a prominent paradigm that makes comput-
ing and storage resources available at the edge of the Internet [3]. With it, some
new network architectures started emerging and gaining research interest as well,
like Information-Centric Networks (ICN - explained below), because of the popu-
larity of internet caching mechanisms, and with the context of caching, storing and
effectively managing massive amounts of user-device-generated data at the edge
became an issue that needs to be addressed [1]. This issue becomes particularly

challenging, since the generated data may be of different types (e.g., IoT sensor



data, images, video frames) and may also have different needs and purposes (e.g.,
to be processed, to be simply stored at the edge, or to be eventually offloaded to a

cloud).

The concept of Information-Centric Networking (ICN) was introduced in
2006, via Content-Centric Networks, by Van Jacobson (one of the developers of
the original TCP) and a few others [4]. The concept of ICN was further pursued
and put forward through the NSF-funded “Future Internet Architectures” project. A
few different network architectures were developed within this project and field of
study (the attribution of addresses to networked data, rather than networked nodes).
From these, the most distinctive and relevant for our study are Named Data Net-

works and several hash-based routing protocols [5, 6, 7, 8, 9]

Edge nodes offer many advantages for cloud computing through data storage
and query processing done closer to users and providing data sources so as to reduce
interactions with central clouds. This reduces the quantity of traffic sent over long
distances, reducing traffic load and improving energy efficiency while addressing
privacy concerns by keeping queries and data local. It reduces the latency of in-
teractions, improving Quality of Experience for delay-sensitive services. However,
edge nodes are typically of much smaller scale than central data centres and are
prone to the risk of being overloaded by processing or storage demands, especially
if demand patterns are not well known in advance when dimensioning deployed

resources.

Edge computing and Edge storage solutions have been proposed and have
started being deployed in real-world scenarios to address this change [10] through-
out the past 5 years. At the same time, many edge applications operate on simi-
lar (correlated) data, which is a feature that can be exploited for serving multiple

queries with the same results [11, 12].

In this context, the field of computation reuse is emerging, which proposes
the sharing of processing results among applications and services in cases of similar

input data.

Content Delivery Networks (CDNs) have been proposed as a prominent so-
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lution to deliver requested content efficiently to users through replicated surro-
gates [13], which are often deployed at the edge. However, CDNs were designed to
deliver specific, identifiable content rather than services that are user- and session-
specific.

With the help of all the above-mentioned points to be approached, it can be
logically inferred that a stable, secure and efficient storage and processing environ-
ment is needed for data produced at the Edge of the Internet. The starting idea for a
solution based on these principles was the implementation of an Edge Data Repos-
itory (EDR) environment. This environment, its implementations and the proposed
resulting system following these developments will be presented in the chapters
following the Literature Review.

Chapters 3, 4 and 5 tackle the three most important challenges that this system

faces (obtained from the issues also identified and presented in the previous section):
1. EDR computing-centric management and feedback for localised offloading;

2. Data distribution, retention, efficient management and delivery of data, to-
wards system and network efficiency, while maintaining very good service

standards.

3. Improvement of Edge networks performance and efficiency through the
distributed, multi-purpose, unique and orchestrated (re)use, storage and

(re)placement of functions and data;

1.2 Research Question

The currently-implemented Edge-to-Core system uses and re-uses Bandwidth (BW)
inefficiently, incurs high latency and creates large numbers of upstream bottlenecks.
This can happen due to the constant increase in demand for upload and local con-
nection support, and an increasing need for the processing of Edge data with lower
latencies. With these issues in mind, there are a few aspects that, while considered
within the research community of Edge networking, they are barely touched. A

major topic that is not given too much consideration within the Edge networking
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community is Edge networked storage. This consideration, thus, poses the follow-
ing question:

What are the improvements and impact that an efficient and more intelligent

edge networked storage system could have on the QoE and performance provided

through edge networks in terms of capital investments and operational costs offered

and needed by Edge networks by/to providers and/or (their) users?

To answer this question, the main focus of the studies conducted towards the
final system and architecture design will be on information validity, reliability, re-
tention, reusability and delivery mechanisms. However, to start with, we must give
a better definition for intelligent Edge networked storage:

Edge Networked Storage does not represent networked cache, because it is
not session-bound; it is also not exactly application-specific, but rather application-
agnostic and, at the same time, QoE- and system resource-optimised and time- and
information validity-centric, so that information is distributed where and when it is
needed, in a secure, traceable way. Furthermore, Edge networked storage retains
and/or (re)distributes information towards a better utilisation of network resources
(routing, processing and storage) and the better satisfaction of network services
(better QoE), as stated above.

Considering this research question, a list of issues and ideas to be scrutinised,
for solving the problems that this research question poses is necessary. The top-
ics of interest were identified in different ways: through papers’ analysis and de-
termination of missed points within their context; through finding missing sub-
jects identified not to be approached as counterparts to IP; by simply looking at
the base IP/ICN-based architectures, some of their derivates, and works that could
have approached the identified and considered idea for research and design; or by
studying and developing solutions based on the above concerns and making certain
assumptions and/or discovering new avenues for research. The above-mentioned

issues/resulting ideas are covered by the following bullet points.

* The first identified problems of the research subject matter were first deter-

mined. The main problems first approached were user mobility, upload bot-
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tlenecks, created by edge-based devices and users accessing cloud-based ser-
vices, and that of data availability and validity timings. The approach was
use-case-led and real-world-trace-led, to provide realistic connectivity, Edge
processing and storage to Edge nodes, Edge-based users and Data Providers.
Through simulations, a comprehensive study and results of data storage, pro-
cessing was conducted in the EDR definition paper. These simulations pro-
vided grounds for strategies based on different message-specific deadlines,
implemented for placement with the ERP algorithm, in EDR environments. A
feedback and management algorithm for ”global”/cluster-wide performance
and service QoS adaptation was developed based on the above-mentioned

study;

Changing the point of view upwards in hierarchy, inside the EDR environ-
ments, and dealing with information-centricity and data storage efficiency,
SEND was designed. This approach took into consideration different criteria
(e.g., data popularity, proximity of data to processing functions running at the
edge) to improve the placement of different categories of data at the edge and
solves the problem of data availability and distribution at the Edge (which is
needed for function execution). To aid data placement and management deci-
sions, SEND relied, among other attributes, on system-wide identifiers of the

data context, called labels.

From the above studies, we identified and focused on a few other problems, as
well: information efficiency, processing and storage efficiency, function and
data distribution efficiency and service delivery mechanisms. We approached
and solved these problems in ReStorEdge. Information retention, delivery ef-
ficiency improvement and environment efficiency improvement were studied,

by integrating the concept of Locality-Sensitive Hashing and computation

reuse with our system, and implementing a hybrid, Hash-and-MetaData rout-
ing optimisation system, to preserve both storage and network resources. The
idea for exploring information validity and reliability was to use the readily-

available message-specific labels, and most importantly, hashes, to determine
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the way in which the data could be re-routed, to re-use processing and the
stored data, towards making the system more efficient (processing less data
and using less storage space), improving QoS in the process, as well, by re-
ducing response times and network paths to a node that has more availability.
For the improvement of network organisation and service delivery, we im-
plemented an edge storage and computation environment orchestrator, which
used the above-mentioned system and its resulting metrics to its advantage,
to coordinate the use, storage, processing and re-use of information within its
domain, for the benefit of associated customers (data/application providers
and/or their users) and its own (the edge environment provider’s performance

and efficiency).

1.3 Main Contributions

To provide a simple, yet comprehensive review of the work put into this system’s
design, during the PhD, and to give a small insight into the design’s complexity, the
contributions to date and some of the proposed solutions for further development

are as follows:

* First, the structure of the underlying system was designed, developed and
evaluated. The main contribution of the obtained paper was an algorithm and
the practical evaluation. The system was made to store data at EDRs for as
long as the data may be useful at the edge (e.g., for processing purposes),
offloading the data to the cloud for archiving once it is not useful at the edge
anymore. This use-case-led design was implemented for the evaluation of the
EDR environment in realistic scenarios and to provide a good insight into the
simple, Edge-based deployment feasibility of EDRs, to provide connectivity,

Edge processing and storage;

* SEND was designed to take into consideration different criteria (e.g., data
popularity, proximity of data to processing functions running at the edge) to
improve the placement of different categories of data at the edge. To aid data

placement and management decisions, SEND relies, among other attributes,

20



on system-wide identifiers of the data context, called labels. Labels are used

to tag the data that enters the SEND system, offering a light-weight mech-
anism for identifying the data type(s), the data generation sources, and the
processing functions supported. SEND also implements and improves on
the store-process-send system, highlighted above. The experimental results
demonstrated that SEND achieves data insertion times of 0.06ms-0.9ms, data
lookup times of 0.5ms-5.3ms, and on-time completion of up to 92% of user
requests for the retrieval of raw and processed data. With these results, com-
paring to the previous solution, of the uncoordniated processing system to
which the SEND system is compared, an improvement of QoS performance

of approximately 40-60% can be observed;

* Finally, considering the above and developments in locality-sensitive hash-
ing (LSH), we proposed an architecture for processing queries over the same
number of Edge Data Repositories (EDRs) and topology as above, called Re-
StorEdge. ReStorEdge exploits the feature of computation reuse, by storing
the results of previous computations and returning stored results when queries
are sufficiently similar to earlier ones. We used application-specific similarity
searches on query content to determine whether a query can be satisfied with a
cached result to avoid additional computational load on the edge node, instead
of re-processing the query. We implemented a similarity-based data classifi-
cation system, which we evaluated with real-world datasets of images and
smart-assistant speech measurements, and with realistic processing functions
and timings. We further performed a network simulation study to evaluate
different orchestration strategies based on real-world datasets, evaluating the

performance and trade-offs of the design as a whole.

1.4 Thesis Outline

In the following, we will go through the organisation of the remainder of this thesis.
The most basic and important parts and background, essential for understanding of

the main contributions that this PhD work brings forth are provided and briefly ex-

21



plained in Chapter 2. The tendency and need for data, services and latencies that are
faster and closer to users are shown and explained in Section 2.1. The research and
engineering communities’ general approach and terminologies for Cloud, Fog and
Edge are then approached, in Section 2.2. The main research question that this PhD
is concerned with is then provided, explained and motivated in Section 1.2, then
with that in mind, the main (EDR) environment’s essential parts, main storage im-
plementation developments and needed background are introduced and presented
briefly in Section 3.2, and afterwards, the rest of the orchestration and manage-
ment mechanisms developed are briefly introduced, for background purposes, in
Section 2.3. A review of the related work and background set for these implemen-

tations will be presented in Chapter 2.

After providing all the needed introductions and background, the contributions
made within the PhD (as briefly presented in Chapter 2) will be covered in detail,
with all their associated design and evaluation contributions. Thus, in Chapter 3 we
will look in detail at the start of the EDR environment development, by showing the
importance of storage for Edge-based function execution, storage and cloud-bound

routing bottleneck reduction.

Further developments into the architecture, environment management im-
provements and associated protocols will be covered in Chapter 4 and Chapter 5,
followed by the proposed system developments, design and implementations, in
??, and finally, the progress, impact, system development and final thoughts on the
system’s/framework’s and the PhD achievements, towards the wanted (and needed)
network architecture implied by the Edge Data Repository environments and, ulti-

mately, the Internet will be reviewed, discussed and concluded in Chapter 6.

1.5 List of Publications

The research conducted during thie PhD has produced three major contributions,
two of which have been published in a workshop within a high-profile ACM con-
ference and another in a top IEEE networks conference. One other resulting paper

was submitted to another top networks research conference. The list of publications
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is given below.
¢ Conference Publications:

— Adrian-Cristian Nicolaescu, Onur Ascigil, and Ioannis Psaras. Edge
data repositories - the design of a store-process-send system at the

edge. In Proceedings of the 1st ACM CoNEXT Workshop on Emerging

In-Network Computing Paradigms, ENCP *19, page 41-47, New York,
NY, USA, 2019. Association for Computing Machinery

— Adrian-Cristian Nicolaescu, Spyridon Mastorakis, and loannis Psaras.
Store edge networked data (SEND): A data and performance driven
edge storage framework. In IEEE INFOCOM 2021 - IEEE Conference

on Computer Communications, pages 1-10, 2021

* Paper under Review:

— Adrian-Cristian Nicolaescu, Md Washik Al Azad, Spyridon Mastorakis,
David Griffin, Miguel Rio. "ReStorEdge: An edge storage system with

computation reuse semantics”

23



Chapter 2

Background and Literature Review

2.1 Towards the Edges

Lately there has been a visible increase in data production and distribution within
Edge Networks. This can be attributed to several advances in technology, such
as: the increase in popularity of live video streaming, continuous development of
social networks and their employed Edge data analytics, increasing usage of mes-
saging applications, the distribution of augmented/virtual reality (AR/VR) devices
and applications [14] and, most importantly, the notable increase in interest, devel-
opment and deployment of IoT and Smart City applications [15] and/or services.
These applications and services impose an increasing need for support at the Edge
of the Internet, for data distribution, storage, processing and compression/filtering
service provision and mobility.

Most of the current problems with data delivery and services are associated
with upstream network bottlenecks from Edge networks. As described above, users

require constant Internet support to benefit from the required services.

2.2 Cloud, Fog and Edge

The ”’Cloud age” is starting to fall short of what it promised and still promises to
deliver, since what applications need (especially new ones like AR/VR, IoT that did
not exist 20 years ago) has changed since the earlier implementation of the (more
centralised) Internet. Clouds are currently falling in popularity, due to their high

latencies and lack of support for the increasing amounts of data being generated by



end-user devices. [16, 17, 18]

The Cloud is generally based in data centres and it provides certain points of
presence. Because of their locations and available resources, Clouds have very flex-
ible resource allocation and large resource pools, both for processing and storage.
Even though clouds can be distributed, certain mismanagement, attack actions or
system failures can make these networks and/or providers very large single-points
of failure!. If one part of the Cloud fails, many dependent applications and third-
party services hosted on that cloud will most probably fail, which can greatly af-
fect the Quality of Service (QoS) and Quality of Experience (QoE) provided to

users/customer companies.

Service provision can also be slow and costly, due to data being connected to or
from the end-users through ISP-provided networks and clouds. Data could have to
do round-trips through both ISP and Cloud networks. Every hop in this routing- and
transaction-chain has to be paid for, accounting for the price of transfer, connection

and hosting, even if the destination of all these services is one hop away.

There is a certain differentiation between the Fog and Edge environments, but
these are quite flexible and not very well defined. Most researchers and engineers
define the Fog as the network environment 3-6 hops from the end-users towards the
Core network. Considering today’s Internet, most of the network management, effi-
ciency, interconnection, commercial and service provision policy decisions should

be taken in Fog networks. [19]

In this case, consider the Edge of the Internet to be defined as the space be-
tween Edge data producers/consumers (end-users) and 2-to-3 hops toward the In-
ternet Core. Edge Networks include first-points-of-contact of end-user devices to a
network (not necessarily the Internet) and sometimes up to the first, or at most
second-hop private-network border router that are connected to the rest of the In-
ternet. In today’s Internet, Edge networks are becoming increasingly diverse and
complex. As a result, these networks could very soon get out of hand, due to their

increasing need for higher bandwidths and reliability, lower latencies and faster

"Major Facebook DNS outage: link here
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trigger-match-to-action reactions.

2.3 Storage, Processing, Routing and Management at

the Edge

In the context of the Edge Data Repository (EDR) environment, storing and effec-
tively managing massive amounts of generated user device data at the edge is an
issue that needs to be addressed [1]. This issue becomes particularly challenging,
since the generated data may be of different types (e.g., IoT sensor data, images,
video frames) and may also have different needs and purposes (e.g., to be processed,
to be simply stored at the edge, or to be eventually offloaded to a cloud).

To address this issue, we proposed a data storage and management framework
at the network edge, called “Store Edge Networked Data” (SEND). SEND aimed
to improve the performance of the network edge and the QoS provided to users by
keeping raw (generated by user devices) and processed (output of processing ser-
vices/functions) data in persistent storage close to users for periods of time longer
than cache storage. In SEND, EDRs, are deployed at the edge and seamlessly in-
teract with flows of network traffic. EDRs accept different categories of data (e.g.,
data to be stored at the edge, the data input(s) and output(s) of processing functions
running at the edge, the code of the processing functions) that may transit through
the edge environment. Through a logically centralized management plane, SEND
takes advantage of the characteristics (attributes) of the data generated at the edge
to make decisions on where to store and whether/how to replicate the data across
different edge locations in order to maximize the offered QoS.

Throughout the PhD, it was noted that quantities of data generated at the edge
and research interest into edge computing have been increasing. [1] Edge computing
and Edge storage solutions have also been proposed and have started being deployed
in real-world scenarios to address this change [10] recently. These developments
and the fact that many edge applications operate on similar (correlated) data had
potential to be exploited for serving multiple queries with the same results [11, 12].

In this context, the field of computation reuse is emerging, which proposes
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the sharing of processing results among applications and services in cases of similar

input data.

Content Delivery Networks (CDNs) have been proposed as a prominent so-
lution to deliver requested content efficiently to users through replicated surro-
gates [13], which are often deployed at the edge. However, CDNs were designed to
deliver specific, identifiable content rather than services that are user- and session-
specific, while computation reuse is not. To address these challenges, we proposed
an edge framework, called ReStorEdge. ReStorEdge offers data processing, storage
and computation reuse capabilities at the edge for a range of services. Examples of

such services include media tagging, subtitling, and natural language processing.

2.4 From Edge to Cloud

There are three problems that CDNs currently solve, and each one of them could
be improved. These will be highlighted, explained and further discussed in the

following paragraphs, with the implementation of ICN architectures in mind.

”By far, the most important performance measure for streaming video is av-
erage end-to-end throughput.” [20]. Today’s and the book’s view on this statement
is one of fetching pre-recorded content from the core of the currently IP-based net-
work, with the increased efficiency of CDNs. The reverse process is given little
consideration within the book and little attention in today’s network environment.
With 10T, VANETSs, Smart City, Wearable device, AR/VR and other Edge-based
applications gaining exponential adoption these years, an Edge-to-Core (also Edge-
to-Edge and Edge-to-Fog) data delivery approach is needed. An approach has to
be made towards an efficient ’reverse Content Distribution Network” (rCDN) [21].
Considering the last statement and the current and foreseen data heterogeneity and
abundance in Edge networks, an Information-Centric addressing approach and an
in-network, managed Edge storage system are needed to tackle this gargantuan
challenge - to find, classify, aggregate, store, process and finally deliver massive
amounts of Edge-generated data (whether video, sensor, location, text or others)

to the core or other end-systems/users in the Edge/Fog, or even through the Core
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network (or Cloud).

The second problem, of popular content being sent many times over (mostly)
the same down-stream links and making ISPs/users pay for no new content being
introduced into the domain is solved by ISPs subcontracting CDN providers to pro-
vide servers within their networks. However, the same cannot be said about the
upstream links, since there are no “reverse-CDN” solutions implemented currently.
The implementation of an ICN-based approach to in-network persistent data stor-
age distribution and management within these domains would solve this problem

effortlessly.

The third problem, of single-point failure is, again, partially (in the down-
stream) solved by CDNs, but yet again, an ICN-based implementation of Edge data
storage and service delivery would solve this problem by completely ridding the
network of single-entity addresses and replacing them with data addresses, also
fully eliminating the problem of any kind of data loss. This approach mainly shifts
the threat into the field of data management and slightly into security. These issues
were further tackled in the latter parts of the PhD, as shown in the next chapters,
by touching the topics and developing ideas for future work in the planning and as

exposed in the introduction.

Edge Data Repositories represent the idea of implementing storage and pro-
cessing (or variations of these, with processing/storage capabilities) in/co-located
with routers inside the larger network, to either replace CDNs or provide the ser-
vice that they do (storage), but closer to the Edge, for reverse data flows (towards
clouds), in a more distributed manner, in the case of bottlenecks (a compression-
decompression process) and on-site (in the data plane). The consumption rate can
be important in this case, and could potentially be achieved via a store-process-
send mechanism. Albeit, this process does depend on the classic trade-off between
quality/quantity and timing of data delivery. Considering current technologies, this
approach should be much faster than the use of extra network resources and time,
for rerouting, distributing, aggregating and possibly processing the data in other

parts of the network. If data is simply stored and not processed in the persistent
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storage of routers, both the live-streaming case and the network longer-term aggre-

gation/distribution and data fetching performance could be greatly improved.

Xu et al [22] provided an initial assessment and analysis on Edge storage
and computing more recently, highlighting problems/developments, addressed in
Chapter 5. With this occasion, we introduce the fourth, and most current problem:
The introduction of intelligence to the Network Edge. That is systems intelligence,
working not only on Edge-based networks, but also inside the Edge networks, them-

selves.

The original concept of Edge Data Repositories (EDRs) was developed taking
inspiration from the Mobile Data Repositories position paper [23]. They were orig-
inally designed to provide a good solution for storing and processing information at
the Edge and conveying information from the Edge towards the core. These systems
were developed to be integrated in the larger networks, and develop on some of the
shortcomings, assumptions, mechanics and concepts of a few other papers, to pro-
vide a solid development and implementation plan. These inspiring ideas, designs

and mechanics will be presented in the next chapter.

First, the papers will be reviewed in a specific, structurally-defined order. Af-
terwards, a closer look will be taken at the specific systems to be implemented, con-
trasting and comparing, to provide a better view of the Edge Repository Provider
(ERP) system’s needs. Questions will appear along the way to the end of this chap-
ter. These questions have either been addressed already, by the introductory material
or they will be answered later, in the technical content chapters (3, 4 and 5), within

this thesis.

2.5 Producer Data Push Mechanism

Since most data originating at the Edge and destined to networked devices has to be
at least processed, if not even stored within the Edge networks or on the Internet,
for the user’s/Application Provider’s purposes, this Edge data has to be somehow

”pushed” into the networks. This PUSH mechanism can be needed for different
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reasons, but among the most important ones are intermittent power and/or network
connection, network resource constraints and data availability. Due to this, most
networks that rely on Edge-sourced data have to be adapted. Considering that to-
day’s networks and data production have been increasing and that there are higher
numbers of devices contributing towards these trends, the concentration of the net-
works research community has also shifted more towards Edge-network adapta-

tions, in accordance with predictions. [24, 25, 26]

2.6 Network-layer Storage

Most of the existing literature that contentrates on edge data storage does it from
a service point of view. Different approaches for the optimal placement of data
caching and processing units have been proposed, aiming to maximise the QoS of-
fered by the edge [27, 28, 29]. Other papers are more management-driven utilising
the logically centralized intelligence of Software Defined Networking (SDN) to in-
stall forwarding rules on edge routers, so that generated data can be forwarded to the
closest edge server for processing and storage [30]. In none of the papers, however,
storage is maintained within the Edge environment (the former strictly consider-
ing processing and the latter considering only fog-level, session-specific caching -
4 to 5 hops into the network). ICN (especially NDN and hash-routing) supports
in-network, Network-layer storage natively [31, 32, 27]. In every case considered
above that employs ICN, however, wherever the data consumer may be and regard-
less of the amount of data it needs, the data consumer has to request the data, at
some point in time, and for a duration, or (a) specific (amount of) data. Regardless
of where and when this request is issued, it must include some packet identification
data and/or Metalnfo/MetaData (filters). Here we argue that the Interest-Data pair
is inefficient and slow in handling large amounts of data, which is already split into
small chunks. Thus, even though the Interest-Data symmetry and “control loop” [6]
are not very useful in our case, the Interest-type (request) packet could still create
a PIT entry in each router receiving it, down to the ERP’s domain border. A more

detailed explanation of this process and some new concepts will be introduced in
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Chapter 3 and Chapter 4

2.7 Edge- and Fog-based Computing

Further to the line-speed-capable storage requirement, it must also be mentioned
that payload processing is also considered for implementation, on top of the storage
service, which adds an extra layer of complexity to the system (incurring extra
costs).

Some of the current research [33, 34], especially into keyword-based sys-
tems [27] (which works with a type of ”labels”, to help address data, similarly
to [35]), shows great potential for line-speed Edge computing placement and re-
source allocation adaptation. However, storage is not considered for the improve-
ment of processing in most Edge computing research to date. To obtain application-
specific distributed function execution environments in each of the storage entities,
the functions to be executed in different storage environments (around the world)
need to be distributed. Some of the functions may be mapped to the necessary areas
for execution first, while others might have to be mapped to higher-level networks
before distribution and instantiation [36].

The approaches mentioned above did not offer integrated data location aware-
ness along with data storage and distribution of (raw or processed) data or the code
of the processing functions. All the partial solutions and concepts needed to de-
velop the new architecture offer such an integrated approach where all data (raw
data entering the system or processed data created by the system - for example, the
output(s) of a processing function at the edge) is stored at the edge for as long as it

may be useful to users and applications.

2.8 Network Naming, Authentication and Manage-

ment

The management and analysis of data at the Edge of the Internet are very important,
for the improvement of resource distribution, architecture design, device configu-

ration and network performance. The way data, devices and users are distributed
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within Edge networks needs to be taken into account for the research and develop-

ment of any new ideas and design flows.

As the Edge environment and its associated users and data are becoming in-
creasingly important, the management of services offered, Edge resource allocation,
Edge-generated data and their associated QoS is becoming exponentially important,
as well. Of the last few variables, the most important is the management of data,
as the title of this section suggests, due to the fact that all others are indirectly con-

trolled by the efficiency and performance of data management and manipulation.

There are a few very interesting papers which add value to the development
of data management (with and without ICN implementations) schemes for different
types of devices and data in Edge networks. Out of these, one stands out, and
that is Mobile Data Repositories at the Edge [23]. This paper is a position paper,
presenting a high-level view of placing storage services in the Edge, for storage, up-
link decongestion and connectivity, depending on the purpose, scope and needs of
the user machine. It provides an overview of the main architecture implementation
and proposes a few different approaches to storing data at the Edge. It is one of the
main background papers, needed as a cornerstone concept within the developments

and implementations of the undertaken research.
Intra-Domain Routing

Throughput is one of the most important metrics for the EDR system. Consid-
ering the potential data production rates at the Edge, and especially originating in
Mobile Edge nodes (like cars, busses and probably trains), the input rates that EDRs
should support should be very high. [37, 38, 39] The most interesting to note with
this kind of network traffic is the fact that the traffic can vary by very high amounts,
at different times of day, and even between each second or minute [40]. Thus, with
such variations of data production and flow, a buffer-like Edge system would not
only be useful, but, with the implementation of persistent storage and processing ca-
pabilities, could even benefit the whole network. This system could provide router
bottleneck alleviation upstream, fast access to persistent storage, for other Edge de-

vices or users and higher information throughput, through packet compression and
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possibly application level processing.

Now, consider the above statements and the fact that throughput is mainly lim-
ited by the routers’ output capacities and MTUs. The relevant metrics to use as feed-
back for this storage system include, but are not limited to: user/IoT Provider con-
nection numbers, connections’ mode of functioning (e.g. periodic or non-periodic,
message streams or one-off packet deliveries), computational resources (i.e. pro-
cessing, caching and storage), throughput (needed intra-domain and inter-domain)

and others [27].

2.9 Improvement of Edge Storage Management for

In-Network Computing

In this section, we present a brief background on storage frameworks, including

storage on the cloud and the network edge, along with previous related work.

2.9.1 Storage Frameworks

Extensive research has been conducted on storage frameworks. The community has
explored distributed file systems, such as the Network File System (NFS) [41] and
Coda [42], and more recently Hadoop [43] and the Google file system [44]. Al-
ternative database designs (e.g., relational, object-oriented, graph-based) have been
proposed for data storage and indexing of the stored data [45]. Lately, the com-
munity has focused on key-value stores for the deployment of distributed network
storage and middleware applications [46], including mechanisms to increase the
performance of such stores through programmable hardware [47]. SEND is orthog-
onal to these approaches and is able to utilize different file system or key value store

designs for its internal data storage structure.

2.9.2 Cloud Storage

Data storage has been a popular cloud-based service offered by the majority (if not
all) of cloud providers, such as Microsoft, Amazon, and Google. At the same time,
there are companies such as Dropbox and Box that specialize on providing storage

as a service on the cloud. Extensive research on cloud storage has been conducted
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by the community. Performance and scalability were among the first properties to
be explored [48, 49], while solutions to improve the availability of cloud storage
services have also been investigated [50].

Data deduplication designs have been studied to ensure that a single copy of
redundant data is stored on the cloud [51, 52], reducing the space and bandwidth
requirements of data storage services. Several approaches have also been proposed
to safeguard the privacy of the stored user data [53, 54] and perform operations,
such as data searches, in a privacy-preserving manner [55]. Finally, issues, such
as multi-tenancy [56], data replication [57], and data management [58], as well as
their impact on cloud storage have been studied.

Storage services residing on remote clouds typically result in high response
delays for applications. Such delays may not be tolerated by applications that re-
quire low-latency data access. Moreover, 10T devices generate massive amounts of
data, which put significant pressure on the core network for their transmission to
remote clouds. To this end, SEND focuses on providing storage as close to users as

possible (at the edge of the network) for both raw and processed data.

2.9.3 Storage and Data Placement at the Edge

Psaras et al. performed an initial exploration of the benefits and challenges of data
storage at the edge to alleviate the stress that the massive amounts of data generated
by 10T devices put on the core network for the transmission of these data to cloud
storage [2]. Nicolaescu et al. built on top of this concept by developing and assess-
ing a preliminary design for the management of popular data at the edge [59]. Liu
et al. investigated the impact of the size and number of data storage units on the
data availability and operational cost [60].

The majority of existing literature tackles the problem of edge data storage
from a service point of view. Strategies for the optimal placement of data storage
units have been proposed, aiming to maximize the QoS offered by the edge [27,
28, 61]. Other approaches follow a management-driven direction by utilizing the
logically centralized intelligence of Software Defined Networking (SDN) to install

forwarding rules on edge routers, so that generated data can be forwarded to the
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closest edge server for processing and storage [30].

Service/function and data placement at the edge has been further explored in
the context of specific application domains. Scientific workflows may require taking
into account the dependencies between different data types to improve the workflow
execution efficiency [62]. Social virtual reality applications may require consider-
ing the data of users and the processing logic on these data as a bundle [63]. In this
context, optimizing the data placement at the edge is performed to enable user in-
teractions. Finally, for the deployment of connected vehicles, strategies to prefetch
and process data at Road Side Units (RSUs) have been designed and evaluated [64].

The approaches mentioned above did not offer integrated data location aware-
ness along with data storage and distribution of (raw or processed) data or the code
of the processing functions. SEND offers such an integrated approach where all
data (raw data entering the system or processed data created by the system—for ex-
ample, the output(s) of a processing function at the edge) are stored at the edge
for as long as it may be useful to users and applications. SEND utilizes different
placement strategies/algorithms based on the context (labels) of each data piece, the
processing function(s) that each data piece may be associated with, and the period
of time that each data piece may be useful to users and applications at the edge. At
the same time, SEND aims to enhance the provided QoS for all applications, users,

and devices, without being a solution limited only to certain application domains.

2.10 The considerations of Edge Computing Man-

agement with the help of Storage and Reuse

2.10.1 Edge-based Data Storage and Offloading

In [59, 65] and [66], the authors provide insights into Edge networked storage sys-
tems and how these could be managed. However, the proposed management strate-
gies consider how data storage could be managed, and not how both processing
functions and data storage resources could be orchestrated. At the same time, prior
work has explored different strategies for computation offloading from users de-

vices to the edge of the network [67, 68]. Together, Edge-based data storage and
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offloading [59] can form the basis for frameworks that facilitate the operation of
applications at the edge of the network.

In addition, prior work has proposed the processing of data at the edge based on
associations [67] or possibly even network flow management and association ([68]).
However, there is little research into session-less data flows, processing and storage
associations, towards better network resource utilisation and the improvement of
system-wide QoS.

Data classification can be very important for certain applications and for choos-
ing specific data for specific applications. A good example of early collaborative
data and service classification is presented in [69], through the creation of coopera-
tion groups and associated channels, for information dissemination and cooperation.
In most, more contemporary works, the data will probably be (for a very short time)
stored in application-specific “enclaves” or VMs, for security, and then the data
could be processed appropriately, through certain data associations ([67]) or possi-
bly even network flow management and association ([68]). However, there is little
research into session-less data flows, processing and storage associations, towards

better network resource utilisation and the improvement of system-wide QoS.

2.10.2 Computation Deduplication and Reuse

In cloud computing, the storage of several data duplicates becomes an important
issue in terms of information distribution, storage reliability and security [48]. Data
deduplication has been previously researched in parallel with CDN systems ([52],
[70]) to increase the efficiency of data distribution and availability within clouds
([50]). Thus, research on data deduplication at the edge can benefit from prior
research in cloud computing data deduplication.

The direction of data deduplication at the Edge of the Internet has lately
gained traction and has been discussed in different research publications [66], [71]
and [11]. Most techniques for data reuse assume that specific content is addressed
by name [72], [73] or by a hash of the name [11]. While [11] considers data storage
and reuse across applications it does not investigate the distribution of cached in-

formation across a network. We take a different approach and access cached results

36



based on the similarity of the query rather than by using a specific name as an index
to a specific piece of content.

Similarity has been previously approached from different points of view
(mostly IoT and VR), to better implement and make use of computing at the
edge [74] and [75]. On the other hand, these approaches only consider edge-based,
end-user, heterogeneous devices, where the environment could be hard to control
and secure. These processes can add complexity to the system, create fragmenta-
tion in resource allocation and imply a large overhead in processing. This can be
an especially hard to solve problem when considering end-user devices’ computing

capabilities.

2.10.3 Locality Sensitive Hashing

Locality Sensitive Hashing (LSH) [76], [77], [78] and [79] is a technique that ex-
ploits hash collisions in such a way that similar queries are mapped to the same
bucket. In [80, 81] and [82], the authors use the capabilities of LSH to improve
the way in which networks are managed, by improving routing tables and SDN
placement through hashing entries and using LSH for similarity-based routing,
further improving network security in the process, by implementing hash-based
identity anonymisation.

Some works have previously used LSH with the network itself [83] or pro-
cessing data/code/results [84] and [85], in order to improve processing resource
usage and timings. These applications for LSH are very common as of recent, in
the research of computation systems. However, the context of these improvements
has varied and was never considered to be a network- and/or storage-based system.

One of the most relevant and useful domains to use LSH is within storage
environments, due to the ability of data (or certain features of it) to be hashed [86,
87], [8]. Further, data has the ability to be split into smaller “chunks”, aggregated
and/or deduplicated, in similar and/or purpose-specific conglomerates [74], forming
more useful “pools”, from which (generally network-based) applications and tasks
can draw any needed data as prime materials”. Some studies into localised storage

and computing systems include [88]
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The advantage of local storage optimisation via LSH (LSH being applied ex-
ternally or within the storage/computing system), was previously used for in-
network, general storage [75], and computing ([84]), towards achieving better sys-
tem performance. What is not approached as a topic in the above works is session-
less, network-based storage, and its implications. We take advantage of LSH in our
work to realize the semantics of computation deduplication and reuse in the context

of our framework.
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Chapter 3

Investigation of Design Space and
Development for Edge Data

Repositories

3.1 Introduction

According to several studies [89, 90, 38] and predictions for the following years
(2022-24) [17, 91], the problem of upstream bottlenecks for Edge ISPs will also
be exacerbated by the need for extra services closer to the Edge[21]. This require-
ment will be a result of increased network traffic created by connected cars, homes,
other Internet of Things (IoT) implementations (e.g. smart cities)[15] and/or aug-
mented/virtual reality (AR/VR) devices[14]. Networks are dispersing, hence re-
source redistribution is required for a smooth transition towards decentralised or
even distributed (private) networks, which are still governed by certain (more gen-

eral) network policies.

Important service provision requirements are set by Edge data generated
through peak-hour commuting and Smart City applications. Existing work [89,
90, 38] suggests that user, [oT and vehicular data will overload the network with
information in the next years. These designs consider the reverse data flow, but
imply very small data quantities. In that regard, another paper [38] considers a few

blue-sky approaches to the grave need of data (re)distribution in the upstream flow.



Data from the domains mentioned above could, thus, be more accessible and usable

at points closer to Edge networks, for efficiency and latency purposes.

”Mobile Data Repositories at the Edge” [23] presents a new approach to in-
network data distribution, to improve connectivity and reduce upstream stress, by
using persistent, Network-layer storage [92]. The Proactive Strategy, proposed by
this system, relies on data packets to tell the Data Repository systems how they
should be treated, through MetaData (Metalnfo) tags. Adding to this, we introduce
the store-process-send concept, which was developed to integrate processing with
storage, to increase data delivery efficiency of data originating at the Edge. Thus,
we now define two main tags, useful throughout the rest of this chapter. The shelf-
life is the minimum storage period for storage service provision and the maximum
processing window for processing service provision with lower constraints. The
freshness period represents a deadline for a time-sensitive data processing service.
These help in Data management decisions such as storage time, processing needs or
storage/deletion/archival offloading after processing. Considering these concepts,
we introduce nodes specialised in data storage and processing, called Edge Data
Repositories (EDRs), managed by Edge Repository Provider (ERP) servers (briefly
introduced in this paper). This work represents a first step in solving an open ques-

tion of managing EDR environments [92].

3.2 The Start of Developing a Solution

The Edge Repository Provider systems are meant to provide processing, storage
and stable network connections, as services within a secure environment. These
goals can be achieved by further identifying an approach and system components,
to appropriately satisfy the current commercial and network-based service provision
needs. The four connected system parts that affect each other’s service provision
parameters and functionality, depending on policies, demands and locality are, thus,

described and defined below. (Figure 3.1)

With this first step of the design, we introduced the store-process-send concept,

which was developed to integrate processing with storage, to increase the delivery
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efficiency of data originating at the Edge. Considering these concepts, we introduce
nodes specialised in data storage and processing, called Edge Data Repositories
(EDRs), managed by Edge Repository Provider (ERP) entities. This was the first
step towards answering an open question, for managing EDR environments [92]
and towards developing a realistic and feasible solution for the storage and timely
satisfaction of highly demanding Edge-based tasks [59].

From a data perspective, the primary part of the system is the class of de-
vices/systems producing data. The Edge Data Producers (EDPs) are end-devices or
end-systems, which produce data with specific topics, mobility, frequencies, types,
scopes and destinations. These devices/systems and their data parameters are asso-
ciated with specific Application/Data/loT Providers and their users.

Technically, the most important part of this system are the EDR environments,
which provide a secure, stable and service-rich environment for Edge Data storage
and processing. Security can be ensured through service-specific resource alloca-
tion, in containers or enclaves. EDR environments mainly provide stability by stor-
ing and processing (mobile) data locally, and providing persistent network services
for the respective data. EDR environments are also the hubs that connect this entire

system, efficiently and adaptively. An EDR environment’s management, security
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and service provision policies are monitored and managed by its local (ERP) or-
chestrator, through its service provision and resource allocation feedback and man-

agement algorithms.

ERP management entities (Network Operations Centre [NOC] and/or servers
and/or EDRs even, in a distributed system) represent key commercial entities. These
may be of a central (ERP NOC), or local (edge-based system servers or even EDRs)
management type. ERP management entities represent the commercial and polic-
ing part of the system, which is mostly concerned with ERP system security and
management policies. These entities govern security bootstrapping, function and
data coordination, service provision policing, system trade-off monitoring, perfor-
mance monitoring and management of commercial policies between their systems

and other entities.

The other commercial part of the system (outside the system’s control) is the
Data Provider. This commercial and network entity provides its service and security
policies to its own set of users and negotiates commercial, network and security
policies with the ERP(s) for its (and it’s users’) own benefit. Associated EDPs and
the functions provided for data processing are also managed by these providers. The
main concerns of these providers lie in bootstrapping EDPs with data generation
certificates and providing secure functions to the network. Security bootstrapping

assures EDRs that producers provide secure data, with appropriate parameters.

Before jumping into system design, a good background of realistic scenar-
ios has to be provided and some Edge data generation use cases will be presented
below. The data generated varies across a few dimensions; and all of these dimen-
sions have to be accounted for in the Edge Data Repository Systems. The data
variety dimensions to be considered are: size, urgency, device spread across one
Edge domain, frequency of data updates, device (and Edge data) mobility, accuracy
of data/measurement, unaltered delivery/storage preference, different data type ag-
gregation and processing and more complicated combinations of the different di-

mensions as well.

A few cases considered in these studies will be shown, through the work pre-
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sented in this thesis, and these will demonstrate the utility of Edge Data Reposito-
ries within the Edge environment, thus helping the development of their associated

systems and architecture. These use cases are presented below.

3.3 Data Repository Design

Now we shall examine each part of the system in more detail. EDRs were devel-
oped to be modular, configurable and scalable. The functionalities illustrated below
demonstrate these features.

Storage: All repositories benefit from network persistent storage capability,
being able to buffer and retain data. Depending on service requirements, this func-
tionality may suffice for certain services.

Processing: All repositories have processing capabilities for application-
specific service provision. Processing is done independently of line-speed opera-
tions, in the application layer.

Storage association and management - After a message is received by a repos-
itory, it is added to storage management and the newest processing message is then
processed (Data "Path” of Figure 3.2).

Message processing and update handling - Each update consists of a process-
ing phase and a depletion phase, on each simulation cycle. The update process is
presented in the Control ”Path” of Figure 3.2.

Main Question - Considering the system design, the main issue will be ap-
proached heuristically. The following questions provide the main reasoning for our
evaluation and are inspired from existing Edge networks research [38, 93]: What
is the algorithm that determines the most efficient resource configuration, based on
available resources, services provided, traffic analysis and EDP types? Could this
algorithm be provided with simple yet effective service quality feedback, towards

local adaptivity, for specific services, under certain conditions?

3.4 Evaluation

Hypothesis - Consider that storage is used within limits, and while the packets’

shelf-lives have not expired, the packets are stored in EDRs. If the EDRs start
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Figure 3.2: Flow chart of internal repository processes - yellow arrow represents a new
addition (potential to explore with the later-introduced mechanisms of SEND

overflowing or the packets’ shelf-life expires, before they are processed, they will

be considered unsatisfied. Thus, it is important to assess the percentage of packets

processed within the freshness period or shelf-life or deleted/offloaded after shelf-

life expiry. These shall be briefly covered in sub-section 3.4.6, and later in more

detail, in sub-section 3.4.5.
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3.4.1 Use Cases

A simple, home sensor temperature reading (and possibly action) implies very
low traffic, and possibly the need for very little processing power. However, as
these types of devices drastically increase in numbers and update frequency (i.e.
in home automation and Smart Cities), their implied needs increase proportionally,
or at an even higher rate. As their update frequency and/or numbers increase, the
needed aggregation (storage) and processing for these types of messages and their

associated/aggregated counterparts increase, as well.

A RING Doorbell asynchronous video feed can impose a high traffic flow
problem on Internet links; especially if the connections are made via Cloud con-
nections (as most IoT Providers, like RING, have Cloud-based servers). More im-
portantly, this is a problem that one video feed generates. Under the conditions of
enormous amounts of upstream background traffic, the bottleneck issue presented

above would likely be magnified tenfold.

Smart Home ”’continuous’ device suite monitoring - considering the suite of
devices made by the same manufacturer or supported by the same EDRs - a service

that many IoT Providers either want to have or already provide for their users.

TfL Bus location updates can be very tedious in today’s IP networks. On
the other hand, busses in London have specialised connections, to have secured
access to the Internet and send updates to their TfL servers (independent or in the
Cloud). Furthermore, the bus stops are also connected to the TfL servers and could
potentially aid in these transmissions and updates (maybe not only for busses).

Zipcar fuel/energy monitoring can be even more complicated than stated
above, considering that continuous access to today’s Internet via IP networks is
very hard to obtain; especially considering the establishment of TCP (Transmission
Control Protocol) sessions. Even with asynchronous, non-critical updates (as this is
not a very time-sensitive measurement), it can be very hard for a moving vehicle and
an Edge IP network to coordinate data, location and ideal aggregation placement,

for function execution in the Edge environment.

Tesla sonar feed and collision detection could represent both urgent and non-
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urgent data, in one. This is because such data may need some processing, and,
in conjunction with some other combination of [oT measurements or recently pro-
cessed data from the area, could indicate an emergency. This problem is also special
due to its implied placement, timing and freshness period restrictions.

TfL Bus and Traffic CCTV “continuous” video feed represents non-critical
(non-urgent) data, with a large size and great potential for specific feature extrac-
tion. The main problem with this type of data is that, if sent further into the network,
it could incur very high traffic. Furthermore, some of this data could be sensitive,
thus needing high compression and security within storage, processing and commu-
nication media.

These use cases will be taken under consideration and provide the realistic
background to consider throughout the thesis. Some use cases may be more relevant
for specific parts of the design, however the modularity of the work and design helps
the system be more flexible and impactful in such situations.

All entities interested in the data:
e Local authorities;
* Traffic systems;
e News broadcasters;
 Car insurance companies;
 Car manufacturing companies.

Corner cases and associated data needs

* Traffic systems may, at the point of the accident, be interested in one of the

processing responses

* Local authorities may be interested in more detailed data, maybe wanting the

raw data (most detailed AND - note - most recent RAW data)

* Local news broadcasters may be interested in a general filming angle of the

accident, but at a later point
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* The drivers’ insurers may be interested in the first (earliest possible notifi-
cation) accident message and the on-board footage, at a later time (footage
does not even need to be stored on the EDRs, but the general message could,

for proof)

» Car manufacturers may be interested in specific, unaltered car data form (ei-
ther of) the cars, but after a longer period of time; so that data could be
archival data, retrievable through the cloud (even though some of that data
may be processed on the spot, relevant for current events, but also for later

diagnostics and statistics).

3.4.2 Solutions for corner cases

Application Providers/Function Developers and Beneficiaries associations - and

their purposes:

Local traffic (and public transport, most often) authorities - they need up-to-
date, simple and fast information from their systems, thus using a simple signalling
function on the cameras, also using object-detection, to identify the accident (in this
example), to output a simple accident message, to either lock the intersection or the
relevant part of the traffic ASAP and establish diversions quickly

Local authorities taking any messages and feeds whenever they are available,
apart from what the insurance companies and manufacturing companies are inter-
ested in - otherwise said, they are interested in all the information (raw and/or pro-
cessed, as it becomes available; however, not all information also needs to be deliv-
ered with priority. Only the first message, that the local traffic and public transport
authorities need (maybe with an even higher priority, if possible). These guys need
the first processed information ASAP.

Insurance companies will be interested in more long-term information, but they
would still care about when it happened and be sure to have the most recent and up-
to-date information. They may want more details about the accident - for example
share information between the two insurers, based on cloud-maintained car regis-

tration databases. They may also want information processed at the Edge, that is
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very volatile, for example driver safety, other involved entities, eye witnesses and
any other variables that could have influenced the investigation. These entities will
most probably be interested in information that is processed and uncompressed.
(while they may also want to store the volatile information for longer, to execute
any kind of relevant functions on it, like, for example, corroborating the person
driving with the number plates, car colour, any pre-existing conditions on the car

that were or were not declared to the insurer before the accident.

Manufacturers will want the fastest and most compressed data, while keeping
their most valuable volatile values for only as long as they determine that another,
related failure could occur on the car. If that does not appear within the time limit,
functions could also just send the data obtained to that point to the cloud and be

finished.

Data evolution within the system due to the above associations and their

services’ restrictions:

The most important part is to get the first function output through LSH (the

traffic authorities’ processed alert message, indicating the location and time)

Afterwards, this can be part of different functions - for example, the local news
broadcasters will want LSH done on some of the data, but not all of it. Thus, they
could impose no LSH on specific processed information outputs, or, for example,
if that alert message is also processed again, with data from another, local CCTV
camera’s view (that the new broadcaster has access to) or catches data through other
functions on the repositories, that include these features (cars and accidents), it may
want the EDRs to not corroborate these and get the data - after which it would
either just decode the data (being the data/application provider of the recording
app), or ask for decoding permission from the data originator (if the data/application
provider for the recording app is different or the recording application is just the

phone’s - thus, the user is the actual owner)

Manufacturers will want to apply LSH to most of the data and within very

specific time limits.

Insurers will want a combination between what the news and the manufacturers
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are interested in, leaving the more general data out, of course.

An equivalent system to the one presented in the Introduction of this thesis
(Chapter 1) is an SDN-controlled system. Here, data names, labels and hashes, ser-
vices and resources are manipulated instead of control tables in the network control
plane. Similarly, ERP servers are controlled by policies dictated by and provide up-
dates to ERP NOC(s), which set the main operating policies, analogously to SDN
controllers, guided by a (set of) network-control application(s).

Within this thesis, we are mainly going to consider a few specific use cases, as

follows.

1. The first case comprises of sensing equipment as producers (e.g. temperature
and pressure sensors). These devices can produce small-sized data messages,
at specific (often frequent) intervals of time and are generally static. The
sensor data is normally ready to be processed and volatile. This device type

would be most prevalent in office buildings.

2. The use case considered for the purposes of representing a realistic data
load within a smart city is video/audio streaming and larger, smart home,
command-based data, from immobile Edge devices. Home surveillance
and doorbell cameras create large data feeds, for example. While this data
may be critical, it is not necessarily provided continuously. Although it can
be stored for longer periods of time after processing, it may be offloaded to

clouds, as long as it is not solicited/required within a certain amount of time.

3. Another example of mobile Edge Data Providers (EDPs) generating small-
sized data can be measurement sensors within a car. Such a sensor could
be measuring battery charge, GPS location etc. [91]. This data can have
shorter freshness periods, but may have longer shelf lives, for further network
processing and availability. Each data point may be less important and more
volatile than larger messages. Thus, this kind of data (or better yet, their

processed results) could be offloaded to the cloud more often.

4. The most complex example of large-sized data could be video or LIDAR
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data [91], created by a public transport vehicle (e.g. Buses, Underground).
These kinds of data can normally have larger freshness periods, if they are to
be processed. The shelf lives of these Data packets could be longer, due to

their longer relevance period for Edge applications.

5. The last, and one of the most processing-intensive use cases considered within
this thesis will be NLP-driven voice command interpretation and execu-
tion. With such (mostly smart-speaker implemented and smart-assistant-
based, in either home OR mobile environments) applications spreading
more and more these days, soon more resource- and energy-efficient process-

ing solutions will be needed.

Consider that some loT/Data/Application Providers and users will still have
services established in the cloud, for non-time-sensitive requests and data process-
ing. Thus, considering the large and relatively flexible reach of clouds nowadays,
it is reasonable to think that there is at least one cloud provider within each area
covered by WANSs. Even if that is not the case, the closest cloud server to the ERP
should be mapped (via NDNS, respecting cloud-ERP policies), as a constant re-
source to provide large processing pools, remote and persistent storage for remote
and fast access to Users/Data Providers which are either located within that cloud
provider’s domain, or outside the Edge Repositories’ domain.

Given the background reviewed in chapter 2, and the outstanding issues im-
posed partially by the above use cases and analogies, the new concept, of Edge
Data Repositories (EDRs) was developed.

The algorithm that EDRs use employs structures normally used in SDN (tables
and organisation) for systems control and a communication protocol that uses syn-
chronous system updates and asynchronous requests and responses (as orchestra-
tion for table updates) to convey the outputs of the algorithm (and later inputs from
the ERP servers). The EDR resembles a SNMP Agent and its associated resources
and metrics resembling MIB objects, which would hierarchically be managed by a
Network Management System (NMS), corresponding to the ERP servers, and ac-

cording to certain hierarchical structures, according to the previously envisioned
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and explained NDNS mapping structure. The organisational structures providing
the services in each EDR resemble “match-plus-action” (control) tables. Thus, the
control structures of EDRs should be SDN-based, while the communication proto-
col would be similar to SNMP (as explained above). This will be presented through
the commands table and its associated algorithms, for processing and storage ser-
vices, in Sub-section 3.4.5.

The results necessary in algorithm development mainly depend on the type of
EDP. The producers are diverse in their movement patterns and service needs. We
use the example use case to establish 6 different service models for each of the
first 4 use cases presented in Section 3.4.1 for Edge Data Repositories. One (6th)
is a common, “golden standard” model, used for QoS comparisons. All reposito-
ries in each scenario provide one service, throughout each simulation scenario and
model configuration. Note that storage capacity was reduced to SGB/EDR in these

assessments.

3.4.3 Setup and Assumptions

An EDR domain was implemented and evaluated using an extension! of the Oppor-
tunistic Network Environment (ONE) simulator? [94]. The following assumptions
were used for testing and evaluation.

* processing power was measured in threads, assuming equal power in all threads
[95]

* one thread uses a specific amount of time for a service type

* function execution takes a finite amount of time per content type, assuming exe-
cution sessions established

« for simulation efficiency, the smallest step of processing time is 0.1s (realistically
it could be smaller)

* EDPs, EDR cluster, Data Providers and Cloud Providers are securely boot-
strapped, for data and function verification

« all EDPs and EDRs use their private keys and pre-fetched certificates/trust anchors

'The ONE Repos: https://github.com/Chrisys93/the-one-repos
>The ONE: http://akeranen.github.io/the-one/
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to produce secure data
* freshness period accounts for only one processing cycle
* under service strain, the retrieving EDR will compress and send processing mes-
sages to the cloud before processing
» compression is executed on individual messages, and not on the aggregated mes-
sages, as a file, for ease of simulation
The EDP generation rates used in this paper were based on CISCO predictions
[17,91] for 2022-24, several case studies ([96, 97, 98]) and reasonable approxima-
tions. Average data production is 85GB/node/day and varies with type of EDP.
Example use case - An EDR cluster with the specifications:
* a total upstream bandwidth limitation of 10Gbps
* 500 cars, 40 pedestrians and 15 buses served
* three hours accounting for peak traffic hours of the day
» all data required on mobility patterns, generation rates and served file types known
* the cluster deployment area considered to be Helsinki city
The example case domain/scenario is comprised of 80 repositories, distributed
in a cell-like structure covering central Helsinki. The mobile nodes generate mes-
sages as follows (non-processing:processing): 2:0 per pedestrian per Ss, 0:2 per
car per 2s with a processing delay of 0.1s and 1:2 per bus per 2s [99] with a pro-
cessing delay of 0.2s. Messages are IMB in size. Each EDR serves 10GB storage
capacity, 10 parallel processing threads and a 10MB/s maximum output bandwidth.
Although the cars are the main type of producers studied in this case, all nodes

generate realistic network traffic.

3.4.4 Main Design Parameters

Assessing the processing and storage capabilities and associated QoS, we can as-
certain three different ratios that can be used as system metrics: fresh processing
rates, shelf-life processing rates and ingress traffic.

Fresh processing rates refer to the capability of the EDR to process all ingress
messages within their freshness periods. This is obtained by scaling the approxi-

mated per-message processing delay with the freshness period. Shelf-life process-
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ing rates are used for determining the total processing capability of EDRs. It is
assessed in relation to the shelf-life of processing messages and the associated fresh
processing rate, in the context of the type and expected processing delay of the
ingress serviceable messages. The message influx, as the name indicates, is a mea-

surement of the ingress processing message traffic targeted at the respective service.

The storage mode setting is one of the parameters under EDR control that
can directly affect QoS and resource efficiency. However, more importantly, the
shelf-life associated with the size and type of any ingress messages being accepted
as part of a service model are the determining factors of storage usage and storage
QoS. Most importantly, the common parameter which affects both storage and pro-
cessing, the message influx has one of the highest impact factors to be considered
in our algorithm. This was seen in previous results, which were considered too

trivial and simplistic for representation.

Note that upload limits put a limit on the amount of messages serviceable
in a specific amount of time. However, upstream bandwidth can be adjusted by
changing the compression rate(s) and compression-to-deletion ratio(s) associated

with the service(s).

This assessment demonstrates that some service virtualisation, through VMs
or “enclaves” can be offered with no costs to QoS, for a variety of devices and
their users and/or providers. This, however, would either come at the cost of higher
latencies and/or computing resource usage in the former case or at the cost of less
flexibility in service variety and device support in the later case. This represents
another, important trade-off with regards to Edge computing efficiency, which has

been extensively studied. [100, 101, 102, 103]

The main commands to potentially be used within this system are essential for
the management communications in question, and can be very similar in nature to
certain protocols like SNMP; mainly because of the architectural similarities envi-
sioned at a higher level, and the way the EDR control plane is set up, however they
are less related to routing and more related to the distribution on monitoring metrics

and the management of both the associated data and the computational/storage con-
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figuration. Thus, I took the freedom to (re)create such commands for our system’s

requirements. Table 3.1 is provided for reference.

Command Actors Description

Name

Performance | server to EDR Periodic request for QoS update

Update

Heartbeat EDR to server Periodic update on system performance,

configuration and resource usage
Configure server to EDR Change MIB object values

Trap EDR to server Asynchronous Warning or Notification
(& suggestion) message
Response EDR to server Response to server

Table 3.1: Table of algorithm generated commands

3.4.5 Algorithm

An algorithm for EDR management will now be presented, providing insight to the
process that requests and data undergo once entered into the data lifecycle process

ensued by the EDRs’ store-process-send mechanics.

Proc Shelf-life
Producer Freshness Period
Non-Proc Shelf-life

Non-Proc:Proc Ratio

Data Producer
parameters

A\

Function Processing Power

EDR

Hardware
Configuration
Parameters

Storage Capacity
Storagel  storage Mode

Y

ERP Server

Figure 3.3: Main structure of algorithm
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The algorithm outputs (warnings, notifications, performance updates and
heartbeats) can be used to determine needed changes, in accordance with the ex-
isting data types and service model(s). The algorithm is meant to adapt resources
and give the feedback needed by the ERP server to dynamically apply different
service- and resource-based optimisations within the cluster. A representation of
this communication process is also provided through Fig. 3.3.

The point of this algorithm is to provide an SDN-like management structure, to
operate just above the network layer, depending on individual EDR performances
(diagnosed through application-layer messages like the ones in Table 3.1). With the
server having its own view of the EDR cluster, it can optimise manageable ob-
Ject values in MIB records and service provision tables, for adapting the system
and services for the network environment. In other words, EDRs send heartbeat
and “trap”-like update messages to ERP servers. Depending on their cluster-wide
view of the EDRs. This algorithmic and architectural structure creates the opportu-
nity for "ERP Servers” to (potentially automatically/autonomically) decide on what
actions to take, to optimise service placement, for performance and QoS. Through
configuration messages, ERP servers could provide routing and resource configura-
tion updates to any EDR as a consequence of its cluster-wide decisions thereafter.

Following these actions, the feedback process could restart.

3.4.6 Evaluation of EDR Performance

As sub-figure 3.4b shows, the processing success rates depend on the scale of the
freshness period and shelf-life, compared to the function execution times (process-
ing delay), which are generally very small. The ratio between the first two has to
be close to 1 to have any effect on the success rates. Thus, we consider the traffic,
delay, freshness period and shelf life, as the most relevant parameters for dynamic
adaptation and processing effectiveness. Thus, these two metrics are fed back to
ERP servers, in order for the system to act on and/or influence the above four pa-
rameters, towards better feedback on the next loop through the algorithm.

Moving on to the parameterisation of processed message freshness and keep-

ing the focus on sub-figure 3.4b, we can infer that the main decision parameter
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changes to the processing delay. This inference is explained by the trends shown
in the “Fresh” measurements of all use cases, in parallel to the legend-based table

of values below it. However, this ratio is a potent modifier of the impact that the
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ratio between the delay and the difference between shelf-life and freshness period
has. We can also note that the most important modifier of both processing suc-
cess and freshness rates is the ratio of input non-processing to processing messages,
representing ingress traffic.

Clearly, when more storage is used, messages’ shelf-lives limit satisfaction
rates. Considering this, the shelf-life associated with a specific service determines
its satisfaction rates and whether the receiving EDR storage overflows. This natu-
rally also depends on the size of messages and traffic. More exact values for this
tipping point of one of the models, as shown in figure 3.4a, are: between 500 and
600s non-processing shelf-lives, processing shelf-life under 50s, a rate of 1 process-
ing message for each 4 non-processing messages generated each second, a size of
1MB/message and static EDPs.

In the last three models of the cars and buses use cases we can see that, as
shelf-life increases, the importance of the “non-proc:proc” traffic ratio decreases
with respect to storage occupation. On the other hand, we can see that when sizes
of messages are bigger and EDPs more stable/static, the importance of the non-
proc:proc” ratio is much higher. In this case, the more positive the ratio, the higher
the chance for messages to be stored less than their shelf-life values (above a specific

threshold - see Fig. 3.4a).
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From this figure it can be inferred that shelf lives determine the maximum
storage capacity required for a service. Thus, Storage Mode is used to keep mes-
sages within storage in underused repositories, for both efficiency and better stor-
age service provision. The number of messages stored longer than their shelf-life
(overtime) is normally low, unless repositories are configured in storage mode. If
messages are stored overtime, however, storage is used inefficiently and storage sat-
isfaction may decrease, if used inappropriately. Thus, storage mode is a valid and
useful option only for services with reduced or infrequent bursty traffic.

As also demonstrated in figure 3.5, the implementation of storage drastically
outweighs the advantages of just using processing within the IP environment. This
is demonstrated by the amounts of data (potentially) being dropped at the reposito-
ries’ routers, without the implementation of storage and only the implementation of

Edge processing within DTN (with the same sizes of buffers).

3.4.7 Better Storage Management

Upon further consideration of the above-presented work, the low-level feedback al-
gorithms, that were not fully evaluated in the above work’s evaluation and a few
other related works, more work was pursued, towards a better, more complete stor-
age management solution. This paper covered the aspect of data distribution effi-
ciency within the EDR storage environment, towards the system’s improvement in
performance, with regards to QoS and system resource allocation efficiency.

This paper’s concept was mainly based on the EDR environment’s design, eval-
uated above. Some utility of this work will be demonstrated in this design and evalu-
ation, by directly borrowing the main systems’ functionalities. These functionalities
were used in the next system’s implementation to develop a more comprehensive
servicing and storage system. The new design was named SEND, and its main pur-
pose was to provide Storage at the Edge, for Networked Data (StorEdge Networked
Data).

A realistic evaluation study of SEND was conducted. First, by implement-
ing an EDR prototype on top of the Google file system [44], evaluated based on

real-world datasets of images and 10T device measurements/readings [104, 105].
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Afterwards, to scale up the system, an evaluation based on network simulations was
developed and implemented, based on synthetic and real-world datasets, to evaluate
the performance and trade-offs of the SEND framework as a whole. Our experimen-
tal results demonstrated that SEND achieves data insertion times of 0.06ms-0.9ms,
data lookup times of 0.5ms-5.3ms, and on-time completion of up to 92% of user

requests for the retrieval of raw and processed data.

3.5 Concluding the first step in defining the EDR en-

vironment

The assessment completed using the ONE simulator and its results produced a local
management and feedback algorithm. This algorithm provides a first insight into the
dynamic management potential of ERP systems. Through the feedback provided, it
was demonstrated that the development of an EDR cluster management algorithm
for the ERP system can be advantageous for different network conditions and cer-
tain service offerings. These concepts shall be developed, to form a more complete
system, accounting for more aspects of networking not covered in this paper, like
content-driven networking, security, commercial and management policies.

These evaluations are important as they evaluate which trade-offs should be
considered more important for different service models. We also provide the feed-
back algorithm, for design and adaptation of systems that integrate EDR clusters.
This has potential for further development, accounting for further complex param-
eters and metrics (e.g. data aggregation and locality). There is a wide range of
developments which can be based on this system, depending on their final purpose

of deployment.
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Chapter 4

Store-Edge Networked Data (SEND)
- Storage Management at the Edge

4.1 Introduction

IoT Providers can rarely have their own established networks, especially if their
nodes are mobile and unless they want to invest into a whole storage, processing
and routing infrastructure. IoT Providers generally use third party Cloud storage
and computing resource services, instead of their own servers. However, there are
some providers which have their own servers or even data centers and prefer just

paying for ISP links and the associated traffic.

Consider that content/application providers like Google, Netflix, Facebook etc.
provide their services strictly via DNS and CDN based private networks. The per-
formance of such a large network would be greatly improved by partially moving
these application layer network mechanisms to the network layer, in a content-based
network model. A further improvement to this would also be to now account more
for the reverse flow of information (from users/Edge devices towards the core/data
centres), at both the application and network layers (creating a more interwoven
interaction between the two layers). Lastly, for even more intelligent, efficient and
effective networks and systems, computation-reuse- and storage-based orchestra-
tion strategies could also be implemented. Such implementations would also come

with the great potential of both financial gain and economic innovation in the net-



working domain.

With the explosion of the Internet-of-Things (IoT) [1], this model is re-
versed [2]: massive amounts of data are generated by user devices at the edge and
flow towards the core of the network infrastructure, for processing and storage pur-
poses. To alleviate the pressure on the network introduced by this reverse data flow
model and to achieve low-latency data processing, edge computing emerged as a
prominent paradigm that makes computing and storage resources available at the
edge of the network [3]. In this context, storing and effectively managing massive
amounts of generated user device data at the edge is an issue that needs to be ad-
dressed [1]. This issue becomes particularly challenging, since the generated data
may be of different types (e.g., IoT sensor data, images, video frames) and may also
have different needs and purposes (e.g., to be processed, to be simply stored at the
edge, or to be eventually offloaded to a cloud). To address this issue, this chapter
proposes a data storage and management framework at the network edge, called

“Store Edge Networked Data” (SEND).

Persistent networked storage is different from cache storage, in that in persis-
tent networked storage data is not only session-less (the destination/purpose of the
data is not determined by only one application/user connection session or stream),
but it is also network-agnostic. In persistent network storage, data can be used in
a publish-subscribe manner, and it can be specific to more than one application
provider/application user/service collection and/or (network or data) utilisation pol-
icy.

SEND aims to improve the performance of the network edge and the Quality
of Service (QoS) provided to users by keeping raw (generated by user devices) and
processed (output of processing services/functions) data in persistent storage, close
to users, for periods of time longer than cache storage. In SEND, storage servers,
called Edge Data Repositories (EDRs), are deployed at the edge and seamlessly
interact with flows of network traffic. EDRs accept different categories of data (e.g.,
data to be stored at the edge, the data input(s) and output(s) of processing functions

running at the edge, the code of the processing functions) that may transit through
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the edge environment. Through a logically centralized management plane, SEND
takes advantage of the characteristics (attributes) of the data generated at the edge
to make decisions on where to store and whether/how to replicate the data across

different edge locations in order to maximize the offered QoS.
This chapter makes two main contributions:

* The design of SEND is presented, which takes into consideration different crite-
ria (e.g., data popularity, proximity of data to processing functions running at the
edge) to improve the placement of different categories of data at the edge. To aid
data placement and management decisions, SEND relies, among other attributes,
on system-wide identifiers of the data context, called labels. Labels are used to tag
the data that enter the SEND system, offering a light-weight mechanism for iden-
tifying the data type(s), the data generation sources, and the processing functions
supported. SEND also stores data at EDRs for as long as the data may be use-
ful at the edge (e.g., for processing purposes), offloading the data to the cloud for
archiving once they are not useful at the edge anymore.

* A thorough evaluation study of SEND is performed. First, an EDR prototype is
implemented on top of the Google file system [44], which is evaluated based on real-
world datatets of images and measurements/readings of IoT devices. To scale up the
experiments, a network simulation study is performed, based on synthetic and real-
world datasets evaluating the performance and trade-offs of the SEND framework
as a whole. Our experimental results demonstrate that SEND achieves data insertion
times of 0.06ms-0.9ms, data lookup times of 0.5ms-5.3ms, and on-time completion

of up to 92% of user requests for the retrieval of raw and processed data.

The rest of this chapter is organized as follows. In Section 2.10, a brief back-
ground on storage frameworks is presented and prior related work is discussed. In
Section 4.2, the SEND system model and assumptions are presented, while in Sec-
tion 4.4 presents the design of SEND. In Section 4.5, the experimental evaluation is
done, and finally, in Section 5.7, we discuss various considerations and extensions
of the SEND design, with the help of which the work presented in this chapter is

then concluded.
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4.2 System Model and Assumptions

As illustrated in Figure 4.1, it is assumed that an edge computing environment, with
a number of EDRs (EDR;, EDR,,..., EDRy) have been deployed one-hop away
from user devices. It is further assumed that the devices generate data based on
their nature or the applications that may condition their data generation patterns
and formatting (e.g., periodic temperature readings for an 10T sensor, video frames
captured by a mobile device running an augmented reality application that requires
real-time object recognition). Once this data is offloaded by a device and is received
by an EDR, it can be stored at the edge for future processing or low-latency access,
or it can be processed right away and the processing results can be stored in the
EDR environment. As Section 4.4.2 shows, each data piece may be useful (e.g., as
an input of a function at the edge) for a certain period of time. After this period of

time, the data can be archived from an EDR to the cloud.

*a_@ Cloud

Retrieval of
EDR
processed T
and stored Data archiving o / }k Management
Optimize placement and

processing of data

Data

Provider .--

EDR
_/ Environment

Data
Offloading

\ User
. Devices

Figure 4.1: SEND System Model. Data offloaded by user devices is stored in the EDR
environment, which is managed by a logically centralized EDR management
entity. Data providers can retrieve raw and processed data from EDRs or the
cloud once the data is archived from the edge to the cloud.

It is assumed that a number of processing functions (e.g., object recognition,

data analytics) may be offered by an EDR and that all requested functions will
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exist in the EDR environment. Functions may be pre-installed by an EDR or a
data/application provider. Alternatively, the function code can be offloaded directly
by user devices if their hardware capabilities allow. The instantiation of functions
will take place through the use of Virtual Machines (VMs) within an EDR, while
the VM hardware allocation in “cloudlets” of EDRs is elastic. A function consists
of application-level code, applied to input data, towards obtaining a result (output
data) requested by either a data provider or a user registered with a data provider.
Data providers may be corporations, such as ZipCar, Uber, Nest, Ring etc., which
utilize edge-provided (EDR-provided) services and network data storage for the

data needed by them or their users.

In the context of the SEND system, as in the previous case, the existence of
a logically centralized EDR management module (ERP server or NOC) at each
edge network is assumed. Each EDR periodically sends statistics about the stored,
processed, and served data and their attributes to the management module, which is
responsible for making data management and placement decisions. Based on these
decisions, EDRs may relocate or replicate data within their environment. Finally,
data providers may interact with the cloud and the EDRs to retrieve raw or processed

data generated by their users for further processing and insights.

4.3 Architecture key points

Why Hashes?

The view of ICN is adopted within this architecture, and more specifically,
hash routing is mainly used here, for its advantage of being able to associate and
encode data with message-specific hashes, making tracking of the data possible and
having the advantage of being able, through the use of mathematical techniques, to
encode other interesting parts into these hashes and associated packets (e.g. Meta-
Data and validity identification mechanisms). Furthermore, due to not being limited
to specific names (like NDN), the data can also be context-sensitive, as the hash-
encoding could even mean different things for different applications interpreting the

data-and-context-based hashes.
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Labels: Their purpose and use

As hashes themselves can only identify one data packet/message, they can be
inefficient from a context point of view. Thus, the system architecture needs a way
to find all relevant and “interesting” data, from a context and/or hierarchical point
of view, regardless of the type or origin of the request/data/service instance.

Data production and Function provision should both be either provided or ap-
proved and known by the data producers’ (mobile or IoT - mainly - end-systems)
commercial managers (Data/Application Providers). Edge Data production and
Function provision should be independent of each other, at the same time. Cloud
data can be of either type, or of the result type (combining the previous two), so
it has no impact on hashing. The main ”glue” between producer data and the rest
of the Internet (and functions) are the repository environments, which process and
distribute the data according to resource efficiency, commercial and provider needs.
The hierarchical and commercial part are mapped and used (”glued” together), in
an analogous way, mainly by the ERPs’ management servers. All of this is achieved
through the introduction of labels. As discussed in the previous chapter, “Labels are
a data characteristic flexible enough to be attributed to all types of data entering this
system.” This means that labels can be used for the general purpose of tracking any
kind of data within the EDR environment and, at the same time, provide insights
to automated management entities, to provide fast and effective feedback to EDRs,
effectively increasing system performance with regards to both QoS and resource

allocation efficiency.

4.3.1 Secure data-function-request generation and deployment

Pprocesses

The following processes (each flow progress from left to right) are supposed to have
three (possibly four) main parts:

* the packet-/data-generating device

* the data generated

* the hash function

* (the key and/or label provider)
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Note that the labels are part of the process within the generating device
and do not come directly from the Data/Application Provider; they are boot-
strapped/provided in the same way as the hashing keys

Data packet generation process design:

Data
Provider

Labels/

Hash Function —» Hash

Key
Data
Producer

Figure 4.2: SEND Data Production

Data packets are produced as soon as the (collection of) measurements are
taken and have to be transferred for processing within the network. The hashes are
quickly and easily computed; attaching the appropriate (readily-available) labels to
the packet as MetaData. As the green-lined arrow indicates, if the Data Producer
produces more types of/function-associated data, or with different restrictions, its
Labels/MetaData the data packets will be deployed so that they have different at-
tributes.

Function (function code to be executed, being used within EDR environ-

ment, bootstrapped and present in all EDRs) process design:

Label
Requirements
ND/OR
Hierarchical AND/OR 'E
Hash Functlon Hash
Data
Provider _Optlonal

i Data/Service
Requester App
Figure 4.3: SEND Function Production
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Function generation is done similarly to data production. However, in this case,
the code has to be compiled to be executed on specific (collections of) data and,
thus, can include any combination of requirements, like a combination of labels,

data hash(es) and/or only one of these. Request packet generation process:

Request generation process design:

Data
Provider

App
Updates

Hierarchical
Hash Function — Hash

I Key

Data/Service
Requester App

Figure 4.4: SEND Request Production

Processed Data can be requested via the request of specific labels and/or data
combinations, by either the Data/Application Provider or the provider’s users, via
its API; or, indeed, any device capable of running the Provider’s API (and boot-
strapped/entitled/authorised to do so). For all the above, the densely dotted line
arrows indicate that the labels and keys are bootstrapped/provided (periodically) by
Data/Application Providers For all the above, the continuous, thick lines indicate

data transfer/necessary data processing steps

4.3.2 Data and label processing within the EDR Environment

The schematic in Figure 4.5 shows how the labels and data generated as presented
above are processed and used once in the EDR environment, towards providing
better QoS and improving the EDR environment efficiency, at the same time, using
the data it is provided with and the strategies presented in the second proposed

paper. The design of this process is presented in the following section.
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4.4 SEND Design

In the way that EDR domains are managed, provide their services and considering
the nature of the services they provide, the EDR environment represents the ”glue”
between most of the identifiers, applications/providers, data and functions, securely
executing approved functions on data provided from the Edge and providing a final,
linked Data object, which can not only be verified and cached throughout the net-
work, it can also be reconstructed, with the right encoding, decoding and security
applied. Furthermore, these actions and data processing show how the commercial
and organisational/ISP/network provision hierarchies, both have a "home” in EDR
environments. EDR domains provide a type of information hub at the Edge, where
Edge Data is produced and stored, different functions are securely executed and
stored and where companies can collaborate and produce different service policies,
in conjunction with the ERPs.

An overview of the SEND design is first presented here and, subsequently, the

design components are described in detail.

4.4.1 SEND Design Overview

In Figure 4.5, an overview of the SEND design is presented, with its operational
workflow. As illustrated on the left of Figure 4.5, SEND includes a management
component that considers stored data and available functions. This component
makes function instantiation decisions based on the location of the stored data and
the execution locations of available functions. All of the above are taken into ac-
count when new or previously stored/processed (e.g., associated with known la-
bels) data is introduced to the system. As a result, data is relocated (or replicated)
to EDRs (edge locations) where it is likely to be needed in the future in order to
satisfy user requests for the execution of functions or for the retrieval of the data
itself.

As illustrated on the right side of Figure 4.5, SEND interacts with network
flows, accepting data that transits through the EDR environment. SEND separates
data transiting edge networks, at least upstream (i.e., from the user devices to the

network core), into: (i) function-related data that may represent the actual code of
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processing functions running at the edge or input(s) and requests for the execution
of such functions; and (i1) storage-related data that is simply stored at the edge for
future use. The SEND design is driven by attributes that can be common among
different categories of data (e.g., size, generation timestamp, hash). Each piece of
data is stored at the edge for as long as it may be useful to users and applications.

Note that all data attributes are considered important, however, the most impor-
tant attribute for the SEND design are the labels. Labels can significantly contribute
to optimizing: (i) data placement and replication among different storage locations
at the edge; and (ii) the execution location of available functions.

In the following subsections, the (other) components of the SEND design (that
were not presented) will be presented in more detail. Different data attributes and
categories of data as defined in the context of SEND willbe presented first (Sec-
tion 4.4.2). Then, the improvement on data storage and servicing with the most
important data attributes (labels and hashes) will be explained (Section 4.4.3)
and a description porovided for the SEND data management operation and dif-
ferent strategies for the placement of data at the edge (Section 4.4.4). Finally,
all the components of the SEND design will be put together, to elaborate on the

overall operation algorithm of EDRs (Section 4.4.5).

4.4.2 Data Attributes and Categories

Data attributes: In SEND, EDRs consider a number of attributes for the data, such
as the data size, generation timestamp, hash, freshness period, shelf life, and labels.
The freshness period and the shelf life are presented in the above evaluation, of
the EDR environment. In the case of the SEND system, the data shelf life is more
important for the decision needed to (ex)change data storage locations. As above,
when the shelf life expires, the data is archived to the cloud. These attributes also
help with data management decisions such as storage time, processing needs, and
storage after processing.

Labels are a data characteristic flexible enough to be attributed to all types
of data entering this system. This attribute is flexible, while lightweight, so that

it does not impose high overhead on the network on the system. It can, however,
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Figure 4.5: SEND Design Overview. SEND seamlessly interacts with network flows to ac-
cept function- and storage-related data. Raw and processed data is stored at the
edge until its shelf life expires. After shelf life expiration, the data is archived
on the cloud. The SEND management plane receives feedback from EDRs
on labels of received data and successful/unsuccessful on-time completion of
function requests to optimize function and data placement at the edge.

also have a more sophisticated form that provides deeper context into the data. For
example, temperature data generated by an [oT sensor can be labelled based on its
type (e.g., “temperature”), the application that generated the data combined with
the type (e.g., “home-loT-app/temperature-data”), or its generation location and
context (e.g., “beautiful-city/beautiful-neighborhood/house123/temperature-data’).
Each data piece can also carry multiple labels if it is relevant to multiple functions.

For example, let us assume that a driver uses a mobile navigation application while
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driving to find the fastest route to his/her destination. Data about the speed of the
driver’s vehicle reported by this application may be useful to multiple functions at
the edge; for example, a function that reports accidents and traffic conditions to lo-
cal authorities and a function that optimizes the routes for users of this application.
To this end, the vehicle speed data may carry two labels (e.g., “speed-accident-
reporting” and “‘speed-route-calculation™) to associate the data with both relevant
functions.

SEND offers the flexibility to application developers to define their own la-
bels and select the values of attributes, such as the freshness period and the shelf
life. Note that these are application-specific labels and MetaData, that is inter-
pretable in different ways, depending on the application processing it and the
data owner’s different associations with it. Alternatively, SEND itself can set the
values of these attributes based on statistics collected over time about applications,
the data these applications generate, as well as the usage of functions.

Main data categories: SEND considers three main categories of data for its
operation:

* Storage-related data: This data has the sole purpose of being stored at the edge.

Its future use may vary. For example, this data can be used as input for the future
execution of functions or be stored for distributed and time-constrained access.

» Function-related data: This data may be the actual function code, requests for the

respective function’s execution or data to be directly used as input for the execution
of a function (typically associated with a short freshness period).

* Data to be offloaded to the cloud: This data has already been used for as long as it

was valid (passed its shelf life), therefore, it is not useful for any further operations
at the edge. To this end, such data can be offloaded to the cloud for archival pur-
poses. Both storage- and function-related data (in addition to processed data, such

as function outputs) will fall into this data category once their shelf life expires.

4.4.3 Labels and Hashes to Improve Data Storage and Servicing

The goal of the SEND design is to improve system performance by keeping data in

persistent storage for periods longer than cache storage. These improvements come
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with the help of the data management algorithm and the data placement strategies
(Section 4.4.4) with the goal of storing data closer: (i) to functions that may need
the data for processing in the future; and/or (i1) to users and devices that may request
the data in the future. The management algorithm and the strategies make use of
the data attributes to make informed decisions. Among the most important data
attributes are data hashes and labels, which benefit SEND as described below.

Data hashes: Data hashes offer the ability to track data from its source to its
destination. The hash of each data piece is immutable, that is each data piece retains
its hash after replication or after it is used as input to a function. Hashes can be used
to, for example, find the origin of certain data pieces or verify the validity of certain
data pieces.

Data labels: The labels offer the ability to track performance, the popularity
of data, and data placement statistics. For example, if SEND determines that data
labelled as “video-data” is popular in a certain edge region, it may decide to place
more data characterized by the same labels in that region, or, for instance, diver-
sify the data in the region, while keeping the “video-data” label as the predominant
label. This is the reason why the labels are the most essential data attribute in
SEND. In other words, labels make the system aware of the data context that it han-
dles and improves its performance by enabling accurate data placement and storage

decisions.

4.4.4 Data Management and Placement Strategies

Management entity: Data management decisions in each edge network are made
by a logically centralized management entity (e.g., an SDN controller), which hosts
the management intelligence of the EDR environment. The management entity
periodically receives up-to-date information about the labels of the data recently re-
ceived by EDRs, the recently executed functions, and the recent EDR performance.
Based on this information, it makes decisions about data and function placement
and provides feedback to EDRs about these decisions. Each EDR takes into ac-
count the feedback provided by the management entity to relocate/replicate incom-

ing and stored data, available functions, and function requests in order to maximize
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the system performance and QoS.

More specifically, the decisions of the management entity of each EDR envi-

ronment can determine the following:

1. Function placement: where (on which EDRSs) to instantiate functions in an edge

network, so that the offloaded user data can be processed before the expiration of
its freshness period. (determined by a predetermined algorithm, defined by [36],
subject to the appropriate data being present in the EDR)

2. Data placement: where (on which EDRSs) to relocate/replicate stored data based

on a data placement strategy (explained below) to satisfy different requirements.
For example, data deemed as highly likely to be used for the execution of a function
in the future may be pre-fetched by an EDR to ensure that it is co-located with the
function code.

3. Routing process: how to route requests for data towards the closest copy of the

requested data or requests for function execution along with the needed input data

for processing towards the closest instance of the requested function.

The statistics, metric, control and monitoring-type data needed for the above
can be implementation-specific, however, some common ways to transfer such data
can be SNMP, normal, small TCP/IP packets or even up to REST API messages

(potentially on dedicated, management network lines).

Data placement strategies: The management entity executes a data placement
strategy, which determines the locations where data should be placed at the edge,
whether data needs to be replicated across multiple locations, and for how long data
should be stored at the edge. Subsequently, the strategy instance running at the
management entity provides feedback to an instance of the strategy running at each
EDR, which helps EDRs decide how to handle incoming data. Examples of data

placement strategies offered by SEND are the following:

General-purpose storage strategy: Priority is given to storing and replicating

the data introduced to the system that has certain values for a set of attributes as data
already present in the EDR environment. For example, if data with a label “video-

data” and a generation timestamp within the last hour has been already stored, data
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with the same label and generated within the last hour will also be given storage
priority on the respective EDR.

Popularity-based strategy: The data is placed at edge locations where their

associated label(s) is considered to be popular (i.e., the rate of user requests for data
associated with such label(s) exceeds a certain threshold). For example, if higher
numbers of requests for one or a number of labels are present in a part p of the
EDR environment, data that carry one or more of these labels will be replicated or
relocated towards EDRs available within p.

Function-based strategy: Data is placed close in terms of network hops (if not

on the entity) to where functions that expect input data with the same label(s) have
been already instantiated. The data is collected in common, pool-like storage, so
that several functions can make use of it. For example, let us consider functions that
expect input data with labels “video-data”, “loT-measurements”, and “highway-
traffic”’. When data with these labels is present in the vicinity of the functions at the
edge, the strategy replicates data associated with one or more of these labels into
storage in the functions’ vicinity or at the EDRs that offer these functions.

Hybrid strategy: This strategy combines both function proximity and label-

based data popularity to make placement decisions. It first places data close to
functions that expect input data with the same label(s). If such functions cannot be

found, the data is placed at EDRs based on its (and its requested labels’) popularity.

4.4.5 EDR Operation

Having discussed the different components of SEND, in this subsection, the oper-
ation of EDRs (Algorithm 1) is presented. Once a user application/device offloads
data or requests the execution of a function, this data or request will reach the EDR
closest to the user - for example, let us assume that EDR; of Figure 4.1 is the EDR
closest to the user. In the case of data, the data placement strategy instance run-
ning on EDR| will determine whether the data should be stored locally or should be
replicated/relocated to another EDR. In the case of a function request, EDR; will
determine whether to execute this request locally or route (distribute) it to another

EDR for execution. The input data can be carried by the request itself or have al-
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ready been stored at one or more EDRs. For example, if the majority of the input
data is available at EDRy instead of EDR; in Figure 4.1 or the requested function
is unavailable at EDR, but available at EDRy, EDR; will re-route the request to-
wards EDRy for execution. Once a function is executed, the output will be returned
to the user that requested its execution. The output will also be stored by the EDR
that executed the function or be relocated/replicated to other EDRs according to the

data placement strategy.

Finally, statistics about the stored and relocated/replicated data (e.g., based
on the label(s) of the data) or the function requests may be maintained by EDRs.
Periodically, each EDR will send its latest statistics to the management entity of the
edge network. This entity will provide feedback to EDRs on how to handle future

incoming data and function requests.

ALGORITHM 1
EDR Operation

1: Inputs: Input i received from a user device
2: if (type(i) == data) then
3: data_destination EDR = data_placement_strategy(labels(i));

4: if (data_destination_EDR == local EDR) then
5: store(i);
6: else
7: replicate(i, data_destination_EDR);
8: end if
9: label statistics /s = update_label _population(labels(i));
10: else if (type(i) == function_request) then
11: function_execution_ EDR = routing_process(i);
12: if (function_execution_.EDR == local_EDR) then
13: input = get_input_data(i);
14: output o = execute(function_to_execute(i), input);
15: output_ EDR = data_placement _strategy(o);
16: replicate(o, output_ EDR);
17: else
18: send_to_closest_process(i, function_execution EDR);
19: end if
20: function_statistics fs = update_function_statistics(i);
21: end if
22: if (time_to_send_update()) then
23: send_update_to_management_entity(ls, fs)
24: end if
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The functions of Algorithm 1 are defined in Table 4.1

Table 4.1: Algorithm function definitions

Notation Definition

1 Data item/function request

Update the counts for the labels of the
replicated data piece

Processing the route for the function needed
by the respective processing request

Apply chosen data placement strategy for the
data_placement_strategy() | appropriate labels (can also be a collection,
associated with content

Send data in brackets to wards the closest EDR
that can support the execution of the needed
send_to_closest_process() | function, towards a final function execution
EDR that is known to have the function
regardless of transitory state of on-path EDRs
Time-based epoch (synchronous epochs)
passed check for ERP update

update_label _population

routing_process

time_to_send_update()

4.5 Evaluation

In this section the evaluation of SEND uses two different setups. First, an EDR
prototype is implemented, which is evaluated based on two real-world datasets. To
scale up the experiments, a network simulation study is conducted to evaluate the

SEND framework as a whole, within realistic environments.

4.5.1 EDR Prototype Experiments

The EDR prototype was implemented on top of the Google file system [44] (GFS).
The node of Google’s file system was approached for the EDR prototype implemen-
tation as GFS was the most advanced distributed, industry-accepted collaborative
and high-availability interactive storage platform that was available at that point in
time, and it also was, conceptually-speaking, closest. The prototype is evaluated un-
der two scenarios: (i) storage of images containing complex scenes; and (ii) storage
of measurements captured by 10T devices.

Datasets, implementation, and experimental setup: For the first scenario,

100,000 images from the COCO dataset [106] were used. For the second scenario,
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a dataset captured and publicized in the context of the IoT Inspector project [105]
was used. The dataset comprised of data points from 3,000 users and 30,000 IoT
devices. For both scenarios, the following metrics were evaluated: (i) the time to
insert a data (non-processing) message (image or [oT measurement) to the EDR as
the number of data messages inserted was increased (increasing load on the EDR);
and (i1) the time to search for stored data based on labels and other attributes such
as generation timestamps. These experiments were performed on a server equipped
with an Intel 15-9600K processor, 32GB of RAM, and an SSD SATA III drive. Each
experiment was run ten times and average results are reported.

Data insertion time: We refer to “insertion” here as the data writing process
to a specific EDR’s storage, with the appropriate (embedded) mapping (freshness
period, shelf-life, label and hash). In Figure 4.6, the insertion time results are pre-
sented for every 20,000 data image and IoT measurements insertions. For the image
use-case, the total number of labels is varied. The total insertion time is composed
of the GFS mapping time, added to the system-imposed data access and write time.
Results demonstrate that as the amount of stored data increases, the data insertion
times increase as well. This is due to the fact that data access time is needed to find
the proper place to insert each incoming data piece within an increasingly larger

pool of stored data. However, the overall data insertion time stays below 0.9ms.
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Figure 4.6: Data insertion times. Results reported for every 20,000 insertions for both use-
cases (images and IoT measurements).

For the use-case of IoT measurements, varying numbers of labels as well as
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data generation timestamps are considered. Results indicate that the different at-
tributes do not significantly affect the insertion time. As the total amount of inserted
data is increased, the insertion time stays between 60us and 100us due to the fact
that IoT measurements are of considerably smaller sizes (about 40 bytes each) com-
pared to images (up to 2MB per image). As a result, not only the individual data
pieces inserted are of small sizes, but the total size of inserted data is also smaller

than the image use-case.

Data lookup time: In Figure 4.7, the data lookup time results for every 20,000
insertions for both images and IoT measurements are shown. Results demonstrate
that the lookup time increases as the total amount of stored data is increased. The
lookup time also increases with the complexity of lookup operations - for example,
by increasing the total number of labels or performing lookups based on a combina-
tion of data attributes (e.g., labels and generation timestamps). The lookup times for
images range from 0.5ms to 5.3ms, while the lookup times for IoT measurements
range from 0.8ms to 4ms. The IoT measurement lookup times are comparable to the
lookup times for images due to the characteristics of the IoT dataset, which results

in larger numbers of stored data messages (IoT measurements) matching lookup

queries.
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Figure 4.7: Data lookup times. Results reported for every 20,000 insertions for both use-
cases (images and IoT measurements).
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4.5.2 SEND Simulation Experiments

Simulation setup, parameters, and evaluation metrics: For the SEND simula-
tion environment, the Icarus network simulator [87], a python-based, discrete-event
simulator was used. We extended Icarus with an EDR implementation and the con-
cept of data labels. The data placement strategies mentioned in Section 4.4.4 were

also implemented for the management of data in storage.

EDR.
Environm‘pnt

YEDRy,

Figure 4.8: Simulation topology.

In Figure 4.8, the interconnected topology used is shown, which consists of
EDRs, gateways that receive user requests and data (attached to EDRs at the lowest
tree level), a management entity, and a cloud provider. However note that the pre-
sented topology can be dynamically configured through SDN and (through SDN)
can be very different from the overlay, which is implemented via the management
entity. The simulation parameters and datasets are presented in Table 4.2. At the
beginning of each simulation, there is a data generation and placement round where
EDRs are populated with data. After this round, users send requests for data (raw or
after being processed by a function). Each user request is associated with a latency
deadline by which the user needs to retrieve the requested data. As a baseline for

comparison, a strategy that optimizes function placement based on the number and
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deadlines of requests is implemented, but without the use of labels (or storage) [36],
which we shall call “hybrid-no labels” strategy. To perform a fair comparison with
this baseline strategy, the same method to generate request deadlines that Ascigil
et al. used [36] is applied. Specifically, a request deadline is a random time value
(in ms) between the following lower- and upper-bounds: Round Trip Time (RTT)
from the gateway that receives the request to its adjacent EDR at the lowest tree
level (lower-bound) and RTT to reach the cloud from the gateway that receives the
request (upper-bound). Each experiment was run ten times and the average results
were reported. Note that we experimented with various different link delays across

the entire topology to verify that the presented results still hold.

At the edge, data is replicated among EDRs according to the selected place-
ment strategy, while once the data shelf life expires, the data is archived on the
cloud. In the experiments, we use the following datasets: (i) a synthetic dataset;
and (ii) a Microsoft Azure dataset [107] and a Google cloud dataset [108], which
we utilize to extract the populations of raw data, functions, and labels, the assign-
ment of labels to data, as well as the rates and the actual requests for both raw data

and functions. We focus on the following metrics:

* Request satisfaction rate: The percent of user requests that are satisfied by their
associated deadlines.

* Normalized overhead: The volume (in bytes) of overhead traffic per (raw or
processed) data piece normalized by the average size (in bytes) of each data piece.
The overhead traffic includes the traffic generated for the replication of data among

EDRs and the archival of data from the edge to the cloud.

Each EDR exchanges feedback updates with the management entity for ev-
ery 1,000 received requests. We selected this frequency, so that each EDR is able
to gather a reasonable population of data label and function usage statistics, avoid
overloading the edge with overly frequent feedback updates, and, at the same time,
maintain up-to-date feedback from the management entity. We experimented with
lower and higher frequencies. More frequent updates do not substantially improve

the request satisfaction rates, but increase the overhead. Less frequent updates can
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degrade the request satisfaction rates with no substantial improvement of the over-

head.
Table 4.2: Simulation parameters and used datasets.
Parameter Value(s)
Number of EDRs 14
Distance and link delay 3-5 hops and 40ms following
between EDRs at the values reported by recent studies [109, 110]

highest edge level and cloud |and cloud computing trends [111]

Synthetic dataset: 10,000 unique raw

data pieces, 10,000 unique functions, 1,000
unique labels (pseudo-randomly generated),
Used Datasets 150 user requests per second, 600,000 requests
for raw data, 400,000 requests for functions
Microsoft Azure dataset: 50,000 unique raw
data pieces, 50,000 unique functions,

5,000 unique labels, 100 user requests per
second, 320,000 requests for raw data,
680,000 requests for functions

Google cloud dataset: 100,000 unique raw
data pieces, 100,000 unique functions,

100 unique labels, 100 user requests per
second, 480,000 requests for raw data,
520,000 requests for functions

EDR-Management

feedback frequency Per 1,000 received user requests

Ranging from 40 bytes that represent
Data sizes IoT measurements to SMB that
represent high-quality images

Link delay between EDRs  |10ms

Link delay between a
gateway and its adjacent EDR

2ms

Simulation results: In Figure 4.9, we present the request satisfaction rate re-
sults for different datasets. For our synthetic dataset (Figure 4.9a), the general-
purpose placement strategy performs the best, reaching 92% of satisfaction rates.
This is due to the following reasons: (i) this strategy does not concentrate on spe-
cific labels (e.g., the most popular data labels), treating equally data of different
labels that is stored in the system; and (ii) none of the labels in this dataset is far
more popular than others. This is also evident by the fact that specialized strategies
(e.g., focusing on data popularity, proximity of data from processing functions) re-

sult, in general, in lower overall satisfaction rates than the general-purpose strategy,
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being able to satisfy on-time 61-72% of the requests.

For the Azure dataset (Figure 4.9b), the function-based placement strategy
achieves the highest request satisfaction rates (up to 90%). The SEND hybrid and
the general-purpose strategies perform slightly worse than the function-based strat-
egy reaching about 85% of satisfaction rates as the number of requests increases.
This is due to the fact that the majority of the requests in this dataset are for pro-
cessed data. Therefore, placing pieces of data close to EDRs, which offer functions
that may require such pieces as inputs, results in executing the requested functions

and returning the results (processed data) to users in a timely manner.

For the Google cloud dataset (Figure 4.9c), the SEND general-purpose and
hybrid strategies achieve the highest satisfaction rates (up to 90%). This is attributed
to the fact that this dataset contains a relatively balanced mix of requests for both

raw data and functions (processed data).

Note that for all datasets, the strategy that does not make use of labels for data
placement results in satisfaction rates of roughly 10-55%. These results demonstrate
the importance of labels, which make SEND aware of the data context, for the

purpose of efficient placement of both data and functions in the EDR environment.

In Figure 4.10, we present the overhead results for different datasets and num-
bers of user requests. For our synthetic dataset (Figure 4.10a), the general-purpose
strategy incurs the highest overhead, since each data label is roughly evenly dis-
tributed in the synthetic dataset. As a result, all raw and processed data is replicated
at the edge to the same extent, which is also the reason that the general-purpose
strategy achieves the highest satisfaction rates (as illustrated in Figure 4.9a). For
the Azure dataset (Figure 4.10b), the function-based placement strategy incurs the
highest overhead, since the majority of the requests in this dataset are requests for

functions.

Finally, for the Google cloud dataset (Figure 4.10c), the SEND general-
purpose and hybrid strategies result in the highest overheads. This dataset contains
fewer labels compared to the previous datasets and a relatively balanced mix of

requests for raw and processed data. To this end, the general-purpose strategy repli-
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Figure 4.9: Request satisfaction rates for different datasets.
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cates the majority of data in this dataset, since data with the same label is typically
already present in the EDR environment, while the SEND hybrid strategy priori-
tizes the replication of data based on both their labels and the proximity to relevant

function locations at the edge.

4.6 Further Discussions, Considerations and Follow-

ing Research

Considering Locality- and context-based optimisation/improvements, which is
implied and exploited in the above-studied system, there are a few more, dynamic
management and routing decisions that could be made, based on different data,
measurements and metrics. Since management strategies have been defined and
used up to this point, their outputs, or rather their statistics and more importantly,
their actions could also be used further. These kinds of metrics and actions could
help in the decision process of managing data and, more importantly, applications
within the EDR environments, to reduce the amount of space that data uses and to
more efficiently manage applications and services, according to their labels, hashes,
associated content and results.

Function Data Metalnfo:

Functions are associated to and come along with the same associated labels
as the data corresponding to the needs shown by their Metalnfo field. However,
functions are also hashed and have extra restraining/enabling fields within their
Metalnfo. Thus, the combination of function Metalnfo and associated data/hash
could also be used in management entities to manage function (and data pair) in-
stantiation, provision and distribution.

Research into System Metrics Optimisation

A collaboration towards another EDR-related paper, but considering routing,
information efficiency and basing more of the work into some optimisations of the
system, using Locality-Sensitive Hashing, was further pursued, after the submission
of the above-mentioned work for INFOCOM 2021. The main direction considered

was the analysis of Edge data provision, validity and, most importantly, a network
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resource usage, information efficiency and QoE improvement mechanism.

This work will be presented in the following chapter and provides a good intro-
duction to more systems-based approaches, stemming from the above work. To be
more specific, the following work approaches resource utilisation optimisation, data
and functioin management and distribution, and last, but not least, native data pri-
vacy preservation, towards a more rounded and effective Edge-based computation

system.
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Chapter 5

ReStorEdge: An edge storage system

with computation reuse semantics

5.1 Introduction

The overall problem statement addressed in this chapter can be formulated as: Given
a set of distributed edge nodes that are able to process user queries for a given
application, how should queries be directed to edge nodes so that: 1) the opportunity
for reuse of prior cached results for similar queries is maximised; 2) load is balanced
across edge nodes, given the processing implications of the resulting mix of reused
and fully processed queries, to minimise query response time, while maximising

query throughput.

This chapter proposes an edge framework, called ReStorEdge, which offers
session-less data processing, storage and computation reuse for a range of services,
such as media tagging, subtitling, and natural language processing. This chapter

makes the following contributions:

* The proposal of an architecture for processing queries on a set of Edge Data
Repositories (EDRs). Each EDR features storage and computing resources, which
are made available to serve the needs of applications at the edge for low-latency
data storage and processing;

* The proposal and evaluation of a set of orchestration strategies to manage the

distribution of queries between EDRs to minimise the computational load on EDRs,



maximise the reuse of previous results and maximise Quality of Experience (QoE)
for user queries by minimising query latency;
* The evaluation of the proposed architecture by, firstly, implementing a proto-
type of ReStorEdge to quantify the benefits of computation reuse in a range of
applications; and, secondly, using the results of the prototype evaluation in a wider
simulation of distributed EDRs to evaluate system performance under different or-
chestration strategies.

The rest of the chapter is organised as follows. In Section 5.2, we present our
ReStorEdge system design. In Section 5.3, we present our experimental evaluation,

and finally, in Section 5.7, we discuss our future work and conclude our work.

5.2 System Design

Our design is based around using LSH [112] for improving the performance
of storage-enabled networked environments [65]. In Figure 5.1, we present an
overview of the ReStorEdge overall operational workflow. ReStorEdge includes
a data storage and processing location management component - the orchestrator
- which uses EDR-specific and system-wide metrics such as CPU-usage and data
reusability to optimise the distribution of processing and storage amongst EDRs.
The other key component is the EDR environment which routes, processes,
stores and redistributes queries and data through the system, as directed by the or-

chestrator.

5.2.1 Definitions of terms

Request/Query - a message containing data to be processed, sent by users to be
processed by the network of EDRs.

LSH query/hashing process - this process maps an incoming query to a
bucket, which contains all prior queries with the same hash value. Thanks to the
LSH algorithm all queries in the same bucket will be similar.

Hash - the result of applying LSH to a request/query.

Bucket - the set of queries with the same LSH hash value.

Reuse - a request/query causes a reuse HIT when the result of LSH (array of
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nearest-neighbour hashes), combined with the (two-process-) application-specific-
similarity-check, return directly the results of a “similar-enough” query. A query
causes a MISS when the above-mentioned process fails any of the checks. The
MISS causes the query-associated function to go through the classic “query” or
“processing” function.

“Similar enough” - this feature is application-dependent (or it can be EDR-
provider-dependent, depending on priorities), and it is determined depending
on metrics such as “needed” accuracy, system performance (EDR-environment-
related) and/or latency constraints;

Application-specific-similarity-check - this “filters through” a nearest neigh-

bour hash array (resulting from LSH) through TWO processes:

1. application-specific check - which first checks if a specific application/”label”
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is associated to the query/request hash;

2. Similarity check - which then checks how much the query data in the new
query is structurally-similar to the old query data, and, if “similar enough”,
provides the link to the old query/request’s results, to be returned as the an-

SWer;

NOTE: In the simulations, the similarity percentage values are parameters of

the system and the specific values used were not determined experimentally based
on any objective ground truth comparison, user satisfaction scores or similar. They
were determined based on the first evaluation experiments, and a reasonable under-
standing of what would be expected, in regards to accuracy, from certain related
applications.

Query/Request processing - once a MISS is registered for certain
queries/requests that are within the scope of (buckets processed by) the respec-
tive EDR, the associated service/processing has to be carried out (normally within

a specified deadline of the query/request).

5.2.2 Description of ReStorEdge Operational Workflow

As it can be seen in Fig. 5.1, after a new request enters the system, at the edge
nodes (the first EDR - which should be one hop away from the generation point),
it is processed in two different ways, by two different processes, while also being
routed (and possibly stored, for different purposes, outside of the context of this

study).

* The main processing path is the internal EDR environment process. This
includes most of the data routing, so for simplicity, we will not present routing

as a separate process. We shall detail this process below:

1. When the data enters the system, the application tag/label of the data is
checked, data is compressed and LSH is applied and the hash is gener-

ated;

2. The data (with its associated hash) is put into a bucket, and if the

bucket exists in the system already, the query becomes a reuse candidate
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(application-permitting, of course - which is why application association

is the first check);

3. If the bucket is not unique (generated specifically for this query) and
the current request data is similar enough with the latest query data in
the bucket, (stored) the results of the previous query data are looked up,

fetched and returned to the appropriate output gateway.

4. If the request data is dissimilar/not similar enough to previous queries,
it is processed and the results are sent to both the appropriate output
gateway, as well as to the local (processing EDR’s) storage. The query

data is stored along its results, for the same hash entry.

* The other, more analytical processing path, is represented by the Orchestra-
tion process. This process only takes the most essential metadata from each
request and adds it in the context of the system-wide image it creates over
a certain time (epoch), in order to provide incremental system optimisation.
The process in this path relies on the querries’ MetaData (like hash, appli-
cation identification/label and storage-related MetaData), and the previous

queries/previous system state, as detailed below:

1. First, as there is an environment counter, counting ingress requests, it
is incremented by 1, and the epoch ticks are counted. There also is an
epoch timer. These are used for different types of orchestration strate-

gies (or in conjunction);

2. If the epoch has passed on this check (normally within at most a few

ms), the following is done in parallel:

— A check is made, whether the metric threshold of the respective

strategy is crossed;

— The orchestration metric history is updated;
3. Orchestration algorithm is called;
4. Buckets are redistributed across the EDR Environment.
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5.2.3 Query Routing

As noted in the operational workflow description, a new query/request is routed
through the system as follows in these steps: (i) a device sends query data into the
system, via its closest (local) EDR, as the first hop; (ii) the local EDR does LSH on
the query, then looks up the hash in its forwarding table to find the EDR responsible
for the associated bucket; (iii) the EDR responsible for the bucket takes the query
and returns the result to the appropriate user (if requested/subscribed).

This system was envisioned as both an on-demand and/or publish-subscribe
service provider. Thus, services could either be continuously executed (managed,
orchestrated and updated), inside the relevant EDRs and environment, or they could
be executed/reused on-demand. In the latter case, services could also be viewed
in a hybrid manner (executions in the background and relevant results obtained
on-demand); also in the latter case, it is important to note that there may be high
disparaty between user requests, which may render the reuse-based system much
less imoprtant/interesting to study, which is why we do not approach such (rather
outdated) use cases, which, realistically, could also be managed via cloud-based
services.

NOTE: The forwarding tables in the appropriate EDRs (where needed), within
the local environment, need to be updated whenever the orchestrator is triggered

and reassigns buckets between EDRs.

5.2.4 Storage Similarity and Reuse

In videos, similarity comes naturally, thus encouraging the reduction of both storage
and processing resources, via reuse. Data of this format can easily be reused at the
edge, for low-latency response applications. Otherwise, most of it can be (re-)
analysed at a later point, in the cloud, for archival purposes, or less time-sensitive,
possibly more (encrypted and anonymised) complex/analytical processing.

The above use case provides the opportunity to identify whether there is a suf-
ficiently similar (similarity threshold can be application-dependent) frame provided
in an earlier query so that the results of the earlier image processing service can be

returned rather than requiring the frame to be fully processed.
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In the case of voice and command recognition, this becomes even more rel-
evant, especially when the same person uses the service over short periods of
time. There can be high similarity within the same voice profiles, comprised of
encoded/hashed speech snippet datasets, provided by the smart-assistant(s), asso-
ciated with the NLP service, based on previous speech-to-text classification and
feature extraction. This kind of data is very well suited, to be encoded for reuse
at the edge, in order to take advantage of locality and the privacy-preserving envi-
ronment. Otherwise, the readily encoded and anonymised nature of data packaging
provides a very good way for it to be further stored and/or disseminated, for other
kinds of analytics and processing.

As it can be extrapolated from the above, the algorithm uses such similarity to
identify whether there is a sufficiently similar complete command-service associa-
tion, provided in an earlier query so that the service of the earlier resulting service
call processing can be returned rather than requiring the speech to be fully processed
(note that this would normally require two processing levels).

Once more data enters an EDR, the history of (application-specific) related
data and information can be used in the advantage of the application and system.
Similarity, based on LSH and the new data’s related (previously-stored, application-
specific) information and meta-information, helps determine the reusability of an
existing query, function and associated resulting data. Data reusability is deter-
mined by the existence (and possible renewal) of (still) relevant results, based
on previous data and function calls, and new data, similar to the previously-

requested/previously-resulted data.!

5.2.5 Orchestration Algorithm

The placement of certain buckets in specific EDRs/areas of the EDR environment
can be advantageous for many reasons, among which load balancing and resource
utilisation optimisation in some cases, due to the predominance of data/functions
of a more relevant type, topic, application, provider and/or data similarity in these

EDRs or this area. Thus, for the system’s service efficiency to increase, an orches-

'EDR-based ReStorEdge prototype github link placeholder
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tration algorithm is needed in certain cases, in order to optimise bucket placement.
Such an algorithm could potentially be easily adapted and placed in an SDN con-

troller, as one of the main implementations of a system like ours.

We now introduce three orchestration algorithms that trade-off system resource
usage and QoS. However, another trade-off comes up in the best case scenario, and
that is the trade-off between performance increase in both QoS and resource
usage and the cost for more strictly and intelligently managing the system over
time. The demonstration of these strategies will be evaluated with different datasets
(representing different use cases) in section (5.3).

Strategies’ descriptions?:

1. Queue Delay: trigger orchestrator - when queued processes on any EDR are
delayed for more than 2 x mean_processing_time s. Rank all buckets in terms of
their numbers in the queues and move the top ranking buckets to the EDRs that
house the buckets that have the lowest (or no) queue utilisation. Rankings:
 for highest - from highest to lowest EDR, with a catch: we track highest delay
AND (if needed) highest number of queued requests. If there is a highest delay,
the EDR will be added as the highest-ranking EDR (for the loop through the
EDRs), otherwise the longest queue is counted. Then, once all EDRs have been
added, for each EDR, the same is done as for the CPU ranking;
» for lowest, on the other hand, another process is implemented - First, it is
checked if the EDR does not serve any bucket. If that is the case, the EDR is
automatically added to the list. Then, if the node has the least amount of queued
requests, it is also checked whether the node has the least amount of buckets
associated with it. However, the main decision factor here remains the minimum
requests in the queue.
2. CPU-usage: execute algorithm when CPU load on any EDR exceeds trigger
threshold. Rank Ngpgs buckets in terms of their contribution to CPU load and move
the top buckets to the EDRs that house the buckets that have the lowest (or no) CPU

utilisation. Rankings:

2Simulation implementation github link placeholder
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* Take N highest CPU EDRs;

* In each of these EDRs, take highest-CPU-buckets;

¢ Take N lowest CPU EDRs;

* Allocate highest-CPU-buckets one-by-one to minimum-workload EDR;

* On each iteration, update equivalent expected CPU utilisation (repeat above

process for each highest-lowest pair).
3. CPU-Workload: execute algorithm every epoch, of x requests (epoch_ticks).
Rank Np,ciers buckets in terms of their contribution to request workload and move
top bucket to the EDRs that house the buckets that have the lowest (or no) workload
allocation. Update the “expected” workload for all EDRs, so that they do not rank
highest/lowest for workload allocation on the next-top-bucket-workload allocation
iteration and repeat for all buckets. Because of the latter process, this is the most
resource-intensive orchestration strategy. However, it is the most thorough, and,
as the orchestrator should have an overview of buckets and EDR status, it should
also be capable of such orchestration. The main downfall of this strategy is its
processing time, where there are many buckets to be taken into consideration. Note
that the orchestration time is not taken into consideration in the evaluation of this
work, however it would be something to be taken into consideration at a later time
(i.e. the trade-off between considering more or less buckets and the impact of such
a decision on orchestration timing and/vs. performance improvement) Rankings:

» Take N highest request workload buckets;

» Take lowest request workload EDRs;

* Allocate one-by-one to minimum-workload EDR;

* On each iteration, update equivalent expected workload (repeat above process

for each highest-lowest pair).
4. Reuse-CPU: Both epoch and trigger-based orchestrator - When the trigger is
activated, two updates happen:
The highest CPU-usage buckets are moved to the highest reuse buckets’ locations,
and vice versa. This is done mostly because the highest reuse would normally use

the least CPU power and would be the best for housing more processing-intensive
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applications, and the lowest reuse buckets would use the most CPU to satisfy their
requests, on a nearly-constant basis, while the least CPU-usage buckets would use
the least amount of resources, thus being good candidates for the extra load that
generally-/constantly-high CPU-load buckets would impose.
* CPU measurements are obtained in the same way as in the CPU-based strategy.
* The reuse measurements are the same as for the queue delay measurements,
with the exceptions that the measurement is for total/per-bucket reuse, and then,
the minimum ranking is done without taking either the number of buckets or any

empty EDRs into consideration for ranking buckets.

ALGORITHM 2
Triggered, Queue-delay-based Orchestration Strategy

1: Inputs: Input i received from a user device

2: if Max_queue_delay(current_node) > 2 x mean_req_proc_time then
3 h_d = highest_queue_delay(no_of _buckets)

4: [_d = lowest_queue_delay(no_of _buckets)

5: end if

6: for (n_h, h,n_l, [ in zip(h_d[0], h_d[1], [_d[0], [_d[1])) do:

7 move_bucket(n_h, n_l, h, l)

8 move_bucket_data(n_h, n_l, h, [)

9: end for

10: function_statistics f's = update_function_statistics(i)

ALGORITHM 3
Triggered, CPU-usage-based Orchestration Strategy

1: Inputs: Input i received from a user device
2: if CPU_usage(current _node) > trigger_threshold then
3: for (Ngpgs) do:

4: n_h, h = most_proc_usage()

5: n_l, | = least_proc_usage()

6: move_bucket(n_h, n_l, h, I)

7: move_bucket_data(n_h, n_l, h, [)

8: update_orchestration CPU(n_h, n_l, h, 1)
9: end for
10: end if

11: function_statistics f's = update_function_statistics(i)

Before execution, after a number of requests (epoch), a strategy trigger is

checked and it does not reset the request count until the strategy triggers. This
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ALGORITHM 4
Epoch-based, CPU-Workload Orchestration Strategy

1: Inputs: Input i received from a user device
2: if Request ticks > E poch_ticks then

3: for (Npuckers) do:
4: n_h, h = most_workload_perBucket_at_update()
5: n_l = least_orchestration_workload_perEDR()
6: move_bucket(n_h, n_l, h)
7: move_bucket_data(n_h, n_l, h)
8: update_orchestration_Workload(n_h, n_l, h)
9: end for
10: end if

11: function_statistics f's = update_function_statistics(i)

ALGORITHM 5
Epoch-based, CPU-triggered, CPU and Reuse Bucket Change Orchestration Strat-
cgy
1: Inputs: Request i received from a user device
2: if CPU _usage(current _node) > trigger_threshold then
3: for (Ngpgs) do:
: n_h, hp = most_proc_usage()

4
5: n_hr, hr = most_reuse()

6: move_bucket(n_hp, n_hr, hp, hr)

7 move_bucket_data(n_h, n_l, h, [)

8 update_orchestration CPU(n_hp, n_hr, hp, hr)
9

end for
10: for (Ngpgs) do:
11: n_lr, Ir = lowest_reuse()
12: n_lp, lp = least_proc_usage()
13: move_bucket(n_lr, n_lp, Ir, [p)
14: move_bucket_data(n_h, n_l, h, [)
15: update_orchestration_ CPU(n_Ilr, n_Lp, lr, L p)
16: end for
17: end if

18: distribute(i, bucket_update)
19: distribute(i, bucket_data_update)
20: function_statistics f's = update_function_statistics(7)
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Table 5.1: Algorithms 2-5 function definitions

Notation

Definition

Max_queue_delay()

The maximum delay imposed by processing
queues inside the node targetted by the function

highest/lowest_queue_delay(x)

The top x buckets to have the highest/lowest
queue delays in all EDRs - h_d and 1.d are the
resulting highest and lowest, respectively, queue
delay hashes/buckets and corresponding EDRs

most/least_proc_usage()

The most/least CPU utilisation associated with
hash/bucket and its respective EDR in system

update_orchestration_X

Update in-algorithm (temporary/predicted) X as a
result of the previous change, to account for in next
loop operations

most_workload_perBucket_at_update()

The highest workload hash/bucket and associated
EDR at the start of the orchestration update
calculation

least_orchestration_workload_perEDR()

EDR with lowest workload associated at the point
of the calculation (can be influenced by the above
- most_workload_perBucket_at_update() -
calculation, and each orchestration update -
update_orchestration_Workload(n_h, n_l, h)

Maximum number of buckets to be considered for

max_count exchange between EDRs with highest and lowest
CPU usage measurements

n_hr:n repository, h - top, r - reuse

nlp:n repository, 1 - bottom, p - processing

hr:non hash/bucket, h - highest, r - reuse

hr:non hash/bucket, h - highest, r - reuse

move_bucket

changing routing tables, to (re)associate buckets to
specific EDRs - equivalent to distribute()

move_bucket_data

move the data associated with specific buckets to
the newly-associated EDRs

is done in all strategies, except CPU-Workload, where the strategy triggers on every

epoch.

5.3 Evaluation

5.3.1 Setup and Assumptions

The evaluation is done in two phases. We first approach a local, prototype imple-

mentation, of the LSH-similarity-storage/processing system, and then we look into
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scaling the system up, to account for the whole EDR environment. The Edge en-
vironment we consider in our evaluation is either a smart home or a traffic-based
environment/smart city, and the assumptions of the underlying systems and func-
tions/storage services in place (i.e. a few hybrid-based function and storage services
and their providers’ willingness to use storage and/or LSH). These environments are
increasingly pervasive and important to consider, because of their numerous impli-

cations and use cases.

Assumptions made on reuse - In this work, while we base our findings on re-

alistic datasets, for the sake of computational resources and time efficiency, but with
little loss of accuracy (an overall assumedly higher reusability), we base our simu-
lation results on one reuse rating per bucket, rather than implementing dynamically-
varying reusability ratings in the simulations (this would require executing LSH and

application similarity checks live, within the simulations, on the real datasets).

Assumptions made on processing resources - Another important assumption

we make, for simplifying system complexity is that the CPU cores do not use any
pipelining principles. Further, we also assume that requests do not have deadlines in
this case, as we are strictly interested in the performance of the Edge environment,
and not the interaction of the Edge with the Cloud. However, these simplifications

should not affect the overall performance evaluation in any positive manner.

Assumptions made on realistic workload distribution and considerations

for fair comparison - In the EDR environment simulator, while we take the real-

istic LSH evaluation outputs as inputs, we do a random distribution of associated
requests and load across the system’s ingress EDRs, thus making it harder for the
system to process every request AND reach the back-of-the-envelope calculations’

use case conditions.
Use cases

As the [oT and Internet Edge environments evolve, the Edge includes more and
more audio/video (A/V) devices, which can be used for increasingly diverse tasks
and/or services needed throughout the Internet. Thus, we present the use cases of

traffic cameras (among the video/image use cases) and personal assistants (such as
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Amazon Alexa, Google Assistant) as our main two applications, going through the
algorithm implemented within our ReStorEdge design.

We approach two use cases within both parts of our evaluation:

1. detection/classification/counting, in video feed-based data and service man-

agement
2. object voice-command identification and service provision management.

In both of these, the request-to-response algorithm is the same, with slight
differences of approach, due to data formatting and scope (already accounted for by
labels/application-specificity).

The datasets we used (two, to represent different potential extremities of data
present) to represent each of our two use cases are: the MNIST dataset[113], a traf-
fic CCTV dataset, generated by one of the associated researchers, working on this
paper, from University of Nebraska, at Omaha, placed next to a highway junction
and capturing video (the dataset images), which is mainly meant for traffic detec-
tion around the junction, a dataset which contains anonymised ”Alexa” wake-word
voice snippets [114] and another, general smart-home voice commands dataset,
comprised of anonymised voice commands [115]

For this setup we used FALCONN [76] for all LSH queries on the datasets, the
“tiny”” version of YOLO object detection ([116]) for the image processing software

and pyAudioAnalysis [117] and pocketsphinx [118], as audio classification tools.

5.3.2 EDR-based ReStorEdge Prototype Setup and Metrics

This is a prototype of what is needed to be implemented at scale, for the system
to provide storage, processing and reusability. This implementation provides the
means for the algorithm explained in section 5.2. Further, this evaluation step pro-
vides realistic metrics and adds to the accuracy, credibility and realistic outlook of
the second (simulation) part of the evaluation (5.3.5).

General Reusability of the datasets - This metric provides us with a preview
of the amount we would expect data of certain types, topics and from certain sources

to be reused, on average. We use this as a metric to determine the way in which the
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influence of certain orchestration approaches and resource allocation would impact
system performance.

Overall request satisfaction times - reuse vs. processing - The trade-off im-
plied here can be less obvious in a networked system, where we have to also take
internal system delays and network transmission delays into account. Thus, we take
previous measurements, relating to internal lookup and fetch delays, and see the dif-
ference between a request-execute-return and a request-match-lookup-fetch-return

processes.

5.3.3 EDR-based ReStorEdge Prototype Evaluation

Processing time improvements - One of the biggest trade-offs we are clearing up in

the case of these results are of effective information processing timings. It is essen-
tial that information is stored, used and processed as efficiently as possible. Thus,
looking at the plots of processing/reuse CDFs of the image use cases (Figure 5.2),
we can see a definite trade-off between function processing- and reuse-associated
delays. A first (and the most obvious) observation is that, the larger the process-
ing times, the more important reuse is for minimising latency. However, a more
subtly-impactful and important trade-off is that, with the appropriate orchestration,
the top of both curves can be used (subfigure 5.2a), to the advantage of both appli-
cation providers and the EDR service provider. This will become more obvious in
the next subsections’ analysis of the "CPU-usage Strategy” impact on the system,
in simulations.

Processing times and LSH searches - While LSH and reuse help by fetching

the needed data faster than processing the similar data, there are still other processes
that slow the fetch down. However, for a good service and a more efficient system,
these processes have to be maintained. In the case of images, this process is im-
age resizing, for lower storage utilisation and faster LSH and result fetching. This
was also proven previously to not affect accuracy[66]. For the case of sound files,
the above-mentioned process is represented by feature extraction, which, while ef-
ficient, it hinders the fast Nearest Neighbours search that LSH entails. Making a

parallel comparison, between the image and audio analysis cases, we can see a large
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Figure 5.2: Processing vs. Reuse timings for different datasets.

increase in LSH timings (NN search timing) from the audio to the image datasets
(LSH timing Plots/Table 5.3), however, we can see a large (but proportional) de-
crease in processing times in the same direction. Thus comparing the processing
plots 5.2 and the LSH timing Table 5.2, we can conclude that, as pre-processing is
done regardless of whether queries are just processed from scratch or they trigger
reuse, the main importance in the matter of timings should be attributed to whether

reuse 1s/should be done or not.

Table 5.2: LSH Nearest Neighbours Search Timings Table

Similarity Datasets LSH nearest Neighbour Search Avg (ms)
Threshold MNIST|Traffic Detection| Alexa [General Commands
60% 5.3 0.6 0.0993 0.14
70% 6.8 0.6 0.0991 0.14
80% 6.8 0.8 0.0888 0.14
90% 6.9 0.9 0.1 0.15
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Data Reusability - Since we are interested in the reuse of processed data (for

different reasons/applications), we want to see what applications can rely more or
less on reuse, when they can rely on processing reuse and how much reuse needs to
be taken into account, to obtain the best results. Further, since certain data types
and/or topics may be more or less correlated to each other, it may be that some
similarity thresholds and application-specific associations need to be used, to “filter
down” most of, if not all, false-positive reused results. Looking at the MNIST part
of the Reuse Table (Table 5.3), we can see a large difference in the reusability of
data from the 60% similarity to the 70% thresholds. That is due to the big difference
in the amount of change expected, having a high amount of space covered strictly

by the number in the images of the MNIST dataset.

Table 5.3: LSH Reusability Table

Similarity Datasets Reusability Avg (%)
Threshold MNIST |Traffic Detection|Alexa|General Commands
60% 12 70 86.6 18.6
70% 0.74 72.5 81.8 18.4
80% 0.42 67.2 59.3 18.3
90% 0.26 60.8 25.3 19.36

5.3.4 ReStorEdge Environment Simulator Setup and Metrics

As now we have realistic measurements of a localised example and we can expand
the model of the system, in order to implement orchestration strategies, in order to
make the case for a more realistic, decentralised and coordinated system, we will
now scale our experiments up and look at an EDR-based simulation, for which the
impact of the orchestration strategies will be critically analysed and assessed.

Orchestration Metrics and Evaluation Considerations

Considering the environment of a smart city, different applications/services
can seamlessly and transparently interact through environments like that described
in this paper. Thus, we consider 14 repositories (that would probably be distributed
across a WAN network), we assume and impose that all EDRs are able to store and
process data, but for simplicity, we do not simulate the storage placement and asso-

ciated timing relevancy of data in this paper. Through this part of the evaluation we
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demonstrate the efficiency of the data placement algorithms, show superior QoS and
resource allocation performance and consider all the imposed trade-offs. Finally, we
show how the system could be fine-tuned, for the best outcomes (depending on the
situation it is put in and the specific application/service providers’ demands). To
start with, we provide the simulation conditions and some considerations taken for
this evaluation:

Table 5.4: Simulation parameters and used datasets.

Parameter Value(s)
Number of EDRs 14
Simulation Time 5 min. 30 sec.

Distance and link delay

between EDRSs at the 2ms following values reported by

recent studies [110]

edge level

MNIST: 42,000

unique characters
Used Workload: 250-500-1000 reqs/s
Datasets Self-created CCTV Traffic Camera

Feed Dataset: 3000 Video Framess
Workload: 2000-4000-6000 reqs/s
Alexa Wake-word

Dataset: 365 Audio Filess
Workload: 150-300-500 reqs/s
Smart-Home General Command
Dataset: 899 Audio Filess
Workload: 150-200-300 reqs/s
Ranging from 40KB, that represent
Data Sizes MNIST letter images, to SMB, that
represent high-quality video frames
Link delay between EDRs|2ms

Link delay between a
gateway and its 2ms
adjacent EDR

* Back-of-envelope maximum requests/s calculations were made, for workload
scaling per-dataset (please be aware that these calculations are for the ideal case,
in which everything is known about the system and distribution is perfect), shown
in Table 5.5.

* Software simulations complexity vs. Hardware implementation complexity and

time scales - There is a big difference between the hardware resources used by a re-
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Table 5.5: Table with computing maximum workload calculations.

Back-of-envelope calculation
No-Reuse Reuse
MNIST | 4*15/0.09 = 666.7+ ~12%*666.7 ~= 750

Dataset

Traffic 1.1 50,026 = 23071+ ~80%%2307 ~= 4150
Detection
Alexa  |4%15/0.456 = 166.71+ ~80%%166.7 ~= 300
General |,15/0 456 = 16671+ ~17.5%%166.7 ~= 200
Commands

alistic simulation software and a hardware-implemented prototype, which makes
the hardware implementation more desirable, directly applicable and dedicated.
However, a hardware implementation would make the evaluation process much
slower, complex and costly.

Performance Indicators

» Throughput - This is represented by the number of processed messages per sec-
ond, and it should generally surpass the number of ingress messages per second. Its

main modifiers are as follows:
—Sum of (built up) RTT delays;

—Dataset reusability vs. system processing capacity and dataset processing

times

* Resource utilisation - This is the amount of processing power and network re-
sources, consumed to maintain good QoS and/or QoE. In this case we are disre-
garding storage, due to the fact that reuse is a large factor in this study, and storage

usage is negligible because of it. The main modifiers of this indicator are as follows:
—Edge- or Reuse-satisfied requests;
—Processing load distribution;

* Number of orchestration calls - This measurement is done for each algorithm,
during each run, and shows how efficient the management system is in doing its job.
This metric itself provides background for other trade-offs, between the providers’
needs and the EDR Environment manager’s performance (in resource utilisation,

economics and QoE offered).
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5.3.5 ReStorEdge Environment Simulations Evaluation

By doing some reasonable and calculated assumptions on the types, topics and sim-
ilarity of the processing from the previous part of the evaluation 5.3.3, we have
used the following similarity thresholds and resulting reusability results for our

simulations-based evaluation (out of the 60%, 70%, 80%, 90% choices):

* MNIST - 60% - MNIST images are very small, they are single-character clas-
sification images and they are already reduced in size, so they do not need any
pre-processing. Further, because of image quality, it would be very easy to

classify the images with roughly the same borders as the same number.

* Traffic Detection - 90% - Due to the fact that cars can be very small, and on
a highway, there either is very much traffic or very little, the smallest change,
for the shortest time can prove that there is (no) traffic. That means that, while
cameras in this area may not be of much use when one car passes from time
to time, or even a few, it most definitely can detect larger changes in traffic

flow, which is the exact application intended here.

* Alexa - 70% - Because of the repetitive use of this word, and the fact that
smart assistants have to be triggered by it, it is especially relevant if the same
user calls it more than once, repeatedly. In that way, the voice processing
needed in a home would be much faster with reuse, but privacy-preserving,

as well (due to hashing).

* General Commands - 80% - The same applies, as in the case of the Alexa
dataset, but similarity has to be higher (possibly not caring much about iden-
tification - not 90%), but potentially preserving privacy as a priority, while
keeping command interpretations accuracy (e.g. “turn volume up” and “turn

[device] on”) high, without too much (pre-)processing.

It should be noted that the reuse rates associated with the similarity thresholds
described above are used for the reader’s reference only here, as, within simulations,

once queries are mapped to their bucket by the LSH algorithm, computation will be
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reused given the current size of cached results in that bucket. The predefined reuse
rates are not used as inputs to the orchestration algorithms being evaluated. The
orchestrator algorithms observe the amount of processing and reuse per bucket and

make decisions on future bucket allocation based on these measurements.

The main purpose for this part of the evaluation is to show the diversity of data
and the most appropriate approaches for different data types, topics and situations,
depending on different system-, user-, provider- and environment-defined variables.
We will also analyse the system from a design and development point of view in the
end, to show how resource constraints, service constraints, dynamicity and data
distribution can affect the way in which the system can be managed/configured, in

order to appropriately balance these (and potentially other) trade-offs.

Throughput - We shall start by comparing throughput and unprocessed mes-
sages at the end of simulations, among the different datasets and the applied or-
chestration strategies. Looking at the throughput of the different orchestration strat-
egy case results obtained for the MNIST dataset (Figure 5.3), we can see from the
first look that the CPU utilisation strategy performs best among all orchestration
strategies and across use cases. In the traffic detection dataset, the throughput pro-
vided by both the queue-based and the CPU-reuse-based strategies have a (mostly)
positive impact(Figure 5.4), with the CPU-Reuse strategy providing continuous im-
provement to the no-orchestration, reuse case. The throughput of the CPU-Reuse
strategy in the case of the Traffic Detection dataset matches the performance of the
queue-based and CPU-usage strategies in all workload cases (Figure 5.4). While
the throughputs of the Alexa dataset demonstrate a good overall performance of the
orchestration strategies, in the general, smart-home commands dataset, the CPU-
Workload orchestration strategy provides the best performance improvements over-
all (Figure 5.6), detaching itself in the measurements of performance indicators,

even though queue-based may be better in some cases/settings.

For all datasets, we can also see that when the system is clearly overflowing
with requests, the queue-based strategy performs best, but the amount of unpro-

cessed requests still remains too high to keep up with user/provider requirements
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Figure 5.3: Throughputs for different rates with MNIST Dataset.
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Figure 5.4: Throughputs for different rates with Traffic Detection Dataset.
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Figure 5.5: Throughputs for different rates with Alexa Dataset.
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Figure 5.6: Throughputs for different rates with General Commands Dataset.
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without heavy storage/later reuse, to catch up.
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Figure 5.7: CPU utilisation for different rates with MNIST Dataset.
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Figure 5.8: CPU utilisation for different rates with Traffic Detection Dataset.
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CPU utilisation - Considering the throughputs, we shall now look at CPU util-

isation, to consider system resource utilisation and transmission performance. In
this regard, we saw from the first part that the CPU-usage strategy of MNIST fares
very well, even though the Workload strategy came in to a close second. With the
Traffic detection dataset, the situation is wholly different. The CPU-usage is the
most balanced and well distributed in the case of the CPU-Reuse strategy, with
the CPU-Workload strategy achieving very good load balancing across EDRs (with
higher median load in some cases). Thus, the most stable and efficient strategy in
the case of the Traffic detection dataset is the CPU-Reuse strategy. In the case of
the Alexa dataset, there is a distinct advantage of the CPU-Workload strategy in
regards to CPU utilisation, due mainly to the better distribution of CPU-bound re-
quests across EDRs. However, the queue-based strategy shows more localised CPU
utilisation management (Figure5.9), which puts it in a good place, as a contender for
the best strategy to work towards the best performance improvement associated with
the Alexa dataset, because of less load balancing and more overall CPU-utilisation
reduction. The general commands dataset is where the queue-based orchestration

strategy shines brightest, as it provides the best results for this dataset (Figure 5.10).

Orchestration calls - Considering the above, there is a part we cannot neglect,

and that is orchestration processing and command overhead. This can become a real
burden if the feedback system is not controlled appropriately. For MNIST, while
the queue-based strategy indicates potential in the overflow case, the impact it has
is small, while it also imposes a much higher orchestration overhead (Figure 5.11a).
In the case of the CPU-workload strategy, simulation times are longer, so while
fewer orchestration calls may be necessary for it to have a greater, better effect on
the performance, the actual processing time taken to execute the orchestration takes
a lot longer than in the cases of the other strategies. Consequentially, orchestration
timing is influenced by computational power and the start of the orchestration cycle
at a certain point, for it to be able to execute each epoch. The timing of each

orchestration’s effective feedback window is also affected.

The orchestration calls plots indicate a definite winner in the case of the Traf-

114



250 Requests/s - CPU

1L ]
0.8 T - —1= —
| ‘ } T \
‘ |
[ I
L | I 1
0.6 e | ‘ }
| | |
0.4 J
i
|
021 | ]
|
|
1
ol 7 o o N
2 2
e o e \)5@% «\00 ?\e\f)
N o N ol © N
X 9\(3\\ W o © W
2 . o™
N o oS o 2
&0‘\26 o © e%“'&\ \\e(’\‘ & N o
\\\0'0 W o o " &0 o
400 Requests/s - CPU
1t 1 ]
|
ﬁ [ I [ T
08 1 I | |
B[ | | 7
| | }
0.6 | J
+ 1
0.4 J
|
|
0.2 17
+
+ | |
ol un un |
P o o S IS
A & \@“g O?\)’ \)'\“ © C o
@ S o S o
“e.—,\ o 6“,‘)\\ e ) &\0‘\‘ 3
$(yo‘ft NS 0‘0\(\6 O‘g ‘o‘(\ec_,\ O‘d\
equests/s -
800 Requests/s - CPU
1L L I
= T T E -
+
08r b
| | ﬂ |
0.4 | 4
L ! -+ ‘
| | |
02k \ \ .
r \ \ + ‘
| |
1
ol N N |
) S o s
eV eV e Ca O eV
$o'?“ o e\)exs o« A . o0 g O
(\0“‘ 5)\\'6:‘ » O™ 4 oM
ESG &9 & o @&
&C\S\e V\0’0 0“69\‘ O‘c,\\es \(\e‘b\‘d\ \o‘(\ei
W o XC

Figure 5.9: CPU utilisation for different rates with Alexa Dataset.
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Figure 5.10: CPU utilisation for different rates with General Commands Dataset.
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fic Detection dataset, as overall, it registers the fewest calls, and considering the
results it provides (explained in the above paragraphs), it seems, for this reason,
that it provides the best performance improvement, with the least amount of in-
tervention/resource utilisation. In the case of the general commands dataset, the
queue-based strategy makes itself stand out, having the highest (but reasonable still)

number of calls throughout the simulations.

NOTE: The CPU-Workload strategy was limited to two interventions through-
out simulations, which is why it is not considered for this specific comparison. An-
other dataset-specific characteristic to note and consider in the above comparison is
that the different datasets had different kinds and amounts of data generation rates,
which also influences the complexity, frequency and potential reuse for distinct data

generation patterns.
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Figure 5.11: Orchestration call counts for different datasets.
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5.3.6 Evaluation Conclusions and Deployment Options

Considering the above discussion, based on the results of the evaluation, the back-
ground of today’s technology and user needs, we can draw the main conclusions of
the above evaluation, also associating the orchestration strategies with data specific
to the different datasets and their associated use cases/user environments, according

to the performance improvement exhibited by each strategy.

1. The algorithms implemented in this evaluation were four relatively simple strate-
gies that were used to demonstrate the benefits of the idea of orchestration in this
edge computation with storage and reuse scenario, with different environments and
use cases in mind, and their refinement to improve performance further is a subject
for future work and engineering.

2. The four orchestration strategies showed improvements over the simple reuse
case in terms of CPU load balancing and request throughput. The degree of im-
provement of each strategy varied with the application use case due to the computa-
tional complexity of processing queries for that application, the nature of the served
data and the degree of query similarity in that use case which impacts the amount
of reuse that is possible. A single orchestration strategy did not perform best in all
combinations of use case and workload level, which indicates that a combination of
orchestration strategies would be beneficial and that designers of future algorithms
should consider multiple factors:

* Resource Utilisation - this represents and is represented by both processing re-
sources and storage. We only analyse processing resources in this case, as storage
is less affected by the cases studied here, due to reuse;

 User-/Application Provider-imposed QoE and QoS - these service metrics could
be integrated as “tuning knobs”, in potential designs and implementations of the
system,;

* Orchestration Overhead - all the management and optimisation comes at a price,
and the price is comprised of more computing resource utilisation, combined with
timing constraints and a small, periodic routing overhead. The special case, of the

workload strategy brings up a few new topics of study in this regard, as well, in-
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cluding bucket splitting, orchestration timing influence on computational power and
orchestration/epoch feedback window sizing. These have to be considered when
working on the system design and development based on the system defined within
this paper.

Looking at the system, as a whole, and with the above in mind, we conclude
that, while reuse reduces the processing load on EDRs and hence increases the
throughput of requests, orchestration improves the distribution of load amongst the
EDRs and further increases request throughput which improves the QoE of the users

and better manages system resources, for more resource utilisation control.

One option for deployment of the orchestration algorithms presented in this
paper is to implement them as part of the Network Function Virtualisation (NFV)
architecture [119] as an application in the Management and Orchestration (MANO)
framework [120]. A MANO environment of kubernetes clusters or OpenStack-
managed servers would provide a suitable environment for the execution of optimi-
sation functions that: 1) gather usage and performance data from distributed EDRs;
2) calculate bucket placement strategies based on the collected operational data; and
3) implement the movement of buckets and caches between EDRs and to configure

the associated routing table changes.

5.4 Further Workload Study

As mentioned in the design section, above, the decision was made that the above
study needed more proof for impact and efficacy, thus, the decision was made to
study the assumption of random workload allocation, towards obtaining a fourth,
workload-based (and possibly based on times of day/locations later on - up for dis-
cussion), orchestration algorithm. Thus, this short study is presented as follows:
the request generation patterns are studied, in order to find diversity and research
potential for this fourth strategy, then the orchestration strategy is briefly presented
and explained, for it to then be evaluated against the rest of the strategies.

NOTE: The new results have now been included in the above paper, and will

have already been (at least partially) addressed. This is a more in-depth analysis of
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the short workload-based study.

5.4.1 Workload Analysis

The approximate request generation speed was taken into consideration, and be-
cause the plots suggested an almost-linear development, the decision was taken to
develop a new, workload strategy. The workload plots considered were of EDR-
and bucket-specific request generation and ingress quantities, and are presented in
the plots of Figs. 5.12, 5.13, 5.14, 5.15 and 5.20.

Both the whole population of requests generated and strictly the population of
processing-bound requests will be analysed, in order to show the needs and effect
of the CPU-Workload strategy. This analysis was done for the feasibility of imple-
menting the CPU-Workload strategy. However, a few more interesting findings and
discussions resulted from it and the strategy’s application.

In Figure 5.12, the final counts of processing-bound requests per-EDR (per-
EDR workload) are shown. The CPU-workload strategy can be seen to have a big
impact here, and this can also be seen to have a sizeable impact on the resource
utilisation metrics, as well.

Considering the above plots and the disproportionate generated requests per
bucket, the decision was made to also define a (Total-)Workload-based bucket-
splitting mechanic, which was implemented strictly with the CPU-workload orches-
tration, and the results show a much better distribution. (Figure 5.26 and 5.27)

However, from an implementation point of view, the application of the bucket-
splitting technique also means that extra complications would be introduced, as in a
real-life implementation, this mechanic would introduce the possibility of fragmen-
tation, specifically relevant for reuse. On the other hand, if it would be introduced
strictly for CPU utilisation (no-reuse buckets), it would have the highest possible

impact, due to the redistribution of needed computational resource utilisation.

5.4.2 Workload Orchestration Algorithm

For a more complete picture and to highlight development potential for the new ap-

proach to the orchestration of storage, computation and reuse, the workload strategy
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was developed and evaluated. The algorithm was presented in Algorithm 4

5.4.3 Algorithm Evaluation and Conclusions

The more stabilised and better distributed workload imposed by the CPU-Workload
orchestration algorithm can be seen in Plots 5.16 - 5.19. A further observation
we can make is that in the cases where some buckets can be much more popular
than others, the CPU-Workload strategy can have less of an impact on workload
(and thus on certain performance indicators, as well). This observed problem was
further studied and will be presented shortly.

As it can be seen in the above study (submitted for review), the workload-based
algorithm can outperform some of the other orchestration strategies, in most of the
case studies, however, it is less specialised, and while it generally may have a higher
impact at all workload thresholds the other, more specialised, strategies can surpass
its performance advantages with their more overhead-efficient orchestration algo-
rithms and sometimes in regards to resource efficiency and . The CPU-Workload
strategy also imposes quite high system overhead, in terms of timing, statistics ex-
change and network resources. While the above can be advantageous in systems
with very high expectations in regards to performance (both for resource utilisation
and QoS), the performance-orchestration overhead trade-off needs to be taken under
very serious consideration with this strategy.

One important conclusion that could be drawn from this kind of orchestration
is that, while bucket numbers may stabilise over a certain amount of time, if all
buckets of a domain are taken into consideration for workload redistribution, the
orchestration time would potentially be longer than an epoch, and the algorithm
would be ineffective, because of the amount of time/processing power it would take
for the algorithm to gather all needed data and the timing of the orchestrated data
itself.

Another important discussion point, resulting from this further performance
analysis is the influence that eventual consistency, information/label/bucket validity
and retention times could have on the efficiency/efficacy of orchestration. Even

further, an important point/metric, parallel to the above in regards to orchestration
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efficiency and efficacy, is the workload, since the analysis is fresh in mind. The
amount of workload and its variations in time and space (e.g. different parts of a
city, at different hours of the da or even different days of the week) could influence
the way in which the system reacts to outside stimuli in many more (and probably
better) ways, and increase its impact, depending on the different situations it finds

itself in.

5.5 Workload-based Bucket Splitting

Considering the results and comments of the above sections, and that workload-
based management cannot be very efficient, if one bucket is more popular than the
others, but by a large margin. This can be seen in Figure 5.20.

Thus, we have decided to do a more detailed study on bucket splitting. With

this in mind, we split the buckets as follows:

1. The sum of all workload, across buckets, is taken, split among EDRs (dividing
by 15), which results in an average per EDR. Any bucket that is over that
threshold is to be split the least amount of times, so that each subdivision is

smaller than the per-EDR average.

2. The split buckets then have the same amount of predicted workload as the

original (in the view of the orchestrator, at least, at the time of orchestration)
3. Stored results are then deduplicated to the new, split-bucket-EDRs
4. The splitting process will be done before any re-allocation

5. Need to allocate the new requests, entering the system, at each “receiver”, to

the different ’sub-buckets” - should be done with round-robin allocation

5.5.1 Workload-based Splitting Evaluation

Considering that, theoretically, the splitting of buckets could greatly improve perfor-
mance, it was tested against the normal, workload-based strategy. Thus, we present

the results in the subfigures of 5.21, and critically analyse them.
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In the cases of the MNIST and General Commands datasets, there is no split-
ting observed, due to the lack of need. As shown in Figure 5.20, all buckets were
less “requested” than the average split of requests over all EDRs, so there is no
reason to present them. The calculation of the averages are based on the total,

epoch-specific counts, just before each orchestration round.

We only compare the performance (Figures 5.22, 5.23, 5.24 and 5.25) and
workload (Figures 5.26 and 5.27) distribution for higher workload cases (6000
req/s for Traffic and 1000 req/s for Alexa), of the relevant cases (Traffic and Alexa
datasets), for clarity and efficiency, considering the previous results presentation
and the above-mentioned figures. Note that in the case of the workload plots (Fig-
ures 5.26 and 5.27), the figures indicate the total workloads for each EDR, and not
only processing-bound workload (which is the only workload type considered in

the CPU-Workload orchestration strategy).

While performance improvements were observed in both the Alexa and Traffic
dataset study cases (with a very large difference in load balancing performance -
Figures 5.29, 5.28, 5.31, 5.30), the scale of the impact, compared to simply applying
the woorkload strategy on orchestration (without splitting the buckets accordingly)
is low (Figures 5.22, 5.23, 5.24 and 5.25). Further, if the processing-bound buckets
would be strictly considered for splitting, there would be no problem with the reuse
of data. However, if reuse-bound buckets are to be split, there is great potential for
other issues (like fragmentation) to occur in the LSH- (bucket-) and application-

/label-matching-based rerouting of requests.

Noting, for both datasets, Figures 5.28 and 5.29 cannot be directly compared
to 5.30 and 5.31. The former represent the orchestration “expectations”, after the
buckets have been reassigned, and that is also the reason for which the measure-
ments remain constant for the remainder of the orchestration periods. The latter
represent the results of the bucket splitting and orchestration, combined, and they
represent a final simulation snapshot of the actual measurements of per-EDR request
counts. With that in mind, we can look at the results, and, by critically analysing the

plots, we can conclude that bucket splitting did not provide enough of a performance
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impact to expose in the above study. However, this short study on workload-based
strategies has exposed a new orchestration strategy that can potentially be very ben-
eficial and it has provided a few more (promising) areas of interest for this research,

which cannot be ignored.

Thus, if it is not known that (specific bucket-associated) requests have to be
processed towards service satisfaction (without reuse), sensible reasoning would
indicate that bucket splitting is not worth the extra calculations, computational work

(resource utilisation) and time to orchestration.

NOTE: All the above figures are representations used strictly for the compar-
ison of results obtained from the application of only the workload strategy for or-
chestration and the applicaton of both splitting and the workload stragety. The rest
of the results relevant for workload strategy application can be found in the above

study.

5.6 Potential Further Work

This section shows the progress of this PhD in research and impact, and proposes
an interesting research progression direction from the work: In an ideal world,
we could integrate better versions of the “research artefacts” (designs, simulators,
simulations and evaluations) into a complete Edge computing and storage system
evaluation environment, which could help engineers with design and to do pre-
deployment/prototype system evaluations, for different parts of the system. The
following sections approach this subject, exactly, by putting together the work in
the previous chapters and creating a more complete image of a fully-fledged sys-
tem, by also filling in most gaps that were not approached (but without going into
deep, systematic analysis).

Locality- and context-based optimisation/improvements

Since labels can be used within the environment, for the efficient management
of information, along with the more exact identification, tracking and flexibility of
hashes, these two can be used together, over longer periods of time (or by specific

services/applications, interested in similar data), to identify commonalities within
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services and data placed and delivered within an EDR environment, for example.
Another potential use for both of these routing and application-layer identifiers
would be to identify gaps in services needed in the area, but unsatisfied, or satisfied
in an inefficient way, due to others using up otherwise useful resources, or to use the
needed metrics(e.g. satisfaction rates and overheads - identified in the SEND part of
the previous chapter) , to determine a better way to implement labelling and hashing
within the system. For this, the potential of Locality-Sensitive Hashing (LSH) and
application-/domain-specific label management will be exploited.

A good example to show this principle would be illustrated by having two
applications sharing similar data, looking to apply their own services/functions to
the data, which is stored in close-by locations (EDRs). These pieces of data come
as one, sharing a hash and even labels, if the different applications either interpret
the same label identifier (for example part of the hash, or a number - or status -
identifier, within the MetaData) differently or they have different labels for their
own applications, and that data is identified by both labels, that data can serve both
applications - thus needing less routing and storage resources within the EDR do-
main. In this case, a good trade-off would be to only store the similar data once
in the EDR environment, and if the appropriate metadata/hashes are available for
that data, that (collection of) packet(s) could either be completely sent by the main
storage repository, or found and replicated (with a scope of O replications) and sent
with the appropriate labels back to the application providers or associated users, for
request satisfaction. Thus, this algorithm makes for an efficient system and comple-
ments the approaches of the data storage (re)allocation strategies presented in the
last chapter, by using them as the main, empowering entity to detect similarity, opti-
mise for satisfaction and/or overhead and thereafter make the system more efficient

by reducing resource usage through the use of the LSH mechanism.

5.6.1 Light-weight information locality improvement

The most essential parts of the envisaged system are the Edge Data Producers
(whether mobile or static), as they are the main origin of data. These devices should

generally be associated with at least one Application/Data/IoT Provider and their
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servers. Their produced data should always be signed with a public key either pre-

set (offline bootstrapping) or refreshed (after ERP connection) by their provider.

Easily implemented by Edge Data Producers and Application/Data

Providers

The hash domains, labels and data associated with producer-specific packets
are to be defined by their associate Application providers, for full compatibility with
EDR environment management systems and with the Application Provider’s EDR-
instantiated functions and/or data. These hashes and labels are simply designed,
used and periodically updated by Application/Data Providers, updated/bootstrapped
“offline” on their Edge Producers and developed for the improvement of their de-

vices, knowledge, services and users’ experience.
Very light-weight and adaptive hashes and labels used for routing

Even though they play a very important role in the ERP system, the Edge Data
Producers (EDPs) will always be unreliable with regards to power, wake times,
connection times and data collection/sensing, sometimes benefiting from mobility
as well. All these factors affect their network and connection reliability. Thus, we
have a generally unreliable data source that plays a key role in many of the newer
networks, due to the enormous amounts of data expected from them. This is the

main problem we start our system’s development with.

The produced data has to be transmitted as soon as possible after creation, due
to the system’s low storage capacity. While most of the newer end devices have a
full-stack transmitter(-receiver) on-board, they mostly lack any other available com-
putational or storage resources. Thus, the on-board network-layer operations have
to be as limited as possible. This is why a short-length, simple naming/hashing sys-
tem and a Data push mechanism are needed at this stage. On the other hand, while
hashing has to be simple and short, associated "MetaData” has to also be included
in the packets, for Intra-EDR-domain function and data management and Edge-
domain analytics. In the "MetaData” part of the header, different tags (e.g. the data
attributes mentioned in the previous chapter, labels and other tags, for ”overlapping”

[32] purposes) and restricting function, shelf-life, hop scope and/or aggregation can
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also be provided. This information has a big impact on the management and anal-
ysis of processing and data distribution in ERP-managed environments, as we have
seen and will explain in the next sub-section.

As Edge Data Producers are generally very constrained, with regards to net-
work and processing/storage, data needs to be accompanied by light-weight, yet
effective network identifiers. In this case, the best solution is the combination of
hashes and labels, which makes the data and/or request messages sent from the
Edge both light-weight and very effective in interpretation, malleable, with regards
to environment (EDR) usability and information efficiency, and secure, because of
their traceability, hash-verifiable authenticity and localised and secure environment,

housing the data.

5.6.2 Service Provision

The production, routing and distribution of functions is among the simplest parts of
the system. The production of a function can be achieved by any network-registered
Data/Application/IoT provider, which is approved by several peers (ERPs and other
providers), to provide functions for execution within any part of the network. Af-
ter a function is produced, according to certain execution, compatibility and/or
size/complexity standards, it can be registered into the network, with its name and
origin, then routed and distributed to the entities/environments where it is needed
most or most popular.

The importance of data proximity and storage development in this context

The distribution of function is done naturally. Once a function is produced by
its provider and is made known and available to the network (registered into the
provider’s NDNS domain), it can be requested by any ERP domain which is sup-
posed to use the function for processing. Once this first move is done, the function
can spread around the network, to associated ERPs and other Data/Application/IoT
Providers. The distribution should occur naturally, securely and within some restric-
tions set initially or updated subsequently, with versions of the function and public
key epochs, set by the originating provider. Once an ERP has obtained a function,

it should hold a copy of its executed function for as long as it is executed. As soon
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as the function stops being executed within an ERP’s domain, if there is no copy
of the same function in the close vicinity of the ERP, it should keep it indefinitely,
otherwise drop it after a determined amount of time (by policy), also announcing it

beforehand.

The placement of functions directly affects both EDR domain performance
(QoS and resource efficiency) and data placement (in some cases more, in others
the influence is reversed). Since both the functions placed and executed and the
data placed and (re)allocated in EDRs within the EDR environment are flexible
and adaptable to fast exchanges, they are ideal for a dynamic, mobility-friendly

environment, while also being adaptable towards optimisations in the long run.

On the other hand, the intra-ERP "life” of functions is more complicated and
different. ERP domain servers (managers) are the main policy enforcers and man-
agement providers for their respective EDR domains. They achieve this by enforc-
ing specific commercially- and economically-driven policies in their EDR clusters,
in the context of the data that they obtain and the connections that they have with
the Data/Application/IoT Providers’ servers and/or data producers. The specifics of
management development and parameters on which management can rely will be

described and discussed in the following sub-section.

Function naming and mapping is done in a simple way, with functions origi-
nating from Application/IoT Providers. If the Provider is situated in the cloud, then
the function shall be produced with the Cloud Provider’s name, followed by the
IoT Provider’s name, and finally by the function name. The Function would then
be advertised to the appropriate authoritative NDNS server, for example. Thus, the

hierarchy of the function name is determined by its authoritative NDNS server.

If a function’s execution is requested within the data request name, but the
function is not present in the NDNS system, a NACK can be returned for the func-
tion. However, the NDNS query could continue, with forwarding hints instead,
providing the data location, for later function instantiation (after production) and,

possibly, even distribution from the specific ERP where it was first instantiated.
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5.6.3 Repository Environment Management and Routing

Both functions and data have to be managed and distributed according to their var-
ious hashes, applications and ”Metalnfo”, within the different ERP environments.
This, as described above, is done by ERP servers (managers). We will now look at
the main data and function parameters ("Metalnfo” from data and “’selectors” and
”guiders” from function Interests) that will guide the way in which ERP servers

manage their respective domains.
(Data) Location, location, location

As ERPs would be a hub for all these transactions and deployments, Client-
Server relationships would also be blurred within EDR environments. This un-
certainty is due to these environments mediating all the transactions and policing,
which is needed more and more due to the nature of today’s Internet needs and
developments. This approach provides a view of the client-server state only once

specific actions are taken.
Light-weight information locality improvement

Data Producers send data out into the EDR environments with specific
Metalnfo, for constraining or aiding the ERP servers and their monitored and/or
managed EDR domains in handling and/or delivering sets of data. These Metalnfo
specifications are set up either at the Data Producer’s inception, as a default policy,
or updated each time their data is accepted by an ERP environment, which has re-
ceived the necessary credentials and/or policy to handle the Producer data. Further-
more, for any Edge Data Producer device, these values are either fixed throughout its
lifetime or updated periodically (over long periods of time), or as mentioned above,
once connections are created, updated periodically (if needed), by their provider

OWners.

The selectors provided by the users or providers in their data and/or function
(result) requests need to be of a known range of suffixes that the producers can
provide. Another condition that these fields must respect is to be used strictly as
data filters, for data to be selected by name, scope or series, e.g. aggregation flag,

aggregation number (content quantity), starting and direction identifier. Otherwise,
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selectors are not used for much, and their part in the header should not use up much

space either.
Function- and information-based routing and storage improvement

Data management and distribution within ERP domains are done indepen-
dently, by EDRs, for the internal routing and distribution of independent data
chunks; then distributed and computed (generating feedback) in (aggregated)
datasets, with the help of a (potentially adaptive) data storage distribution manage-
ment system. The ERP local monitoring and management entity has a central role
in its domain and the surrounding routing environment. Locally, the management
entity has to provide support for distribution, locality of reference for data and per-
formance monitoring of its domain. Monitoring and management are done by using
the Metalnfo extracted and provided by its EDR environment as feedback. The
main management task of the ERP is to adjust the different resource and network

traffic allocation to different parts of its domain.

It must be mentioned that all the data which needs aggregation for function ex-
ecution needs to have MetaData/Metalnfo that accepts the conditions of processing

and data handling.
Function Data Metalnfo:

As both functions and data are associated to and come along with the same
labels in their Metalnfo field, the decision was made to move on with the point of
the function requests coming hashed, thus implementing label-and-service-specific
LSH and, due to hash and data connection, similarity checks, towards function
reuse. Since this was not enough material and complexity to develop the design
and provide an innovative and impactful design into the research community, the
decision was made to go one step further, and with the realistic data and patterns
obtained from the local results, to obtain a realistic setting, to implement orchestra-
tion strategies, towards obtaining the best possible QoE, system resource usage and
orchestration overhead trade-offs possible, from our use cases and developed strate-
gies. This implementation provides the step of function-, hash- and service-driven

optimisation, needed for the last stepping-stone, towards the system envisaged at

130



the start of the PhD.

On-the-fly routing and resource efficiency improvements

Because of the different parts/modularity of the hashing scheme, if new parts
need to be added to this system, then they need to adhere to this modular design,
or adapt it so that (part of) it is used in the new design, if interfacing is needed and
standards are to be respected.

Regardless of implementation or modular design used, the strategies and as-
sociated system have interconnecting parts that are influenced by the strategies and
the services it provides. The basic principles of functioning, for each part of the
hashing/naming scheme have to be implemented in a certain way in order for the
scheme and system to work together. Thus, the hashing scheme implementation
is very important for the modularity, connectivity and precedence of the system’s
modules, functionalities and effectivity.

Considering the Locality- and context-based optimisation/improvements,
explained above, in subsection 5.6.3, there are a few more, dynamic management
and routing decisions that could be made. Since management strategies have been
defined and used up to this point, their outputs, or rather their statistics and part
of their actions could also be used further, within the decision process of managing
data and applications within the EDR environments, by the (ERP) servers, to further
improve the efficiency and performances of the system and to more efficiently man-
age labels, in a more intelligent way. This could be done by dynamically improving
allocation and provision models, depending on the patterns of data and dynamic
updates, via machine learning models and Al, which can implement network adap-
tivity "on-the-fly’ (even though this term is not perfectly fitted here since normally

it refers to passing messages and not live-system updates).

5.6.4 Repository Environment Name Exchange

Maybe ERPs could advertise their offered services as names (through their local
servers)? Services could include abstractions of function and data classes, such
as video compression, [oT storage, aggregation and trending (applying average,

summation etc. on datasets); or more precise ones, €.g. storage-only, compression-
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only, BW-efficiency-optimisation; or very functional, routing-and-direction-based
ones, e.g. exclusively proactive (data comes with pre-associated functions and is
processed and pushed to providers/clouds), exclusively reactive (EDRs only accept
requests from providers and their users), exclusively reactive, with one-off requests
(intended strictly for providers’ user applications) etc. The service names (similar
to the type of service field in IP headers) could be placed in between the function
and producer data names (if function names are included), due to the fact that func-
tions could either be restrictive for the type of service they support and services can
restrict data availability for the functions executed, function execution scope and/or

function result distribution.

Regardless of whether ERP service names are included in the network-wide
naming scheme or not, it can be agreed that the EDR clusters represent the biggest
naming inflection point in the whole network, with regards to data retrieval, pro-
cessing, naming and/or delivery. The EDRs have to put all these pieces together,
in a very fast and efficient manner, which is why these systems’ complexity, ar-
chitecture, management and impact factors have to be considered, researched and
eventually designed very carefully, to provide good reasons for their implementa-
tion’s viability. These can be the most complex systems within networks, yet be
used to solve the network’s problems in very simple and straight-forward ways (at

least apparently).

5.7 Conclusion

This chapter presents an LSH- and Storage-based Computation and Reuse man-
agement framework, named ReStorEdge. This framework has the main purpose to
improve on all resource utilisation and QoS performance of the system, by exploit-
ing its addressing, storage, computing and data reusability capabilities and poten-
tial. Its realisation is possible through the deployment of EDRs, starting at 1-hop
away from users, seamlessly interacting with network traffic originating at the Edge
through a logically centralized management plane, ReStorEdge implements orches-

tration strategies, towards better function and data placement, based on data hashes
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obtained through LSH and their associated buckets. For the evaluation of the sys-
tem, we implemented a local EDR, with LSH, similarity checks and storage, for the
purpose of demonstrating the mechanic for each dataset, proving that the process is
legitimately useful and providing realistic reusability values for a larger scale, sim-
ulated environment, with 14 EDRs and the same amount of gateways, generating
realistic amounts of data, to prove the feasibility and analyse the performance of the

developed orchestration strategies.
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Figure 5.17: CPU utilisation for different rates with Traffic Detection Dataset.
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Figure 5.18: CPU utilisation for different rates with Alexa Dataset.
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Figure 5.19: CPU utilisation for different rates with General Commands Dataset.

5 10 15
EDR (Ordered by request count - ascending)

200 Total Ingress Requests/EDR
: :

No-Reuse/-Orchestration
X Reuse, No-Orchestration
Queue-based
— — — CPU-usage
CPU-Workload
CPU-Reuse

5 10 15
EDR (Ordered by request count - ascending)

300 Total Ingress Requests/EDR

No-Reuse/-Orchestration
X Reuse, No-Orchestration
Queue-based
— — — CPU-usage
CPU-Workload
CPU-Reuse

5 10 15
EDR (Ordered by request count - ascending)

141



Ingress Orchestration Requests/Bucket

Ingress Orchestration Requests/Bucket

Requests/Bucket

Buckets (not exact identification)

Buckets (not exact identification)
Number of requests (generated)

Number of requests (generated)

Ingress Orchestration Requests/Bucket Ingress Orchestration Requests/Bucket

6000 2500
_ 5000 _ 2000
Q o
S 4000 $
E 2 1500
E 3000 E
8 8 1000
3 2000 ES
D O
% 1000 € 500
0 0
400 300

500

20

100
0 0

Buckets (not exact identification)
Number of requests (generated)

0 o

Buckets (not exact identification)
Number of requests (generated)

Figure 5.20: Bucket-specific workloads, for the MNIST, Traffic, Alexa and General Com-
mands datasets, respectively. (left to right, top to bottom)
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Figure 5.21: Bucket-specific workloads, for the Alexa and Traffic datasets, respectively.
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Figure 5.26: Bucket-specific workloads, for the CPU-Workload and CPU-Workload-Split
cases of the Alexa dataset, respectively.
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Figure 5.27: Bucket-specific workloads, for the CPU-Workload and CPU-Workload-Split
cases of the Traffic dataset, respectively.
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Figure 5.28: EDR-specific orchestrated workloads, without and with bucket splitting, for
the Alexa dataset, respectively.
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Figure 5.29: EDR-specific orchestrated workloads, without and with bucket splitting, for
the Traffic dataset, respectively.
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Chapter 6

Discussion on Potential Next Steps

and Conclusions

The development of this system, by working on different pieces, and opening up
even more possibilities for research into edge computing systems, provides an in-
sight into the progress made throughout the PhD, and shows the research done to
date. The work done during the PhD, on researching and developing the presented
system, has the main purpose of demonstrating the potential for and partially achiev-
ing intelligence at the edge, with the help of both computing and storage (demon-
strated even through some citations of the presented published materials). The re-
sults of the research within the funding period and beyond have demonstrated good
potential for the system’s implementation and high impact towards the research do-

main of networked computing (edge and cloud alike).

6.1 Conclusion of PhD Outcomes

The Introduction and Literature review chapters provide a background of the ideas
developed for the implementation of Edge processing and storage systems, by
putting the system in its place,with regards to the current technological setting.
Using this knowledge, existing and proposed research questions within the
Edge networks computing management domain, a hypothesis and a potential sys-
tem structure were formed, defined as the ERP system. From this, a hierarchical

structure and a network background is given to the system.



We first took a look at the following research question:

What are the improvements and impact that an efficient and more intelligent

edge networked storage system could have on the QoE and performance provided

through edge networks in terms of capital investments and operational costs offered

and needed by Edge networks by/to providers and/or (their) users?

in order to then approach some of the main challenges that it imposes and implies:

» User mobility, upload bottlenecks, created by edge-based devices and users
accessing cloud-based services, and data availability and validity timings
were approached as the first challenge, with use cases and real-world traces,
to provide realistic connectivity, Edge processing and storage to Edge nodes,
Edge-based users and Data Providers. This first challenge was addressed
through the use-case-led design and evaluation of the EDR environments in
realistic scenarios and to provide a good insight into the simple, Edge-based
deployment feasibility of EDRs, to provide connectivity, Edge processing and

storage, as presented in the first paper.

* At the point of the second paper, as a solution for the problems that
information-centricity in networked computing environments was still fac-
ing, for data storage efficiency, and keeping the timeliness of data utilisa-
tion in mind, together with its distribution, SEND was designed. To aid data
placement and management decisions, SEND relied, among other attributes,

on system-wide identifiers of the data context, called labels. The experimen-

tal results demonstrated that SEND achieves data insertion times of 0.06ms-
0.9ms, data lookup times of 0.5ms-5.3ms, and on-time completion of up to
92% of user requests for the retrieval of raw and processed data. With these
results, comparing to the previous solution, of the uncoordniated processing
system to which the SEND system is compared, an improvement of QoS per-

formance of approximately 40-60% can be observed.

* A few other problems were then tackled, as well: information efficiency,

processing and storage efficiency, function and data distribution efficiency
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and service delivery mechanisms. These problems were approached and
(at least partially) solved in ReStorEdge. With this, information retention,
delivery efficiency improvement and the environment’s communication and
computation efficiency improvement were studied, by integrating the concept

of Locality-Sensitive Hashing and computation reuse with the system, and

implementing a hybrid, Hash-and-MetaData routing optimisation system, to
preserve both storage and network resources. To achieve this system, we im-
plemented a similarity-based data classification system, which we evaluated
with real-world datasets of images and smart-assistant speech measurements,
and with realistic processing functions and timings. We further performed a
network simulation study to evaluate different orchestration strategies based
on real-world datasets, evaluating the performance and trade-offs of the de-

sign as a whole.

To summarise, the first steps in research and development for this system were
first presented, as the local resource management and service feedback algorithm
and the (mainly) label-based SEND data storage management system. The main
output of this PhD would be the development of several Edge-based store-process-
send principles and modular parts of a system, that could be used in different ways,
within different scenarios, but complementing each other very well within EDR
Environments. The EDR-based system and network architecture themselves are the
main proposed output ideas of the PhD, motivating the completion of the research
necessary for the full implementation and proof of viability of these systems, for
the modular concepts to constitute a whole.

As conclusions from the resulting publications of this thesis, three points have

to be made here (by looking at citations, reviews done and publication of work):

1. The fact that the publicaitons were cited in relevant fields, in the intended
way, within appropriate research approaches and directions and as envisaged
both in the future work and discussions demonstrates that the efficient com-

munication of newly developed research has been learned and achieved;

2. Because of the above, new standards and new networked systems considered
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with much more ease, with the necessary guidance;

3. Finally, the research direction of intelligent edge networked computing was
and will be influenced by the work achieved within this PhD, considering that
the new research and connections made within the period of study have been

useful to a few researchers, other than the author.

6.2 New Research Directions

A study on Edge Data Computing, Storage and Validity - Several ideas/research

directions resulted from the first publication within this PhD (Chapter 3), and
one of them was approached in Chapter 4, by approaching the problem of multi-
application storage placement, towards efficient processing and timely data place-
ment/utilisation. One other resulting research direction is more open-ended, and
should deal with the processing part of the data flows, the validity of data for cer-
tain cases/types of functions and allocated times. An interesting relationship be-
tween the freshness period and the shelf lives of data was discovered, and could
potentially be exploited by the network, in order to obtain better performance, both

in QoS and system resource utilisation.

6.2.1 Next steps in architecture definition and design

The Scalability of EDR Environments - From Chapter 4, another few interesting

and potentially very impactful research directions were uncovered. Of course, the
idea that certain data and functions could be of common interest at different times to
an application and could be reused was approached, exploited and different orches-
trations, in the same spirit as in Chapter 4, were approached in Chapter 5. However,
With data stored in one environment and potential use for it in so many other ways,
in so many different other places on the Internet, there is great potential in the de-
velopment of inter-EDR-domain collaboration and data sharing mechanics and sys-
tems, based on secure, privacy-preserving and financially-beneficial systems. From
this point on, quite a few other opportunities arise, as from this point, we are dealing

with systems development.
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The potential of Cross-application, Session-less Storage, Computation and

Reuse - As single-application reuse is approached in Chapter 5, one of the main,
systems-related topics, that results from this chapter is the investigation of how dif-
ferent applications, from the same contextual domains/of the same types (map direc-
tions, traffic data, public transport/voice commands, news, ads or video, CCTV, VR,
AR, photos) could work together, towards (several) different goals, but, because
of previous developments, this could also be easily done in a privacy-preserving,
secure and application-aware manner, so that no application-, user- or repository-
provider-impsed policies are violated.

As a conclusion on these new research directions, and looking at the progress
made in the development of the Internet throughout this PhD, it is clear to see that
the Internet should mainly be developed in an information-centric manner, due to

the new development possibilities that this approach could offer.
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