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Abstract—Reconfigurable intelligent surface (RIS) has been
recognized as a promising technique for the sixth generation
(6G) of mobile communication networks. The key feature
of RIS is to reconfigure the propagation environment via
smart signal reflections. In addition, active RIS schemes
have been recently proposed to overcome the deep path loss
attenuation inherent in the RIS-aided communication systems.
Accordingly, this paper considers the secrecy performance
of up-link RIS-aided multiple users multiple-input single-
output (MU-MISO) communication systems, in the presence
of multiple passive eavesdroppers. In contrast to the existing
works, we investigate the impact of the RIS phase shift errors
on the secrecy performance. Taking into account the complex
environment, where a general Rician channel model is adopted
for all the communication links, closed-form approximate
expressions for the ergodic secrecy rate are derived for three
RIS configurations, namely, i) passive RIS, ii) active RIS, iii)
active RIS with energy harvesting (EH RIS). Then, based on
the derived expressions, we optimize the phase shifts at the RIS
to enhance the system performance. In addition, the best RIS
configuration selection is considered for a given target secrecy
rate and amount of the power available at the users. Finally,
Monte-Carlo simulations are provided to verify the accuracy
of the analysis, and the impact of different system parameters
on the secrecy performance is investigated. The results in this
paper show that, an active RIS scheme can be implemented to
enhance the secrecy performance of RIS-aided communication
systems with phase shift errors, especially when the users have
limited transmission power.

Index Terms—Reconfigurable intelligent surface, Physical
layer security, MU-MISO, MRC.

I. INTRODUCTION

Reconfigurable intelligent surface (RIS), also known as
intelligent reflecting surface (IRS), has been proposed re-
cently as a promising technique to extend the coverage and
improve the spectral efficiency of wireless communication
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networks [1], [2]. Specifically, RIS is composed of reflecting
elements, each of which independently imposes a phase
shift on the incident signals. By tuning the phase shifts
of the reflecting elements, RIS can convert the propaga-
tion environments into smart ones and thus enhance the
received signals quality [1], [2]. Due to these advantages,
RIS techniques have been extensively considered in the
literature. For instance, in [3], the fundamental capacity
limit of RIS-aided multiple-input multiple output (MIMO)
communication systems has been considered. The achiev-
able ergodic rate of a RIS-assisted MIMO system which
comprises links of a Rician channel was derived in [4].
In [5], a closed-form asymptotic ergodic sum rate of a
RIS-assisted MIMO communication system was derived
under the assumption that the number of base station (BS)
antennas tends to infinity. In [6], the up-link achievable rate
in RIS-aided massive MIMO systems has been analyzed
and optimized. In [7], a closed-form expression of ergodic
achievable rate for RIS-aided massive MIMO systems with
zero forcing (ZF) detector has been derived. In addition,
a closed-form analytical expression for the symbol error
probability and the upper bound on the channel capacity of
a RIS communication system have been derived in [8]. The
ergodic capacity of RIS MIMO networks over Rayleigh-
Rician channels was considered in [9].

Nevertheless, the practical implementation of passive
RIS-aided communication systems may face several chal-
lenges. For instance, the transmitted signal propagates
through the RIS experiences a double-fading attenuation,
e.g, source-RIS and RIS-destination links. The double-
fading attenuation characteristics of RIS were validated
through experimental measurements in [10], [11]. This issue
has been tackled in the literature by increasing the number
of passive RIS elements [12]. However, this solution leads
to an increase in the size of the RIS module, which is
impractical in some scenarios. To tackle this issue the
authors in [13] proposed RIS with active elements. The main
idea of active RIS is to adjust the phase shifts and also
amplify the reflected signal attenuated from the first link
with extra power consumption. A theoretical comparison
between the active RIS-assisted communication system and
the passive RIS-aided communication system has been
presented in [14]. The results in [14] show that active RIS
has better performance than passive RIS. The use of active
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RIS elements to overcome the double-fading problem has
been also investigated in [15], where the results illustrated
that using active elements results in a severe reduction in
the physical size of RIS to achieve a certain performance.
To reduce the power consumption of active RIS, a sub-
connected architecture has been proposed in [16]. The
energy efficiency in an active RIS-aided multiple users
multiple-input single output (MU-MISO) communication
system has been investigated in [17].

Although fixed embedded batteries can be used to power
the RIS, these batteries cannot be relied on for long time and
uninterrupted operations. In addition, wired charging might
not be possible to use if the RIS is deployed in inaccessible
places. Therefore, equipping RIS elements with energy har-
vesting (EH) modules can solve these issues. Accordingly,
a self-sustainable RIS approach was proposed and studied
in the resent researches on RIS. In this regard, in [18] time
switching (TS) and power splitting (PS) EH protocols for
the RIS to harvest sufficient amount of energy from an
access point have been proposed and investigated. The work
in [19] considered a self-sustainable RIS-aided MU-MISO
communication systems, in which the RIS collected energy
from the radio frequency (RF) transmitter using the PS
protocol. In [20], a novel transmission policy for a commu-
nication network assisted by self-sustainable RIS has been
proposed, where the RIS harvests energy from an energy
transmitter to support its operation. In [21], self-sustainable
RIS with the PS protocol to assist broadcasting network was
studied. In [22], self-sustainable RIS-aided communication
between a gateway and a device was studied, in which the
RIS harvested energy prior communication.

However, most of the aforementioned works on RIS-
aided communication systems considered perfect phase
shifts design, which is an unrealistic assumption due to the
imperfection of the RIS. Practically, phase shift error occurs
due to the deviation and inaccuracy of the phase shifts at the
RIS elements. Phase shift errors can be caused by various
factors such as manufacturing imperfections, calibration
inaccuracies, environmental changes, and electronic noise.
This error leads to sub-optimal performance of the RIS
communication systems. The impact of phase shift errors
on the performance of RIS aided communication networks
was studied in several works in the literature [23]-[28].
The authors in [23] considered the transmission through
a large RIS with phase errors due to imperfect reflectors,
and the average error probability was analyzed. The ergodic
capacity of RIS-assisted communication systems with phase
errors was investigated in [24]. In [25], [26] the achievable
rate of RIS-assisted multiple users up-link massive MIMO
system under Rician fading channels and with phase er-
rors has been analyzed. The work in [27] considered the
impact of hardware impairments on a general RIS MU-
MISO system with Rayleigh fading channels. The average
achievable rate and optimal phase shifts in the RIS-aided
communication systems with hardware impairments at the
RIS have been investigated in [28].

A critical challenge that arises with RIS-aided wireless
communication systems under imperfect reflectors relates
to the information security. The imperfect reflection of
the messages makes them prone to eavesdropping because
the sub-optimal design of the RIS can cause information
leakage to the external eavesdroppers in the system. This
implicates vulnerabilities in the signaling security. For the
provision of secure transmission, physical layer security
(PHYSec) has been proposed from the information the-
ory perspective [29]-[31]. PHYSec exploits the nature of
wireless channels to enhance the system security [29]-[31].
PHYSec of RIS systems has also been studied in the litera-
ture. In [32], the secrecy throughput maximization problem
has been formulated and solved to enhance the secrecy
performance of the RIS-assisted MIMO systems. In [33], a
novel active RIS design to enhance the security of wireless
transmission was proposed. PHYSec of RIS-aided wireless
networks has been considered in [34] to achieve secure
transmission between a source and a legitimate user in the
presence of a malicious eavesdropper. In [35], RIS has been
used to perform secure transmission from a multiple anten-
nas transmitter to a multiple antennas legitimate receiver.
Further work in [36] considered the secrecy transmission
in a RIS-aided multiple antenna communication, where the
secrecy rate was improved by optimizing the RIS location.
In [37], an active RIS-aided multiple antennas PHYSec
transmission scheme was considered, where the active RIS
was designed to amplify the signal actively. Recently, the
secrecy performance of RIS communication systems under
RIS hardware impairments has been analyzed. The secrecy
performance of large-RIS-assisted single input single output
(SISO) wireless communication systems in the presence
of a single eavesdropper and phase errors at the RIS was
considered in [38]. Secure beamforming based on deep
reinforcement learning was designed in [39] to enhance
the secrecy rate of RIS-assisted multiple users full-duplex
communication systems with hardware impairments.

Accordingly, this paper investigates the impact of phase
shift error on the secrecy performance of up-link RIS-aided
MU-MISO systems in the presence of multiple eavesdrop-
pers. The BS receives the users messages only through the
RIS, while eavesdroppers can receive the signals from both
the direct and reflected links. Applying maximum ration
combining (MRC) at the BS, and under Rician fading
channels and phase shift errors, the ergodic secrecy rate
is analyzed for three RIS configurations, namely, 1) passive
RIS, 2) active RIS, and 3) EH RIS. Based on the derived
rate expressions, the phase shifts at the RIS are optimized to
enhance the system performance. Thus, our system design
is based on the two timescale design, where the decoding
at the BS is obtained by using the effective channels,
while the phase shift is designed based on the long-term
statistical channel state information (CSI). Then, the best
RIS configuration selection is considered based on the target
secrecy rate and amount of power available at the users.

To the best of our knowledge, the impact of the phase
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shift errors on the security of RIS-aided up-link communica-
tions with different RIS types has not been comprehensively
studied in the literature. Thus, to fill this gap we concentrate
on the up-link scenario. In addition, the security of the up-
link scenario is more crucial because in downlink the BS
can exploit the multiple antennas to improve the security.
For instance, the BS can employ secure active beamform-
ing, and/or inject artificial noise/jamming signals into the
transmitted signals to confuse/jam the eavesdroppers. Also,
the available transmit power at the BS is much more than
that at the users'. For clarity we list the main contributions
of this work as follows:

1) We investigate the impact of RIS phase shift error on
the secrecy performance of up-link MU-MIMO systems in
the presence of multiple passive eavesdroppers.

2) New closed-form explicit analytical expressions for the
ergodic secrecy rate are derived for the RIS-assisted MU-
MIMO systems, when the RIS is passive, active and EH
node under Rician fading channels. This channel model is
more general but also very challenging to be considered
mathematically. The derived secrecy rate expressions are
simple, explicit and in closed form, and provide several
important practical design insights.

3) Based on the derived expressions, a genetic algorithm
(GA)-based approach is used to obtain the optimal phase
shifts. Also, a simple suboptimal technique is proposed to
enhance the secrecy rate for a legitimate user.

4) Given a target secrecy rate, we calculate the required
user power, and we present steps to select best RIS config-
uration which depend mainly on the available power at the
users.

5) Finally, Monte-Carlo simulations are performed to
validate the analytical expressions. The results show that
active RIS is an efficient scheme to achieve secure com-
munication in the presence of phase shift errors at the RIS,
especially when there is no sufficient amount of power at
the users. In addition, increasing number of BS antennas,
RIS elements, and the concentration parameter of the phase
error, lead to enhance the secrecy performance of up-link
RIS communication systems. Furthermore, the RIS should
be located close to the users to provide the best secrecy
performance.

Next, Section II presents the RIS-aided uplink MU-MISO
system model. In Section III, we derive the ergodic secrecy
rate of the passive RIS model. Section IV presents the
ergodic secrecy rate of the active RIS scheme. Section V
derives the ergodic secrecy rate of the EH RIS scheme.
Section VIII depicts our numerical results. Our main con-
clusions are summarized in Section IX.

II. SYSTEM MODEL

Consider a typical up-link RIS-aided MU-MISO com-
munication system consisting of a multiple antennas BS,

IThe downlink scenario will be considered in future work in order to
provide a comprehensive study.

an RIS and K single-antenna users in the presence of J
single antenna passive eavesdroppers. The BS is equipped
with IV antennas, and the RIS is equipped with M reflecting
elements, as shown in Fig. 1.

Figure 1: An RIS-aided uplink MU-MISO system with NV
BS antennas, M RIS elements, K users and J eavesdrop-
pers.

The BS and RIS are connected to control and adjust
the phase shifts of the the RIS elements. It is assumed
that the eavesdroppers can hear the signals from the direct
and reflected links, and trying to eavesdrop a specific
confidential message in the system. On the other side, the
direct links between the users and BS are assumed to be
blocked, which justifies the use of the RIS. It is known that
the RIS is most likely to be installed on the buildings, and
thus it can create channels dominated by line-of-sight (LoS)
path along with scatters. Accordingly, a Rician fading model
is considered for the RIS channels. The channel matrix
between the RIS and the BS is denoted by G € CV*M
, and the channel vector between user 7 and the RIS is
presented by h,.; € CM*1. The mathematical expressions
of the channel matrix G and the channel vector h,.; can be
expressed, respectively, as

— 1 ~
G-= PG+ G),
pp+ 1 pp+ 1
Pi i 1 =
hr.i: hrz"’ hri 1
() o

where p, and p; are tl~1e Ricign factors, G and l_lm- are the
LoS components and G and h, ; are the NLoS components,
in which

G:aN( g’¢i)aﬁ (¢?7¢§)7BT7iZaM( lilr’ fr) (2)

where ¢, @5, denote the azimuth and elevation angles of
arrival (AoA) from user ¢ to the RIS , respectively, ¢f, ¢f
are the azimuth and elevation angles of departure (AoD) at
the BS from the RIS, respectively, ¢¢, ¢¢ are the azimuth
and elevation AoA from the RIS to the BS, respectively.
The kth element of the vector ax (¢1,¢2) can be written
as [aX (¢1’ ¢2)]k _ 6]'277%(5% sin ¢1 sin ¢p2+7x cos (i)g)7 where
A is the wavelength, d is the elements/antennas spacing,
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and 7, = (k — 1) modvVX, §p = On the other hand,
the channel vector between the RI&nd eavesdropper j is
presented by h., . € C'™M  and the channel from user
i to eavesdropper j is he,; € C'*!. The direct channel
fading is assumed to be Rayleigh fading due to extensive
scatterers, while for the RIS-related channels, is assumed to
be Rician fading. Thus the expression of he, .is given by

Pe;r 1 ~
h, , = | /29" _q, - _h,
< perr + 10 T\ o T )

where pe, - is the Rician factor, h, .- and fle . are the LoS
of NLoS components, respectively.

The channel state information (CSI) of the eavesdroppers
is assumed to be unknown at the BS/RIS (only statistical
information can be known), and the eavesdroppers are non-
colluding and trying to eavesdrop a specific confidential
user’s message, user k, in the system. Therefore, the ergodic
secrecy rate can be calculated by [40]

Ro= [, - Re,,]" @

where [I]*= max (0,1), Ry, = & {Ry, }, Ry, is the up-link
rate of user k, and R.,, = max& {R., , }, R, is the rate
at eavesdropper j.

In the following sections, we analyze the ergodic secrecy
rate of this model with different RIS-types: passive, active,
and EH-RIS under phase shift errors. Then, a clear compar-
ative analysis and design insights of the three RIS schemes
are provided. Next, we design the phase shifts of these
RIS configurations, and we present the RIS configuration
selection scheme.

III. PASSIVE RIS

In this Section, we consider the case when the RIS
is passive. As we have mentioned earlier, passive RIS
reflects the users messages constructively to the BS with
passive elements. Thus, the received signal at the BS can
be expressed as

K
Yo =Y \/Pi Lu, sGOh, jz; + 1y ()
i=1

where L, , = d,, O‘;dr s‘b is the large scale fading, d,,, , is
the distance between user ¢ and RIS, d,.; is the distance
between RIS and the BS, «, and «; are the path-loss
exponents, x; is user ¢ signal with unit variance, ny; is
the additive wight Gaussian noise (AWGN) at the BS,
n, ~ CN (0,021), © = OO where © = diag(f), and
0 = [01,...... ,GM]Tls the RIS reflection coefficients with
0, = eI¥m where ©m€[0, 27) is the phase shift of element
m. However, in practical systems, phase shift errors can ex-
ist due to imperfect channel knowledge and finite precision
in phase adjustment. Thus, we define © = [e/¥1, ..., /M|
as the phase-shift errors at the RIS. The phase-error is

modeled according to Von-Mises (VM) distribution with
zero-mean and a characteristic function (CF) E [ed#™]| =
ggzg = p(k), where & is the concentration parameter and
I; 1s the modified Bessel function of the first kind and order
i. By applying the receive beamforming vector wy at the

BS, the received signal of user £ is

Yok = \/Pk Luy yWiGOOh,. x4+

Z V pl uq, kaGG)@hr iT; + Wiy, (6)

z;ék

On the other hand, the received signal at eavesdropper j
to detect user k signal is

yejyk = V/PkTk ( de_ﬁ[]:hej,k + \/ Luk,ej hej,ré@hr,k)

K
i=1

itk

K
—Q N
dejj th,i+ E Lui,ej hej,r®®hr,i
i=1
itk

e, (N

where d;o‘lj is the distance between user k& and eavesdropper
J» e is the path-loss exponent, Ly, p = d,’7d; % and
d, ¢ denotes the distance between the RIS and eavesdrop-
per j.

To calculate the ergodic secrecy rate, the ergodic up-link
rate for user k and ergodic rate at the eavesdropper j should
be derived, which will be considered in the following sub-
sections.

A. Ergodic Up-link rate of user k

To calculate the ergodic user rate, maximum ratio com-
bining (MRC) is adopted at the BS. The beamforming
matrix is given by W = (GOH)”, and thus w, =
hfk@H G!. The signal to interference plus noise ratio
(SINR) at the BS to decode user %k signal can be written
as in (8), shown at the top of next page.

Lemma 1. The ergodic up-link rate of user k in passive
RIS-aided MU-MISO systems under Rician fading channels
and with phase shift error can be calculated by

Ly
~log, [ 14 — Pi Ly b8k 9)

> pi Ly, psi + vko}

=1
ik

& {Rbk}

where

& = & {|nf, 07 G GO, 4|} =
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Dk Ly, b

T,k

_ 2
@HGHG(a@hM‘

Yo, =

iZk

_— :
> i Lus [0 07 GHGOBM,,

5 5 (3)
+ |prercr || oz

1

a1N? + aaNM? + asNM + ay N
(op+ 1) (pr +1)° ( )
av = (p(8)* (ox +po + 1) +
(1 —p (K)Q) prpi + pi) M?
+ (((QPk + 305+ 2= prpw) p (8) + (1 + pr) Pb)
popi | Fil* + ok + po +2)* = p (5)” (i + pp + 1)°
~2p (k)” prpy — 2) M
o) 22 1l +2 (1= 2 (0)7) (or+ 1) +2)
i | [l
az = (p (k)% prpy (1 + pr) MQ) + (pr + pv+ 1) popr
+ ok + o +1)° = (or +1) p3,
3= (((Pk + 1)P('€)2) + (pr + 1)) pvok | fl?
20010 ()2 + 2pp08 + 2p1, + 2p5 — 1,
as = 2popr | fil® (1 +p (5)2)

and

s

a

G =& {|nf,0"cHGosh, |"} =

1

(b +1)* (pr + 1) (pi + 1)
by = (pi +1- p(ﬂ)zm) M?p}

+M ((pi +1-p(r) pi) piow | fel” + p (r)° p3pi | £il?
+ (o + 200 + 1) (pi +1-— p(li)zpi) + p(li)zpi) +
(2Pb il” + pi |}_1kH}_1i‘2 + 2ppprRe (f;fiﬁiHﬁk))

p () pi+ (p () pupi |17 +20: (1= p(5)) +2)
popr | fil?
b= (o + Do+ (o +1)° = 53 (s + 1)

—(po + 1) popip (k) -1
bz = (pi + 1) popr | frl” + (px + 1) p
and

(biN? + by NM? + b3N M)

’

(k)% popi | £

VEk

= & {|In0"a" "} =

Lu b
m (Pbpk | fil* + (ob + px + 1)M)

Proof: The proof is provided in Appendix A.

B. Ergodic Rate at Eavesdropper j

The SINR at eavesdropper j to decode user k signal can
be expressed as

_ar _ae ~ _ge 2
k duk.?r dej"% hejvr(_)ehrvk + dej-,z hej)k‘
Teiw = K or _a o 2
2:1 Di d;TT d;? hej,TGG)hm» + d;? hej,i + Ugj
1=
itk
(10)

Lemma 2. The ergodic rate at eavesdropper j in up-link
passive RIS-aided MU-MISO systems under Rician fading
channels and with phase shift error can be calculated by

Pk Tk
E{Re, ) ~logy | 14 (11
> PiyitoZ
i=1
ik
where
_ _ Pe; 2
%ﬁﬂ%%(gﬁjﬁ%{@4+P“0§)+
Pc P e
Pe +1 Pk+1M+ pkilp +1M+ Pe; +1p +1M)+de aT’
and
Pe;
= dyrdefy (p T T (M+p( ) €)+
Pej Pi 1 Qe
Pe +1p¢+1M+pl+1p +1M+pe +1p+1M+d )

Proof: Due to the paper length limitation, the proof has
been omitted in this paper, and presented in Appendix B in
[41]. ]

Finally, the ergodic secrecy rate in passive RIS scheme
is presented in the next theorem.

Theorem 1. The ergodic secrecy rate in passive RIS-aided
MU-MISO systems under Rician fading channels and with
phase shift error can be calculated by

5 Dk Ly, b€k
Rs = |logy | 1+ e

> pi Ly, pSi + vko?

=1
i#k

+

Pk Tk
1+ %

> piyit+oZ,
=

log, (12)
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IV. AcCTIVE RIS

Here we consider the case when the RIS is active. As
we mentioned earlier, active RIS can adjust the phase shifts
and also amplify the reflected signal to compensate the at-
tenuation from the first link with extra power consumption.
The signal reflected by the active RIS can be written as

é Z ul,r

where n, is the noise at RIS elements. Note that, the
noise introduced at the active RIS is classified into dynamic
noise and static noise [42]. The dynamic noise is introduced
and amplified by the reflection-type amplifier. Whilst, the
static noise is introduced by the phase-shift circuit, and
it is negligible compared to the dynamic noise, as it has
been verified by experimental results in [42, Section VII-A].
Thus, following [42] we neglect the static noise, and model
the noise at RIS elements as n, ~ CN (0,021). In this
case © = OO where © = diag (0), and 0 = [1, ......, Ons]"
with 6,, = 0me??™, 0., > 1 and ©m€[0, 27) represents the
amplification factor and phase shift coefficient, respectively,
at element m. For simplicity, we assume that o, = o and
then define © = pdiag {e/¥1,....,e/¥™ }. The active RIS
amplification power can be expressed as
2})

K 5 2 -
P (3 e {Jom} o {Jon.

T‘Z‘rl + 9]‘,]"I‘ (13)

(Z - Mo® + Mo*o ) (14)
=1  woT

o2 - 2
where & HGHT = Mo*0?, and & H@hm- =
£ (pig (b7h,,) + & (hHh)) -
p?—il (p;M + M) = Mpg? Thus, the amplification

factor for each element on the active RIS is given by
b,

(& st r)

By applying the receive beamforming vector wy, at the BS,
the received signal of user k is

Yok = \/Pk Luy pWiGOOh,. ),

0= s)

+ Z \V4 pz Uq, kaG@(ahr i Lq

1¢k
d;g‘rkaC:)GnT + wWiny. (16)

On the other hand, the received signal at eavesdropper j
to detect user £ signal is

6
Ye; x» = VPETE ( de_j(,lkehejvk + \/Luk,ej hej,ré@hr,k)
K K
+ Z Vi | ) dg % he, it Z Ly, c,he, ,66h, ;
s Zh
+1/de, e, ,00n, + n, . (17)

A. Ergodic Up-link rate of user k

Applying MRC beamforming at the BS, the SINRs at the
BS to decode user k signal can be expressed as as in (18),
shown at the top of next page.

Lemma 3. The ergodic up-link rate of user k in active RIS-
aided MU-MISO systems under Rician fading channels and
with phase shift error can be calculated by

& {Ry, } ~ logy (1+

Pk Ly b€k 0"

= . (19)
> Di Lu, psio* + 0d, 3" o2uy + 0*vgoy
=1
itk

where

|A174|2 —I—éa{Al,lAh}
A1t = o2k |adl (68, 05,) ©F

afl (02, 65) aff (65, 65) an (o5, 65)|”
|Avf” b = poor |all (5, 65,) ©Fan ( %¢?)!2NM,
[Aval® b = pooeMN (p (5)° M+ (1= p (5)*) M),
A4} = px (N2M + NM?),

E{N1AT ) = popr (afy (8, 5,) ©F6
N (08, 0%) afy (05, ¢%) an (6f, 95))
x (anr (92, 92) ©) prayy (41, 95,.) OF N6,
and Xy = §{|A271|2 + 5{|A2,2|2} + 5{|A2,3|2} +

|Ag 4l + & {D21A3,}
|A2.a[*§ = o7 ||©" agly (6, 65) alf (45, 45)
an (85, ¢5) an (63, 65) Ol
Dot = py [|[©ans (62, 60)||* NM,
(B2} = poMN ([lafh (62, 65) ©6]*) = pp 22N,
[Dgul* | = p} (N2M + NM?)
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Progf: Dge to. the paper length limitat.ion, the prgof hgs s |y i Ly pEn0*
been omitted in this paper, and presented in Appendix C in Ry = |logy | 1+ e
[41]. u > i Ly psiot + o'd, ' ovy + 0*uoy
(=
Jr
B. Ergodic Rate at Eavesdropper j
.The SINR at eavesdr.opper j.to decode user k signal in —log, | 1+ Pk T (23)
this scenario can be written as in (21) shown at the top of K 9 9
>, piyi + 207 + 02,
next page. i=1 !
itk
Lemma 4. The ergodic rate at eavesdropper j in up-link
active RIS-aided MU-MISO systems under Rician fading V. EH RIS

channels and with phase shift error can be calculated by

Pr Zj

E{Re,, } =log, | 1+ = (22)
2. DiYit+ zjo2 + ogj
1
where
— — Pe; 2
7y = dypyd e o (L o (M o+ p ()7 €) +
Pej 1 p 1 1 1 —a.
Pe fH Pk+1M + Pkil pejJrlM + pe;+1 Pk+1M) + dejofr’
o Pe; s 2
Ye = duﬁ‘;deﬁﬁgz (pejil pierl (M + P(H) 5) +
Pej 1 pi 1 1 1 —ae
rorinaMt i a Mt e M A de )
which have been derived in Appendix B in [41], and
2
Zj = de & || he, »© =
2 —_ —_ ~ -~
d;aﬁpefﬁ (pej,rg (hgyrhej,r) +& (hgﬂrhej,r))
2
= de % 501 (pesr M + M) = dg s Mo,

The ergodic secrecy rate in active RIS scheme is pre-
sented in the following Theorem.

Theorem 2. The ergodic secrecy rate in active RIS-aided
MU-MISO systems under Rician fading channels and with
phase shift error can be calculated by

Following the recent works in [18]-[22], in this section,
we consider the case when the RIS is an energy constrained
node and it can harvest RF energy to support its operation.
Thus, in this scenario the whole operation time block, 7, is
split into two time periods, the energy transfer (ET) slot and
the information transfer (IT) slot. During the ET slot, the BS
transmits energy signals to the RIS to support its operation.
During the IT slot, the users deliver their messages to the
BS through the RIS. We denote 77" as the time duration
for the ET, and (1 — 7) T as the time duration for IT. The
received signals at the RIS in the first sub-slot is expressed
as

yr = VPG, Wpx, + n, (24)
where Py is the BS power, G, =
(1 /225Gy + ﬁép) is the BS-RIS channel in

the ET slot, W, is the precoding matrix and x, is
the energy signals vector. Using the maximum ratio

transmission (MRT) scheme, the harvested Jpower at the

5P |IG
RIS can be expressed as P, = %

. s TP Tr(GL G .
be written as P, = %M where 7.7 is the

efficiency of EH. Since Gbe has Wishart distribution,
the average harvested power can be written as

, which can

_ neffTPbéa {Tr (Gbe)} _ neffTPbNM

P,
1—71

(25)

1—71
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By substituting (25) into (15), the amplification factor for where
each element on the RIS in this case is given by =dyrd, Y0 (pcchr1 o ) (M +p(k 2 f)
b= neffT;:’bNM (26) pfe-kl Pk+1M + pfj-lpi 1-‘-1]\4 + Pe; 1-‘-1 Pk +1M) ;jofre’
M(1-r1) ( dgrr + 02) p_ Ay dee & (Pe s (M+p )
i=1 v pceJrllerlM_’_ p1 - +1p+1M+d Otc)
=d_ O‘CM

A. Ergodic Up-link rate of user k

Applying MRC beamforming at the BS, the SINR at the
BS to decode user k signal can be expressed as as in (27),
shown at the top of next page.

Lemma 5. The ergodic up-link rate of user k in EH RIS-
aided MU-MISO systems under Rician fading channels and
with phase shift error can be calculated by

E{Rp,} ~ (1 —71)log, (1+

Pk Ly 560"

= (28)
> PiLu,psiot + 04d, oty + o?vo?
=0
Proof: This expression can be obtained by following
similar steps as in Appendix C in [41]. [ ]

B. Ergodic Rate at Eavesdropper j
The SINR at eavesdropper j to decode user k signal is
given by (29), shown at the top of next page.

Lemma 6. The ergodic rate at eavesdropper j in up-
link EH RIS-aided MU-MISO systems under Rician fading
channels and with phase shift error can be calculated by

Dk T
E{Re; ) = (1—1)logy | 1+ — g
Z pzyz—i—zjaQ—i-ch
-1
fs

(30)

whlch have been derlved in the previous section.

Finally, the ergodic secrecy rate in EH RIS scheme is
presented in the next Theorem.

Theorem 3. The ergodic secrecy rate of user k in EH
active RIS-aided MU-MISO systems under Rician fading
channels and with phase shift error can be calculated by
(31), shown at the top of next page.

VI. DISCUSSION

From the secrecy rate expressions provided in Theorems
1,2 and 3, we can observe the following insights. Firstly,
the ergodic secrecy rates for Rayleigh fading channels can
be obtained easily by setting all the Rician factors to zero,
€.8..0b = Pe;,r = pr = 0. Generally, in all RIS schemes, the
phase shifts should be optimized to reduce the information
leakage caused by the phase shift errors. In addition, the
secrecy performance of the RIS schemes under phase shift
errors is highly related to the total power consumption,
number of the RIS elements, BS antennas, and noises at
the BS and RIS.

From Theorem 1: the secrecy performance of the passive
RIS depends essentially on the user power, pi, and as
the phase shift errors increase the user power should be
increased. In case the users have limited power, the secrecy
rate can be enhanced by increasing number of RIS units
and/or BS antennas. Specifically, increasing number of BS
antennas leads to improve only the ergodic rate at the BS.
However, increasing number of RIS elements has an impact
on the both ergodic rates at the BS and the eavesdroppers.
Furthermore, the noise at the BS has been amplified by the
receive beamforming (MRC) vector, and thus increasing the
noise variance reduces the system security.

From Theorem 2: in active RIS the secrecy performance
depends on both the user power, pg, and also the am-
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> pili + 207 + 02,
=1
i2k

plification factor for each RIS element, o. Thus, if the
users have limited power transmission, the security can
be controlled by adjusting the RIS power, F,.. However,
consuming power at the RIS can cause a degradation in
the energy efficiency, and thus there should be a trade-
off between the required secrecy rate and the total power
consumption. In addition, the ergodic rates at the BS and
the eavesdroppers are impacted by the amplified RIS noise,
and thus high RIS noise variance can degrade the ergodic
rates on both sides. Implementing more BS antennas and/or
RIS elements enhance the system’s security.

From Theorem 3: the secrecy performance of the EH-
RIS relies also on the energy transfer time duration, 7,
and the BS power P,. Increasing the BS power increases
amount of the EH at the RIS, and thus improves the secrecy
rate as in the active RIS scheme. However, due to the
impact of the path loss the BS might consume a large
amount of power to charge the RIS and provide the required
energy, and thus this scheme is not energy efficient and
might be preferred in short-distance applications. In EH-
RIS, number of BS antennas has an impact on both the
achievable rates at the BS and the eavesdroppers. Notable,
unlike the conventional passive and active RISs, to provide
the best secrecy performance the EH-RIS should be located
near the BS (to harvest more power) or near the users (to
reduce the path loss). Finally and similar to active RIS, the
amplified RIS noise power hurts the two ergodic rates.

Therefore, for given system parameters, the suitable RIS
scheme can be chosen by considering the trade-off between
the required secrecy rate and amount of the transmission
powers in the system. This will be investigated in the next
Section.

VII. SYSTEM DESIGN

In this section, based on the derived analytical expres-
sions, we first design the phase shifts of the RIS con-
figurations considered in this work. Then, the best RIS
configuration selection scheme is presented.

A. Phase Shift Optimization

The secrecy rate expressions presented in Theorems,
1, 2 and 3, show that the secrecy performance relies on
the phase shifts of the RIS elements. In this work, it is
assumed that the CSI of the eavesdroppers is unknown at
the BS/RIS (only channel distribution known). Therefore, to
enhance the system performance, the RIS phase shifts can

be optimized by maximizing the achievable ergodic sum
rate. Since the phase shift at each unit of the RIS lies in the
range of [0,27), the phase shift optimization problem can
be formulated as

K .
max l; Ry,
st om€[0,2m), Vm. (32)

where the phase shifts are continuous values in the range
of ¢, € [0,27). In case the phase shifts vary in a
discrete range, the phase shifts constraint in (32) becomes in
the form, ¢, € [O,§—§,2x§—g, ..... ,(23—1)22—§,)\/m,
where the range is divided into B bits, thus the phase
shifts are more accurate with a larger B value. Due to the
complicated formula of the ergodic sum rate, it is difficult
to optimize (32) based on the conventional techniques.
However, GA-based methods can be employed to solve this
optimization problem. Due to the page limitation, we refer
readers to [6] for more details about the GA methods. The
efficiency of the GA in optimizing the RIS phase shifts has
been widely verified in the literature [5], [6], [25], [26],
[43].

As an efficient suboptimal solution, the RIS phase shifts
can be aligned to user k, who transmits the confidential
message. This presents a simple sub-optimal solution for
enhancing the secrecy rate [6]. Accordingly, the phase shifts
should be

d
Pm = _27TX (xmtk + ymlk) )

L), = sin ¢, sin ¢, — sin ¢f sin ¢y, [}, = cos ¢f,. — cos ¢y
(33)

B. RIS Configuration Selection Scheme

In this Section, based on the required secrecy rate (rs)
and amount of the power available at the users, and the RIS,
we propose a configuration selection scheme which can be
used to select the best system configuration, i.e., passive
RIS, active RIS or EH RIS. The proposed RIS configuration
selection scheme can help the network designers to select
the best RIS-type that can provide secure communication.
In addition, it can also be used in hybrid-RIS schemes
where the reflecting units can be switched into different
modes flexibly [44]. Also, in hybrid-RIS schemes, in which
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the BS is connected with different RIS types [45]. It is
worth mentioning that, the analysis in this work and the
RIS configuration selection scheme are based on different
power statuses at the users.

A) If user k has sufficient amount of power to achieve
the target secrecy rate, in this case passive RIS can be
implemented. Based on the secrecy rate expression provided
in Theorem 1, the required user k power, pi, to achieve the
target secrecy rate, rs, can be obtained by solving

rs = logy | 1+ — Pi Luy bk
Zl Pi Ly, pSi + k07
iz
itk
~log, | 1+ 2 (34)
Z DiYi + Ugj
z;ék

which can be found as function of other users powers p;, i €

[1,K],i #k as
P1 — D2
= — (35)
P3 — P4
pr ul,b§i+vk0'§ 27s pr Y 2”03]
7¢k 1¢k
where py = 77—, p3 = ——m
ZP'L Lo, psitvrog > pi UH—U
iZk iZk
s Ly
p3 = 2"z and py = b8k .
E Piyitor, Z pi L, psitorpod
z;ék 1¢k

B) If user k£ has limited amount of power, e.g., the user
power, py, is less than the power required in (35). In this
case active RIS can be implemented to provide the target
secrecy rate. Based on the secrecy rate expression provided
in Theorem 2, the required RIS power, g or P, ,to achieve
the target secrecy rate, rg, can be obtained as function of
the users powers p;,i € [1, K| by solving

Pk Ly, 8002

rs =logy [ 14 —
> pi L, p6i0* + 0%d, )" otvy, + vgo
s
2
PrO°T1 + pPr2
—log, | 1+ e %
Z Pio*yri+ Z Piy2i + 210%°07 + 0F,
= =
(36)
where

Qp J—Ce Pe;
T1 = dyrde S (p T T (M+P( )? §)+

Pe;

Pe; ) Pk+1M+ pk+1p +1M+ Pe; +1 Pk+1M) r2 =
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— Qp J— Pej
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Pes Mot M+ Lo LM, gy =
Pe; +1 P7,+1 +1 pe;+1 pe;+1 pit1 ’ K

A

ej,i’

and z; = de_ﬁ;ﬂM . After some simplifications, the last
equation can be expressed as

o' (1 — q3)+0* (g2 — qa — g5 + q7)+(qs — g6) =0 (37)

where
K K 5 K K
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Thus, from (15), the RIS power should be higher than or
equal to (38), shown at the top of next page.
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C) If user k£ and the RIS have limited amount of power,
e,g., user k power, pg, is less than the required power in (35)
and the RIS power, P,, is less than the required power in
(38). In this case EH RIS can be implemented to provide the
target secrecy rate. Based on (25) and (38), the required BS
power, P, to charge the RIS and achieve the target secrecy
rate, 75, can be obtained as function of the users powers
pi,i € [1, K] by (39), shown at the top of next page.

VIII. NUMERICAL RESULTS

In this section, we present simulation and numerical
results to assess the accuracy of the derived expressions and
the secrecy performance of the RIS schemes considered in
this paper. Monte-Carlo simulations with 10° independent
trials are executed. The locations of the BS and the RIS
are (0 m, 0 m), (20 m, 20 m), respectively, while the users
are scattered on the corners of a square. Specifically, the
coordinates for the users square are (30 m, 5 m), (35 m, 5
m), (30 m,—5 m), and (35 m,—5 m), respectively, while the
eavesdroppers are distributed in a circle centered at (20 m,
0 m) with radius of 10 m [46]. Unless otherwise specified,
the simulation settings are assumed as follows: K = J =4,
N = 10, M = 5, the users power p; = 2W, the active
RIS power P, = 7TW , the BS power in EH RIS scenario
P, = 50W, B = 6, and the nodes have same noise variance,
0% = —70 dBm [46]. In addition, the path-loss exponent is
2.7, the Rician factors p = 0.5. The values of the AoA and
AoD of the BS and the RIS are uni-formally distributed in
(0,27), and the concentration parameter of RIS phase error
K =2.

Firstly, in Fig. 2, we illustrate the ergodic secrecy rate ver-
sus the transmission user power, py, for the three considered
RIS schemes. Fig. 2a shows the secrecy rate with phase shift
errors and Fig. 2b, presents the secrecy rate for the ideal
scenario when there is no phase error at RIS. Additionally
in these results, we present the secrecy performance of the
EH RIS scheme for different BS power P, = 7W and 50W.
It is clear from this figure that the analytical results are in
good agreement with the simulated results, which confirms
the validity of the analysis presented in this paper. It is also
evident that for the given parameters’ values, the secrecy
rate loss due to the imperfect phase shift at the RIS is

about 0.75 bits/s/Hz. In addition, the passive RIS achieves
the lowest secrecy rate, but with the smallest amount of
power consumption. The secrecy rate gain of the active RIS
above the passive RIS is about 0.8 bits/s/Hz for a given
user power, but with extra power consumption which is
around 7W. Furthermore, in the EH RIS when P, = 7TW,
the EH RIS has lower secrecy performance than the active
RIS due to the path loss in the EH phase. However, the
EH RIS outperforms the active RIS when the BS consumes
high transmission power P, = 50W. In the EH RIS, the
BS can control the secrecy performance by adjusting the
transmission power in the EH phase. EH RSI scheme can be
used in case the active RIS is unable to achieve the required
secrecy rate, thus it is very efficient/beneficial in practical
scenarios where the active RIS is not easily accessible to
increase/change its battery.

To demonstrate the impact of the RIS location on the se-
crecy performance of the three RIS configuration schemes,
in Fig. 3, we plot the secrecy rate versus the z-coordinate
of the RIS (zprsm) when K = 4 and K = 2. Several
interesting observations can be extracted from these results.
Firstly, in the passive and active RIS schemes the secrecy
performance is worst when the RIS is located close to the
BS, zr;s = bm, or after the users, zr;s > 35m, due to
the impact of the path-loss. In addition, there exists only
one optimal location for the RIS which is around 25m.
Thus, in passive and active RIS schemes, different from the
conventional RIS deployment, the RIS should be deployed
close to the users to achieve better secrecy performance
[47], [48]. On the other hand, the EH-RIS scheme achieves
better secrecy performance when the RIS is located either
near the BS or the users. This is because when the BS is
close to the BS amount of the harvested power at the EH-
RIS will be high enough to achieve secure communication,
while installing the EH-RIS close to the users can reduce the
impact of the path loss. Finally, the secrecy rate deteriorates
when number of the users, /, is high, due to an increase
in the interference power.

Fig. 4, depicts the secrecy rate versus the user power,
Dk, for different optimization schemes GA and exhaustive
search methods, when K = 2, and M = 3. It is interesting
to observe that the GA-scheme achieves almost the same
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secrecy rate as the globally optimal solution attained by
the exhaustive search scheme. These results confirm the
efficiency of the GA approach to obtain the optimal RIS
phase shifts, which has been verified in the literature [5],
[6], [25], [26], [43].

To explain the impact of the phase errors at the RIS on
the secrecy performance, in Fig. 5, we plot the secrecy rate
versus the concentration parameter of the phase error, k.
Additionally, the results of ideal RIS are also presented
in this figure. It can be observed from these results that
the secrecy rate enhances as the concentration parameter,
K, increases. In addition, at high concentration parameter
values, K — o0, the secrecy rate achieved by imperfect
RIS saturates to that achieved by ideal RIS. This can be
explained by the fact that the phase error at the RIS is
assumed to follow a Von Mises distribution, thus high

IS
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Figure 4: Secrecy rate versus user, k , power for different
optimization schemes.
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Figure 5: Secrecy rate versus concentration parameter, , of
RIS phase error.

concentration parameter values make the error fluctuate in
a smaller range, and when x — oo, the error at the RIS
tends to zero. Accordingly, the secrecy rate of imperfect RIS
converges to the ideal RIS case as Kk — oo, as explained
in Fig. 5.

Furthermore, Fig. 6 shows the secrecy rate versus the
number of BS antennas N for the all RIS schemes. It
is evident and as expected, increasing the number of BS
antennas N enhances the secrecy performance for the all
RIS schemes. It should be pointed out that the number of BS
antennas, /V, has impact only on the received signal at the
BS, thus increasing N results in enhancing the rate of the
legitimate users. However N dose not have any impact on
the rate at the eavesdroppers. Having said that in EH RIS,
increasing N also increases the amount of the harvested
energy at the RIS. Thus, in EH RIS, IV has impact on both
achievable rates at the BS and the eavesdroppers.

In Fig. 7, we depict the secrecy rate versus the number
of RIS elements, M, for the all considered RIS schemes.
To obtain clear insights and results, in this figure the noise
variance at the nodes is assumed to be 02 = —20 dBm.
Notably and as expected, increasing M results in enhancing
the secrecy rate for the all considered scenarios. In addition,
as we can notice from the analytical expressions of the
secrecy rate presented in this paper, the number of RIS
elements M has impact on both the achievable rate at the
BS and the eavesdroppers, e.g., adding more RIS elements
increases the rate at the BS and the eavesdroppers. However
this improvement in the rate is essential at the BS, because
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the RIS phase shifts are designed to be toward the BS
direction. It is also clear from these results that when
M > 150 the EH RIS scheme tends to be non-increasing
with M. This is because the numerator and the denominator
of the SINRs at the BS and the eavesdroppers are in the
same order. Thus, when number of the RIS elements is very
large, M — oo, the secrecy rate will be almost fixed.

In order to illustrate the RIS configuration selection
scheme, in Fig. 8 we plot the user power versus the
target secrecy rate for different values of the concentration
parameter of RIS phase error, x = 2 and 8. Firstly, in Figs.
8a and 8b, we consider two examples, when the target
secrecy rate is assumed to be ry = 0.75 (bits/s/Hz) and
rs = 1.2 (bits/s/Hz) for k = 2 and 8. As we can see
from the results in Fig. 8a, when r, = 0.75 (bits/s/Hz),
passive RIS can achieve the target secrecy rate with total
transmission power is Pr = p; = 50W, (neglecting the
small amount of power consuming at passive RIS elements),
and in the active RIS scheme the user transmission power
can be reduced to around pr = 7W and thus the total
transmission power is Pr = pi + P, = 14W, while
EH RIS scheme can achieve the target secrecy rate with
the smallest amount of the user power which is about
pr = 2.95W, but with the highest total transmission power
Pr = pr + P, = 52.95W. Similar observations can be no-
ticed from the second scenario when ry = 1.2 (bits/s/Hz),
passive RIS achieves the target secrecy rate with the highest
user power, while EH RIS achieves, ry, with the smallest
user power but with very high total consumption power, and

the active RIS scheme works between these two regions. In
addition, the concentration parameter of RIS phase error,
K, has essential impact on the required user power. By
comparing Figs 8a and 8b, one can notice that as x increases
the required user power to achieve the target secrecy rate
decreases. For instance when the target secrecy rate is
rs = 0.75 (bits/s/Hz), the required user power in the
passive RIS scheme is about 50W when x = 2, and 20W
when x = 8. This is due to the fact explained in Fig. 5.
Then, in Figs. 8c and 8d, we present the RIS configuration
selection scheme when the available user power is pr =
20W for k = 2 and 8. In the first case when v = 2, if
the target secrecy rate is rs < 0.45 (bits/s/Hz), passive
RIS can be selected, and active RIS can be implemented
if the target secrecy rate is ry < 1.17 (bits/s/Hz), while
EH RIS can be selected if 7, < 1.87 (bits/s/Hz). These
secrecy rate regions of the RIS schemes become wider as the
concentration parameter of RIS phase error, x, increases. In
Fig. 8d when x = 8, passive RIS can be selected to achieve
secrecy rates up to rs < 0.77 (bits/s/Hz), and active RIS
can be selected to perform secrecy rates less than or equal
to rs < 1.635 (bits/s/Hz), whilst EH RIS can be used to
achieve secrecy rates up to r, < 2.48 (bits/s/Hz).

IX. CONCLUSIONS

In this paper the impact of phase shift error on the secrecy
performance of up-link RIS-aided MU-MISO systems was
considered. Under Rician fading channels and phase shift
errors the ergodic secrecy rate for, passive RIS, active RIS,
and EH RIS have been analyzed. Then, the phase shifts
at the RIS have been optimized based on the derived rate
expressions. In addition, according to the target secrecy rate
and amount of power available at the users, the best RIS
configuration selection scheme has been considered. The
results presented in this work demonstrated that an active
RIS scheme can enhance the secrecy performance of imper-
fect RIS elements, especially when the users have limited
amount of power. Furthermore, increasing the number of BS
antennas, the concentration parameter of RIS phase error,
and the number of RIS elements lead to the enhancement
of the secrecy performance.

APPENDIX A

By using Jensen inequality, the ergodic rate can be
expressed as in (40), shown at the top of this page. Due to
the paper length limitation, in this Appendix we will explain
how to calculate the average of the first term, similarly and
by following similar steps we can find the average of the
other terms. The first term is

& {Pi Lu.o 0,07 G GOOR, [ | =

Py Lu, 4& { ]hkaHGHGG)@hM\Q} (41)

This term can be written as
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Vovpeh, 01 G2 GO, + pihf, 67 GY GOOh,

A3 Ava
(45)
The average of the first term
5{|A1|2} = G@{|A1,1|2} + éa{|A1,2|2} +
& {|A1,3|2} L& {|A174|2} +26 {A AR (46)

where Ay ; = pbpkl_lfk@HGHG(aéﬁnk, which can be
written as
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The last term
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Similarly, following the same way we can find the average
of the other terms.
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