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VERIFICATION THEATRE AT BORDERS
AND IN POCKETS

Michael Veale

20.1 Introduction

The COVID-19 pandemic saw individuals asked to prove health-related
characteristics in a wide and varying array of situations. These differed across
jurisdictions. Some countries imposed requirements in occupational and lei-
sure situations. Others made little use of proof mechanisms, or left their use
up to private actors. Internationally, however, the idea of ‘vaccination pass-
ports’ co-evolved with legal requirements to prove health-related characteris-
tics at the border. This in turn placed domestic pressure on countries to either
publicly provide or facilitate private provision of technical infrastructures
that could meet emerging international standards of proof.

Before the COVID-19 pandemic, the most similar provision at borders
was in relation to yellow fever. Requirements for travelers to have yellow
fever vaccinations are typically imposed by countries without the virus but
vulnerable to its establishment due to mosquito vectors and non-human pri-
mate hosts.! The International Certificate of Vaccination or Revaccination
against Yellow Fever was replaced from 2007 by the more general Interna-
tional Certificate of Vaccination or Prophylaxis (ICVP).? Although the WHO
describes ICVP paper certificates—often known as a yellow card, or carte
jaune—as ‘easily lost and prone to fraud’,® use of these rarely if ever required
‘proofs of the veracity of the document’.* This is despite significant evidence
of forgery. In a recent study, two-thirds of the ICVPs from travelers inter-
viewed at a Sudanese airport appeared to be counterfeit.’ In these contexts,
this could be considered a minimum, as features of the ICVP make it impos-
sible to truly validate. These issues are compounded by challenges further up
the supply chain such as vaccine falsification.®
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Contrary to the ICVP, discussions of COVID-19 documentation had func-
tionalities related to proof built into them from the start. European guidelines
focused on verifiability as a key design criterion.” Several jurisdictions where
the ICVP are used as the official record and ‘source of truth’ of COVID-19
vaccinations later removed their admissibility as proof in day-to-day circum-
stances.® This makes it important to consider what verifiability could and in
practice does mean in these contexts.

20.2 Verifiability Theatre

We often verify our identities or verify we possess certain attributes. Verifica-
tion of a characteristic of an individual is conceptually a two-step process.
The first step is authentication of identity—linking the person in front of you
to an identifier. The second step is the linkage of that identifier to a charac-
teristic, such as vaccination, testing or recovery. This process further requires
integrity of the data involved in this process.

It is worth considering what ‘digital’ means in this context. Digital is often
thought of as an app or a website versus a paper document. This is an impor-
tant distinction when considering a ‘digital divide’; even in a country with
high technology saturation such as the UK, 7% of individuals still lack a
device which can connect to the Internet.” However, even a paper certificate
with a QR code is ‘digital’ insofar as it relies on a ‘stack’ of infrastructure to
generate, maintain, authenticate and interact with it. It is simply the case that
the role of the individual in the digital infrastructure is only to obtain and
display information—the ‘intelligence’ happens elsewhere in the network.!

20.2.1 Only as Strong as the Weakest Link

In practice, the deployed digital verifiability strategies provided little defence
against moderately determined fraud.

Some countries recorded initial vaccinations on paper vaccination cards,
such as the United States from the CDC or in the carte jaune in Germany. In
the United States, these were accepted as proof directly. In Germany, these
were both broadly directly accepted as proof, as well as used a source of
truth, without reference to other databases, to convert them into digitally
signed certificates by most pharmacies.!!

Hand-signed paper vaccination cards are typically trivially forged. In a
poll commissioned by The Economist, 12% of American adults under 30
admit knowing somebody with a fake US vaccination card.'? Thousands of
cases of forged cartes jaunes are subject to investigation and prosecution
procedures in Germany.'® Those prosecuted included high-profile celebrities,
including football coaches.!'* Forgeries of such cards are commonplace con-
cerning yellow fever vaccination in sub-Saharan Africa."



242 Michael Veale

Paper cards with no in-built mechanism of digital linkage of an identifier
to a vaccination status were widely accepted around the world despite no
practical method of verifying them. The Washington State Department of
Health verification guidance illustrates this, with guidance to ‘be suspicious
of cards printed on thin paper or edges that appear cut by scissors’; to check
all fields are completed and the template is the expected one; and to look up
vaccine lot numbers to check if such a lot was ever distributed. CDC passes
were not printed on secure paper (as ballot papers sometimes are), and so
such paper is easily emulated. The latter check is easily passed by copying a
valid vaccination batch-time combination from any other card.

Despite this, and seemingly for political reasons, US vaccination cards
were accepted around the world as proof at borders and often within domes-
tic regimes and in line with restrictions placed there.

In Germany, the situation was in some ways worse. As with many coun-
tries lacking health informatics, the carte jaune was used as the source of
truth to populate the cryptographically assured digital vaccination pass data-
base. Individuals would walk into pharmacies, who would examine evidence
and enter it into a database. At this point, fraudulent cartes jaunes could
effectively be laundered into a real vaccination pass. This author, holder of
a valid UK vaccination record, presented the UK documents to a pharmacist
in Berlin in 2021, who looked at the printout without seeking to validate
the UK QR code (which at the time was not able to be validated with a
German validator, a situation which later changed), and entered the record
into the German database, issuing a German vaccination certificate.'® Indeed,
pharmacies in Germany stated they would transform CDC cards and other
unverifiable and easily forged foreign vaccination records into German digi-
tal certificates.!”

Fooling pharmacists was not even necessary for those forging at scale, who
set up fake pharmacies in order to create irrevocable certificates in Germany.
An investigation from the newspaper Handelsblatt in July 2022 revealed
that it was trivial to register a fake pharmacy and issue digital certificates,
even when a residential apartment address was used. The cryptographic set-
up used in Germany meant that once issued, these certificates could not be
revoked without invalidating the millions issued in that manner.'® Nor could
other European countries, who were part of the shared EU validation system
for such certificates, selectively revoke German certificates that were part of
proven forgeries.

Other issues in the chain concern the validity of vaccines and the identity of
recipients. We know from yellow fever vaccination that falsified vaccines also
exist on the market as part of chains that lead to documents for verification."
The market for falsified COVID-19 vaccines is large but has been difficult to
estimate.?’ Furthermore, many countries did not require a robust process of
identity assurance in order to receive a vaccination. There was no guarantee
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that the person inside a valid vaccination chain, being vaccinated with a valid
vaccine, was the person whose name is on the certificate. This makes sense
due to a need for rapid rollout, including amongst undocumented individuals
who may be persecuted and marginalized by state authorities in other con-
texts. However, it creates a hole in a chain of trust which cannot be mended
by a more solid certification verification process downstream.

In sum, many jurisdictions lacked a reliable and secure chain of trust from
the actual act of vaccination through to the digital certificate. This created
easy opportunities for forgery within these jurisdictions. The requirement to
recognize certificates across borders, a necessity given their main use as inter-
national travel documents, meant that even a handful of weak jurisdictions
undermined any technical security measures placed on the generation and
use of vaccination certificates domestically. While not covered here, the same
issues apply for records of testing and records of recovery.

20.2.2 Why Bother?

Just because forgery is possible does not mean that everyone will forge docu-
ments. The law can always impose serious penalties were fraud to be discov-
ered and that will be enough to dissuade some. There have been penalties
and prosecutions for withholding health information at airports since at
least 1924, but significant compliance issues have persisted in spite of this.?!
Furthermore, vaccination, testing and recovery are typically all imperfect
methods to prevent transmission, and insofar as borders are open to those
meeting certain characteristics, pathogens may still enter the country in ques-
tion. Documentation fraud adds to these errors, but the sum of the interven-
tion of requiring certification may be beneficial if reduction, rather than total
security, is an acceptable aim.

An approach of reduction rather than security casts the entire enterprise
of verification in a different light. Such an approach would likely be unac-
ceptable for many aims where we try to verify to secure. A nuclear power
plant’s security systems should not ‘reduce’ unauthorized entry but prevent
the possibility. Yet other environments, such as supermarket self-checkouts
or contactless cards, come with an expectation of abuse built into the policy,
typically outweighed against a benefit, such as reduced staff cost or greater
card usage, and, therefore, more transactions subject to intermediation fees.?

Considering vaccine verification in this light raises the question of whether
the behavioral consequences of a digital proof infrastructure in a world
where dodging it is relatively trivial is enough to justify it being built in the
first place. Infrastructures to prove things to people come with serious social
consequences. Is this just to give a veneer of fraud protection compared to
analogue methods? That a system that many will not understand the work-
ings of might seem more secure than it actually is? Other than the fact that
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there are many ways to build an opaque computer system, this ignores that
systems designed to prove things to people are not just a performance, but
they are also performative, in the sense that they have social effects that lead
to change.”

20.3 Verification’s Impacts beyond Biosecurity

A digital verification system is not just icing sugar added to an ICVP to increase
its behavioral impact. Digital verification systems do real things in the real
world and come with consequences far outside the realm of public health.

20.3.1 Repurposed Infrastructure

The digital systems created to enable verification are often used for purposes
beyond that. More broadly, the introduction of technologies at borders typi-
cally goes beyond stated purposes to separate out ‘legitimate’ from ‘illegiti-
mate’ forms of mobility and to allow surveillance to be practiced both at and
away from the border by private actors, such as security firms, as well as
state agents.>* The affordances of digital systems, such as verification, invite
extensions and further systems to be built upon them. These are not just sys-
tems built upon the vaccination record themselves but systems built on the
connection to health databases, the connection to individual identities, the
connections to individuals’ mobile devices and so on.

One pandemic example is the ‘ArriveCAN’ app. Originally created as a
method to capture data under Canada’s Quarantine Act, the app became a
mandatory way of submitting such information, first for air travelers in late
2020, then for all travelers in early 2021.% However, the Government of
Canada stated that the app was ‘not only keeping travellers safe, but [was]
part of [their] ongoing efforts to modernize the border’. This became appar-
ent, as the mandatory app was extended to contain components of previ-
ous border modernization attempts which had failed to get traction, such as
the Advance Canada Border Services Agency (CBSA) ‘declaration’ feature,
relating to customs and immigrations, with no link to public health and no
debate or discussion.?* Academic commentators have criticized ArriveCAN’s
transformation ‘from a voluntary app intended to offer an alternative for
paperwork to permit contact tracing into a mandatory app that had little
connection to public health’.?

Another example comes in the form of the German ‘Luca’ app. This app
was launched by a private firm to initially attempt to create a presence-tracing
system, where individuals could ‘check in’ to locations to provide a list of
who was there to the venue. This feature was criticized by scholars, who
noted its poor design with significant security flaws,?® and by journalists,
who had highlighted the 21 million EUR regional governments had spent
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on this technology for just a single year of usage, largely in attempt to look
active in relation to the federal government in advance of a regional elec-
tion.”? A regional court in Rostock later found the purchase of the Luca
app by the government there to be illegal.’® By this time, the app had also
expanded beyond its initial features, allowing individuals to integrate their
vaccination certificates for the purpose of proof at the border and in shops
and restaurants and even to buy tickets to gigs and events through its portal.
The firm was effectively attempting to create a public health-related platform
to become a technology intermediary across a variety of sectors.

In general, a system that has at its core the ability to prove something to
other people forms a strong platform to build on. Once built, such technolo-
gies rarely stay still. When a pandemic ends or is at a lull, these technologies
enter into confusing situations. They may still have some users and uses. They
certainly have maintenance and security issues that need care over time, as
operating systems change and new security threats emerge. But maintenance
and updating costs money, particularly to maintain infrastructures which
may not have a purpose between public health crises. In these situations,
maintaining such systems for a crisis with a certain set of functionality can be
difficult to justify compared to finding a use for this technology in-between
crises. Similarly, when such systems are developed by private actors, they
need to locate revenue streams between crises which can keep the organi-
zation and the technologies afloat and ready. Preparedness in technologies
appears difficult to reconcile with tendencies for ‘function creep’.

20.3.2 Exclusionary Standards and Domestic IT Capture

The process around creating the underlying technical set-up for verification
of vaccination had significant industry involvement in ways that risked cap-
ture of various types.

While an ICVP really only requires common document templates, and
relies on stamps and signatures from vaccinating authorities (which may or
may not be standardized), a digital verification process typically needs a pub-
lic key infrastructure, or PKI. PKIs provide means to record, distribute and
revoke bindings between users and cryptographic keys that relate to them.
Public and private keys are core building blocks of cryptography. Entities like
a public health authority generate one or more pairs of public and private
keys. If they wish to sign an event (such as ‘Jane Doe received vaccine X on
21.02.27°), they can do so using their private key, which they keep secret
and secure. Individuals who want to verify that this was indeed signed by
this authority can then check if the signature is valid by comparing it to the
alleged signing authority’s public key, which by definition should be ‘public’
and attributable to the authority in question. This makes it important that
verifiers have somewhere where they know all the public keys will reliably
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be placed, alongside notices of revocation, for example, if a private key is
hacked so people know not to trust corresponding signatures anymore.

PKIs are a crucial aspect of applied cryptography and one of the hardest to
establish and maintain in practice. They are constant targets for surveillance
authorities around the world, and the PKIs underpinning encryption on the
web are sites of geopolitical tension in Internet governance.®'

The WHO Smart Vaccination Certificate Working Group indicate in their
report that in order to participate in their proposed standard, public health
authorities will need to ‘have access to a national public key infrastructure’,
and although they do ‘not describe the PKI in detail’, they require it to have
a wide variety of features.’?> The European COVID certificate, which signifi-
cantly influenced global standards, could build upon EU countries long hav-
ing been urged, particularly through successive laws on electronic signatures,
to have experience and state capacity in national PKIs.>* However, countries
in the Global South rarely have public sector PKIs established, although they
are often part of future digital plans.’*

The result of this state of affairs is a demand on all countries wishing to
participate in international travel to rapidly develop and adopt a complex
infrastructure in one of their most sensitive sectors—health. Health infor-
matics is a sector with a lot of promise but also an extraordinary possibility
for capture. Building a complex infrastructure during a crisis will only be
achievable for poor countries by effectively handing over significant control
to private entities. Regardless of the merits or drawbacks of privatization in
the health and care sectors, this privatization can really only occur in a rush.
The WHO Smart Vaccination Certificate Working Group appeared set up as
a sales pitch, with many consultants as members, and the only eligible indi-
viduals to apply to this group were those who could at short notice provide a
slide deck ‘outlining a proposed global interoperability standard for issuing,
certifying, and verifying a vaccination event’—a finished, or at least signifi-
cantly developed, product.’

In sum, the rushed desire to create digitally verifiable vaccination certifi-
cates may contribute to rushed procurement of informatics capacity in many
countries’ public sectors in a way which would seem likely to lead to a loss
of control over the problems, capacities, framings and even data flows within
those organizations. Such procurement, however, provides little benefits, for
the reasons outlined earlier. The extent of this impact requires further coun-
try-specific research and follow-up.

20.4 Privacy (Or Rather, Confidentiality) Theatre

As 2020 progressed, questions moved from whether vaccination was pos-
sible to how vaccination would affect society. When discussions moved to
consider logistical challenges of demonstrating vaccination status, the pre-
dominant frame for discussing these questions was one of privacy.
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From the perspective of this author, privacy had been a very important
frame for pandemic technologies up until this point. We had been involved
in the furore around Bluetooth contact tracing technologies, as states had
proposed solutions with unnecessary publicity risk, whereas more decen-
tralized solutions that have the same or similar functionality with greatly
reduced risks were possible.’® In the end, decentralized technologies were
widely rolled out under the banner of ‘Exposure Notification’. These tech-
nologies prevented detailed network data of who saw who in society from
being accumulated by state actors around the world, including those with
lacklustre human rights regimes or those with limited ability to keep this
data secure.

Vaccination certificates were not exactly like this. For contact tracing
technologies, the functionality itself—notifying individuals subject to a
‘risky’ encounter—was not particularly controversial. With design precau-
tions, it could be repurposed only in limited ways.?” For vaccination cer-
tificates, the controversial data is not a database of vaccination recipients
(which typically exists) nor typically specific vaccination information that
a checker may see in the process of checking. The controversial data is
the ‘tick’ or the ‘cross’: Do you meet the policy of the verifier?*® Privacy
technologies exist which allow individuals to reveal nothing to a verifier
except the fact they meet a certain policy that has been set.?® The issue here
becomes less about the data that is used during the process of verification—
which is nice to minimize but not the focus—but the functionality that the
system enables.

Drawing attention to the verifier’s policy should also draw our attention
to attributions we may not wish to be possible to be required to attest to.
Lifestyle, travel history, occupation, age, socioeconomic grouping—all these
have potential causative or correlative links to transmission and vulnerability
to emerging pathogens. Individuals have information about most of these
characteristics on their mobile devices, whether they inputted it manually or
not. If they are not revealed to a querier, should they be able to form part
of a policy? We could imagine law and rules governing this, but more than
anything, this is governed by the technical possibilities of attesting to these
characteristics. A path where individuals can technically attest, even privately
and confidentially, to a variety of attributes, may leave us in quite a dark
place indeed.

It should, however, be noted that functionality can be part of discus-
sions about privacy, particularly when it is conceived of in terms that are
relational, about autonomy and self-definition.*’ But in the health domain,
privacy is often thought of as confidentiality, following the importance of
medical confidentiality. Privacy is a concept that captures a bundle of inter-
ests. Verification and attestation do the same. Choosing a framing for analy-
sis of the role of verification technologies and infrastructures in society will
be key to establishing a wider debate on these practices.
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20.5 Concluding Remarks

Perhaps some of these arguments seem moot now. Few countries at the
time of writing retain entry requirements around COVID-19. The practical
impacts of verification theatre were likely dampened by the United States
lacking any national vaccination registry and geopolitically forcing countries
to accept trivially forgeable paper cards, regardless of the standards they had
invested in or the technologies they had built.

Nevertheless, the saga of verification and its limits in this pandemic should
draw our attention more towards the interaction of law and technologies in
crises. Both interventions and infrastructures matter, and they cannot be seen
apart from each other. We cannot set aside infrastructural considerations sim-
ply because urgency calls or ignore the long-term legacies of the systems and
schemes that societies dream up simply because we are in a rush. Preparedness
should allow us to have deep consideration, and simultaneous discussions,
of all issues that matter and which surround a proposed intervention such as
vaccine certification. In an age of conspiracy, it can be difficult to speculate
about the longer-term development and governance of technological systems
without appearing to resort to a ‘slippery slope’ argument. But the design of
infrastructures requires considering use and misuse in the future—how they
reconfigure power and facilitate certain policy choices and possibilities over
others. The COVID-19 pandemic should sharpen our understanding and sen-
sitivity to the importance of these areas. We need this for both operational
preparedness when another crisis arises and to support longer transdiscipli-
nary debates about how to use technologies in societies in crises.
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