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a b s t r a c t 

Internet of Things (IoT) technologies are increasingly implemented in buildings as the cost-effective smart sens- 

ing infrastructure of building automation systems (BASs). They are also dispersed computing resources for novel 

distributed optimal control approaches. However, wireless communication networks are critical to fulfill these 

tasks with the performance influenced by inherent uncertainties in networks, e.g., unpredictable occurrence of 

link failures. Centralized and hierarchical distributed approaches are vulnerable against link failure, while the 

robustness of fully distributed approaches depends on the algorithms adopted. This study therefore proposes a 

fully distributed robust optimal control approach for air-conditioning systems considering uncertainties of com- 

munication link in IoT-enabled BASs. The distributed algorithm is adopted that agents know their out-neighbors 

only. Agents directly coordinate with the connected neighbors for global optimization. Tests are conducted to test 

and validate the proposed approach by comparing with existing approaches, i.e., the centralized, the hierarchical 

distributed and the fully distributed approaches. Results show that different approaches are vulnerable against to 

uncertainties of communication link to different extents. The proposed approach always guarantees the optimal 

control performance under normal conditions and conditions with link failures, verifying its high robustness. It 

also has low computation complexity and high optimization efficiency, thus applicable on IoT-enabled BASs. 
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. Introduction 

Internet of Things (IoT) technologies, being rapidly developed, are

ncreasingly implemented in buildings [1] . The IoT-enabled building au-

omation systems (BASs) adopt IoT-based smart sensors as convenient

nd low cost information sources [2] . They can provide indoor air qual-

ty (IAQ) data [3] and energy loads [4] for occupants to inform about the

urrent condition. They can also provide essential inputs to direct the

ontrol actions of building systems [5–7] . In addition, IoT-based smart

ensors with advanced capabilities, e.g., data storage and processing,

acilitate the realization of edge computing in smart buildings [8] . 

As one of the most important systems serving buildings, air-

onditioning systems are operated to maintain a good indoor environ-

ent for ensuring the mental and physical health of occupants [9] . How-

ver, a considerable amount of energy is used to fulfill this task [10] , as

stimated to account for about 40% of the commercial building energy

se [11] . The trade-off between the acceptable indoor environment and
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he minimized energy use can be found by developing optimal control

trategies for air-conditioning systems, in which the multi-objective op-

imization problems are formulated and solved [ 12 , 13 ]. Ganesh et al.

14] formulated an objective function considering energy use, indoor

zone concentration, indoor PM2.5 concentration and indoor HCHO

oncentration. Zhai and Soh [15] formulated an objective function con-

idering the energy use and Predictive Mean Vote (PMV). To solve the

ormulated multi-objective optimization control problems, different op-

imal control approaches have been investigated. 

Centralized optimal control approaches have been mostly adopted.

hey are applicable to the current operation mode of BASs that the local

nformation measured by sensors is transmitted to a central workstation

or global optimization and determine optimal control set-points. IoT-

ased smart sensors only act as data source. Centralized optimal con-

rol approaches are vulnerable against individuals’ failures [16] , such

s links failures between sensors and the central workstation. In IoT-

nabled BASs, the information is transmitted via wireless communica-
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ion networks [17] , in which inherent uncertainties exists [18] . One

xample is the uncertainties of communication link that communica-

ion networks are unpredictable to be under normal conditions or under

onditions with link failure. Therefore, centralized optimal control ap-

roaches are vulnerable against link failure when they are implemented

n IoT-enabled BASs, and there lacks a detailed investigation on how

uch a vulnerability would have impacts on the optimal control perfor-

ance of air-conditioning systems. 

As the counterpart, the relatively new distributed optimal control ap-

roaches solve the multi-objective optimization control problems by co-

rdinating individual agents, in which local optimization are conducted

19] . Compared with the centralized optimal control approaches, the

istributed optimal control approaches have better scalability and re-

onfigurability which are particularly beneficial for large-scale systems

ith flexible control objectives and system dynamics [24] . There are hi-

rarchical distributed optimal control approaches and fully distributed

ptimal control approaches, depending on if there is a central coordinat-

ng agent facilitating coordination among local agents [20] . Hierarchi-

al distributed optimal control approaches adopt central coordinating

gents, which are at the global level, to connect all local agents together

or global information exchange [21] . Fully distributed optimal control

pproaches treat all local agents equally and information is directly ex-

hanged between connected local agents according to the preset com-

unication topology [22] . Different distributed optimization algorithms

re adopted in specific distributed optimal control approaches to solve

he optimal control problems in a distributed manner. In IoT-enabled

ASs, agents can be IoT-based smart sensors with limited computing ca-

acities, according to the edge computing concept [23] . Although the

oordination among multiple IoT-based smart sensors is realized via

ireless communication networks, generally speaking, distributed op-

imal control approaches are robust against link failure and can handle

ncertainties of communication link [16] . To be exact, the robustness

epends on the specific distributed optimal control approaches and the

lgorithms adopted in each distributed optimal control approach. 

Hierarchical distributed optimal control approaches have received

 tremendous surge of interest and being increasingly investigated for

ir-conditioning systems in recent years. Li and Wang [24] proposed a

ulti-agent based hierarchical distributed approach for the optimal con-

rol of multi-zone dedicated outdoor air systems (DOASs). Agents were

mplemented on IoT-based smart IAQ sensors and the smart airflow me-

er. The alternating direction method of multipliers (ADMM) was used.

u and Wang [25] proposed an agent-based hierarchical distributed op-

imal control strategy for air-conditioning systems. The dual decompo-

ition method was adopted to decompose the centralized optimization

roblem. Li et al. [26] proposed a real-time optimal control strategy

or multi-zone variable air volume (VAV) air-conditioning systems. The

DMM was adopted to optimize the fresh air ratio of the supply air and

he temperature set-point in the critical zone in a distributed manner.

n hierarchical distributed optimal control approaches, if a link failure

appens between a local agent and the central coordinating agent, the

ocal agent will be isolated from the system. Due to the crucial roles

f the central coordinating agent, the robustness of hierarchical dis-

ributed optimal control approaches is weak regardless of the adopted

lgorithms. And there lacks a detailed investigation on how this weak

obustness would have impacts on the optimal control performance of

ir-conditioning systems. 

Many fully distributed optimization approaches or algorithms have

een proposed, and the robustness of fully distributed optimal con-

rol approaches depends on the algorithms adopted. Zhang and Chow

 27 , 28 ] proposed the Incremental Cost Consensus (ICC) Algorithm,

hich was a leader–follower consensus-based algorithm, for the eco-

omic dispatch problem (EDP). To avoid the selection of a leader, Zhang

t al. [ 29 , 30 ] proposed a two-level consensus-based algorithm for EDP,

n which the lower level adopted the average consensus algorithm and

he upper level adopted the ICC Algorithm. Li and Wang [31] adopted

he two-level consensus-based algorithm to develop a fully distributed
2 
ptimal control approach for air-conditioning systems. In these stud-

es, a priori knowledge of the communication topology was needed.

he unpredictable occurrence of link failure can change communication

opologies with considerable uncertainties [16] . Therefore, it is inappro-

riate to adopt these algorithms in developing robust fully distributed

ptimal control approaches for air-conditioning systems considering un-

ertainties of communication link. 

In contrast, without a priori knowledge of the communication topol-

gy, many fully distributed algorithms have been developed under time-

arying communication topologies. Kingston and Beard [32] developed

 fully distributed algorithm to solve the average-consensus problem

nder switching network topologies. Xu et al. [33] developed a fully

istributed algorithm to solve the resource allocation problem under di-

ected and time-varying communication topologies. It was applied to

olve EDP in a smart grid environment. Yang et al. [34] proposed a

ully distributed algorithm for EDP over the communication networks

ith time-varying communication topologies and communication de-

ays. Although these algorithms can handle time-varying communica-

ion topologies, which can result from unpredictable link failure, many

tudies focused on pure algorithms development and applications in

ower systems. And no investigation has been made on developing ro-

ust fully distributed optimal control approaches considering uncertain-

ies of communication link for air-conditioning systems and in the air-

onditioning field. 

This study therefore proposes a fully distributed robust optimal con-

rol approach for air-conditioning systems considering uncertainties of

ommunication link in IoT-enabled building automation systems (BASs).

his study has four major innovations. (1). A new fully distributed ro-

ust optimal control approach is developed to be implemented in IoT-

nabled BASs with inherent uncertainties of communication link for op-

imally controlling multi-zone dedicated outdoor air systems (DOASs).

2). The impacts on the optimal control performance of DOASs are in-

estigated when fully distributed optimal control approaches adopting

ifferent algorithms are implemented in BASs with inherent uncertain-

ies of uncertain communication link. (3). The computation complexity,

ptimization efficiency and control performance of the proposed fully

istributed robust optimal control approach are assessed to validate the

pplicability of the proposed approach to be deployed over IoT-enabled

ASs. (4). The impacts on the optimal control performance of DOASs

re investigated when centralized and hierarchical distributed optimal

ontrol approaches are implemented in IoT-enabled BASs with inherent

ncertainties of communication link. 

. Description of system, problems and motivation 

This section first describes multi-zone dedicated outdoor air systems

DOASs), which is a popular type of air-conditioning systems. Second,

he mathematical formulation of the multi-objective optimization prob-

em for optimal control of DOASs is presented. Third, uncertainties of

ommunication link in IoT-enabled building automation systems (BASs)

re identified by analyzing the on-site data. 

.1. Description of multi-zone dedicated outdoor air systems 

The schematic of a DOAS is shown in Fig. 1 . It is operated to supply

ach room with a certain amount of outdoor air, which is determined by

onsidering the following two aspects. From the aspect of a single room,

 large outdoor air volume is preferable due to its high efficiency in di-

uting indoor pollutants to improve IAQ. From the aspect of the primary

ir-handling unit (PAU), a small outdoor air volume is preferable so that

he energy used for handling and delivering outdoor air can be reduced.

herefore, there is a trade-off problem in DOASs to ensure acceptable

AQ with minimized energy use. The outdoor air volume of individual

ooms and PAU are the control variables to be optimized. 
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Fig. 1. Schematic of a multi-zone DOAS. 
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Fig. 2. On-site data measurement of indoor CO 2 concentration. 
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.2. Formulation of the optimal control problem 

The objectives of optimal control problem in DOASs are to maintain

 satisfactory IAQ in individual rooms and minimize energy use of the

AU. The mass balance constraint should be met that the sum of outdoor

ir volume of individual rooms is equal to the outdoor air volume of the

AU, i.e., the outdoor air volume mismatch should be zero. Also, out-

oor air volume of individual rooms and the PAU are constrained within

he corresponding adjustable ranges. The objectives and constraints are

ormulated as 

min 
 𝑖 , 𝑄 𝑇 𝑜𝑡 

𝛼 ⋅
𝑛 ∑
𝑖 =1 

𝐼𝐴 𝑄 𝑖 

(
𝑄 𝑖 

)
+ 𝐸( 𝑄 𝑇 𝑜𝑡 ) (1a)

ubject to 
𝑛 ∑
𝑖 =1 

𝑄 𝑖 − 𝑄 𝑇 𝑜𝑡 = 0 (1b)

 𝑖 ∈
[
𝑄 

𝑚𝑖𝑛 
𝑖 

, 𝑄 

𝑚𝑎𝑥 
𝑖 

]
, 𝑖 = 1 , … 𝑛 (1c)

 𝑇 𝑜𝑡 ∈
[
𝑄 

𝑚𝑖𝑛 
𝑇 𝑜𝑡 

, 𝑄 

𝑚𝑎𝑥 
𝑇 𝑜𝑡 

]
(1d) 

here Q i is the outdoor air volume of the room i, Q Tot is the outdoor air

olume of the PAU, 𝛼 is the weighting factor, n is the number of rooms,

AQ i (·) is the objective function of the room i to evaluate IAQ, E (·) is the

bjective function of the PAU to evaluate energy use, Q i 
min and Q i 

max are

he lower and upper bounds of adjustable range for outdoor air volume

f the room i , and Q Tot 
min and Q Tot 

max are the lower and upper bounds

f adjustable range for outdoor air volume of the PAU. The objective

unctions of the room i and the PAU [24] are shown as 

𝐴 𝑄 𝑖 

(
𝑄 𝑖 

)
= ( 𝐶𝑂 2 𝑎𝑚𝑏 + 

𝐺 𝐶𝑂2 ⋅𝑁 𝑖 

𝑄 𝑖 

) 2 (2a)

( 𝑄 𝑇 𝑜𝑡 ) = 𝜌 ⋅𝑄 𝑇 𝑜𝑡 ⋅
(
ℎ 𝑜𝑢𝑡 − ℎ 𝑖𝑛 

)
∕ 𝐶𝑂𝑃 + 𝐸 𝑑 ⋅

( 

𝑄 𝑇 𝑜𝑡 

𝑄 𝑑 

) 2 
(2b)

here CO2 amb is the CO 2 concentration of ambient air, G CO2 is the CO 2 

eneration rate by one occupant, N i is the number of occupants in the

oom i, 𝜌 is the air density, h out is the outdoor specific enthalpy, h in is the

ndoor specific enthalpy, COP is the overall coefficient of performance,

 d is the design fan power of the PAU, and Q d is the design outdoor air

olume of the PAU. It should be noted that N i and h out are time-varying

hile the other parameters are constants. 

.3. Uncertainties of communication link in IoT-enabled BASs 

Uncertainties of communication link in IoT-enabled BASs are iden-

ified in the real case conducted in an office building of a Hong Kong

ampus [3] . This strenghthens the conclusions made by previous work

18] about the inherence of uncertainties in IoT-enabled BASs and jus-

ifies the necessity of our work about a robust approach. The IoT-based

mart sensors were installed in three office rooms to collect indoor CO 2 

oncentration, which were then transmitted to the cloud server via a

ireless communication network. Most of the time, communication net-

orks were in normal conditions for data transmission. However, unex-

ected link failures happened. The on-site data of indoor CO 2 concen-

ration in two days are shown in Fig. 2 . Gaps, ranging from 0.5 to 9 h,

ean that data failed to be transmitted to the cloud server due to link

ailures. Link failures can happen at any sensor at any time and last for
3 
ny time length, thus they are unpredictable. Although uncertainties of

ommunication link can be reduced by maintain networking hardware

egularly, it is still worthy developing robust optimal control approaches

hich are invulnerable to link failures. Uncertainties of communication

ink have impacts on the optimal control performance of DOASs to dif-

erent extents when implementing different optimal control approaches

n IoT-enabled BASs. The specific impacts on the optimal control perfor-

ance of DOASs when implementing these approaches are investigated

n this study. 

. The proposed fully distributed robust optimal control approach

The distributed algorithm proposed in [34] is adopted in this study to

evelop a fully distributed robust optimal control approach for DOASs

onsidering uncertainties of communication link in IoT-enabled BASs.

he adopted algorithm can handle time-varying communication topolo-

ies which can result from the unpredictable occurrence of link failures,

nd the theoretical proof can be found in [34] . However, whether the

roposed approach is applicable to be implemented in IoT-enabled BASs

fter considering the limited computing capacities of smart sensors still

eserves investigating. 

In the proposed approach, local agents directly communicate with

he connected neighbors rather than through a central coordinating

gent. An agent only needs to know those agents receiving its transmit-

ed information. No prior knowledge of the communication topology

s needed, including the number of agents in the system and the com-

unication link between agents. There are n + 1 agents in this study,

ncluding n room agents and one PAU agent that are responsible for

imiting indoor pollutant levels and reducing energy use respectively.
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Fig. 3. Occupancy profiles and outdoor weather in the test case. 
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he incremental cost of the Room- i agent ( 𝜆i ) and the PAU agent ( 𝜆n + 1 ),

efined as (3a) and (3b), are used as the consensus variables [27] . The

ptimized outdoor air volume of individual rooms and the PAU will be

ound when 𝜆i and 𝜆n + 1 converge to the same value. 

𝑖 = 

𝜕𝐼𝐴𝑄 

(
𝑄 𝑖 

)
𝜕 𝑄 𝑖 

(3a)

𝑛 +1 = 

𝜕𝐸 

(
𝑄 𝑇 𝑜𝑡 

)
𝜕 𝑄 𝑇 𝑜𝑡 

(3b)

At the start of each optimal control interval, the agent k ( k = 1 to 7)

nitializes its variables y k (0) and 𝜐k (0) . At each time step t ( t > 0), i.e., it-

ration, variables 𝜔 k (t), y k (t), 𝜆k (t), 𝜐k (t) and 𝛾(t) are updated locally as

4a)-(4f). Where, d k is the out-degree of the agent k , which is the num-

er of out-neighbors of the agent k [35] . The out-neighbors of the agent

 are those agents receiving the transmitted information from the agent

. N k 
in is the in-neighbors of the agent k [35] , from which the agent

 receive information. D k is a virtual outdoor air volume mismatch of

gent k, such that 
𝑛 +1 ∑
𝑖 =1 

𝐷 𝑖 = 0 . a and b are constants. Then y k (t) and 𝜐k (t)

re exchanged between the connected agents for another round of cal-

ulation in the next time step t + 1. When implementing distributed

ptimal control approaches in IoT-enabled BASs, the updating calcu-

ation and the information exchange at each time step are conducted

t each sampling interval of individual IoT-based smart sensors [25] .

he time step needed to achieve convergence should be smaller than

he sampling times of individual IoT-based smart sensors in one optimal

ontrol interval. 

 𝑘 ( 𝑡 + 1 ) = 

𝜗 𝑘 ( 𝑡 ) 
𝑑 𝑘 ( 𝑡 ) 

+ 

∑
𝑗𝜖𝑁 

𝑖𝑛 
𝑘 

𝜗 𝑗 ( 𝑡 ) 
𝑑 𝑗 ( 𝑡 ) + 1 

(4a)

 𝑘 ( 𝑡 + 1 ) = 

𝑦 𝑘 ( 𝑡 ) 
𝑑 𝑘 ( 𝑡 ) 

+ 

∑
𝑗𝜖𝑁 

𝑖𝑛 
𝑘 

𝑦 𝑗 ( 𝑡 ) 
𝑑 𝑗 ( 𝑡 ) + 1 

(4b)

𝑘 ( 𝑡 + 1 ) = 

𝜔 𝑘 ( 𝑡 + 1 ) 
𝑦 𝑘 ( 𝑡 + 1 ) 

(4c)

 𝑘 ( 𝑡 + 1 ) = min 
{
max 

{
𝜆−1 
𝑘 
( 𝑡 + 1 ) , 𝑄 

𝑚𝑖𝑛 
𝑘 

}
, 𝑄 

𝑚𝑎𝑥 
𝑘 

}
(4d)

 𝑘 ( 𝑡 + 1 ) = 𝜔 𝑘 ( 𝑡 + 1 ) − 𝛾( 𝑡 + 1 ) 
(
𝑄 𝑘 ( 𝑡 + 1 ) − 𝐷 𝑘 

)
(4e)

( 𝑡 ) = 

𝑎 

𝑡 + 𝑏 
(4f)

. Arrangement of validation tests and implementation of control 

trategies 

.1. Test condition 

A TRNSYS-MATLAB co-simulation testbed is established to conduct

he test case. TRNSYS is responsible for characterizing the real-time

O 2 variation in six office rooms with different outdoor air volume

hich are the optimal solutions passed from MATLAB. The updating

ules ((4a)-(4f)) for seven agents, i.e. six room agents ( k = 1 to 6)

nd one PAU agent ( k = 7), are programmed in MATLAB to solve

he optimal outdoor air volume of individual rooms and the PAU in

 fully distributed manner. The adjustable range of outdoor air volume

f six rooms are the same, i.e., Q i 
min = 11 L/s and Q i 

max = 56 L/s ( i = 1

o 6). The adjustable range of outdoor air volume of the PAU is be-

ween Q Tot 
min = 0 and Q Tot 

max = 336 L/s. The design fan power and the

esign outdoor air volume of the PAU are given as E d = 2.20 kW and

 d = 36 L/s. The weighting factor is 𝛼= 1/30,000. The CO 2 concentra-

ion of ambient air is CO2 amb = 400 ppm. The CO 2 generation rate by

ne occupant is G CO2 = 0.25 l/min [36] . The number of occupants in in-

ividual rooms, N , are time-varying, which are shown as occupancy
i 

4 
rofiles in Fig. 3 . The outdoor specific enthalpy, h out , are time-varying,

hich are influenced by outdoor temperature and relative humidity in

ig. 3 . The indoor specific enthalpy is h in = 57.07 kJ/kg. The overall coef-

cient of performance is COP = 2.5. The initialized variables are y k (0) = 1

nd 𝜐k (0) = − 10 ( k = 1 to 7). Virtual outdoor air volume mismatch of

ndividual rooms and the PAU are D 1 = 14 L/s, D 2 = 28 L/s, D 3 = 42 L/s,

 4 = 14 L/s, D 5 = 28 L/s, D 6 = 42 L/s and D 7 = − 168 L/s respectively. Pa-

ameters for updating 𝛾(t) are a = 10 and b = 1. Both the simulation time

tep and optimal control interval are one minute. The sampling interval

f IoT-based smart sensors is one second. 

.2. Implementation of the proposed and the existing optimal control 

pproaches 

The proposed and the existing optimal control approaches are im-

lemented for multi-zone DOASs to test and compare the performance.

he considered approaches are listed as follows. 

• The proposed fully distributed robust optimal control approach.

Fig. 4 shows the communication topology considering uncertain-

ties of communication link in IoT-enabled BASs, i.e., the normal

condition and the condition with link failures, when implementing

the proposed fully distributed robust optimal control approach. As

shown in Fig. 4 (a), individual room agents and the PAU agent, con-

nected into the fully connected topology and coordinate with each

other directly. The conditions with link failures are assumed to oc-

cur, as shown in Fig. 4 (b). Based on the observed link failure in the

real case as shown in Fig.2 , the link failure time lengths are assumed

to be one hour (i.e., from 11:00 to 12:00) and eight hours (i.e., from

9:00 to 17:00) respectively to investigate the impacts of link failure

time length on the optimal control performance of DOASs. 
• The existing fully distributed optimal control approach. Similar to

the proposed fully distributed robust optimal control approach, the

existing fully distributed optimal control approach [31] has the same

communication topology as shown in Fig. 4 , and the same assump-

tions on the occurrence and the time length of link failures. However,

by adopting a different algorithm, the existing approach requires a
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Fig. 4. Communication topology when implementing the existing and the pro- 

posed fully distributed optimal control approaches. 

Fig. 5. Communication topology when implementing the existing centralized 

optimal control approach. 

 

 

 

 

 

 

 

 

Fig. 6. Communication topology when implementing the existing hierarchical 

distributed optimal control approach. 
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1  
prior knowledge of the communication topology. This distinguishes

it from the proposed one. 
• The existing centralized optimal control approach. Fig. 5 shows

the communication topology considering uncertainties of commu-

nication link in IoT-enabled BASs when implementing the existing

centralized optimal control approach. Sensors 1 to 6 (S 1 to S 6 ) are

installed in the room 1 to the room 6, and a sensor (S PAU ) is installed

on the PAU. The measured information is transmitted to the central

station via a gateway for global optimization [37] . The conditions
5 
with link failures are assumed to occur between S 1 and the gateway.

There is the same assumption on the time length of link failures. 
• The existing hierarchical distributed optimal control approach.

Fig. 6 shows the communication topology considering uncertainties

of communication link in IoT-enabled BASs when implementing the

existing hierarchical distributed optimal control approach. As pro-

posed in previous work by this paper’s authors [24] , room agents

and the PAU agent coordinate with each other via the central coor-

dinating agent. The conditions with link failures are assumed to oc-

cur between the Room-1 agent and the central coordinating agent.

There is the same assumption on the time length of link failures. 

. Test results and performance evaluation of the proposed 

pproach 

This section presents the performance of the proposed fully dis-

ributed robust optimal control approach when implemented in IoT-

nabled BASs considering uncertainties of communication link for opti-

ally controlling multi-zone DOASs. The performance of the proposed

pproach is evaluated both under normal conditions and conditions

ith link failures, by comparing it to three existing optimal control ap-

roaches. 

.1. Performance under normal conditions 

Under normal conditions, the performance of the proposed fully dis-

ributed robust optimal control approach is evaluated in terms of the

omputation complexity, the optimization efficiency and the control

erformance. The computation complexity is assessed by a typical in-

icator of computation load, i.e. floating-point operations (FLOPs) for

ach optimization decision [25] . The optimization efficiency is assessed

y the time steps needed to achieve convergence for each optimiza-

ion decision. The control performance is assessed by comparing with

 widely accepted benchmark, which is the "best" control performance

iven by the existing centralized optimal control approach. 

For one optimization decision, the computation load of an agent us-

ng the proposed approach was 1040 FLOPs, which was smaller than

960 FLOPs using the existing fully distributed optimal control approach
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Table 1 

Control performance comparison among different approaches. 

Optimal control approach Condition CO2 Ave (ppm) CO2 Max (ppm) E DOAS (kWh) 

Existing Centralized Normal 795 903 36.96 

Link Failure (1 h) 796 906 36.91 

Link Failure (8 h) 794 918 37.03 

Hierarchical 

distributed 

Normal 795 903 36.99 

Link Failure (1 h) 791 900 37.44 

Link Failure (8 h) 769 874 41.34 

Fully distributed Normal 793 903 37.14 

Link Failure (1 h) 793 903 37.15 

Link Failure (8 h) 795 906 36.94 

Proposed Fully distributed 

robust 

Normal 795 903 36.99 

Link Failure (1 h) 795 903 36.99 

Link Failure (8 h) 795 903 36.98 
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31] . The computing capacity of IoT-based smart sensors widely used

n buildings is about 160,000 FLOPs per second. Therefore, IoT-based

mart sensors are more than enough for local optimization when using

he proposed approach. 

Under normal conditions, the proposed approach needed about 10

ime steps to achieve convergence for one optimization decision, which

as smaller than 20 time steps needed by the existing fully distributed

ptimal control approach. Since the sampling interval of IoT-based

mart sensors is one second and the optimal control interval is one

inute, the maximum time step is set to fifty in this study after adopt-

ng a safe factor of 1.2. Therefore, using the proposed approach, con-

ergence can always be achieved before reaching the maximum time

tep to find the actual optimal values in each optimal control interval.

he proposed approach is applicable and efficient to be implemented

n IoT-enabled BASs, when communication networks are under normal

onditions, for optimal control of multi-zone DOASs. 

The control performance using these approaches in terms of the av-

rage CO 2 (CO2 Ave ), maximum CO 2 (CO2 Max ) and daily energy use of

he DOAS (E DOAS ) are summarized in Table 1 . Using the proposed ap-

roach, the average CO 2 was 795 ppm, the maximum CO 2 was 903 ppm

nd the daily energy use of the DOAS was 36.99 kWh. Thus the control

erformance was close to the benchmark. As validated in previous works

y this paper’s authors [ 24 , 31 ], the control performance given by the

xisting approaches were also close to the benchmark. The difference

f control performance given by existing and proposed approaches was

egligibly small. 

.2. Performance under conditions with link failures 

Under conditions with link failures, the performance of the proposed

ully distributed robust optimal control approach is evaluated in terms

f the optimization efficiency and the control performance. The control

erformance of the existing centralized optimal control approach under

ormal conditions is used as the benchmark. 

Under conditions with communication link failures, the proposed ap-

roach needed about 18 time steps to achieve convergence for one opti-

ization decision, which was larger than that under normal conditions

i.e. 10 time steps). The unpredictable occurrence of communication

ink failures reduced the convergence speed but guaranteed accurate

ptimal values. In contrast, for existing fully distributed optimal control

pproach, the unpredictable occurrence of communication link failures

esulted in convergence to incorrect values. On the other hand, although

he time steps needed to achieve convergence for one optimization deci-

ion was increased, it was still smaller than the maximum time step (i.e.,

0 time steps). Therefore, the proposed approach is applicable and effi-

ient to be implemented in IoT-enabled BASs considering uncertainties

f communication link for optimal control of multi-zone DOASs. 

Fig. 7 and Fig. 8 show the optimized outdoor air volume of individ-

al rooms using different optimal control approaches when IoT-enabled

ASs are under conditions with one-hour and eight-hour link failures
6 
espectively. The periods with link failures are shown in shaded areas.

he control performance are summarized in Table 1 . Under conditions

ith link failures, regardless of lasting for short time length (one-hour)

r long time length (eight-hour), the control performance given by the

roposed approach was close to the benchmark. Specifically, under con-

itions with one-hour and eight-hour communication link failures, the

verage CO 2 were all 795 ppm, the maximum CO 2 were all 903 ppm

nd daily energy use of the DOAS were 36.99 and 36.98 kWh respec-

ively. Due to the convergence to incorrect values, the control perfor-

ance given by the existing fully distributed optimal control approach

eviated from the benchmark. And the deviation increased as link fail-

re time length increased. Therefore, compared to the existing fully dis-

ributed optimal control approach, the proposed approach offered bet-

er control performance, proving its robustness against uncertainties of

ommunication link. 

As shown in Table 1 , due to the critical roles played by the central

tation and the central coordinating agent, the unpredictable occurrence

f communication link failure made the control performance given by

he existing centralized optimal control approach and the existing hier-

rchical distributed optimal control approach deviate from the bench-

ark. And the deviation increased as link failure time length increased.

or the existing centralized optimal control approach, when under con-

itions with one-hour and eight-hour communication link failures, the

verage CO 2 were 796 and 794 ppm, the maximum CO 2 were 906 and

18 ppm and daily energy use of the DOAS were 36.91 and 37.03 kWh

espectively. For the existing hierarchical distributed optimal control

pproach, when under conditions with one-hour and eight-hour com-

unication link failures, the average CO 2 were 791 and 769 ppm, the

aximum CO 2 were 900 and 874 ppm and the daily energy use of the

OAS were 37.44 and 41.34 kWh respectively. 

On the other hand, the control performance deviation given by the

xisting centralized optimal control approach was smaller than that

iven by the existing hierarchical distributed optimal control approach.

his results from different optimization processes using these two ap-

roaches. For the existing centralized optimal control approach, when

ink failure occurred between S 1 and the gateway, the central station

onducts global optimization in a one-time effort using the most updated

nformation from S 2 -S 6 as well as S PAU and the last updated information

before the occurrence of link failure) from S 1 . For the existing hierar-

hical distributed optimal control approach, room agents and the PAU

gent coordinate with others via the central coordinating agent in sev-

ral iterations. When link failure occurred between the Room-1 agent

nd the central coordinating agent, the Room-1 agent was isolated from

he whole multi-agent system and conducted local optimization with-

ut coordination. The outdoor air volume of the room 1 was optimized

nly focusing on maintaining a satisfactory IAQ, without considering

he energy use minimization of the PAU. Regarding this, the outdoor air

olume of the room 1 was determined as the upper bound of adjustable

ange for outdoor air volume of the room 1, as shown in Fig. 7 and

ig. 8 . 
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Fig. 7. Optimized outdoor air volume of individual rooms using different approaches under conditions with one-hour communication link failures. 

Fig. 8. Optimized outdoor air volume of individual rooms using different approaches under conditions with eight-hour communication link failures. 

7 
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. Conclusions 

A fully distributed robust optimal control approach for air-

onditioning systems considering uncertainties of communication link

n IoT-enabled building automation systems (BASs) is proposed. A spe-

ific distributed algorithm is adopted that each agent only knows its

ut-neighbors, instead of a prior knowledge of the communication topol-

gy. Local agents directly coordinate with connected neighbors with-

ut needing the central station or the central coordinating agent. The

RNSYS-MATLAB co-simulation testbed is used to test the performance

f the proposed approach when implemented in IoT-enabled BASs con-

idering uncertainties of communication link, i.e., under normal condi-

ions and under conditions with link failures. The proposed approach

s validated by comparing with the existing centralized, the existing hi-

rarchical distributed and the existing fully distributed optimal control

pproaches. Based on the experiences and results of the test case, con-

lusions can be summarized as follows: 

• The proposed fully distributed robust optimal control approach has

higher robustness than the existing fully distributed optimal control

approach considering uncertainties of communication link in IoT-

enabled BASs. The control performance given by the proposed ap-

proach was close to the benchmark both under normal conditions

and conditions with link failure. However, the control performance

given by the existing approach deviated from the benchmark under

conditions with link failures. 
• For one optimization decision, the proposed approach has lower

computation complexity and higher optimization efficiency than the

existing fully distributed optimal control approach. When using the

proposed approach under normal conditions, the computation load

of an agent was reduced from 1960 to 1040 FLOPs and the re-

quired number of time steps for convergence was reduced from about

twenty to ten. Under conditions with link failures, the proposed ap-

proach guaranteed accurate optimal values, which was failed by us-

ing the existing approach. 
• The proposed approach is applicable over the future IoT-enabled

BASs, considering its low computation complexity and high opti-

mization efficiency. The typical IoT-based smart sensors with com-

puting capacity of 160,000 FLOPs per second and one-second sam-

pling interval are enough to implement the proposed approach (with

the computation load to be 1040 FLOPs and ten time steps for con-

vergence). 
• The robustness of the existing centralized and the existing hier-

archical distributed optimal control approaches are both low, and

the latter approach has even lower robustness. The control perfor-

mance given by these approaches deviated from the benchmark un-

der conditions with link failures. And the deviation increased as the

link failure time length increased. The control performance devia-

tion given by the centralized optimal control approach was smaller

than that given by the hierarchical distributed optimal control

approach. 
• Considering its robustness against uncertainties of communication

link, better scalability and reconfigurability, there is a promising

application prospect of the proposed approach over current LAN-

based field control networks or future IoT-enabled BASs as a dis-

tributed control architecture in building service systems. This is

especially attractive for air-conditioning system control problems

which are featured with huge amounts of inputs from large-scale

sensor networks and flexible control objectives as well as system

dynamics. 
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