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Abstract

Background: COVID-19 data have been generated across the United Kingdom as a by-product of clinical care and public health
provision, as well as numerous bespoke and repurposed research endeavors. Analysis of these data has underpinned the United
Kingdom's response to the pandemic, and informed public health policies and clinical guidelines. However, these data are held
by different organizations, and this fragmented landscape has presented challenges for public health agencies and researchers as
they struggle to find relevant data to access and interrogate the data they need to inform the pandemic response at pace.

Objective: We aimed to transform UK COVID-19 diagnostic data sets to be findable, accessible, interoperable, and reusable
(FAIR).
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Methods: A federated infrastructure model (COVID - Curated and Open Analysis and Research Platform [CO-CONNECT])
wasrapidly built to enable the automated and reproducible mapping of health data partners’ pseudonymized datato the Observational
Medical Outcomes Partnership Common Data Model without the need for any data to leave the data controllers secure
environments, and to support federated cohort discovery queries and meta-analysis.

Results: A total of 56 data sets from 19 organizations are being connected to the federated network. The data include research
cohorts and COVID-19 data collected through routine health care provision linked to longitudinal health care records and
demographics. The infrastructure is live, supporting aggregate-level querying of data across the United Kingdom.

Conclusions: CO-CONNECT was developed by a multidisciplinary team. It enables rapid COVID-19 data discovery and
instantaneous meta-analysis across data sources, and it is researching streamlined data extraction for use in a Trusted Research
Environment for research and public health analysis. CO-CONNECT hasthe potential to make UK health data moreinterconnected
and better able to answer national-level research questions while maintaining patient confidentiality and local governance
procedures.

(J Med Internet Res 2022;24(12):e40035) doi: 10.2196/40035
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COVID-19; clinical care; public health; infrastructure model; health data; meta-analysis; federated network; health care record;

data extraction; data privacy; data governance; health care

Introduction

COVID-19 introduced a new set of conditions to existing
challenges in health and clinical data collection within the
United Kingdom. Regularly updated datawere required at pace
to inform decision-making and research, but were being
generated by heterogenous sources, such as new “Lighthouse’
laboratories [1] set up specifically for the pandemic, academic
research laboratories, and usua primary and secondary care
settings [2]. The diversity of data sources and the lack of
awareness of them made it challenging to identify and access
these data sources, as was highlighted by the UK Government
Chief Scientific Adviser [3]. In our experience, it was often the
case that each research or public sector group had to contact
each potential data source individually to obtain information
about the data they host, making the process complex and
lengthy even for high-level questions, such as simply finding
out what data are available. Such challenges are described in
detail in the Goldacre Review [4] and across many studies[5-8].

Typically, any analysis of patient data or electronic health
records (EHRS) requires many steps covering legal (eg, General
Data Protection Regulations [GDPR] compliance) [9],
operational (eg, data sharing agreements) [10,11], and security
aspects (eg, access to unconsented pseudonymized or
anonymized datain asecure environment where the data cannot
be exported, ie, a Trusted Research Environment [TRE] [12])
[13]. These steps are crucial to ensure appropriate reuse of data
but can take many monthsto complete before any dataanalysis
can take place [14].

The need for more streamlined and efficient methods for
discovering and analyzing EHRs is not new [15], but the
COVID-19 pandemic has played acataytic rolein highlighting
the need for these methods more than ever before. Data are
federated when held at different locations and often hosted by
different data controllers. The World Economic Forum has
recently published aguideline document that focuses on sharing
of sensitive health data in a federated consortium model
considering the post—-COVID-19 world [16]. Large-scae
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projects, such asthe Global Alliance for Genomics and Health
[17]; Canadian Distributed Infrastructure for Genomics [18];
Common Infrastructurefor National Cohortsin Europe, Canada,
and Africa [19]; and European Hedth Data and Evidence
Network [20] projects, havelaid out principlesand frameworks
supporting safe use of patient data [17,21]. While federated
academic tooling (software that works on federated data sets)
exists [22-25], the commercia sector appears to have more
capability than the best in academia [26-28]. However,
commercia systems usually come with contracts and licensing
terms that may not be suitable for everyone and also focus on
finding patients for recruitment to clinical trials rather than
cohort discovery and meta-analysis from EHR data. Equally,
the commercia nature of the systems means they are usualy
based on proprietary standards, which results in further
fragmentation and lack of accessibility of data sets.

Given the need for more impactful solutions in accessing
aggregated health data, accelerated by the pandemic [29], the
COVID - Curated and Open Analysis and Research Platform
(CO-CONNECT) was established at scale and at pace. The
Heath Data Research (HDR) Innovation Gateway [30]
(Gateway) is a web resource enabling discovery of and
accessibility to UK health research data, and supporting health
data research in a safe and efficient manner. The Gateway
provides detailed metadata descriptions of over 700 data sets
held by members of the UK Health Data Research Alliance,
including the Health Data Research Hubs[31]. CO-CONNECT
enhances the capabilities of the Gateway by providing a query
engine (the Cohort Discovery Tool) to support dynamic cohort
building and meta-analysis across individual-level data from
multiple data partners.

Theaim of CO-CONNECT isto transform theway public health
organizations and researchers discover and access COVID-19
data and associated longitudinal health care data from across
the United Kingdom. This paper describes how CO-CONNECT
maintains patient confidentiality and data security while
supporting access to data for research at pace, and how a
multidisciplinary team tackled the architecture of this platform
as an asset for public health in the United Kingdom.
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Methods

Project Initiation and Governance

CO-CONNECT was conceived early after the start of the
pandemic when both researchers and public sector bodies were
frantically trying to find what data existed across different data
custodians to answer pressing questions, which would then
inform public policy. Many research studieswere being rapidly
commissioned, and datawere being collected viaroutine health
care, but there was no easy way for different funders and
research groups to understand what data were being collected.
Once data sets had been identified, it took significant time to
set up the agreements for data sharing and access.

For example, a key question at the time was whether someone
would be immune to COVID-19 after contracting the disease,
and if so, for how long. Low-level detailed serology results,
rather than simply “positive/negative” results, were required
for calibration of assays and to understand antibody responses
related to individua levels of immunity. However, it was
challenging for researchers to find which data controllers may
be capturing low-level data, and if so, how to rapidly accessthe
datafor analysis.

These challenges where widely recognized at the time. When
answering questions on the lessons to be learnt from the
pandemic at the Science and Technology Committee meeting
in July 2020 [3], Sir Patrick Vallance stressed the importance
of data flows and data systems to support the pandemic
response:

One lesson that is very important to learn from this
pandemic, and for emergencies in general, is that
data flows and data systems areincredibly important.
You need the information in order to be able to make
the decisions. Therefore, for any emergency situation
those data systems need to be in place up front to be
ableto give the information to make the analysisand
make the decisions.

The CO-CONNECT leads reached out to 26
individual s/organizations who were coll ecting research cohorts
of dataor collecting data as part of routine health care provision
from the 4 devolved UK Nations to join the project as
collaborators. The benefits of the platform, how it would protect
patient confidentiality, and how individual-level datawould not
have to |eave the control of the data partner needed to be rapidly
communicated for each data partner to agree to the collaboration.
There were 4 co-leads on CO-CONNECT, who each bought
different expertise to the project and could share the duties of
leading such alarge project delivered within atight timeframe
during the COVID pandemic.

CO-CONNECT partnered with the National Core Studies
program [32] and reported to the UK Scientific Advisory Group
for Emergencies [33] through this program. The Advisory

https://www.jmir.org/2022/12/e40035
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Steering Committee meets every 3 monthswith representatives
from the 4th Pillar Testing Programme and the UK Joint
Biosecurity Centre, a Chief Scientific advisor, an ethics expert,
and the funders.

Architecture of CO-CONNECT Infrastructure

Overview

CO-CONNECT deliversafederated capability that enablesthe
discovery of data across multiple sources, referred to as
CO-CONNECT data partners, to make them findable, accessible,
interoperable, and reusable (FAIR) [34]. The federation has
been designed to ensure that data can be processed in line with
the GDPR and common law confidentiality requirements.

Figure 1 provides an architecture overview of the components
that reside within the secure environment of each data partner’s
network, with no inbound connectivity, and those that are
available externally to researchersand the CO-CONNECT team
viaasecurelogin. Throughout the methods section, wereference
the components as labeled in Figure 1 (Components A-E) in
brackets after the description. Our overview video explains how
the system works [35].

In summary, a secure virtual machine (VM) (Federated Node,
dashed black box) is set up by the data partner, which is separate
from thelocation where identifiable data are stored (Identifiable
Data Zone, red box), but still part of their secure infrastructure.
The data partner sends metadata (“Metadata” within the red
box) about the data they hold to the CO-CONNECT technical
team that determines the rules to map the data into the
Observational Medical Outcomes Partnership (OMOP) [36]
data standard format (CO-CONNECT Infrastructure, green
box). The mapping script (JSON mapping file), developed by
the CO-CONNECT technical team, is sent to the data partners
who then apply the mapping rules to a pseudonymized version
of their data (DataMapped to OMOP). This generates adatabase
of relevant linked and pseudonymized data setsin OM OP format
within their VM (Component C, green database).

Software is installed within the VM, caled BC|LINK
(Component D), which provides access to the pseudonymized
OMOP database (Component C, green database) and is
configured to communicate with the Gateway tool (Component
E) where approved users can submit queries. The Gateway
contains the BC|RQUEST software (Component E) that stores
the user-submitted queries and allows the BC|LINK software
(Component D) to download these queries and run them against
the OMOP database. Only aggregate counts are posted in
response and displayed to the user. This is simultaneously
repeated across all UK-wide data partners within the federation,
which enables usersto perform feasibility analysis (to discover
relevant data from different sources) and carry out
aggregate-level analysis across different UK data partners
through one system.
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Figurel. The CO-CONNECT federated architecture. A data partner (dark box) has potentially identifiable data (A) from which an extraction is made
and pseudonymized (B). A metadata extraction is performed with WhiteRabbit (within theidentifiable DataZone, red box) and sent to the CO-CONNECT
infrastructure (green box). A mapping script to the OMOP CDM s created using the CO-CONNECT data mapping tool (CaRROT-Mapper). The
pseudonymized data are securely transferred (B) into a secure virtual machine hosted by the data partner (Federated Node, dashed dark box), mapped
to OMOP (CaRROT-CDM), and connected to the federation software (C and D). From there, the data are queryable by the Innovation Gateway (E).
Only aggregated fully anonymous data discovery and meta-analysis results are returned to the Gateway (D). CDM: Common Data Model; OMOP:

Observational Medical Outcomes Partnership.
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Detailed Components of the Architecture

CaRROT Software

All CO-CONNECT developed tools (termed CaRROT
[Convenient and Reusable Rapid Ontology Transformer]) are
open source and freely available [37,38]. This suite of tools
automates the mapping of the datainto OMOP and the loading
of the datainto a database for external querying.

Accessto Individual-L evel Data

All individual-level data remain under the control of the data
partner, and there is no requirement for any direct interaction
from the CO-CONNECT pipeline with the data partner’s data
systems (Database A). The federated node (dashed black box)
is established on a VM that is separate from any systems that
hold identifiable data.

ID Management and Data L inkage

All patient identifiable data are pseudonymized locally by data
controllers (Data Extraction and Pseudonymization) through
(1) obfuscation of potentially sensitive information, such as
date of birth, and (2) removal of persona identifiable
information, such as given names and addresses.

Generating Metadata

WhiteRabbit, from Observational Health Data Science and
Informatics (OHDSI) [39], isasoftwaretool to profile data sets
to generate metadata that i ncludes descriptions on tables, fiel ds,
and the distribution of values within each field [40].
WhiteRabbit resides within the Identifiable Data Zone but is
only ever run against a pseudonymized extract of the data in
CSV format (Files B), from which the WhiteRabbit report is
generated. The data partner always retains control over what

https://www.jmir.org/2022/12/e40035

RenderX

data WhiteRabbit can access, the configuration of the
parameters, and what is shared to the CO-CONNECT team.

Data Mapping Tool

To ensure consistency of data across the data partners, al of
the data sets are on-boarded using OM OP Common DataModel
(CDM) version 5.3 [36] developed as part of the OHDSI.

We developed a data mapping tool (CaRROT-Mapper [37];
CO-CONNECT Infrastructure, green box), which ingests
WhiteRabbit reports and enables the data team to generate a
mapping rule to replace each field or field value to a standard
OMOP vocabulary concept ID. From this concept 1D, the
domain can be established, which in turn confirms which table
in the OMOP CDM should be used to store the data
Importantly, rulesthat were generated previously can be reused
by other data partners that have similar data structures or for
subsequent updatesto the data, rather than starting from scratch.
At the time of writing, the CaRROT-Mapper supports
transformation to the Person, Observation, Condition
Occurrence, Measurement, and Drug Exposure tables.

The conversion and destination tables are captured as“ mapping
rules’ in asingle JSON file, which is sent to the data partner.

Extract, Transform, and L oad Pipeline

The mapping rules devel oped are used by the Python Extract,
Transform, and Load (ETL) pipeline (CaRROT-CDM) [38,41],
to convert the data from its native CSV format into the OMOP
CDM. The ETL pipeline can be scheduled to run either on
demand or whenever new data are available.

JMed Internet Res 2022 | vol. 24 | iss. 12 | 40035 | p. 5
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

Federated Querying

The BC|[RQUEST query portal (Component E) waslicensed as
a white-labeled instance from BC Platforms [26-28] and
integrated into the Gateway as the Cohort Discovery Search
Tool [42]. This component provides an interface alowing
approved users (bona fide researchers) to create the definition
of their cohort (cohort queries) viaadrag and drop interface of
available OMOP concepts. Cohort queries (also known as study
feasibility queries) are created within the query portal and
gueued to be collected every few seconds by the BC Platforms
BCILINK software installed (Component D) within the data
partners Federated Nodes. BC|LINK executes the queries and
returns the aggregated results to the query portal.

A single BCILINK instance can interact with multiple OMOP
data setsheld by each data partner, and allows each data partner
to independently set al data disclosure rules, including data
rounding, low number suppression, and whether metadata
analysis can be performed. This allows each data partner to
determine risk and set appropriate controls asrequired for each
data set rather than a single setting for al data sets. Although
the data are stored in software from BC Platforms, they have
no mechanism to accessthe data. All accessto the dataremains
strictly under the control of the data partner.

Feasibility Questions

The system allows researchers to dynamically and in real time
define the cohorts of interest [42]. They will receive responses
from across the network usually within a minute. Such an
approach allows the feasibility of potential studies to be

Jefferson et al

understood based on the actual data available and without
intervention from data partners. Thisimportant feature ensures
that researchers understand what is feasible in near real time,
while always ensuring the disclosure controls are applied by
each data partner.

Meta-Analysis

The capability to perform meta-analysis queries across their
data setsis configured by the data partners through an “ opt-in”
mechanism. Researchers are able to request predefined analyses,
through a common user interface, to run across the “ opted-in”
data sets. An example of ameta-analysis query isto undertake
a phenome-wide association study (PheWAS) analysis to
understand what phenotypes are linked to different levels of
antibody response. In the out-of-the-box capability from BC
Platforms, the PheWAS analysis is initially treated as 2
availability queries, onefor the case and the other for the control
section of the selected cohorts. The subsets of individuals
returning within each availability query are then selected from
the database, and a PheWA S/Forest analysisis performed across
the OMOP CDM search space. This identifies the most
overrepresented and underrepresented termswithin each cohort.
Theoutput isreturned to BCIRQUEST asan array of data, which
is combined with the information from other cohortsto find the
common “META” terms that are overrepresented and
underrepresented across al the cohorts. This information is
displayed back to the user in the form of a PheWAS plot or a
forest plot, or downloaded as a Boolean table of the results. An
exampleis shownin Figure 2.

Figure2. Anexample phenome-wide association study plot across 4 test data sets comparing females with pneumoniaagainst a background population
of female-only samples. The most overrepresented classesinclude fever (OM OP:437663), disease caused by 2019-nCoV (OMOP:37311061), dysphenia
(OMOP:312437), and cough (OMOP:254761). OMOP: Observational Medical Outcomes Partnership.
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Custom meta-anal ytic modul es can al so be implemented within
the BC Platforms ecosystem. These can be developed in either
R or Python. Work to develop more advanced statistical
meta-analysis and investigations into potential biases or
statistical challenges will form future research.

Data Access Requests

The data discovery and meta-analysis tools only report
aggregated-level data. Details of the data sources queried are
provided, so that when an appropriate cohort isidentified, direct
contact with the appropriate data partner can be madetoinitiate
data governance approvals for a specific research study, which
requires individual-level data analysis using the cohort
identified. The Gateway-standardized governance application
process (Five Safes [safe projects, safe people, safe settings,
safe outputs, and safe data] [43,44] form) can be used to
streamline the effort required to obtain approvals from data
partners who have adopted the standard [45].

Engagement With Patients and the Public

We have patient and public representatives co-leading the
project, with 2 lay member co-investigators and a public and
patient group. Representatives attend our work package,
leadership team, and advisory board meetings. Representatives
reviewed all the controls developed for CO-CONNECT,
ensuring we are protecting patient confidentiality and
maintaining trust. We devel oped aseries of public-facing videos:
Overview [35], Finding Data [46], and Analyzing Data [47].

https://www.jmir.org/2022/12/e40035
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We also drafted alay summary and Frequently Asked Questions
page [49].
Ethics Considerations

Research ethics approval was not required for this project as
each data partner maintains their own governance and ethics
for the original research studies. Anyonerequiring accessto the
platform to perform research needsto apply for their own ethics
approval.

Results

Data Coverage

The CO-CONNECT consortium includes 41 leaders from 29
different organizations across the 4 devolved UK Nations and
is currently on-boarding over 56 different data sets into the
platform. The project was launched in October 2020, with 18
months of funding and extension for another 6 months.

CO-CONNECT is focused on the following 3 different types
of data partners: (1) COVID-19 research consented cohorts
collecting serology data; (2) routinely collected unconsented
datafrom across the United Kingdom; and (3) research cohorts
collected prior and during the current pandemic, which
CO-CONNECT is enhancing with the ability to link to
COVID-19 data (augmented cohorts).

The sourcesfor each type are shown in Table 1. Approximately
half of the COV1D-19 research cohorts being collected arefrom
health care workers.
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Table 1. List of data sources incorporated into CO-CONNECT.

Jefferson et al

Cohort type Source

COVID-19 serology cohorts

Health care workers

Co-STARS?[49], COVIDsortium [50], MATCH [51], Oxford Healthcare Workers [52],

PANTHER® [53], and SIREN® [54]

Blood donors

Care homes VIVALDI [56]
Hospitalized patients 1saRIcd [57]
Schools SKIDs® [58]
Education ACEf [59]
Random sample of the population of adultsregistered  ReACT-29 [60]

with ageneral practitioner in England

Hospitalized and community follow-up

Augmented cohorts

Longitudinal cohorts

TRACK-COVID [55]

FOLLOW-COVID" [61]

ATLAS [62] (ALSPAC! [63], Generation Scotland [64], GASPX [65], NIHR-BioResource

[66], TWINS-UK [67]), and Wellcome Longitudinal Population Study [68] (6 cohorts)

Respiratory cohorts

HDR' UK BREATHE Hub [69] (17 cohorts)

Routinely collected health data sources/Trusted Research Environments

England

National Health Service (NHS)-Digital [70] and UK Health and Security Agency (previ-

ously Public Health England) [71]

Scotland
Northern Ireland

Wales
UK-wide

Public Health Scotland (PHS) [72]

HSC™ Business Services Organisation [73] and HSC Public Health Agency [74]
Secure Anonymised Information Linkage (SAIL) service [75]
Office of National Statistics (ONS) [76]

8Co-STARS: COVID-19 Staff Testing of Antibody Responses Study.
PPANTHER: Pandemic Tracking of Healthcare Workers.
CSIREN: SARS-CoV-2 Immunity and Reinfection Evaluation Network.

4 SARIC: International Severe Acute Respiratory and emerging I nfections Consortium.

€sKIDS: COVID-19 Surveillance in School Kids.
fACE: Asymptomatic COVID-19 in Education.
9REACT-2: Real-time Assessment of Community Transmission 2.

PEOLLOW-COVID: Focused Longitudinal Observational Study to Improve Knowledge of COVID-19.
'ATLAS: Access Points to Tissue, Longitudinal Data, Archives, and Samples.

IALSPAC: Avon Longitudinal Study of Parents And Children.
KGASP: Genetics of Asthma Severity and Phenotypes.

'HDR: Health Data Research.

MHSC: Health and Safety Commission.

Data Sets Onboar ded

The HDR UK Cohort Discovery Service was first launched in
April 2021. At the time of writing, the following data partners
are live within the HDR Cohort Discovery Tool: ALSPAC
(Avon Longitudinal Study of Parents And Children), PANTHER
(Pandemic Tracking of Healthcare Workers), GASP (Genetics
of Asthma Severity and Phenotypes), ACE (Asymptomatic
COVID-19 in Education) Cohort, MATCH, Generation
Scotland, NIHR Bioresource, FOLLOW-COVID (Focused
Longitudinal Observational Study to Improve Knowledge of
COVID-19), Co-STARS (COVID-19 Staff Testing of Antibody

https://www.jmir.org/2022/12/e40035

Responses Study), TRACK-COVID, and COVIDSortium. The
following data partners have governance approvalsin placeand
areinthe process of being on-boarded: ISARICAC (International
Severe Acute Respiratory and emerging I nfections Consortium),
UKHSA (SIREN [SARS-CoV-2 Immunity and Reinfection
Evaluation Network] and sKids [COVID-19 Surveillance in
School Kids]), REACT-1 (Real-time Assessment of Community
Transmission 1), REACT-2 (Real-time Assessment of
Community Transmission 2), Oxford Healthcare Workers,
TWINS-UK, Waes/SAIL (COVID Vaccination Dataset
[CVVD] and COVID Test Results [PATD]), Public Health
Scotland (13 different data sets), and Northern Ireland (COVID
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antigen testing pillar 1 and 2, COVID-19 Vaccination,
Admissions, and Discharges, Emergency Department).
CO-CONNECT is currently working with the remaining data
partners to obtain relevant governance approvals for their data
sets to be incorporated into the platform.

Thisis an innovative infrastructure project to support research
at scale across the United Kingdom. The unique nature of the
project made it challenging to onboard data sets from different
organizationsintermsof (1) different data governance processes
with varying information required, (2) different levels of
understanding of governance requirements and the technical
solution, and (3) delays in governance due to capacity during
a pandemic. To overcome these challenges, approaches, such
as one-to-one sessions, technical guidance workshops, and
sharing a governance guidance pack [77] with data partners,
were used. We also commissioned explainer videos to explain
the system and how it protects patient confidentiality for both
data partners and the general public [35,46,47]. We plan on
describing these challenges and lessons |learnt elsewhere.

User Feedback

HDR UK undertook market research in December 2021 and
January 2022 led by an external agency. The research included
audience mapping, analysis, and 30 interviewswith health data
usersfrom arange of sectors, including industry, academia, and
the National Health Service (NHS). Overall, Cohort Discovery
was very positively received, and a short-term goa now for
HDRisto “build on perceived successesin search functionality,
that is, the Cohort Discovery Tool.” The feedback from users

Jefferson et al

was that the Cohort Discovery Tool could help address some
of the needs around metadata and that the approach reflected
the way in which many want to understand, assess, and access
data. The users recognized the value of standardization across
data collection/data terms to vastly increase the options for
linking and comparing dataand wanted to see the tool devel oped
further. There are currently 150 active users. We expect thisto
increase with additional data sets live on the system and
promotion of the resource.

Key Outcome of the CO-CONNECT Infrastructure

CO-CONNECT is enabling rapid data discovery of data sets
avalable from each data partner via near instantaneous
aggregate-level cohort building queries. Figure 3 shows the
Cohort Discovery Tool, available from the Gateway, with an
example query of “all femaleswith asthma” against all available
data sets. The aggregated results presented in the Figure 3
exampleinclude overall counts, and age and gender distributions
across all data partners down to the individual data set level,
enabling researchers to rapidly refine their cohorts of interest.

Prior to the Cohort Discovery Tool being embedded within the
Gateway, the only information a researcher could accesswas a
static metadata catalogue of data sets/cohorts, such as overall
population size, table names, and field names with their data
types and descriptions, as shown in Figure 4. In contrast, the
Cohort Discovery Tool enables researchers to dynamically
define acohort search query and get aggregate counts matching
the cohort search criteria for the data sets.

Figure 3. The HDR UK Cohort Discovery Tool. The interface enables the user to define their cohort search criteria and displays aggregete results
acrossdifferent data sets. The available cohort search criteria (A) are used to create selected cohort criteria(adrag and drop feature, B). Results matching
the cohort search criteriaacross different data sets are presented in the output once the federated queries are completed (C). HDR: Health Data Research.
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Figure 4. An example of the static metadata found in the data catalogue of the HDR Innovation Gateway (MATCH data set). (A) Summary of the
MATCH data set. (B) Technical details—alist of tables with their field names and data types. HDR: Health Data Research.
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CO-CONNECT alows meta-analysis across the data sets, such
as time series or binary comparisons. When researchers and
public heath groups need access to individual-level
pseudonymized data for detailed analysis (over and above
aggregate-level analysis available in the toal), the data for the
analysis can be moved to a TRE for access by the researchers.
The CO-CONNECT architecture is being enhanced to support
semiautomated streamlined extracts of standardized linked data
from across multiple data partnersfor accesswithinaTRE [12].

Future Work

We are working with data partners to research mechanismsin
which, where practical to do so, global pseudoidentifiers are
identical across different data partners. Thiswould be achieved
by the use of a common one-way irreversible cryptographic
hashing algorithm applied to identifiers, such as NHS and
Community Health Index numbers, and would enable data
linkage across data partners. These global pseudoidentifiersare
never shared outside of the group of data partners. This would
enable datalinkage across data sets from different data sources
(see section on extraction into a TRE below) and would support
duplicate detection.

To support duplicate detection for the aggregate-level data
discovery and meta-analysis functionality, we have aminimum
viable product developed with BC Platforms ensuring that for
each query, the global pseudoidentifiers are replaced by
query-specific identifiers within the VM. The list of
query-specific identifiers is returned aong with the
aggregate-level counts associated with the query to a secure
temporary location, and the | Dsfrom each data partner can then
be automatically compared, providing the user who initiated
the query with an estimate of the overlap of individuals across
different cohorts. For example, 200 people met the search
criteria from data partner A, while 350 people met the search
criteria form data partner B, and 27 people were the same
individuals from data partners A and B. The query-specific
identifiers are never made visible to the user and are generated
afresh using anew salt (random datathat is used as an additional
input to a one-way function that hashes data) for each query

https://www.jmir.org/2022/12/e40035
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before being deleted at the query end. CO-CONNECT is
working across data partnersto assess the feasibility of enabling
such functionality.

Extraction Intoa TRE

The CO-CONNECT architecture is being enhanced to support
the linkage and extraction of individual-level data from the
pseudonymized databases within each data partner into a TRE.
There are many TREs operating across the United Kingdom,
such as the National TREs for England [70], Scotland [72],
Northern Ireland [74], and Wales [75]. These example TREs
were aso data partners of CO-CONNECT. Data partners can
choose whether to use the CO-CONNECT semiautomated
pipeline or their own in-house methods for data extraction.
When extracting research project—specific individual-level data
into a TRE, the global pseudoidentifiers will be replaced with
new project-specific pseudoidentifiers prior to export. This
means that data from different data partners are linkable by the
research group within the TRE for the specific research project
without the global identifiers being shared. As the
pseudoidentifiers are project specific, linkage across different
research projects is safeguarded against.

Discussion

Hybrid Infrastructure

We have brought together EHR data of national importance
into afederated platform. The data.can be queried viathe Cohort
Discovery Tool in the HDR UK Innovation Gateway. An
open-source set of tools were developed to standardize the
mapping of datainto the OMOP standard without the need to
view the individual-level data.

CO-CONNECT evolved from arecognized need acrossmultiple
domains for atransformative step in the ability for researchers
to discover data across a range of data assets. Centralized data
architectures have historically been used when it is possible to
set up flow of data to a single location, under a single set of
governance approvals (such as national registries) and usually
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from a small number of organizations. This has been very
effective in the United Kingdom with flow of data from the
NHS bodies to respective national data repositories, especially
when there is a legal mandate, such as the registration of a
disease. Such approaches are successful at supporting certain
research activities, such as epidemiology, where evaluating the
prevalence of a disease can be undertaken with relative ease.

Centralized infrastructure brings economy of scale and the
ability to have a specialized team of technologiststhat can bring
standardization to the process and policy. However, such
centralized infrastructure cannot infinitely scale to accommodate
all data that might be required to perform analyses. It is aso
clear that while certain aspects of epidemiological research can
be undertaken via a centralized model, such as the prevalence
or risk associated with different demographic characteristics, it
islikely therewill never be enough dataheld in asinglelocation
to help answer questions of causation rather than retrospective
observations. There is a need to combine information from
multiple sources to increase power and generalizability. Aside
fromtechnical constraints, the public are equally uncomfortable
with their sensitive data being shared widely or within acentral
database, and thus, keeping all individua-level data local
improves patient trust [78,79].

COVID-19 brought a set of challenges such that data analysis
and infrastructure were required across and between the national
centralized databases of the 4 nations of the United Kingdom.
CO-CONNECT was tasked to deliver an overarching platform
across existing centralized infrastructure, as well as cater to
academic collection of data. This was not a simple distinction
between federated or centralized models, but a hybrid
infrastructure to support both federation across national
centralized TREs and inclusion of specific research data sets
into a single ecosystem of collaboration and co-existence.

Federated Cohort Discovery

CO-CONNECT has been designed to work for the whole
population of the United Kingdom. These data come from many
databases with thousands of fields held within each of the 4
nations. Thetechnical novelty of the architectureliesin thefact
that it supports reproducible and semiautomated
processing/tooling for inclusion of new data sets and addition
of new fields without significant additional effort compared
with OHDSI’stooling available[80]. Therefore, while federated
cohort discovery tools do exigt, this is the first time such a
system has been designed to be deployed at this scale. The
CO-CONNECT approach federates cohort discovery from one
simple-to-use application. It will enable the querying of data
sets from the 4 nations within the United Kingdom without
separate data governance applications. Researchers are able to
query data sets immediately and interactively as part of their
feasibility study without the substantial overhead of contacting
each data partner to ask about running multiple bespoke
feasibility queries.

Centralized Data Curation

All source data are transformed into the OM OP data model via
our teamsin Dundee, Nottingham, and Edinburgh. The software
developed allows the maps to be created centrally but applied

https://www.jmir.org/2022/12/e40035

Jefferson et al

locally by each data partner. This retains a clear separation for
data governance and importantly enables data partners to be
included with minimum effort for them. Thisis performed via
reproducible code, which ensures transformations to the data
from the sourceto the new model are consistent across projects.
The mapping of the data into OMOP is supported by the core
data science team across al the data partners, ensuring
standardization in mapping. Using a reproducible workflow
worksin concert with automation to support the regular updating
of data across the platform via a consistent ETL mechanism.

Data Extraction

Federated analyticsis emerging as a credible alternative, but it
was recogni zed that certain analyses cannot be undertaken using
current federated approaches. Therefore, despite putting in place
afederated architecture, we are designing the approach to allow
subsets of pseudonymized datafor answering aspecific research
project to be extracted into a single TRE. Data curation to a
standard will aid this process significantly, as all data have
already been curated to the OMOP CDM. The automation of
these steps streamlines the process of transitioning to
individual-level data from a higher-level query and reduces
costs. The data partners who chose to adopt the automated
process will require limited resource to release data, and
throughput can scale without additional investment. Researchers
will receive data in a familiar format, allowing them to reuse
existing methodol ogies. Thedatain the original format can also
be provided to the researchers should this be required.

Comparison With Other International COVID-19
Initiatives

Wereviewed other existing COVID data efforts acrosstheworld
[81-86]. Most projects focus on the analysis of data sets that
wereaready known to the researchers, whereas CO-CONNECT
(as well as CODEX [84,85]) also provides the capability to
search for specific cohorts of datafor feasibility analysisacross
popul ation-wide data.

Projects, such as4CE [83], N3C [86], and the COVID-19 Data
Exchange Platform [84], took a centralized approach. 4CE [83]
transformed datainto acommon format at each data source and
then obfuscated the values. 4CE transferred thefilesto ashared
central location, merging the files from different sources so
analysis could take place. N3C [86] supported datain 4 different
CDMs: PCORnet [87], OMOP, i2b2/ACT [88,89], and TriNetX
[27], bringing the data into a central cloud platform for secure
analysis. The COVID-19 Data Exchange Platform supported
federated nodes in the i2b2 [23] format and federated queries,
and also provided a centralized analysis platform. They
encountered challenges with obtaining ethical approval for
transferring data onto the centralized platform, and at the time
of writing, datafrom only 350 patients had been transferred.

The COVID-19 SCOR project [81] plansto utilize the MedCo
software [82], which uses collective homomorphic encryption
and obfuscation across decentralized data sources. MedCo is
deployable on top of standardized systems, such as i2b2
[23]/SHRINE [90] and TranSMART [91]. TheunCoVer project
aimsto usethe DataSHIEL D [25] softwareto perform federated
analytics across 18 countries [92]. As far as we are aware, all
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these federated analytics solutions require inbound connections
to the dataand opening portson firewalls. In the case of MedCo,
encryption of the data reduces the privacy risks associated with
inbound connections to the data.

The approach taken really depends on the attitudes of the data
partners. In CO-CONNECT, most partners would not accept
inbound connections into their secure environment and would
not be happy to place sensitive datain an areawhere an inbound
connection could be allowed, regardless of encryption or access
controls. For those reasons, CO-CONNECT was built on the
assumption of never requiring an inbound connection to the
federated data to either curate the data or run a feasibility
analysis and meta-analysis. As an additional level of security,
on top of not alowing inbound queries, the CO-CONNECT
architecture could adopt homomorphic encryption in the future
to support more advanced federated queries where researchers
need to see the underpinning data.

CO-CONNECT, unlike other COVID-19 solutions, supports
data partnersto automate the mapping of their datainto aCDM
without having to see the underpinning data. This is
advantageous as most data partners do not have their data
mapped into the OMOP CDM or the technical capability to do
0.

Current Status and Contributions

M etadata covering the data sources are now available to search
openly within the Gateway [30]. National and international
researchers can request access to the enhanced dynamic cohort
discovery capability within the Gateway. Access to
individual-level subsets of data by national and international
researchers can a so be requested viathe streamlined governance
application process [45].

We wel come requeststo onboard data setsinto CO-CONNECT;
further details are available via the corresponding author.

The platform has been designed to be disease agnostic.
COVID-19 has supported the need for such aplatformto provide
data at pace. However, the model can be reused to support
research at pacefor other disease areas. The platform underpins
the recently funded HDR UK/MRC Alleviate Hub for Pain
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Research [93], and the architecture and support for cohort
building will be supported and enhanced by HDR after the end
of CO-CONNECT funding. Exemplar projects using the
architecture are planned for the next phase of HDR funding.

Conclusions

We haveintroduced the CO-CONNECT federated architecture,
which addresses the challenges of fragmentation of data and
lack of interoperability and standardization, as well as the
challenge of linkage of high val ue data assetsto other data assets
providing new scientific insights. The architecture has been
designed around the following core principles: (1) maintaining
patient confidentiality, trust, and data security; (2) empowering
data partnersto beinterconnected in a sustainabl e environment;
(3) utilization and re-enforcement of TRESto analyze data; (4)
afocuson data engineering to ensuretechnical legacy for wider
use; and (5) astandard-based approach to ensure interoperability,
repeatability, and connectivity to other initiatives, responding
to the most pressing needs of the public health and research
communities.

The development of this platform will empower public health
organizations, research groups, and industry bodies to answer
key questions about the COVID-19 pandemic and its effectson
human hedlth in a streamlined timely manner, as has been
needed for EHRs for many years [15,21]. The solution enables
rapid cohort-building data discovery acrossdatapartners. None
of the data partners had such capability for researchers prior to
CO-CONNECT. CO-CONNECT has simplified the complex
task of requesting access to each individual data set, by
providing transparency on what data are available and from
where, and how to request access if individual-level data
analysisis required. CO-CONNECT provides novel real-time
functionality compared to static metadata dictionaries and
descriptions of cohorts aready provided within the Gateway.

Theimmediateimpact of CO-CONNECT isthefast, accessible,
and standardized availability of aggregate COVID-19—related
data, to inform key public health decisions and help tackle the
COVID-19 pandemic at pace. As more data sets are onboarded,
thiswill become more powerful.
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