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Abstract—Integrated sensing and communication (ISAC) has
recently emerged as a candidate 6G technology, aiming to
unify the two key operations of the future network in a
spectrum/energy/cost efficient way. ISAC systems communicate
and sense for targets using a common waveform, a common
hardware platform and ultimately the same network infrastruc-
ture. Nevertheless, the inclusion of information signalling into
the probing waveform for target sensing raises challenges from
the perspective of information security. At the same time, the
sensing capability incorporated in the ISAC transmission offers
unique opportunities to design secure ISAC techniques. This
overview paper discusses these unique challenges and opportu-
nities for next generation of ISAC networks. We first briefly
discuss the fundamentals of waveform design for sensing and
communication. Then, we detail the challenges and contradictory
objectives involved in securing ISAC transmission, along with
state-of-the-art approaches to ensure security. We then identify
the new opportunity of using the sensing capability to obtain
knowledge target information, as an enabling approach against
the known weaknesses of PHY security. Finally, we illustrate
some low-cost secure ISAC architectures, followed by a series
of open research topics. This family of sensing-aided secure
ISAC techniques brings a new insight on providing information
security, with an eye on robust and hardware-constrained designs
tailored for low-cost ISAC devices.

I. INTRODUCTION

The 6G network, not only an improvement or extension of
existing communication technology but also a great paradigm
revolution, is envisioned as the new engine of the future
intelligent world. In addition to connecting communication
nodes, 6G will support ubiquitous sensing, connectivity, and
intelligence. Among the exciting features of 6G, sensing
will rise from an auxiliary functionality to a basic service,
providing an extra dimension of capability of the network
[1]. This has prompted the recent research interest of in-
tegrated sensing and communication (ISAC), a technology
that enables the integration of sensing and communication
functionalities with a single transmission, a single device,
and ultimately a single network infrastructure. By exploiting
a common spectral, hardware platform and signal processing
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framework, ISAC can improve spectral and energy efficiencies,
thus addressing the problem of spectrum congestion and at
the same time reducing hardware and signaling costs, referred
to as integration gain. Further, by exploiting the possibility
to the co-design of the two functionalities, ISAC can enable
communication-aided sensing and sensing-aided communica-
tion. Hence, it can considerably improve sensing and commu-
nication performance, referred to as coordination gain. Benefit-
ing from the above merits, ISAC can enable emerging appli-
cations, including enhanced localization and tracking, drone
monitoring/management, human activity recognition, vehicle
platooning, environmental monitoring, protocols and network-
level sensing, sensing-aided beam training/tracking/prediction,
sensing-aided resource allocation (such as cell handover, band-
width/beamwidth/power allocation).

Nevertheless, ISAC comes with unique security challenges,
arising due to the shared use of spectrum and the broadcast
nature of the wireless transmission. The inclusion of infor-
mation messages into the radar probing signal makes the
communication susceptible to eavesdropping by the target.
Indeed, the target that is being sensed can potentially exploit
the information-bearing signal, and detect the confidential
message intended for the communication destinations [2]. This
raises a unique and very interesting tradeoff for the transmitter.
On one hand, it wishes to illuminate the target by focusing
power towards its direction, and on the other hand, it has to
limit the useful signal power that reaches the target to prevent
eavesdropping.

A possible solution to the aforementioned security chal-
lenge is to apply cryptographic techniques at high layers of
the network stack to encrypt the confidential data prior to
transmission. However, such solutions have several limitations,
such as a tedious secret key management/maintenance pro-
cess, unprovable security performance in the presence of a
computationally strong eavesdropper (Eve), and difficulty in
identifying a compromised secret key. Physical layer (PHY)
security, an information theory-based methodology could be a
complementary approach for securing wireless transmission.
By exploiting the channel variability between the Eves and the
legitimate users (LU)s, the signal quality that the Eves receive
can be degraded to the degree that the Eves cannot extract the
message even when they have full knowledge of the secret
key [3]. Despite decades of research, the major limitation of
a large class of PHY security solutions stems from the either
extremely optimistic or overly pessimistic assumptions with
regards to what can be known about the Eve. Some methods
require full knowledge or statistical information of the Eves’
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channels. Some methods do not require any knowledge on the
Eves’ channels, such as transmitting artificial noise to jam the
entire space except the legitimate destination. However, such
methods do not make good use of the available bandwidth
by transmitting a signal that does not bear communication
information, as summarized in in Table I. There has also been
recent works that monitor the changes caused by Eves’ interac-
tion with the radio frequency electromagnetic wave field at the
the PHY to infer Eves’ positions [4]. However, the sensing and
communication in [4] are performed separately, and hence the
obtained information of the Eves may be outdated, especially
in high mobility scenarios. This approach too is not spectrally
efficient, as spectral resources are dedicated for sensing only.

Interestingly, the joint sensing and communication mecha-
nism of ISAC ushers in new opportunities for secure design,
where the additional sensing functionality can serve as a
support to facilitate the provision of security. Motivated by
the aforementioned issue, this article overviews the sensing-
aided secure designs together with the characteristics of ISAC.
Starting from the fundamentals of ISAC systems, we first
examine a novel secure ISAC design. Then, we discuss a
practical robust secure ISAC design, where knowledge of
the target and communication users is imperfectly obtained.
Further, some hardware-efficient secure ISAC architectures
are reviewed. Open challenges are then identified, before
concluding this article.

II. THE FUNDAMENTALS OF ISAC

As an early stage of ISAC, communication and radar
spectrum sharing (CRSS) has been investigated from the
perspective of spectrum sensing, dynamic spectrum access,
and mutual interference mitigation [5], so that communication
and radar systems can share the spectrum without significantly
interfering with each other. As a further step, ISAC can
realize not only spectral coexistence, but also the shared
use of hardware platform and even network architecture, as
shown in Fig. 1. In addition to providing communication
and sensing functionalities, ISAC systems lend themselves to
communication-aided sensing, and sensing-aided communica-
tion functionalities. Let us start by discussing the fundamentals
of ISAC, and then elaborate on secure ISAC transmission.

A. Sensing Basics

While communication aims to accurately convey the infor-
mation to a receiver, sensing aims to extract target information
from the target echoes. Consequently, the useful information
for sensing is not in the sensing waveform but in the target
return. Interestingly, since that sensing and communication
performances are evaluated by different key performance in-
dicators, ISAC waveform design should take different metrics
into consideration for implementing the dual functionalities.
This typically incurs conflicting design objective between
sensing and communications, which needs to be carefully
balanced as detailed in the next subsection.

B. Waveform Design for ISAC

ISAC waveform designs can be categorized into sensing-
centric, communication-centric, and joint designs, as summa-
rized in Table I.

Sensing-Centric Design: Sensing-centirc design integrates
communication messages into a classical sensing waveform,
and hence has high compatibility to the radar architecture.
Early sensing-centric design works include pulse interval
modulation, where the interval between radar pulses is utilized
for communication. There have also been designs that leverage
the concepts of index modulation, or generalized spatial modu-
lation for waveform design [6]. Another sensing-centric design
approach is to sense the target in the mainlobe of the radar
beampattern, while embedding information in the beampattern
sidelobes [7]. Nevertheless, since the communication symbols
are generally embedded into the radar pulses, the sensing-
centric design results in a low data rate, limited by the pulse
repetition frequency of the radar, which is well below 5G/6G
requirements.

Communication-Centric Design: Communication-centric
designs leverage the standardized communication waveforms,
protocols and architectures for sensing. For example, pilot
signals and frame preambles that have good auto-correlation
properties and are typically used for channel estimation or
multi-user access, have been recently employed for sensing
targets [8] [9]. Also, standards-relevant communication wave-
forms, such as the IEEE 802.11p vehicular communication
waveform, have been used for sensing targets in vehicular
applications. These communication-centric ISAC designs can
realize sensing functionality without sacrificing the communi-
cation performance, thereby obtaining high data rate. However,
the pilot signal, frame preambles and communication wave-
forms are not dedicatedly designed for sensing. Accordingly,
the main drawback of the communication-centric designs lies
in the poor, scenario-dependent and difficult-to-tune sensing
performance.

Joint Design: In joint-design ISAC approaches, the beam-
pattern is designed to meet an ideal radar beampattern, while
ensuring a high signal-to-interference-plus-noise ratio (SINR)
at LUs’ for communications [10]. Also, the sum-weighted
sensing and communication quality can also be exploited as
an objective function, further leading to a Pareto-optimality of
the multi-objective optimization. Apart from the optimization-
oriented research, the joint-design has also been investigated
from the perspective of information theory, such as the channel
coding design [11], as well as the theoretic trade-off between
the transmission rate and sensing performance design [12].
Evidently, joint design involves dedicated optimization of both
functionalities and enables scalable performance trade-offs
between them. It enables flexible use of time, frequency, and
spatial resources, thereby achieving both high throughput and
sensing reliability.

In addition to academic research, there have been ex-
tensive industrial activities focusing on ISAC, including
the 3GPP (such as S1-214036/214056/214100/214101, R1-
2110894/2104724, and R2-210049), IEEE standards (such
as 802.11bf WLAN Sensing, 802.15.22.3-2020, and 802.11-
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TABLE I
A BRIEF SUMMARY OF THE EXISTING ISAC AND PHY SECURITY DESIGNS.

Relevant 

Techniques
Design Principles Pros

High compatibility 
to radar systems

Cons

Low data rate

Remarks

Poor sensing 
performance

(i) These security-
agnostic techniques 

may not preserve the 
confidentiality of the 

data;

(ii) Even high layer 
encryption/authentica
tion can be applied, 

the PHY information 
contained in the 

probing waveform 
can be exploited by 

the Eve;

(iii) Then the Eve is 
able to decipher the 

data.

  

High performance 
of sensing and 
communication

Need dedicated 
waveform design

Secure precoding

PHY 
authentication 

Constellation 
rotation and noise 

aggregation

Use LUs PHY attributes 
for authentication

Artificial Noise

No requirement of 
Eve s CSI

Difficult for Eve to 
impersonate;

No requirement of 
Eve s CSI 

Low complexity;
No requirement of 

Eve s CSI 

Need Eve s full or 
statistical CSI

Need agreement among 
the communication 

parties 

Reduced throughput

ISAC 

Design

PHY Secure 

Design

Sensing-centric 

design

Communication

-centric design

Joint design

Integrate communication 
into radar systems

Leverage the existing 
communication 

waveform or protocols 
for sensing 

[8] [9]

Involves optimization of 
one system or the other, 

subject to certain 
constraints for 

communication or 
sensing accuracy [10]

High compatibility 
to communication 

systems

Side-lobe based ISAC [7]

Use 802.11p 
communication waveform, 
or single carrier PHY frame 

of 802.11ad for sensing 

Exploit the channel 
disparity between the LU 

and Eve for sending signals

Send isotropic AN towards 
the null-space of LUs

Optimize sensing subject to 
communication quality

Optimize communication, 
and meanwhile realize the 

sensing functionality

Optimize sum-weighted 
function of communication 

and sensing

Index or generalized spatial 
modulation ISAC [6]

Use OFDM signals 
for detection

Characterize the secrecy 
rate for any sequence of 

path loss for the Eve

 The secrecy rate 
can be close to that 

obtained with 
hindsight, had the 

transmitter 
obtained the 

Eve s condition 
non-causally

Channel coding for 
improving reception and 

channel estimation 
performance at the 

destination [12]
Theoretic trade-off analysis 
between the communication 

and sensing [11]

Performance analysis by 
information theory

Sensing-aided 

secure design 

[4]

Encoder design for 
providing secrecy even 
when the Eve moves to 

improve its eavesdropping 
capability 

Exploit the EM wave 
change caused by the 

Eve;

then proactively and 
causally infer the Eve s 
path loss to assist secure 

design

Only theoretic analysis 
is given

 Though the sensing 
and communication 
are performed on the 
same channel use, the 

optimal secure 
waveform is still 

unknown

Sensing-

agnostic secure 

design [3]

Adjustable secrecy 
rate 

Need multiple antennas 
for exploiting spatial 

disparity

Other hardware-efficient 
secure design 

(i) Sensing is 
disabled;

(ii) Rely either on 
extremely optimistic 

or pessimistic 
assumption with 

regards to the Eve s 
condition;

(iii) The transmitter 
is not capable of 

proactively sensing 
the Eves.

Inject spatial AN towards 
the direction of Eves

More energy-
efficient than 
isotropic AN

Impracticality of 
network-level 

interference control

2020), and ITU recommendations (such as ITU-T Y.4809 and
ITU-T X.1080.2).

III. FROM DUAL-FUNCTIONAL TO MULTI-FUNCTIONAL:
INTEGRATING SECURITY INTO ISAC

In this section, we discuss security issues around ISAC and
how the sensing functionality can be judiciously utilized for
benefiting the provision of information security.

A. The Unique Security Challenges and Opportunities of ISAC

The ISAC transmitter needs to focus its power towards
directions that contain targets and ensure that the target echo at
the receiver has good enough signal-to-clutter-plus-noise ratio
(SCNR) for achieving certain sensing performance. However,

as the target might be an Eve, the angle of the sensing beam
that enters the SCNR objective is the same as the angle of
the Eve, as shown in Fig. 2. This implies that the target has
high reception SINR on the embedded communication signal,
which significantly increases the susceptibility of information
to eavesdropping by the target. Therefore, one should carefully
strike a trade-off between sending sufficient power towards the
target’s direction for sensing, while limiting the useful signal
power at the target to prevent eavesdropping. In the following,
we examine recent research results of sensing-aided secure
ISAC techniques.

The ISAC transmitter is able to sense the angle of arrival
(AoA) of the echo signal reflected from the target, and infer
the target’s position based on the received signal strength.
Leveraging this round-trip channel, the wiretap channel from
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Fig. 1. A generic joint communication and sensing design for ISAC. At transmitter side, the modulated signal is manipulated by digital precoding at baseband,
then passes through radio frequency (RF) chains, and finally is dissipated by antennas. On the other hand, while the reflected echo is analyzed for target
detection, the sensing results also assist secure waveform design in a proactive and causal manner.

the ISAC transmitter to the target can be estimated. Hence, the
proactively and casually obtained wiretap channel, or the tar-
get’s AoA as a minimum, can be exploited to design a number
of secure approaches such as secure beamforming, artificial
noise, and cooperative jamming, amongst many others.

The unique ISAC transmission however requires the afore-
mentioned approaches to be redesigned for achieving the “in-
band” dual functionality. As an example, in designing a secure
dual functional transmission, one can optimize the sensing
performance by maximizing the echo signal’s SCNR at the
ISAC’s receiver, while limiting the eavesdropping SINR at the
target and at the same time guaranteeing the signal’s SINR
at LUs above a certain threshold. This equivalently improves
the value of the secrecy rate, calculated as the achievable
rate difference between the LUs and target. Alternatively,
one can maximize the secrecy rate and meanwhile ensure
the echo’s SCNR at the ISAC receiver for guaranteeing the
radar’s functionality. Though designing of a sensing-aided
secure waveform is not convex in nature, due to the fractional-
structured SINR and SCNR constraints of the sensing and
communication functionalities, there has been extensive opti-
mization tools for handling these typical fractional-structured
optimizations in ISAC systems. Detailed discussions can be
found in [2] [5] [10]. Note that in the rare case that the target
and LU are in the same direction and both have strong LOS
channels, their channels are strongly correlated. In this context,
ensuring security at the PHY layer is extremely challenging,
where authentication and encryption secure techniques are still
needed at the higher layers.

B. Robust Secure ISAC Waveform Design
In practice, a target’s position may not be always perfectly

obtained, due to sensing error and finite detection resolution.

For example, given N antennas arranged in uniform linear
structure with half-wavelength spacing, the angular resolution
is approximately calculated as 2

N (in rad) [10], which means
the targets within that angular interval can not be detected
individually. When the target’s position can only be roughly
sensed within an angular region, a wider beam needs to be
formulated towards that region to avoid missing the target.
However, focusing the beam to a region of space inevitably
leads to an increased possibility of the information leakage,
giving rise to a need for robust secure waveform design.

When the target is only known to be located within a certain
angular region of space, the robust secure waveform can be
obtained by minimizing the sum of the target’s reception
SINR at the possible locations in this angular interval. In this
way, the achievable rate of the target can be upper-bounded,
thus guaranteeing information security. On the other hand,
when the LUs’ channels are also not perfectly known by the
ISAC transmitter, the channel estimation error can be generally
formulated using bounded or un-bounded error models [13].
With the bounded or un-bounded error model, ensuring the
LUs’ SINR can be further transformed into deterministic or
probabilistic constraints, which can be readily handled by a
series of established stochastic optimization tools [13].

Let us consider the scenario shown in Fig. 2, where the
possible angular interval of the target is [−5◦, 5◦], while
the channel estimation error of the LUs follows Gaussian
distribution with variance 0.05. There are 4 LUs and their
SINR threshold is 40 dB. The power budget is 20 dBm.
The objective of the secure waveform optimization is to
suppress the targets’ reception SINR, subject to per-LU’s
SINR requirement, while ensuring the resulting waveform
approximates the desired sensing beampattern. As observed
in Fig. 2(a), a narrow beampattern is obtained when the
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Fig. 2. A practical scenario, where the target’s position is roughly sensed within an uncertainty interval, and the LUs’ channels are also imperfectly known.
(a) The width of the beampattern is adaptively manipulated in different scenarios for sensing the target. (b) By proactively sensing the target, a high level of
secrecy rate is achieved.

target location is accurately sensed. Leveraging the proactively
obtained location, the transmitter is able to manipulate the
dissipated waveform to suppress the eavesdropping SINR of
the target, thereby improving the secrecy rate in Fig. 2(b).
When the target’s location can only be imperfectly sensed, a
wider beampattern is formed, directing the same power over
the possible region, with reduced power gain of mainbeam.
Nevertheless, by suppressing the sum of the target’s SINR at
the possible locations in the angular interval, a high level of
secrecy rate is achieved, even if the ISAC transmitter only
knows the statistics of the LUs’ channels.

C. Hardware Efficient Secure ISAC Design

At millimeter wave band, a candidate frequency for 5G/6G
systems, low-cost and -power consuming hardware is pre-
ferred. However, the hardware limitations may jeopardize
the sensing and communication performance, and impor-
tantly the security of the transmission. A recent abundance
of hardware efficient techniques that have been developed
for communication-only systems can be leveraged to design
hardware-informed secure ISAC transmission [14]. On the
feasibility of secure waveform with high hardware efficiency,
one approach is to reduce the RF chains through analog
architectures that involve phase shifters (PS)s and/or switchers,
as illustrated in Fig. 1. This hybrid ISAC involves low-
dimensional digital beamforming and high-dimensional ana-

logue beamforming. However, in both fully-digital or hybrid
ISAC, the required number of RF chains is no smaller than the
total number of data streams for multi-user communications.

To remove the expensive and power-consuming digital-to-
analogue converters (DAC)s, a more hardware-efficient secure
ISAC technique, built on the concept of directional modulation
(DM) is emerging, where parasitic antennas are used as main
components in the transmitter. Aided by the LU’s channel state
information (CSI), symbol modulation happens at the antenna
level instead of the baseband level, and the received beam
pattern at the LUs is treated as a spatial complex constellation
point. In particular, the constructed signal of the LUs does not
necessarily align with the desired symbols, but can be pushed
away from the detection thresholds of de-modulation, built
on the concept of constructive interference (CI) regions [13].
An example is illustrated by Fig. 3 for quadrature phase shift
keying (QPSK). Since the decision thresholds for QPSK are
the real and imaginary axes, the constructed symbols (denoted
by blue dots) at the LUs can be judiciously pushed away
from both the real and imaginary axes, where the resultant
increased distance with respect to the detection threshold
benefits the LUs’ communication quality. In a similar vein,
the symbols can be constructed for the LUs with higher-
order modulations. On the other hand, with the proactively
obtained Eve’s information, one can intentionally locate the
Eve’s received symbols (denoted by red stars) into destructive
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regions of the signal demodulation, which further impedes the
Eve’s intercepting behavior at a symbol level.

Another hardware-efficient architecture, namely constella-
tion decomposition array (CDA), also has a high potential
for securing ISAC. A simplified block of the CDA is shown
in Fig. 3, including the local oscillators, modulators, linear
combiners and PAs, but the costly DACs are completely
avoided [14]. Evidently, a high-order quadrature amplitude
modulation (QAM) can be treated as a vectorial combination
of several low-order QAM/PSK signals. For example, a 16-
QAM signal can be seen as a combination of a QPSK1 and a
QPSK2 signals, where the superscript denotes the normalized
Euclidean distance between two adjacent symbols. By properly
controlling the array with the LU’s CSI, a LU can see a
correct combination of the intended signal, while any Eve
(including the sensing target) located at a different angle will
obtain a distorted signal in demodulation. Also, since the CDA
transmits low-order modulation signals with a low level of
peak-to-power-ratio, the stringent linearity requirement of the
PAs is properly relaxed.

IV. OPEN CHALLENGES AND FUTURE WORKS

ISAC-relevant design is still broadly open, and the remain-
ing challenges can benefit from the communications literature.

Radar Location and Identity Privacy-Preserving Design:
On the evolution road of ISAC design, the CRSS system still
has its market. Designed to control mutual-interference, there
are parameters transformed to one system that contain implicit
information about the other. This raises privacy concerns for
the two systems, and especially for the military radar. Recent
research has unveiled some machine-learning based schemes,
which exploit the information contained in the precoder to
infer the radar’s location [15]. As a result, how to exchange
parameters between radar and communication units without
loss of each other’s privacy, while maintaining a minimum
level of mutual interference remains an open challenge.

Secure ISAC Design for 5G/6G KPIs: In recent years,
ultra-reliable and low-latency, and massive-device communi-
cations have received much attention in 5G/6G applications.
Those applications involve new metrics and protocols, such
as latency, reliability, grant-free massive access, short packets,
and so on. Rethinking secure ISAC techniques to align with
these stringent requirements, and also to maintain a low level
of complexity and overhead is a fertile area of research.

On Compatibility of Secure ISAC and 5G NR: 5G new
radio (NR) has standardized a series of waveforms, including
but not limited to filter-OFDM, DFTS-OFDM, and FBMC-
QAM. Also, 5G NR has also proposed adaptive wireless
interface configuration, such as changeable frame structure and
adaptive 15-120 KHz carrier spacing. With different commu-
nication environments and specific performance requirement,
how to leverage the flexible waveform specification and wire-
less interface configuration? Essential work is needed to bridge
the gap between theory and implementations.

Network Level ISAC Design and Secure Performance
Analysis: Networking design has been investigated for cellu-
lar communication systems, where coverage probability and
ergodic capacity are analyzed in a systematic manner. This
network level investigation advises networking planing and
engineering design with an eye to the interests of the whole
system. While the existing ISAC-related research is investi-
gated in simple scenarios, considering the heterogeneity and
high nodes density in future communication systems, the
systematic ISAC designs need fundamental research.

ISAC for New Security Metrics: Apart from data confi-
dentiality, the concept of security has been greatly generalized
in 5G/6G communications, such as covertness and privacy.
In some scenarios, users want to communicate with others
covertly, referred to as low-probability of detection communi-
cation. Coordinated with sensing, it becomes easier to detect
an intruding adversary’s information, which is then exploited
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to design covert waveform to hide an ongoing communication.
On the other hand, sensing may be leveraged by an adversary
to violate users’ privacy, such as sensing pedestrians’ non-
shared positions and trajectories, imaging users’ indoor activ-
ities. Hence, it is demanding to rethink the role of ISAC from
the perspective of new security metrics.

V. CONCLUSIONS

This article has discussed the exciting intersection of ISAC
and security. Starting from the fundamentals of the ISAC,
we first have introduced the methodology of the waveform
design for joint sensing and communication. Then, we have
examined the sensing-aided secure ISAC techniques to prevent
the confidential signal embedded in the probing waveform
from being eavesdropped upon by the sensing target. Finally,
the recent interests in robust and hardware-efficient secure
ISAC has been reviewed. This family of sensing-aided secure
ISAC design offers a broad field of preserving information
security in a proactive manner, which holds the promise of
exciting research in the years to come.
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