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ABSTRACT

Scenarios are an effective means for eliciting, validating and
documenting requirements. At the requirements level, scenarios
describe sequences of interactions between the software-to-be and
agents in the environment. Interactions correspond to the
occurrence of an event that is controlled by one agent and
monitored by another.

This paper presents a technique to analyse requirements-level
scenarios for unforeseen, potentially harmful, consequences. Our
aim is to perform analysis early in system development, where it
is highly cost-effective. The approach recognises the importance
of monitoring and control issues and extends existing work on
implied scenarios accordingly. These so-called input-output
implied scenarios expose problematic behaviours in scenario
descriptions that cannot be detected using standard implied
scenarios. Validation of these implied scenarios supports
requirements elaboration. We demonstrate the relevance of input-
output implied scenarios using a number of examples.

Categories and Subject Descriptors
D.2.1 [Software Engineering]: Requirements/Specifications

General Terms
Verification, Design, Languages, Documentation.

Keywords
Implied scenarios, message sequence charts, scenario-based
requirements elaboration.

1. INTRODUCTION

Scenario-based specification languages such as Message
Sequence Charts (MSCs) are popular among software engineers
for eliciting, documenting and validating software requirements.
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Scenarios describe typical examples of system executions. They
can be used to infer concurrent state machine models of a system
[15, 22] and declarative specifications of system goals [12]. They
can also be used to identify possible exceptions that may occur at
each step of the scenarios and requirements to deal with such
exceptions [19]. Because scenarios are used at a very early stage
of system development, it is certainly worthwhile to perform
analysis before inferring other models. This has motivated the
development of a variety of analysis techniques including
detecting race conditions and timing conflicts [1], non-local
choices [4], implied scenarios [3, 21], and performing pattern
matching [16], and model-checking [2].

A scenario corresponds to a single temporal sequence of
interactions between components of a system. The nature of the
interactions and components involved in a scenario depends on
the kind of system being modelled and the chosen level of
abstraction. When modelling concurrent software architectures,
scenarios describe sequences of message exchanges between
concurrent software processes; when modelling an object-oriented
software system, scenarios describe sequences of method calls
between implementation-level objects.

At the requirements level, scenarios describe sequences of
interactions between agents of a system composed of software
agents, human agents, and hardware devices such as sensors and
actuators [7, 13]. Each interaction in such scenario corresponds to
the occurrence of an event that is synchronously controlled by an
agent and monitored by another agent [18, 11, 14].

Our objective is to provide a technique for the early analysis of
such requirements-level scenarios. The technique consists in
detecting a novel kind of implied scenario, called an input-output
implied scenario, that arises because of the monitoring and control
characteristic of agents. Input-output implied scenarios are
unspecified scenarios that are exhibited in every concurrent state
machine model structurally and behaviourally consistent with the
specified scenarios. Exposing input-output implied scenarios to
stakeholders provides early feedback about inevitable and
possibly unforeseen consequences of their specified scenarios.

The notion of an implied scenario was first introduced in [3]. Its
definition is intimately connected to the underlying model of
concurrent state machines that produces the system behaviours.
Algorithms and complexity results for detecting implied scenarios
have been studied for various models of concurrency including
synchronous and asynchronous communication models [3]. Tool
support for detecting implied scenarios in the synchronous
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communication model for elaborating scenarios and behaviour
models is described in [21].

However, the standard notion of implied scenarios is not suitable
for analysing requirements-level scenarios because it is based on
models of concurrent state machines that do not distinguish
between the monitored and controlled events of agents. In such
models, an agent can prevent the occurrences of events it
monitors. As a result, checking for standard implied scenarios
may fail to detect some critical problems in requirements-level
scenarios.

The contributions of this paper are as follows. Firstly, we define a
novel kind of implied scenario called input-output implied
scenario that ensures that an agent cannot inhibit the occurrence
of events it monitors. Secondly, we show how to detect input-
output implied scenarios and provide tool support to do so.
Thirdly, we demonstrate the relevance of flaws that input-output
implied scenarios can reveal through a number of examples taken
from the literature. More generally, this work demonstrates that
monitoring and control are important issues when analysing
requirement-level scenarios.

Note that there is no need to extend scenario-based specification
languages to be more expressive; an input-output scenario is the
result of analysing a scenario-based model for unspecified
behaviours, much like a counter-example generated by a model
checker is the result of verifying whether a state-machine model
satisfies a system property.

The paper is organized as follows. Section 2 reviews background
work on MSC and implied scenarios. Section 3 presents input-
output implied scenarios and how to detect them. Section 4
presents the analysis of several published scenario-based models.
Lessons learned from these case studies are discussed in Section
5.

2. BACKGROUND
2.1 Specifying Scenarios with MSC

In the MSC framework, a scenario corresponds to a single
temporal sequence of interactions between components of a
system. The MSC notation provides a convenient visual notation
to express multiple scenarios by allowing specifiers to structure
scenarios by episodes (called basic MSCs) and to combine
episodes into a directed graph (called a high-level MSC) that
defines the possible continuations and loops between episodes.

A basic Message Sequence Chart (bMSC) is composed of vertical
lines representing components time lines and horizontal arrows
representing interactions between components. Each bMSC
denotes a partial ordering of components interactions. For
requirements-level scenarios, each interaction in a bMSC
corresponds to the occurrence of an event that is synchronously
controlled by the source agent and monitored by the target agent.

A high-level Message Sequence Chart (hMSC) is a directed graph
with nodes as bMSCs and edges denoting possible continuations
between bMSCs. The semantics of a MSC model sc is a set of
sequence of events, noted Bh(sc), that follows some maximal path
in the h(MSC.

Figure 1 shows an MSC model of a boiler control system [21]. It
defines scenarios showing how a Control unit operates Sensor and
Actuator components to control the pressure of a steam boiler. A
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Database is used as a repository to buffer pressure data while the
Control unit performs calculations and commands the Actuator.
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Figure 1 — The Boiler Control system.
2.2 Modelling System Behaviour with LTS

The formalism we use in this paper for modelling and reasoning
about concurrent systems is that of Labelled Transitions Systems
(LTS) [Mag99]. It allows a system to be described as a set of
concurrent state machines where each component is characterized
by a set of states and by the possible transitions between these
states where each transition is labelled by an event. Figure 3
shows an example LTS for the Control component of the boiler
control system.

Complex system behaviour can be modelled by parallel
composition of the component LTS models. Parallel composition
models components that execute asynchronously but synchronize
on shared events. In the sequel, the set of sequence of events that
can be generated by an LTS model M will be noted Bh(M).

2.3 Implied Scenarios

A concurrent state machine model inferred from a set of scenarios
should be composed of LTSs modelling each of the components
appearing in the scenarios. In addition, each component LTS
should exhibit as sequences of events at least all scenarios
projected to the time line of that component. This consistency
constraint between an MSC model and an inferred LTS model is
defined formally as follows.

Definition (MSC-LTS consistency). Let Sc be a scenario-based
model with components 1, ..., n. A concurrent state machine
model M = (M1 || ... || Mn) is consistent with Sc if, and only if, for
each component i, Bh(Sc)evertsiy € Bh(Mi) where events(i) is the set
of events involving components i in the scenarios.

Since scenario-based models describe only examples of system
behaviours, it is natural that a composite LTS model consistent
with those scenarios exhibits more behaviours than those
explicitly captured in the scenarios. However, some of these
additional behaviours may be present in every concurrent state
machine model that is consistent with the specified scenarios.
Such scenarios are called implied scenarios.

Definition (implied scenarios). A trace tr is an implied scenario
of a MSC model sc if, and only if, (1) tr € Bh(sc) and (2) tr €
Bh(M) for all concurrent state machine model M that are
consistent with sc.

The occurrence of implied scenarios is due to the fact that the
scenario-based model describes allowed system behaviours from
a global, system-wide perspective, whereas in the concurrent state
machine model each agent acts locally based on local information.
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For example, Figure 2 shows an implied scenario for the MSC
description of Figure 1.
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Figure 2 — Implied scenario of MSC in Figure 1

This scenario does not correspond to a behaviour that is specified
in the MSC model of Figure 4 because after the second on event
that initializes the Sensor, there must be a pressure event in which
the sensor inputs data in the database before any query event can
occur.

This scenario will however be present in every concurrent state
machine model consistent with the MSC model, because as far as
each component is concerned, the scenario proceeds as specified
in the MSC model. For example the Control component that
generates the unexpected query event believes that the scenario
follows the acceptable path StartSensor, SensorSendsData,
StopSensor, StartSensor, SensorSendsData, CommandActuator.
The Database component on the other hand believes the scenario
follows another acceptable path StartSensor, SensorSendsData,
CommandActuator. In this implied scenario, when the query event
occurs, the Control component is not aware that the Sensor has
not yet sent data in the Database after it was last turned on, and
the Database component is not aware that the Sensor has been
turned off and on again.

2.4 Detecting Implied Scenarios

Checking a MSC model for implied scenario does not require the
construction of every concurrent state machine model that is
consistent with the scenarios. If the MSC model describes a
regular language the presence of implied scenario can be verified
by constructing a finite concurrent state machine model My, that
is minimal in the sense that every other concurrent state machine
model M' consistent with the scenarios has at least as much
behaviour as M, i.€. Bh(Mnin) € Bh(M').

The technique for detecting implied scenarios therefore consists
in:

*  constructing for each agent i a deterministic LTS model M; min
that covers exactly the given scenario traces projected on the
agent time line, i.e. Bh(M;min) = Bh(SC)eventsiy;

*  defining the minimal concurrent state machine model My, as
the composition of each of these agent model, i.e. Mmin = (M4
min ” ” Mn min);

e constructing a monolithic LTS model T that captures exactly
the set of global behaviours described by the scenarios, i.e.
Bh(T) = Bh(Sc); and

¢ using the model checking feature of the LTSA toolset to
check whether Bh(Mnin) € Bh(T).

If the inclusion does not hold, the model checker will generate a
trace tr of Mnmin up to the point where it first deviates from T. By
construction, M, is consistent with the scenario-based model and
it can be shown that this behaviour model is minimal [21]. It
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results that every counter-example tr generated by model checking
the above inclusion is an implied scenario.

As an example, Fig. 3 shows the LTS model for the Control
components that is synthesized from the MSC model of Figure 3.

on query data

off !

command

Figure 3 — LTS of Control component

The minimal concurrent state machine model for the scenarios in
Figure 1 is obtained as the composition of the minimal LTS
model for the Sensor, Database, Control and Actuator
components. Model checking trace inclusion against the LTS
model T for the Boiler control system generates the implied
scenario of Figure 2.

2.5 Model Elaboration with Implied

Scenarios

An implied scenario may or may not correspond to acceptable
system behaviour. In [21], we proposed a model elaboration
process in which stakeholders use the feedback provided by
implied scenarios to elaborate the scenario-based model with
additional positive and negative scenarios.

When an implied scenario is detected, stakeholders are requested
to decide whether the sequence of events described by the implied
scenario is allowed to happen or not. If they decide it is allowed to
happen, they have to specify how the scenario should continue
and add this scenario as a positive scenario in the hMSC graph. If
they decide the sequence of events is not allowed to happen (or is
impossible to occur in the application domain), they can specify
the unwanted behaviour as a negative scenario.

For example, if the occurrence of the query event in Figure 2 is
considered to be acceptable system behaviour, a new positive
scenario that describes how the database should react to this query
will be added to the set of positive scenarios. If on the other hand,
the occurrence of the query event in Fig 4 represents an
unacceptable behaviour, the scenario will be declared as a
negative scenario.

The technique for detecting implied scenarios has been adapted so
as to be able to detect implied scenarios in the presence of
negative scenarios. The process of identifying implied scenarios
and enriching the scenario-based model with positive and
negative scenarios is iterative and may continue until no more
implied scenarios are detected.

Note that documenting unacceptable system behaviours as
negative scenarios does not actually solve the problem exposed by
implied scenarios; any concurrent state machine consistent with
the initial set of positive scenarios will still produce the rejected
implied scenarios. The only way to remove the unwanted
behaviours will be to eventually modify the behaviours described
in the initial set of positive scenarios.

In the steam boiler example, one way to avoid the implied
scenario of Fig 2 consists in changing the behaviours described in
the MSC model of Fig 1 so that the Database component is
informed by the Control component every time the Sensor is
turned on and off.
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Avoiding unacceptable implied scenarios requires making design
decisions in which the system behaviours described in the initial
scenarios are modified, possibly by removing some scenarios, by
changing the sequential order of some events, by introducing new
events or even by introducing new agents into the system. Such
design decisions however require that the implied scenarios have
first been validated as positive or negative scenarios.

3. INPUT-OUTPUT IMPLIED SCENARIOS
3.1 Motivation

The ability to declare which events are monitored and controlled
by each agent is an essential feature of requirements modelling
languages [18, 11, 14]. The events controlled by an agent are
those that can be performed or initiated by that agent; the events
monitored by an agent are those whose occurrences are observed
by the agent. In MSC models, the monitoring and control
capabilities of agents are naturally given by the directions of the
arrows; an event is controlled by the source agent and monitored
by the target agent.

The monitoring and control capabilities of an agent constrain
what behaviours can be required of that agent. The description of
the behaviours of an agent must satisfy the following three
conditions [23]: (i) it must be defined entirely in terms of the
agent's monitored and controlled events, (ii) it cannot constrain
the occurrences of the agent's monitored events, and (iii) it cannot
refer to the future occurrences of monitored events. (See [14] for a
formal, characterization of such conditions.)

Any LTS model inferred from scenarios should satisfy these three
conditions. The definition of consistency between MSC and LTS
models in Section 2.3 takes into consideration condition (i) by
requiring the LTS of a component to be defined only in terms of
the events in which this component is involved in the scenarios.
Condition (iii) is always satisfied in a formalism based on state
transitions such as LTS. However, condition (ii) is not taken into
consideration. The standard definition of implied scenarios is
based on a model of concurrent state machines in which no
distinction is made between the events that are monitored and
controlled by an agent. The direction of the arrows in the MSC
model is simply ignored in the LTS model. This may result in
LTS models in which an agent prevents the occurrence of one of
its monitored events, thereby violating condition (ii). Important
flaws in the scenarios may therefore remain undetected.

Client Seller Delivery Dpt. Client Seller Delivery Dpt.
requestA . requestB .
deliveryOrder deliveryOrder 9
deliveryA deliveryB———
Scenario A Scenario B

Figure 4 - Scenarios for an order delivery system

Consider for example the two very simple scenarios for a small
order delivery system shown in Figure 4. Scenario A describes a
client requesting product A to a seller agent, who then sends a
delivery order to the delivery department that then delivers the
requested product to the client. Scenario B is similar except that
product B is requested and delivered.

A problem in these scenarios is that the delivery department
receives the same deliveryOrder event regardless of whether the
requested product is A or B so that it doesn't know which product
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needs to be delivered. This model however has no implied
scenarios.

Figure 5 shows the LTS of the minimal concurrent state machine
model inferred from these scenarios. The LTS for the
DeliveryDprt shows that after a deliveryOrder, this agent is free to
perform either a deliveryA or a deliveryB. However, the System
LTS model, obtained as the parallel composition of the Client,
Seller and DelDprt LTSs, shows that after each requestA or
requestB, the correct product will be delivered. The reason is that
in the Client LTS after a requestA the LTS only accepts deliveryA
and after a requestB it only accepts deliveryB. In the LTS model, it
is therefore the client who ensures that the correct product is
delivered by controlling the occurrences of deliveryA and
deliveryB events. The synthesized LTS model is in contradiction
with the scenario-based model in which the occurrences of these
events are controlled by the delivery department, not the Client.

A fundamental rule -corresponding to condition (ii) above- that
should be satisfied when synthesizing concurrent state machine
models from scenarios is that an agent should not constrain the
occurrences of its monitored events.

In the context of LTS models, what is meant for an agent to
constrain an event is defined as follows.

Definition (control of events in LTS models). An event is said to
be constrained in a LTS if and only if there is some state in the
LTS from which there is no outgoing transition labeled with that
event.

requestA
delivervB
deliveryA

DelD prt deliveryOrder

@ ©

{deliveryA, deliveryB}

requestA

Seller requestB D

deliveryOrder
deliveryOrder

requestA

requestB deliveryOrder deliveryOrder

SYSTEM

deliveryB

deliveryA

Figure 5 - LTS models for the Delivery system
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