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Abstract—This paper studies interference exploitation tech-
niques for secure beamforming design in simultaneous wireless
information and power transfer in multiple-input single-output
systems. In particular, multiuser interference (MUI) and arti-
ficially generated noise (AN) signals are designed as construc-
tive to the information receivers (IRs) yet kept disruptive to
potential eavesdropping by the energy receivers. The objective
is to improve the received signal-to-interference and noise ratio
(SINR) at the IRs by exploiting the MUI and AN power in an
attempt to minimize the total transmit power. We first propose
second-order cone programming-based solutions for the perfect
channel state information (CSI) case by defining strong upper and
lower bounds on the energy harvesting (EH) constraints. We then
provide semidefinite programming-based solutions for the prob-
lems. In addition, we also solve the worst case harvested energy
maximization problem under the proposed bounds. Finally,
robust beamforming approaches based on the above are derived
for the case of imperfect CSI. Our results demonstrate that
the proposed constructive interference precoding schemes yield
huge saving in transmit power over conventional interference
management schemes. Most importantly, they show that, while
the statistical constraints of conventional approaches may lead
to instantaneous SINR as well as EH outages, the instantaneous
constraints of our approaches guarantee both constraints at every
symbol period.

Index Terms—SWIPT, energy harvesting, secure SWIPT, con-
structive interference, interference exploitation.

I. INTRODUCTION

IMULTANEOUS wireless information and power transfer
(SWIPT) has attracted a huge upsurge of interest in recent
years due to its potential towards energy-efficient networks.
SWIPT is particularly attractive in low energy-demanding
scenarios to power battery-constrained wireless devices in
which replacing or even recharging the battery is generally
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difficult. However, conventional wireless transceivers that are
optimal for information-only operation, may not be optimal
for SWIPT since information and energy receivers operate at
very different power sensitivity level [1]. Hence, a new set
of optimization schemes are needed in order to make SWIPT
practically appealing.

Since energy receivers (ERs) operate at significantly higher
power level compared to information receivers (IRs), it is
generally assumed that the receivers located within the vicinity
of the transmitter are scheduled for energy harvesting (EH)
while those located relatively further are intended for infor-
mation transmission. Thus SWIPT becomes more viable in
fifth-generation (5G) and beyond communication systems in
which operators are expected to deploy a large number of
base stations (BSs) in a smaller area even at a distance of
tens of meters [2]. A key architectural design for 5G involves
heterogeneous networks (HetNets), in which the BSs and
the users are associated in multiple tiers with heterogeneous
cell coverage areas. An inherent detrimental element in such
network architectures is the co-tier and inter-tier interference.
In fact, the sky-high spectral efficiency and energy efficiency
envisaged in 5G communication networks vastly depends on
appropriate interference management schemes [2]. However,
as opposed to the conventional view of interference, we recog-
nize that interference signals transport valuable energy to the
ERs struggling to continue their operation due to insufficient
power in stock. Thus ERs in future wireless networks may
have access to higher power levels for energy scavenging.
On the other hand, with access to stronger signals than the
IRs, malicious ERs may pose potential security threats to the
messages transmitted to the IRs. Thus developing appropriate
security measures for SWIPT is also crucial [3], [4]. This
motivates us to consider interference-aided security design for
SWIPT communications in this paper.

Recently, a new branch of research has opened the window
for data-aided beamforming for exploiting interference power
in the downlink transmission [5]-[11]. The basic concept
is to judiciously correlate interference signals among spatial
streams rather than the conventional approach of fully decorre-
lating them. This constructive interference (CI) is designed on
a per symbol basis and hence is modulation dependent. While
most of the existing works on constructive interference focus
on conventional downlink beamforming transmission [5]-[11],
CI has been effectively used for physical layer security in
[12], [13]. More recently, the authors of [14] and [15] consid-
ered a two-cell relay network, where each cell has one uplink
and one downlink data traffic requirement. The proposed
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interference alignment techniques in [14] align interference
away from the useful signals by designing various transmit
and receive schemes, whereas the schemes proposed in [16]
exploit the overheard signals from the adjacent cell to improve
the quality of signal reception in both cells. MMSE-based
multiuser precoders have been proposed in [17] for reducing
information leakage in a two-way relaying system. Note,
however, that the above works consider different scenarios,
either multicell communication or relay links, whereas our
focus is on downlink transmission. More importantly, none
of the above works designs explicit optimization formulations
to exploit the interfering symbols and obtain a constructive
(destructive) overlap with the expected signal at the IRs (Eves).
Accordingly, these are distinct contributions to our work,
whereas in our proposed schemes, we exploit the knowledge of
data and CSI to develop more efficient secure precoding tech-
niques. On the other hand, interference-aided SWIPT has been
considered more recently in [18]. However, to the best of our
knowledge, none of the above approaches considered exploit-
ing interference for simultaneous information and power trans-
mission, while securing the data from potential eavesdroppers.

In this paper, we consider a multiple-input single-output
(MISO) downlink system where the transmitter aims at send-
ing secret messages to a set of IRs, as well as wireless energy
to a mutually exclusive group of ERs. Since the transmitter is
required to secure the privacy of the IRs’ messages, it needs to
secure the message signals against potential eavesdropping by
the ERs. Thus the ERs are legitimate users of the network for
energy scavenging only. Our aim is to exploit the knowledge
of multiuser interference (MUI) available at the transmitter as
well as artificially generated noise (AN) signals for improving
security in this SWIPT communication. Towards this end,
we adjust the phase of the MUI and redesign AN signals in
the form of constructive interference to the IRs while keeping
these interferences disruptive to potential eavesdropping by
the ERs. At the same time, the AN works as a vehicle for
transporting energy. We aim at minimizing the total transmit
power while guaranteeing the required SINR at the IRs as
well as degrading the ERs” SINR below certain threshold. The
energy harvesting requirements at the ERs are also guaranteed
simultaneously. Note that the addition of security constraints
introduces significant new challenges in the optimisation prob-
lem, which we will demonstrate in Section IV. The proposed
constructive interference-based SWIPT precoding schemes
offer fourfold benefits compared to conventional AN-based
physical-layer security schemes considered in [19] and [20]
as well as conventional secure SWIPT schemes designed
in [3], [4], and [21]. Firstly, the constructive interference
power greatly contributes to the received SINR at the IRs as
opposed to the detrimental MUI in conventional interference
management schemes. Secondly, to achieve a predefined level
of SINR at the IRs, constructive interference based precoding
scheme requires lower power compared to conventional pre-
coding schemes thus reducing inter-user, inter-tier, and inter-
cell interferences. Thirdly, the surplus power can be easily
injected to the AN signal in order to boost the harvested energy
at the ERs. Finally, since the proposed schemes work on a
symbol-by-symbol basis, they can guarantee all the SINR, EH,
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and secrecy constraints on an instantaneous basis, as opposed
to conventional secure SWIPT that can lead to instantaneous
signal or energy outages.'

Both perfect and imperfect channel state information (CSI)
cases have been investigated. The problem is non-convex in
both cases, with second-order constraints. Although the SINR
constraints considered in the power minimization problem
can be transformed into convex conic constraints in closed
form, the instantaneous (per symbol) EH constraints pose
the biggest challenge® in exploiting interference for secure
SWIPT. By defining strong upper and lower bounds on the EH
constraints, we first propose second-order cone programming
(SOCP) based solutions for the perfect CSI case. In order to
investigate the tightness of the bounds, we then provide semi-
definite programming (SDP) based solutions for the problems
as benchmarks. Note that the SDP formulation has been proven
very efficient in solving many non-convex problems [22].
In addition, we also solve the worst-case harvested energy
maximization problem under the proposed bounds. Numerical
simulations demonstrate that the proposed constructive inter-
ference precoding approaches yield superior performance over
conventional schemes in terms of transmit power as well as
harvested energy. For clarity, the contributions in this paper
can be summarized as follows:

1) We first consider the case when CSI is perfectly known
and design a phase-shift keying (PSK) modulation based
secure precoding scheme such that the MUI and AN is
constructive to the IR thus reducing the required tran-
sit power for given quality-of-service (QoS) constraints.
In order to tackle the non-convex energy harvesting
constraints, we derive tight upper and lower bounds for
the power minimization problem. SDP based solutions
have also been derived for both upper and lower bounds.

2) Then, we derive a quadrature-amplitude modulation
(QAM) based secure precoding scheme for multi-level
modulations.

3) Finally, we design worst-case robust secure precoders for
SWIPT in the presence of imperfect CSI of all the nodes
for both PSK and QAM modulations.

In all cases, the proposed schemes outperform the conventional
AN-aided secure precoding schemes.

The rest of this paper is organized as follows. In Section II,
the system model of a secret MISO downlink system for
SWIPT is introduced. The conventional SINR-constrained
power minimization problem is discussed in Section III for
the perfect CSI case whereas in Section IV, constructive
AN-based solutions to the same problem have been devised
for secure SWIPT. Next, we extend the analyses to QAM
constellation schemes in Section VI considering perfect CSI.
Finally, in Section VII, we develop robust constructive interfer-
ence precoding schemes for both PSK and QAM modulations.
Section VIII presents the simulation results that justify the sig-
nificance of the proposed algorithms under various scenarios.
Concluding remarks are provided in Section IX.

This is demonstrated through computer simulations in Section VIIL.
>The exact technical challenge will be illustrated later in Section IV.
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Fig. 1. System model for secure SWIPT with untrusted energy receivers.

II. SYSTEM MODEL

We consider a MISO downlink system where the transmitter
(BS) equipped with Nt transmit antennas intends to transmit
secret information to L IRs as well as wireless power to
K ERs. Note that the BS plays a hybrid role transmitting
both energy and information, as opposed to separate power
beacons and information transmitters for powering the energy
scavenging nodes considered in [23]. The IR and Eves are all
equipped with a single antenna.> We also assume that the IRs
are trustworthy for information reception, whereas the ERs
are trustworthy for energy harvesting only. It may happen
in practice, however, that some of the ERs are inquisitive
to the secret messages transmitted to the IRs and intend to
overhear the information signal. Thus, the BS needs to deploy
appropriate mechanisms to block potential eavesdropping by
the ERs. Hence in order to keep the ERs blind about the secret
messages, the BS injects AN signals into the transmit signal
in an attempt to reduce the received SINRs at the Eves. Thus
the received signal at the [th IR and that at the kth ER are
given, respectively, by yq,; and ye x:

L, (1
K, )

where hg; and h, j; are the Nt x 1 complex channel vectors
between the BS and the /th IR and between the BS and the kth
Eve, respectively, nq; ~ CN(0,03) and nej ~ CN(0,02)
are the additive Gaussian noises at the /th IR and the kth Eve,
respectively. The BS chooses the Nt x 1 transmit signal vector
x as the sum of information beamforming vectors by ;54,1 =

., L, and the N7 x 1 AN vector z such that the baseband
transmit signal is given by

Yd,i = thJer nq,, forl=1,...,
Yo,k = ther Nek, for k=1,...,

L

X = E ba,5q4, + z,
=1

3)

3Since our intention is to present the proposed constructive interference
based secure precoding schemes to the readers in an easy-to-access manner,
we restrict our analysis to the MISO eavesdropping scenario. However, for the
general MIMO eavesdropping case, the generalization is straightforward by
replacing the vector channels with matrices. As such, one needs to concatenate
the channel matrices into vectors and do minor modifications in the required
transformations to formulate the proposed SOCP solutions.
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where sq; = /%4t ~ CN(0,1) is the unit-amplitude confi-
dential information-bearing symbol for the /th IR.
Accordingly, the received SINR at the /th IR is given by
2
’hgzbd 1‘

Py = ; 4

sh

m#l

hd lbd m

—|— ‘hdlz

2
+ 03

and that at the kth ER intending to wiretap the Ith IR’s signal
is given by

2
T
‘he kbd.l‘

l
rf) -

s

. VI, V. (5)

g‘ml

m#l

hekbdm‘ + |b, ‘ + o2

On the other hand, the average harvested power (i.e., harvested
energy per unit time) at the kth ER can be expressed as

Rl = Z [Zbar* + bz 402 ). ©
where ¢ is the conversion efficiency of the energy transducers
from RF domain to electrical domain.

III. CONVENTIONAL AVERAGE POWER MINIMIZATION

In this section, we assume that perfect CSI of all nodes
is available at the transmitter. This is practicable in the
considered system model since both the IRs and the ERs are
legitimate users of the system for different services namely
information and energy, respectively. We consider a power
minimization problem for secure transmission of information
to the IRs under QoS constraints at the IRs as well as secrecy
constraints at the untrusted ERs (with respect to information)
while sustaining their energy harvesting requirements [4].
In order to satisfy these requirements, the conventional power
minimization problem (in statistical sense) is formulated as [3]

L
2 2
> Ibadl® + ]

min (7a)
{baiyz =
" 2
‘hdlbdl‘
t. >4, VI, (7b)
ZZZ#} hdlbdm‘ ""hdzz +03
2
b
< Yes
fior |07 bdm‘ +‘h ‘L2
Yk, VI, (7¢)
Z\h kbdz| +|h? kz| +02 | >, VE, (7d)

where vq is the minimum SINR requirement for correct
detection at the IRs and ~. is the secrecy threshold for
the ERs interception, whereas 7 is the energy harvesting
threshold at the kth ER. The power minimization problem (7)
is non-convex and has been solved considering various system
configurations [3], [4]. We consider the schemes proposed in
[31, [4] as the benchmark schemes. One conventional approach
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is to reformulate problem (7) as an SDP and optimize the
transmit covariance matrices for information and AN signals.
Howeyver, this results in inherent rank constraints on the infor-
mation covariance matrices. Conventionally, the non-convex
rank constraints are dropped so that the relaxed problem can
be solved using existing SDP solvers [24]. Interestingly, it has
been proven in [3] and [4] that for a wide range of practically
representative scenarios, the original problem can be solved
optimally satisfying the rank constraints. Interested readers are
referred to [3] and [4] for further details on the technique.
Although the solutions proposed in [3] and [4] are optimal
from a stochastic viewpoint, the hidden power in the AN
signals has been treated as detrimental for the desired infor-
mation at the IRs, and hence, either nullified or suppressed.
In the following section, we endeavour to develop precoding
schemes exploiting the MUI and AN power constructively for
the desired signal at the IRs.

IV. CONSTRUCTIVE AN-BASED INSTANTANEOUS
POWER MINIMIZATION

By exploiting MUI on a symbol-by-symbol basis, it has
been shown in [3] and [4] that the MUI power can signif-
icantly contribute towards the received SINR at the desired
receiver. The theory and characterization criteria for this
constructive interference have been extensively studied in
[5]-[9] and [25]. To avoid repetition, we refer the reader to
the above works for the details, while here we employ this
concept directly to design our secure beamforming problems
for SWIPT.

Constructive IR Constraints: As in many conventional
beamforming schemes, we assume in this section that full
CSI of all nodes is available at the transmitter.* We aim
at exploiting the available knowledge of MUI as well as
AN to boost the received SINR at the IR in an attempt
to reduce the required transmit power, while guaranteeing
the secrecy and EH constraints for the ERs. We restrict our
analysis in this section to M -PSK modulation, while extension
to other modulation schemes (e.g., M-QAM) is relegated
until Section VI. Now, the MUI and AN signals will be
constructive to the received signal at the IR if they move the
received symbols away from the decision thresholds of the
constellation. These are represented by the red dashed lines
in Fig. 2 for the example of 8-PSK constellation. This can be
effectively done by pushing the decision symbols towards the
constructive regions of the modulation constellation, denoted
by the green shaded areas in Fig. 2. Hence we intend to keep
the angle of the received signal aligned with the angle of the
corresponding desired symbol sq; by appropriately designing
the transmit and AN beamforming vectors.’

In order to align the transmit symbols along the direction
of the /th IR’s modulated symbol sq;, we can subtract the

4Secure beamforming design with imperfect CSI will be studied in
Section VIIL.

5Although we selected 8-PSK as a representative modulation scheme for
exposition in Fig. 2, the proposed algorithms are readily applicable to any
PSK modulation scheme. Indeed, all formulations shown are applicable to
any order PSK modulation, parametric to the angle 6.
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Y

Fig. 2. Constructive interference design for IR with 8-PSK modulation.
The decision thresholds are represented by the red dashed lines and the
constructive regions are denoted by the green shaded areas. The constructive
interference signals move the received symbols at the IR (gq,;) away from
the decision thresholds of the constellation towards the constructive region
of the constellation point of interest. In contrast, the AN signals destructive
to the eavesdroppers push the eavesdroppers’ received signals away from the
constellation point of interest.

phase of sq; from the phase of the corresponding information-
bearing symbol. As such, the transmit signal x can be
expressed as

L
X = Z by me? (Pam=Pat) gy 4 geTIdigy . ®)
m=1

Although in (8), the transmit symbol has been aligned with the
l[-th IR, in general, any of the user’s signal can be chosen as
the reference signal. Assuming constant envelop transmission,
the instantaneous transmit power is given by

2

L
Pr = Z bd7mej(¢d,m—¢d,1) +ze Itat]] 9)

m=1
and the instantaneous harvested power at the kth ER is given
by

L
P}TI: _ th,k Z bdﬂn,ej(d)d"'”_d)d’l) + Ze‘jd’d,l

m=1

(10)

Note that in (8) - (10), any of the IRs” symbols can be taken
as the reference (/) without loss of generality.

For constructive precoding, the MUI and AN signals
received at the IRs are not suppressed or nullified in contrast
to their conventional use (cf. Section III), rather optimized
instantaneously such that they contribute to the received signal
power. Following the constructive interference characterization
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criteria derived in [8] and [9],it can be shown that the received
SINR (4) at the I[th IR can be rewritten as

2
T L
‘hd,l (Zm,:l bd,msd,m, + Z)

2
04

Ty, =

(1)

Clearly, it is evident from (11) that the MUI as well as the
AN are now contributing to the desired signal power. Thus the
received SINR at the IR has effectively turned to SNR after
applying constructive precoding. However, the SINR at the kth
ER remains the same as in (5) since no interference/AN signal
has been made constructive to the ERs.

Now, our target is to design the signal and AN beam-
forming vectors such that the constructive SINR (11)
becomes achievable at the IRs. Let us denote gq;
hg,l (Zi:l bd7mej(¢d,m_¢d,l) + ze %
signal ignoring the AWGN at the Ith IR, and ar; and o as
the abscissa and the ordinate of the phase-adjusted signal g ,
respectively. Applying basic geometric principles to Fig. 2,
it can be observed that the interference contaminated received
signal g4 lays on the constructive zone of the desired symbol
54,1 as long as the following condition is satisfied

) as the received

h<ga<b, ie. M <o, (12)
AR, — Vd
where 0 = w/M, M is the constellation size and 7q £

0dv/I'q. Thus the SINR constraint (7b) can be expressed as
the following constraint [9]

L
& {hgl <Z by mej(ﬁbd,m*(bd,l) + zej¢d,l> }‘
/ m=1
L
< [5}? {thu <Z by, el (Pam—¢ar) 4 zem‘“) }
m=1

— 04,1\/7d] tan 6,

where R{x} and S{x} indicate the real and imaginary parts
of the complex number x, respectively.

Note that the phases of the MUI and the AN signals in (13)
have been shifted by the phase of the desired symbol sq ;.
We note that this signal alignment will only hold for the
structure of the [th IR’s channel hq ;, while there will be no
such alignment for the ERs’ channels he .,k = 1,--- | K,
which are assumed statistically independent.

Destructive Eavesdropping Constraints: Now, we deal with
the instantaneous eavesdropping constraint. The aim is to
design the signal and AN beamformers such that the MUI and
AN signals are as disruptive as possible to the ERs’ detection
while satisfying their instantaneous EH constraints. As long as
the ERs’ channel knowledge is available at the transmitter, one
can do so by pushing the received signals at the ERs away from
the decision thresholds (towards the corresponding red zone
in Fig. 2, i.e., |¢e x| > 0). This makes correct detection more
challenging for the ERs by reducing the received SINR. The
benefit is that the given secrecy constraints can be guaranteed
on a symbol-by-symbol basis, rather than the conventional
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statistical guarantees [3], [4], which are prone to instantaneous
outages.®

Thus the SINR restriction constraints at the ERs can be
represented by the following system of inequalities

L
{hgk (Z bd,m,ej(¢d"’”_¢dvl) —+ Ze_j¢d,l> }
m=1
L
m=1

— Oe\/Ve) tané, Vk. (14a)
>

-

<Zbd J(Pa,m— ¢d1)+ze ]¢dl>}

(%{ <Z ba.m oI (@d,m— ¢d1)+ze j(bd:)}
m=1

— Oev/Ve) tand, Vk. (14b)

Thus exploiting the knowledge of the interfering signals (MUI
and AN in this case), the constructive precoding design
problem with the secrecy power minimization objective can
be formulated as

min b J(Sam—¢a1) 4 ge—ida. 15a
(i mz; dm (152)
s.t. Constraints (14a) and (14b) satisfied, (15b)

L
& {hg:l <Z bd’mej(ﬁbd,m*(bd,l) + zej¢d,l> }‘
m=1
( { <Zbd J(ba,m— ¢dl)+ze J¢d1>}
m=1

—04y/Yd) tané, VI, (15c)
2
<Zbd I(@am=dar) 4 ge~ m‘”) 2 Mk
Yk, (15d)

where 7, = 1y, /€, V.

_ For notational simplicit)i, let us now define N1 x 1 vectors
ha, AL hd’lej(¢d,17¢d,l), he & 2 he’kej((bd,l*(ﬁd,l)’ and w 2
an:l bdﬂn,ej(qbdv""_qbdvl) + ze 741 Then the problem (15)
can be represented as the following instantaneous secrecy

power minimization problem for SWIPT:

min [w]? (16a)
s.t. ‘S {ﬁglw}‘ < (%{ﬁg’lw} — Jd\/'y_d) tanf, VI,
(16b)
R {flgkw} (?R {fle kw} - Ue\/%) tand, Vk,
(16c)
-9 {fleTkw} < (%{BT,CW} — Ue\/'%) tanf, Vk,
(16d)
‘ fleT,kWH2 > iy, Vk. (16¢)

This is demonstrated through numerical simulations in Section VIIL
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Note that the problem (16) forms a virtual multicasting
secrecy optimization problem for SWIPT with only one vector
variable w to be optimized. Apparently, problem (16) looks
simpler. However, the problem is in fact nonconvex due to
the EH constraint (16e) and the solution to this problem is
not tractable. The main challenge arises from the fact that
the instantancous EH constraint (16e) cannot be convexi-
fied using standard optimization techniques in closed form.
In conventional optimization schemes for SWIPT, the EH
constraint is generally transformed to a trace (of a matrix)
constraint, which is convex [3], [4], [21]. However, this cannot
be straightforwardly applied to the data-aided instantaneous
EH constraint (16e). Hence in the following, we endeavour to
develop SOCP based approximate solutions for problem (16)
by defining appropriate bounds.

A. SOCP Upper Bound Solution

In order to obtain an upper bounding solution to prob-
lem (16) we need to approximate the non-convex con-
straint (16e) with a convex one that always satisfies (16e).
From (16c¢), we have

) {ngw} > (3% {ngw} —ae\/%) tanf>0, Vk. (17)
Thus in order to bound (16e), we consider the inequality

S{flzkw} > %{ﬁzkw} tan 6. (18)

Because R {flgkw tanf > (8? le:kW — Ocy/Te ) tan 0,
it is true that whenever (18) holds, inequality (17) holds as
well since aeﬁ is nonnegative. Combining inequality (18)

: rT
with Hhe’kw

so that we can replace (16e) with
R {flgkw} (?R {flgk,w} + 3 {flgkw} tan@) > Nk, Vk.
(20)

‘ yields

fleTJCWH2 =R {szw}z + 9 {szw}z >R {szw}z

+S {flgkw} R {flgkw} tanf (19)

Note that (20) is a stricter constraint compared to (16e). Thus
replacing (16e) by (20) will provide an upper bound solution
for problem (16). Although (20) is still non-convex, it can be
transformed into a convex constraint by defining two positive
real-valued slack variables 71, > 0,723 > 0, Vk such that:

i = %{ngw} Q1
rop =R {BZkW} +3 {flgkw} tan 6 (22)
r1kT2,k 2> Tk, V. (23)

Constraint (23) is a restricted hyperbolic constraint of the form
yz > 22y, 2z > 0, with y = Tik, 2 = rok and x = /7,
which is equivalent to the convex rotated second-order cone
(SOC) constraint [22]

1)

(24)

’§y+z
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By transforming the EH constraint (23) into a rotated SOC
constraint and enforcing (17), problem (16) becomes

min
W,T1,ksT2,k

(25a)

[wl

s.t. | {flch,lWH < (5}% {flCTuw} - Ue\/'%) tanf, V,
(25b)
(25¢)

S {bfw} = (R{BIw})tano, vk,
R

{BIiw}—ooy3) tand, Vk,
(25d)
(25¢)

ok =R {ngw} T3 {ﬁgkw} tand, Yk, (25f)

2/
L _nk } H <rix+rer, VK, (25g)
1,k — T2,k
rip >0, ror >0, Vk. (25h)

Note that problem (25) is now convex and can be optimally
solved using existing SOCP solvers [24]. In addition, notice
that constraints (16¢) and (16e) has been replaced by (25c)
and (25e) - (25h), which always satisfy the original constraints
according to (18) and (19), respectively. Hence, the optimal
solution of (25) provides an upper bound to the original
problem.

B. SOCP Lower Bound Solution

In order to obtain a lower bound solution to problem (16),
we bound the non-convex constraint (16e) from below. This
can be achieved by relaxing the energy harvesting con-
straint (16e). Now, inequalities (16c) and (16d), respectively,
state that

%{flzkw} > (%{ﬁgkw} — Oer/Ye) tan®,  (26)
—%{ﬁzkw} < (%{ﬁgkw} — Oey/7e) tan 6. (27)

Hence, it is true that %{flgkw} > (), and we have
oev/7e — S{hI w}/tand < R{hZ, w} < S{hl, w}/tano
-l-oe\/’ﬁ (28)

Combining the fact that %{BET,CW} < %{ngw}/taHG +
Ter/Ye With (16e) yields

(S{hlyw}/tan6 + ooy/70)® + S{hE,w}> > (29)
- 1 ~ 20¢./7.
%{thW}Q(l + tan? 9) + %{hg’kw} tzir\l/ﬂ_e + 06\/%
- 7>0. (30

Essentially, due to inequality (28), it is true that

(%{flgkw}/tanﬁ +0ev/7e)? + S{ﬁZkW}Q > %{ﬁZkW}Q
+ ${hl, W} 3D

Note that (31) is a second-order inequality, which is solvable

when the discriminant is non-negative. This observation leads
to the following condition:

Ay, = 47, (1 + ) — 402, > 0.

32
tan? 6 (32)
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Under condition (32) and given the fact that S{flgkw} >0,
inequality (30) can be simplified to

—0ey/Ve/ tan 0 + /(1 + 1/ tan? 0) — 027,
1+1/tan?6 '

%{ngw} >
(33)

Note that it is possible that condition (33) is bounded from
below. Thus condition (33) can be used as a lower bound
instead of the inequality (16e). Accordingly, the lower bound
problem is formulated as

min ||w|’ (34a)
s.t. Constraints (16b), (16¢), (16d), (34b)
constraint (33) whenever Ay, > 0, (34c¢)

which is a linear programming problem. Problem (34) can
be optimally solved using existing convex optimization tool-
boxes [24].

V. SDP-BASED SOLUTIONS

Any SOCP constraint of the form 22 < yz, y, z > 0 can be
transformed into an SDP constraint according to the following
lemma [22]:

2? <yu, y,z>0@[i j]w. (35)
We apply this lemma in order to derive corresponding SDP
solutions for the problems (25) and (34).

A. SDP Upper Bound Solution

In this subsection, we provide the SDP upper bound solution
of (25) for completeness. In the SDP formulation, we do not
need to define any slack variable, e.g., 71 72%. Thus we
obtain the SDP formulation of problem (25) as

min ||w]? (36a)
s.v‘;,. Constraint (25b) — (25d), (36b)
R {ﬁgkw} Mk
Vil %{ngw} +%{ﬁ§kw}tan9
=0, Vk, VI. (36c)

B. SDP Lower Bound Solution

While the SDP upper bound formulation (36) provides
some alternative solution to the original problem, SDP lower
bound solution has some interesting practical significance.
In particular, we do not need to relax the EH constraint in
the SDP lower bound formulation. In order to derive the SDP
lower bound solution of (16), we denote N1 X N7 matrix
W £ ww!. However, this is a strict equality constraint,
which requires the matrix W be of rank one. As discussed in
Section III, the rank constraint on W is nonconvex. In order
to get around it, we replace the strict equality constraint by
the inequality constraint W = ww*’. Thus we obtain the SDP
formulation of (16) as

min tr (W)

w,

(37a)
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TABLE I

COMPLEXITY ORDER OF THE CONVENTIONAL
AND PROPOSED APPROACHES

Problem Complexity Order

In(1/€)\/KL+ K + L+ (L+1)N3[ne(ne + 1)
X(KL+ K+ L)4+n3, n.=0(L+1)N2
In(1/€)y/(6K + L + 3)n1[(n1 + 1)(6K + L) + 9K
+n1], n1 = O(Nt)

In(1/e)v/3K + Lnz[(n2 + 1)(3K + L) + n2],

ng = O(NT)

In(1/€)y/(6K + L + 3)n3[(n3 + 1)(6K + L) + 9K
+n3], n3 = O(Nt)

In(1/€)+/(K + 1)(Nt + 1) + 2Kna[(K + 1)(Nt
+1)2(N7 + ng + 1) + 4K +n2],

ng = O(N2 + N7)

Problem (7)

Problem (25)

Problem (34)

Problem (36)

Problem (37)

s.t. Constraint (16b) — (164d), (37b)

R {ir (B (hZW) | \/”_k] =0, Vi (37c)
T 1

{W w (37d)

-
W 1}_0.

SDP problems (36) and (37) can be solved efficiently using
CVX [24]. Note that a rank-one W always solves prob-
lem (37) optimally.

Remark 1: Note that depending on the system parameters,
ie., K, L, and N, SOCP may have higher complexity than
SDP and vice versa. The complexity order of the conven-
tional solution (Section III) and the proposed SOCP and SDP
solutions are given in Table I based on interior-point method
based solvers [24]. In this context, we would like to emphasize
that the SOCP in (25) and the SDP in (36) actually have
identical computational complexity. However, we note some
performance gain in terms of transmit power (see Fig. 4) from
the SDP solution as compared with the corresponding SOCP
solution. Similar behaviour has also been observed in [18].
However, such a gain is not obvious (see Fig. 9). This actually
motivated us to study both schemes for the non-convex secrecy
power minimization problem in the interest of completeness
for interested readers. The network designer may choose the
appropriate solution depending on the available resources.

VI. CONSTRUCTIVE INTERFERENCE PRECODING
FOR QAM MODULATION

As mentioned earlier, constructive interference precoding is
modulation-specific. In the previous two sections, we designed
secure precoding schemes for M-PSK modulation. In this
section, we focus on secure constructive interference precod-
ing for the M-QAM scheme. Fig. 3 depicts the conceptual
framework of 16-QAM constellation based on binary mapping.
Constructive precoding for QAM has been studied in [26]
for information transmission only. Although it is notationally
difficult to generalize to generic QAM [26], [27], we note that
the proposed idea can be readily extended to arbitrary modu-
lations [9]. However, defining secure regions in the presence
of potential eavesdroppers based on destructive interference
is significantly challenging and is still unexplored. In the
following, we discuss interference exploitation schemes based
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Fig. 3. Constructive framework of 16-QAM constellation based on binary
mapping. The number in each box indicates the binary-coded decimal equiv-
alent. The fading colors in the outer boxes indicate the open constructive
regions while the solid color in the inner boxes indicate closed regions.

on 16-QAM for downlink secure SWIPT systems. For ease
of exposition, we divide different constellation points into
different color zones in Fig. 3.

Note that the transmit symbols mapped within the ‘red’
zone are surrounded by the decision boundaries and hence
there is no margin for constructive precoding for transmitting
these symbols to the IRs. The IRs’ SINR constraints should
guarantee the exact constellation points subject to 4. How-
ever, the destructive regions for the ERs are still exploitable.
Thus for transmit symbols within the ‘red’ zone, we define
the secrecy SINR constraints as

Cl: %{ﬁ§7lw}zadm%{sd,l}, forl=1,....L, (38
C2: S {fl§7lw}zad\/ﬂg{sd71}, forl=1,...,L, (39)
C3: }%{ngw}‘zae\/ﬁ%{sd,l}, fork=1,....K, (40)
C4: ‘%{ngw}‘zae\/%%{sd,l}, fork=1,....K. (41)

For transmit symbols within the ‘yellow’ zone ‘4 —8—-7—11",
the constructive SINR constraints should aim at pushing the
quadrature amplitude at the IRs away from the decision
thresholds. However, the in-phase amplitude should match
that of the exact constellation points. We keep the quadrature
amplitude of the ERs’ received signals open along the reverse
direction of the desired symbols. Thus we define the secrecy
SINR constraints as

Cl: %{Bglw}:ad\m—dm{sd,l}, forl=1,...,L, (42)
c2: ‘s{ﬁglw}‘zad\/y—ds{sd,l}, forl=1,...,L, (43)
C3: ‘%{ngw}‘zoe\/’%%{sw}, fork=1,...,K, (44)
C4: ’%{szw}‘goeﬂ%{sw}, fork=1,...,K. (45)

In a similar fashion, we define the constructive zone for
transmit symbols within the ‘yellow’ zone ‘1 —2 — 13 — 14°,
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and define the secrecy SINR constraints as

Cl: %{ﬁilw}‘ZUd\/'y_d%{sdJ}, forl=1,...,L, (46)
Cc2: {flglw} =0av/7YaS{saq,}, forl=1,...,L, 47)
C3: %{flgkw}‘gae\/ﬁ%{sw}, fork=1,...,K, (48)
C4: & {Bka}‘ >0 /VeS{sd,1}, fork=1,....,K. (49)

For transmit symbols within the ‘green’ zones, we have the
widest constructive precoding zones, and note that these are
identical to the QPSK case. Following the concept discussed
in Section IV for M-PSK modulation, we define the secrecy
SINR constraints as

Cl: %{Bg’lw}‘zad\/ﬁﬂ?{sd,l}, fori=1,...,L, (50)
C2: S{fldT’leZJd\/%S{sd,l}, forl=1,....L, (51)
C3: &e{ﬁgkw}‘gaemm{sd,l}, for k=1,...,K, (52)
C4: S{flgkw}‘gaeﬁ%{su}, for k=1,..., K, (53)

Finally, the energy harvesting constraint for QAM constel-
lations can be bounded following similar approach as for
the PSK modulation. Thus, the constructive interference-aided
upper bound power minimization problem for QAM constel-
lation is formulated as

min  |w] (54a)

W, T1,k,72,k
s.t. Constraints C1-C4, (54b)
i = %{ngw} .V, (54c)

ro = R{BIwh + S {Rlwh, vE (54a)

{2“” N<n¢+m@ vk, (S4e)
T,k — T2k
rip >0, ror >0, VEk. (54f)

Similarly, a lower bound solution can be derived for the 16-
QAM scheme. However, we omit the detailed derivation of
the lower bound solution for brevity.

VII. ROBUST CONSTRUCTIVE INTERFERENCE PRECODING

In the previous sections, we considered constructive inter-
ference based secure beamforming design for SWIPT with
perfect CSI of all nodes available at the transmitter. However,
that is a limiting assumption for many practical wireless
communication systems. Although channel training is possible
in the considered scenario with all the users being actively
served with different services, the estimated CSI is often not
perfect for various reasons. Hence in this section, we study
robust CI beamforming design for scenarios when the available
CSI is imperfect.

We model the imperfect CSI considering the widely used
Gaussian channel error model such that the channel error
vectors have circularly symmetric complex Gaussian (CSCG)
distribution with norm-bounded errors. Thus, the actual chan-
nels between the BS and the /th IR can be modeled as

hg; =ha;+eay, Vi, (55)
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and that between the BS and the kth ER can be modelled as
vk, (56)

he,k’ = he,k’ + €e k,
where lfldJ, VI, and ﬁe,k, Vk, denote the N1 x 1 imperfect esti-
mated CSI available at the BS and eq; € CNtx1 vy €k €
CNtx1 Yk, represent the channel uncertainties such that
llea||? < €2,V and e x||* < €2, Vk, respectively.

A. Conventional AN-Aided Robust Secure Precoding

The conventional AN-aided downlink robust secrecy power
minimization problem with SINR constraints is formulated
as [4]

L
min > b + [ 67
d,1,Z2 T
=1 ) )
‘hd,lde‘
. 1? 3 ) Zﬁyda Vl,
leall<ea 2%2 th’lbd,m’ +’thJz +02
(57b)
2
b, b
max 5 3 < Ye,
Hee,kHSEe Z%;} hgkbd,7r1, + hgkz +062>
vk, Vi, (57¢)
L
2 2
min hl,ba|” + bl z|” + 02 >, Yk
\\ee,k||s6e;| Pt [P
(57d)

Due to the spherical channel uncertainty model, constraints
(57b) and (57c¢) actually involve infinitely many constraints
which makes the problem (57) very difficult to solve. However,
the inequality constraints in (57) can be transformed into
convex linear matrix inequality (LMI) constraints by applying
the S-procedure [4, Lemma 2], and thus problem (57) can be
readily solved using existing solvers. It has been proved in [21]
that whenever problem (57) is feasible, the corresponding
transmit precoding solution is of rank one hence optimal.

B. Constructive Interference Aided Robust Secure Precoding

In this section, we aim at constructive interference based
robust secure precoding design with imperfect knowledge of
all CSI, as opposed to its perfect CSI counterpart in Section I'V.
With the deterministic channel uncertainty model described
above, we consider worst-case based robust design. Based on
the problem formulation in (16) for the perfect CSI case, the CI
based robust power minimization problem for SWIPT can be
formulated as

. 2
min ||wl]|
w

st [3{ (o ear) wh| < (0] (o ear) ]

—Ud\/Fd) tan @, VHedJH <egq, Vi, (58b)

{(ﬁe,k + ee,k)TW} < <% { (ﬁe’k . ee,k)TW}

—Ue\/Fng) tanf, V|lecs] < ce, VE, (58¢)

(58a)

-9
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{ (fle,k + ee,k)T W} > (3? { (fle,k + ee,k)T W}
—ae\/m) tanf, V|lecs]| < co, VE, (58d)

. T
H(h&k —|—ee,k) WH >0k, Veex| <ce, Yk. (58e)

R}

Considering the real and imaginary parts of each complex
vector separately, we have

(59)
(60)

hg; = flR,d,l + jfll,d,z +erd,; +jeral Vi,
W = WR + jWy,

where the subscripts R and [ indicate the real and imaginary
components of the corresponding complex notation, respec-
tively. As such, the real part can be expressed as

R { (fld,z + ed,l)T W}

LT - T T
=hpqWr—h] g Wi+ € qWr—€[q,WI

- Bg’lw1 +é£lW1, (61)

. N T T
A [pT T s, A |.T T

where hg; = [hR!dJ h[,d,l] , €4, = {eR,d,l eI,d,l} > and

2 [T T

wp £ [Wh - W]

can be expressed as

%{(ﬁd —l—ed)TW}

T T T T
== hR,dWR + hI,de + eR’dWR + eI’dWI

}T. Similarly, the imaginary component

=hi,wy + 6] wa, (62)

with wo 2 [wg wIT}T. Thus the constraint (58b) can be
explicitly expressed as the following two constraints

max hlwy +el wy — (ﬁglwl + églwl) tan 6
llea.ill<ea ’ ’ ’
4+ ogy/7atanf < 0 (63)
max  — ljldT’le — édTJwQ - (ljldT’lwl + édT’lwl) tan 6
llea,ilI<ea

+0ay/vd tanf < 0. (64)

Similarly, the constraints (58c) and (58d) can be, respectively,
rewritten as

max —h!,wy—el wy — (bl wi +e&l,wi)tand
lleexll<ee ’ ' ’ '

+ 0ey/Ye tand <0 (65)
min flgka + égka — (flgkwl + égkwl) tan 6

llee,x | <ee
+ 0ey/Ye tan > 0, (66)
_ . . T
where h j, £ [hg& & h{e7 k} . On the other hand, consid-

2 - 2 - 2
ering the fact that ‘ hgkw“ =R {thW} +S {heT,kW} ’

the energy harvesting constraints (58e) can be expressed as

éz:k (Wl + W) €c,k T Qégjk, (Wl + WQ) flng
+h (Wi + Wa) hey >, Yk,
vk,

llee,rll < ee, 67)
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where W; = wyw? and Wy = wowl. Applying
S-procedure [22], the constraint (67) can be expressed as the
following LMI:

He, kINT +Wi+W,
he r (Wi+Ws)

(W1+Ws)he

=0, V.
Re,k

(68)
Here, pie,k = 1,---, K, are the associated slack variables
and Ke,k £ hg,k (W1 + Wg) heJc — Nk — Me,k’gg
By replacing the CSI error bounds in these constraints,
the robust problem (58) can be reformulated as
min

2
(w2l
w1, w2, W1, Wa {1}

(69a)

s.t. l_lcTuwQ — Bglwl tand + g4 ||[wa — wq tan ||

+0ay/7a <0 (69b)
—hi,wy — hi,witanf+eq ||ws + wy tand|
+od4y/7a <0, (69c)
— I_IZ:kWQ — BeTchl tand — g, ||[wa+w1]| tan 6
+ 06/ <0 (69d)
h!\ wy+h!,witand — e |wy + wi | tan 6
+ Oe/7e 2 0, (6%¢)
Constraints (68) satisfied, (69f)
W w
{ wi 1 } =0, [ ] (692)
rank (W) =1, rank (Wy) = (6%h)

Now, the problem (69) can be efficiently solved after rank-
relaxation using existing solvers [24]. The solution is optimal
if rank(W1) = 1 and rank(W3) = 1, in which case it holds
true that W1 = wy * wi and Wy = wo * wl. Otherwise,
one may need to resort to an alternative approach, for example
randomization, to construct rank-one W; and W. Interested
readers are referred to [28] and [29] for different rank-one
solution construction procedures.

C. Robust Power Minimization for QAM Constellation

In this subsection, we study the robust counterpart of the
16-QAM scheme developed in Section VI. The constructive
interference-aided upper bound power minimization problem
with imperfect CSI for QAM constellation can be formu-
lated as

s Wy 2l (70w
st. bl wi +8],w1 = oay/AaR{sas}, VI, (70b)
BdT’le + édT’lWQ § odav/YaS{sa}, VI, (70c)
ngwl + égkwl § oav/YaR{sa.}, VI, Vk,
(70d)
b wy + &l ywa = 0av/AaS{sas}, VI, VE,
(70e)
Constraints (68), (69g) satisfied, (70f)
rank (W) =1, rank (Ws) = 1. (70g)
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TABLE 11
LIST OF ALGORITHMS COMPARED

Legend Algorithm

No Eve CSI (conv) | Conventional isotropic beamforming without eaves-
dropper’s CSI proposed in [19].

Constructive isotropic beamforming without eaves-
dropper’s CSI, i.e., problem (16a)-(16b) ignoring the
remaining constraints.

Conventional AN-aided secure beamforming scheme
discussed in Section III [3].

No Eve CSI (cons)

Full CSI (conv)

Cons UB Constructive AN-aided upper bound solution devel-
oped in Section IV-A.

Cons UB Constructive AN-aided lower bound solution devel-
oped in Section IV-B.

SDP UB SDP formulation of the constructive AN-aided upper
bound solution derived in Section V-A.

SDP LB SDP formulation of the constructive AN-aided lower
bound solution derived in Section V-B.

16-QAM Constructive AN-aided multi-level modulation for 16-

QAM upper bound solution derived in Section VI.
Conventional robust secure beamforming scheme for
SWIPT [21, Problem (16)].

Cl-based robust precoding derived in Section VII-B.

Conv Rob Prec

Const Rob Prec

where § suggests the appropriate direction of the inequalities

based on the transmit symbol mapping shown in the constel-
lation diagram in Fig. 3 and in the explicit expressions in
(38) - (53). Substituting the error bounds, the problem (70)
is solvable using off-the-shelf convex optimization toolboxes
after rank-relaxation.

VIII. SIMULATION RESULTS

In this section, we present numerical simulation results
to evaluate the performance of the proposed constructive
interference based PLS algorithms for wireless data and energy
integrated communications in a MISO wiretap channel. Unless
otherwise specified, QPSK and 16-QAM are the modulation
schemes considered. All the estimated channel vectors are
generated as independent and identically distributed complex
Gaussian random variables with mean zero and the TGn
path-loss model for urban cellular environment is adopted
considering a path-loss exponent of 2.7 [30]. Noise power level
is set to oq = 0. = 1 in all simulations. All simulation results
are averaged over 2000 independent channel realizations,
unless explicitly mentioned. In the following simulations,
we compare the performance of the proposed approaches with
that of the conventional AN-aided precoding scheme in [31]
as the benchmark. The legends in the figures are defined
in Table II.

We first demonstrate the performance of the non-robust
algorithms with perfect CSI. Fig. 4 shows the average instan-
taneous transmit power for the algorithms versus the SINR
threshold at the IRs with Ny = 8, L = 2, K = 4, ', =
—10 (dB), and n = —5 (dBW). It can be seen from Fig. 4
that the constructive interference based schemes significantly
outperform the conventional beamforming schemes in terms of
transmit power. In particular, the proposed schemes for QPSK
modulation require down to 60% of power compared to the
conventional counterpart (plotted with pentagon point marker).
For example, the proposed schemes yield almost 10dB gain for
QPSK modulation at 20dB SINR target. The respective gains
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Fig. 4. Transmit power Pr versus required SINR at IR I'gy with N =
8,L=2,K=4,Tc=—10 (dB), and n = —5 (dBW).
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Fig. 5. Average time complexity per optimization versus the number of
eavesdroppers K with Np =8, L =2, I'y = 15 (dB), I'e = —10 (dB), and
n = —5 (dBW).

still persists for 16-QAM at 12 dB SINR. In addition, while
the target SINR increases, the gap between the conventional
and the proposed schemes keeps increasing, indicating even
better performance at higher SINR targets. Another important
observation is that the performance gap between the proposed
upper and lower bound schemes are really small, which
indicates that the proposed bounds are indeed tight. On the
other hand, the ‘No Eve CSI’ schemes require significantly
higher power, which is vastly dependent on the total transmit
power budget. Interestingly, even without imposing the eaves-
dropping constraints explicitly, the constructive interference
based ‘No Eve CSI’ scheme outperforms the conventional
isotropic beamforming scheme proposed in [19].

Note that in Fig. 4, we have compared the transmit power
requirements of the proposed constructive interference based
schemes with that of the relevant conventional schemes in
[3] and [4]. For the conventional schemes, we plot average
expected transmit power while for the proposed schemes,
we plot the average instantaneous transmit power. However,
the conventional schemes are normally performed per each
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Fig. 6. Instantaneous power allocation between information and AN signals
versus required SINR at IR I'y with No = 8, L = 2, K = 5,7, I'c
—10 (dB), and n = —5 (dBW).

transmission frame while the proposed schemes are performed
for every symbol period. Now, in order to provide a fairer
comparison, we show the average time complexity of the
algorithms per optimization. In Fig. 5, we show the average
execution time of the proposed constructive interference based
schemes as well as the conventional scheme in [3] and [4].
The results in Fig. 5 are produced in an iMac with a 4.2 GHz
Intel Core ¢7 processor and 64 GB 2400 MHz DDR4 RAM
running on MacOS High Sierra version 10.13.4. We solved
the optimization problems using the Matlab based solver
CVX [24]. Clearly, the average execution time of the proposed
SOCP schemes is comparable to that of the conventional
schemes. Note that the average execution time of the SDP
schemes is relatively higher due to the additional constraints
replacing the energy harvesting constraint.

Overall, our proposed approaches require a higher symbol-
by-symbol optimization complexity, and this is shared with all
interference exploitation approaches compared to conventional
schemes [7]-[9], [11]-[13]. We note however, that this com-
plexity involves the BS in the downlink transmission, where
computational resources are far more accessible, and in fact,
it was shown in [32] that there are significant complexity
savings at the MU receivers. Clearly, this complexity increase
at the BS is well motivated by the significant performance
gains from the interference exploitation approach.

In the next couple of examples, we will have a closer look
into the transmit power distribution between the information
and the AN signals to get more insights. Fig. 6 shows the
instantaneous power allocation between information (||bg||?)
and AN signals (||z||?) versus required SINR at IR T'y with
Nr =8,L =2K =5,7,T. = —10 (dB), and n = =5
(dBW), whereas Fig. 7 depicts the same versus eavesdropping
constraints at the ERs I'y with Ny = 8 L = 3, K = 5,
Ty 20 (dB), n —5 (dBW), and QPSK modulation.
In both cases, one can notice that the power allocated to AN
in the conventional scheme is significantly higher compared to
that in the constructive interference schemes. This observation



KHANDAKER et al.: SECURE SWIPT BY EXPLOITING CONSTRUCTIVE INTERFERENCE AND ARTIFICIAL NOISE

30§’

. \,
NS
251 \,:,/\’s
— SO e e B
% \/\* (¢ O- -l _
520 o NITimaell
%’ 20 —*5 ‘‘‘‘‘‘‘‘‘ * -
_CO; =0~ Signal power (conv) S ,
% 15t =%- AN power (conv) '
2 —6— Signal power (Cons UB)
< —#— AN power (Cons UB)
5 i i i
-20 -15 -10 =5 0
Fe (dB)

Fig. 7. Instantaneous power allocation between information and AN signals
versus required SINR at ER I'e with N7 =8, L = 3, K = 5,'q = 20 (dB),
and n = —5 (dBW).

26 T 1 24 T T T
*’_,.f*‘"' J e S
U e 2} X
* *_,/
~ ¢/
822 [~-FullCSI(conv)| | 20f e
E —v—Cons UB 95 x4
£20r  |—A—ConsLB 218t o
3 —=—SDP-UB g Kol
g 18 —e—SDP-LB _;E. 161 //'
g r
5 161 Sl —©--Signal power (conv) | |
é“ <:C —=4-=- AN power (conv)
L v —©— Signal power (cons)
14 12+ 1
< —*— AN power (cons)
12} 2 o}
). -]
10 8

Fig. 8. Transmit power Pr versus the number of eavesdroppers with Np =
8,L=2,Tq =20 (dB), I'c =—10 (dB), and n = —5 (dBW).

demonstrates the effectiveness of constructive interference
schemes. As derived in (11), it is the constructive interfer-
ence/AN power that allows guaranteeing the SINR require-
ments at the legitimate receivers at lower transmit power. Note
that the gap between the signal and the AN power in the
conventional scheme reduces for an increased number of users
(e.g., K = 7), as also observed in [31]. However, an interesting
observation is that the constructive interference schemes split
the transmit power almost equally between information and
AN beams. From Fig. 7, it can also be revealed that with
relaxed eavesdropping constraints (increasing I'c), less power
is invested on AN in the conventional scheme to block weaker
eavesdropping attempts. On the other hand, power splitting
remains the same in constructive interference schemes even
with relaxed eavesdropping constraints.

Now we are interested in observing the transmit power
requirements of the algorithms with increasing number of
potential eavesdroppers. Note that in our system model, eaves-
dropping attempts are exposed by the legitimate ERs. Hence,
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an increase in the number of eavesdropping ERs emphatically
increases the number of energy harvesting and secrecy con-
straints. Fig. 8 plots the transmit power of the various designs,
as well as the power allocation between information and AN
signals versus the number of ERs with Ny = 8, L = 2,
T'q =20 (dB), I'c = —10 (dB), n = —5 (dBW), and QPSK
modulation. Again, the proposed schemes exhibit superior
performance. It is no surprise to observe that with increasing
K, the transmit power of all the algorithms keeps increasing,
since increasing number of ER means more eavesdropping
threats.

Let us now focus on the energy harvesting performance of
the proposed algorithms as compared with the conventional
schemes proposed in [33]. In Fig. 9, we plot the instantaneous
transmit powers for the algorithms versus the energy harvest-
ing threshold at the ERs averaged over channel realizations.
This time we set Np =8, L. =3, K =5, ['4 = 15 (dB), and
I'e = —10 (dB). It can be observed from the results in Fig. 9
that the required transmit power in the conventional and the
16-QAM schemes is almost invariant at low EH requirements
although it sharply increases after 10 dBW. This happens
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because the SINR thresholds requirements overshadow the
EH requirements at low EH threshold for these two schemes.
On the other hand, the proposed upper and lower bound
schemes exhibit a gradual increase in transmit power for QPSK
modulation with increasing EH requirements.

Next, we demonstrate the efficiency of the proposed con-
structive interference based secure beamforming schemes by
examining their achievable instantaneous received SINR at
the IRs. Fig. 10 shows the histograms of the achievable
SINRs normalized by the thresholds on per symbol basis with
Nr =38,L = 3,K =5,I'q = 10 (dB), I'e = =5 (dB),
and 17 = 15 (dBW). It can be observed from this figure that
although the conventional SINR constraint (7b) guarantees the
average IR SINR requirement, the same may not be guaranteed
for every symbol period. As indicated by the histograms of
the conventional schemes, the achievable received SINR has a
Gaussian distribution and almost in 50% of the cases the SINR
requirement may not be satisfied on an instantaneous basis.
Indeed, this may potentially result in outages for the respec-
tive users. In contrast, the proposed constructive interference
based schemes always guarantee the SINR requirements. Thus
the proposed schemes are great candidates for systems with
stringent SINR requirements.

A similar observation can be drawn by the histogram of the
instantaneous harvested power normalized by the thresholds at
the ERs in Fig. 11 with Ny =8, L =3, K = 5,I'q = 10 (dB),
T, —5 (dB), n = 15 (dBW), and QPSK modulation.
Similar to the legitimate ERs’ SINR case (Fig. 10), the con-
ventional average EH constraint based approach violates the
instantaneous EH constraints in many cases. On the other
hand, the proposed constructive interference based schemes
guarantee each constraint for every symbol period.

Finally, we investigate the performance of the proposed
robust algorithms with imperfect CSI available at the trans-
mitter. Fig. 12 illustrates the average instantaneous transmit
power versus the radius of the channel uncertainty region of
the legitimate IRs ¢4 with Ny = 8, L = 3, I'q = 15 (dB),
I'e = —10 (dB), n = —5 (dBW), and ¢, = 0.1 for robust
beamforming design. Results in Fig. 12 demonstrate that even

IEEE TRANSACTIONS ON COMMUNICATIONS, VOL. 67, NO. 2, FEBRUARY 2019

34

)
S

)
(=]

Average transmit power (dB)

— — — —Conv Rob Prec
Const Rob Prec

0.2 0.25 0.3 0.35

d

0.4
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design.

with imperfect CSI the proposed constructive interference
schemes outperform conventional schemes. While the relative
comparison of transmit power for the conventional and the
proposed constructive interference schemes follows a similar
pattern as observed in the perfect CSI case, an increase in the
uncertainty in channel estimation results in higher transmit
power for both schemes in order to guarantee the same QoS
level. This is obvious since increased channel uncertainty
region effectively means more inaccurate channel information.
Also, securing information against increased number of eaves-
droppers demands additional transmit power.

IX. CONCLUSIONS

We proposed interference exploitation approaches for AN-
aided secure beamforming in simultaneous information and
energy transfer systems. We studied the downlink transmit
power minimization problem under secrecy SINR and energy
harvesting constraints considering both perfect and imperfect
CSI at the BS. In the proposed schemes, multiuser interference
as well as AN are designed to be constructive to the IRs and
disruptive to the potential eavesdropping ERs. Additionally,
the AN is exploited as a vehicle for energy transfer. Thus the
AN plays a triple role in the proposed schemes in contrast
to its double role in conventional SWIPT systems. Simulation
results demonstrated that the proposed schemes significantly
reduce transmit power by proactively exploiting interference
and AN power.

REFERENCES

[1] R. Zhang and C. K. Ho, “MIMO broadcasting for simultaneous wire-
less information and power transfer,” IEEE Trans. Wireless Commun.,
vol. 12, no. 5, pp. 1989-2001, May 2013.

E. Hossain and M. Hasan, “5G cellular: Key enabling technologies
and research challenges,” IEEE Instrum. Meas. Mag., vol. 18, no. 3,
pp. 11-21, Jun. 2015.

L. Liu, R. Zhang, and K.-C. Chua, “Secrecy wireless information and
power transfer with MISO beamforming,” IEEE Trans. Signal Process.,
vol. 62, no. 7, pp. 1850-1863, Apr. 2014.

[2]

[3]



KHANDAKER et al.:

[4] M. R. A. Khandaker and K.-K. Wong, “Masked beamforming in
the presence of energy-harvesting eavesdroppers,” IEEE Trans. Inf.
Forensics Security, vol. 10, no. 1, pp. 40-54, Jan. 2015.

[5] C. Masouros, T. Ratnarajah, M. Sellathurai, C. Papadias, and A. Shukla,
“Known interference in wireless communications: A limiting factor or a
potential source of green signal power?” IEEE Commun. Mag., vol. 51,
pp. 162-171, Oct. 2013.

[6] G. Zheng, I. Krikidis, C. Masouros, S. Timotheou, D.-A. Toumpakaris,
and Z. Ding, “Rethinking the role of interference in wireless networks,”
IEEE Commun. Mag., vol. 52, no. 11, pp. 152-158, Nov. 2014.

[7] C. Masouros and E. Alsusa, “Dynamic linear precoding for the exploita-
tion of known interference in MIMO broadcast systems,” IEEE Trans.
Wireless Commun., vol. 8, no. 3, pp. 1396-1404, Mar. 2009.

[8] C. Masouros, “Correlation rotation linear precoding for MIMO broad-
cast communications,” [EEE Trans. Signal Process., vol. 59, no. 1,
pp. 252-262, Jan. 2011.

[9] C. Masouros and G. Zheng, “Exploiting known interference as green

signal power for downlink beamforming optimization,” IEEE Trans.

Signal Process., vol. 63, no. 14, pp. 3628-3640, Jul. 2015.

C. Masouros, M. Sellathurai, and T. Ratnarajah, “Vector perturbation

based on symbol scaling for limited feedback MISO downlinks,” /IEEE

Trans. Signal Process., vol. 62, no. 3, pp. 562-571, Feb. 2014.

[11] M. Alodeh, S. Chatzinotas, and B. Ottersten, “Constructive multiuser

interference in symbol level precoding for the MISO downlink channel,”

IEEE Trans. Signal Process., vol. 63, no. 9, pp. 2239-2252, May 2015.

M. R. A. Khandaker, C. Masouros, and K.-K. Wong, “Constructive

interference based secure precoding,” in Proc. IEEE ISIT, Aachen,

Germany, Jun. 2017, pp. 2875-2879.

M. R. A. Khandaker, C. Masouros, and K.-K. Wong, “Constructive

interference based secure precoding: A new dimension in physical

layer security,” IEEE Trans. Inf. Forensics Security, vol. 17, no. 9,

pp. 2256-2268, Sep. 2018.

C. Li, J. Wang, F-C. Zheng, J. M. Cioffi, and L. Yang, “Overhear-

ing based cooperation for two-cell network with asymmetric uplink-

downlink traffics,” IEEE Trans. Signal Inf. Process. Netw., vol. 2,

pp. 350-361, Sep. 2016.

C. Li, H. J. Yang, E. Sun, J. M. Cioffi, and L. Yang, “Adaptive

overhearing in two-way multi-antenna relay channels,” IEEE Signal

Process. Lett., vol. 23, no. 1, pp. 117-120, Jan. 2016.

C. Li, S. Zhang, P. Liu, F. Sun, J. M. Cioffi, and L. Yang, “Overhearing

protocol design exploiting intercell interference in cooperative green

networks,” IEEE Trans. Veh. Technol., vol. 65, no. 1, pp. 441-446,

Jan. 2016.

C. Li, H. J. Yang, F. Sun, J. M. Cioffi, and L. Yang, “Multiuser

overhearing for cooperative two-way multiantenna relays,” IEEE Trans.

Veh. Technol., vol. 65, no. 5, pp. 3796-3802, May 2016.

S. Timotheou, G. Zheng, C. Masouros, and I. Krikidis, “Exploiting

constructive interference for simultaneous wireless information and

power transfer in multiuser downlink systems,” IEEE J. Sel. Areas

Commun., vol. 34, no. 5, pp. 1772-1784, May 2016.

S. Goel and R. Negi, “Guaranteeing secrecy using artificial noise,” IEEE

Trans. Wireless Commun., vol. 7, no. 6, pp. 2180-2189, Jun. 2008.

Q. Li and W.-K. Ma, “Spatially selective artificial-noise aided transmit

optimization for MISO multi-eves secrecy rate maximization,” /EEE

Trans. Signal Process., vol. 61, no. 10, pp. 2704-2717, May 2013.

M. R. A. Khandaker and K.-K. Wong, “Robust secrecy beamforming

with energy-harvesting eavesdroppers,” IEEE Wireless Commun. Lett.,

vol. 4, no. 1, pp. 10-13, Feb. 2015.

S. Boyd and L. Vandenberghe, Convex Optimization. Cambridge, U.K.:

Cambridge Univ. Press, 2004.

[23] N. P. Le, “Throughput analysis of power-beacon assisted energy harvest-

ing wireless systems over non-identical Nakagami-m fading channels,”

IEEE Commun. Lett., vol. 22, no. 4, pp. 840-843, Apr. 2018.

M. Grant and S. Boyd. CVX: MATLAB Software for Disciplined Con-

vex Programming (Web Page and Software), Version 2.1. Accessed:

Dec. 2017. [Online]. Available: http://cvxr.com/cvx

[25] E. Alsusa and C. Masouros, “Adaptive code allocation for interference
management on the downlink of DS-CDMA systems,” [EEE Trans.
Wireless Commun., vol. 7, no. 7, pp. 2420-2424, Jul. 2008.

[26] M. Alodeh, S. Chatzinotas, and B. Ottersten, “Constructive interference
through symbol level precoding for multi-level modulation,” in Proc.
IEEE Globecom, San Diego, CA, USA, Dec. 2015, pp. 1-6.

[27] A. Li and C. Masouros, “Exploiting constructive mutual coupling in
P2P MIMO by analog-digital phase alignment,” IEEE Trans. Wireless
Commun., vol. 16, no. 3, pp. 1948-1962, Mar. 2017.

[10]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

[24]

SECURE SWIPT BY EXPLOITING CONSTRUCTIVE INTERFERENCE AND ARTIFICIAL NOISE

1339

[28] N. D. Sidiropoulos, T. N. Davidson, and Z.-Q. Luo, “Transmit beam-
forming for physical-layer multicasting,” IEEE Trans. Signal Process.,
vol. 54, no. 6, pp. 2239-2251, Jun. 2006.

[29] M. R. A. Khandaker and K.-K. Wong, “SWIPT in MISO multicasting

systems,” IEEE Wireless Commun. Lett., vol. 3, no. 3, pp. 277-280,

Jun. 2014.

TGn Channel Models, document IEEE 802.11-03/940r4, IEEE P802.11

Wireless LANs, May 2004.

[31] W.-C. Liao, T.-H. Chang, W.-K. Ma, and C.-Y. Chi, “QoS-based transmit

beamforming in the presence of eavesdroppers: An optimized artificial-

noise-aided approach,” IEEE Trans. Signal Process., vol. 59, no. 3,

pp. 1202-1216, Mar. 2011.

K. L. Law, C. Masouros, and M. Pesavento, “Transmit precoding for

interference exploitation in the underlay cognitive radio Z-channel,”

IEEE Trans. Signal Process., vol. 65, no. 14, pp. 3617-3631, Jul. 2017.

M. R. A. Khandaker and K.-K. Wong, “Max-min energy based robust

secure beamforming for SWIPT,” in Proc. IEEE ICC, London, U.K.,

Jun. 2015, pp. 166-171.

[30]

[32]

[33]

Muhammad R. A. Khandaker (S’10-M’13-
SM’18) received the B.Sc. degree (Hons.) in com-
puter science and engineering from Jahangirnagar
University, Dhaka, Bangladesh, in 2006, the M.Sc.
degree in telecommunications engineering from East
West University, Dhaka, in 2007, and the Ph.D.
degree in electrical and computer engineering from
Curtin University, Australia, in 2013.
He was a Post-Doctoral Researcher with the
x Department of Electronic and Electrical Engineer-
ing, University College London, U.K, from 2013 to
2018. He is currently an Assistant Professor with the School of Engineering
and Physical Sciences, Heriot-Watt University, U.K. He also worked in a
number of academic positions in Bangladesh. He was a recipient of the
Curtin International Postgraduate Research Scholarship for his Ph.D. study
in 2009. He was a recipient of the Best Paper Award in the 16th IEEE Asia-
Pacific Conference on Communications, Auckland, New Zealand, in 2010.
He is an Associate Editor of the IEEE ACCESS and the EURASIP Journal on
Wireless Communications and Networking. He also served as the Managing
Guest Editor for Physical Communication (Elsevier), special issue on Self-
Optimizing Cognitive Radio Technologies. He is currently serving as the Lead
Guest Editor for the EURASIP Journal on Wireless Communications and
Networking, special issue on Heterogeneous Cloud Radio Access Networks.

Christos Masouros (M’06-SM’14) received the
Diploma degree in electrical and computer engineer-
ing from the University of Patras, Greece, in 2004,
and the M.Sc. degree by research and the Ph.D.
degree in electrical and electronic engineering from
The University of Manchester, U.K., in 2006 and
2009, respectively. In 2008, he was a Research Intern
with Philips Research Labs, U.K. From 2009 to
2010, he was a Research Associate with The Univer-
sity of Manchester and from 2010 to 2012, he was
a Research Fellow with Queen’s University Belfast.
He has held a Royal Academy of Engineering Research Fellowship from
2011 to 2016.

He is currently a Senior Lecturer with the Communications and Infor-
mation Systems Research Group, Department of Electronic and Electrical
Engineering, University College London. His research interests lie in the field
of wireless communications and signal processing with particular focus on
green communications, large-scale antenna systems, cognitive radio, inter-
ference mitigation techniques for MIMO, and multicarrier communications.
He was a recipient of the Best Paper Award at the IEEE GlobeCom
conference in 2015. He has been recognized as an Exemplary Editor of
the IEEE COMMUNICATIONS LETTERS and an Exemplary Reviewer of the
IEEE TRANSACTIONS ON COMMUNICATIONS. He is an Associate Editor
of the IEEE COMMUNICATIONS LETTERS, and a Guest Editor of the IEEE
JOURNAL ON SELECTED TOPICS IN SIGNAL PROCESSING issue Exploiting
Interference towards Energy Efficient and Secure Wireless Communications.



1340

Kai-Kit Wong (M’01-SM’08-F’16) received the
B.Eng., M.Phil,, and Ph.D. degrees from The
Hong Kong University of Science and Technology,
Hong Kong, in 1996, 1998, and 2001, respectively,
all in Electrical and Electronic Engineering. He is
currently a Professor of wireless communications
with the Department of Electronic and Electrical
Engineering, University College London, U.K. He
is fellow of the IET. He is Senior Editor of the
IEEE COMMUNICATIONS LETTERS and the IEEE
WIRELESS COMMUNICATIONS LETTERS.

IEEE TRANSACTIONS ON COMMUNICATIONS, VOL. 67, NO. 2, FEBRUARY 2019

Stelios Timotheou (S’04-M’10-SM’17) received
the B.Sc. degree from the Electrical and Computer
Engineering School, National Technical University
of Athens, and the M.Sc. and Ph.D. degrees from the
Electrical and Electronic Engineering Department,
Imperial College London. In previous appointments,
he was a Research Associate with KIOS, a Visiting
Lecturer with the Department of Electrical and Com-
puter Engineering, University of Cyprus, and a Post-
Doctoral Researcher with the Computer Laboratory

; : of the University of Cambridge. He is currently
an Assistant Professor with the Department of Electrical and Computer
Engineering and a Faculty Member with the KIOS Research and Innovation
Center of Excellence, University of Cyprus.

His research focuses on analyzing data and making informed decisions in
challenging environments, with the purpose of enhancing efficiency and deliv-
ering new capabilities in situational awareness and decision making. Toward
this direction, he develops customized, real-time, distributed, and coopera-
tive methodologies and algorithms, drawing on theory from mathematical
optimization, machine learning, statistical data processing, and computational
intelligence. The main application area of his research is critical infrastructure
systems, with emphasis on intelligent transportation systems and wireless
communications.

Dr. Timotheou was a recipient of the 2017 Cyprus Young Researcher in
Physical Sciences & Engineering Award from the Cyprus Research Promotion
Foundation.





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


